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Overview 

Touchless Deployment is a self-service capability that fully empowers customers to develop and deploy 

custom code in the EXT Schema. Customers can automatically deploy database changes into the EXT schema 

in the  production and non-production environments, enabling them to continuously test and deploy 

database schema changes in their tenant. This option makes database refactoring much simpler for 

customers: 

• Database changes can be deployed automatically without any manual interventions (no need to create 

service tickets). 

• Users can easily develop and deploy tables, sequences, procedures, views, and more. 

• The deployment starts immediately (if no pipelines are running). 

• All deployment details and errors are accessible to enable troubleshooting in case the deployment fails. 

  

Touchless Deployment service for EXT schema is based on an open-source tool – Liquibase.  

 

Note: Deploying changes related to registering a stage hook in a pipeline or in the Commissions Data Loader 

would still require customers to create a support ticket. Other schema changes can be deployed 

automatically using the Touchless Deployment option. 

 

About Liquibase 
 
Liquibase is an open-source tool that can be used for database refactoring.  

Liquibase lists all the changes made to the database in a sequential manner. The changes are recorded in a 

changelog in the order in which they need to be deployed. Liquibase then uses the changelog to inspect and 

execute the updates that are not yet applied to the database. Customers need to upload the changelog 

(Liquibase formatted change log - zip file) and SPM will use Liquibase to execute the changes. 
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Enabling Touchless Deployment in Commissions  

The Touchless Deployment feature is in pilot phase and is currently disabled by default. To enable this 

feature, create a support ticket. Support will enable the Touchless Deployment Rest Service. 

 

The Touchless Deployment permission is added in Security > Roles > Administration. The Commissions 

user who deploys the database changes must be granted with this permission (through a role). 

 

To configure permissions for Touchless Deployment: 

 

1. In Manage Setup > Security > Roles, select the Role that has the permissions to deploy database 

changes. 

   

 
 

2. In the Permissions tab, assign the Touchless Deployment (Update) permission to the role.  
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Touchless Deployment Rest Service 

  

Testing Connectivity and Authorizations 
 

Operation STATUS provides a basic test if the service is enabled: 

 

GET https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/status 

   

If the service is not enabled the result of the GET request will be 500 Internal Error. 

 

If the user is not authorized to run TD the HTTP response will be 403. 

   
  

Deploying Schema Changes  
 
The sample screenshots below illustrate the Postman REST API client. You can also use other API clients 

that you prefer.  

 

To deploy the schema changes: 

 

1. Use POST https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/update   

 

It requires two input parameters: 

 

• Attachment: Upload the changelog Zip with the key changeLogZip. The changelog Zip is a 

zipped archive which contains the entire Liquibase changelog. 

 

• URL Parameter: changeMasterFile is the name of the Liquibase master file in the archive. 

 

This operation will verify if the changelog Zip is a valid zip archive (will extract it on the file system) 

and will check if the file changeMasterFile exists. If any of this fails, the rest service will return HTTP 

ERROR CODE 406 (Not accepted). 

 

If successful, TouchlessDeployment will schedule the Liquibase Update Task asynchronously and it 

will return HTTP CODE 202 (Accepted).  
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The body will contain a JSON Response with a deploymentid:  

 
 
 

 

 

 

 

 

 

Get Deployment Status 
 
 
To get the result of the Liquibase Update Task, use the Get_Status endpoint: 

GET  https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/getstatus/<deploymentid> 

The possible responses are: 

• HTTP 404 NOT FOUND – Liquibase deployment has not completed deployment yet.  

• HTTP 200 (Liquibase Success) – This will contain a file attached in the body with a file 

• liquibaseLogs<deploymentid>.zip – This archive contains the Liquibase execution logs. 

• HTTP 400 (Liquibase Failed) –  This will contain an attachment with a zipped Liquibase 

execution log. 
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Note: The Get_Status endpoint can also be used to verify if the service is enabled and if the user is 

authorized to use it.  

Save the response. The Liquibase change log shows if all the changes were executed successfully. 

You can view the EXT Schema to verify that the changes are executed.  

Liquibase Change Log Example: 
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Tagging Database Changelog 
 

POST https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/rollbackToTag 

Liquibase allows creating a tag on a changeset. The tag command enables you to mark the current database 

state so you can roll back changes in the future. It is recommended to use this operation to tag stable releases 

before running additional code changes. See Liquibase Tag | Liquibase Docs and RollbackToTag for more 

details. 

The endpoint requires the same parameters as Update + tag. 

• changeLogZip - http attachment representing the full changelog as a zip file (same as update)  

• changeMasterFile - URL parameter indicating the change log master file inside the zip (same as update) 

• tag - URL parameter which indicates the TAG 

The result is the same as the UPDATE endpoint. It provides the deployId and the result of the tag must be 

polled through the Get_Status endpoint. 

 

 

 

 

 

 

https://docs.liquibase.com/commands/maintenance/tag.html
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RollbackToTag 
 

POST https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/rollbackToTag 

RollbackToTag endpoint allows you to rollback all changes which have been done after the TAG.  

The endpoint requires the same parameters as Tag. 

• changeLogZip - http attachment representing the full changelog as a zip file (same as update)  

• changeMasterFile - URL parameter indicating the change log master file inside the zip (same as update) 

• tag - URL parameter which indicates the TAG 

Notes: 

• Not all changesets can be rollbacked. 

• For SQL changesets you should always define ROLLBACKSQL  

• For XML changesets - some of these provide automatic generation of rollback SQLs and others require 

explicit rollback definition. For more details, see Liquibase Auto Rollback | Liquibase Docs.  

The result is the same as the UPDATE endpoint. It provides the deployId and the result of the tag must be 

polled through the Get_Status endpoint. 

  

 

 

 

 

 

 

 

 

 

https://docs.liquibase.com/workflows/liquibase-community/liquibase-auto-rollback.html
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Rollback Last Changesets 

POST https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/rollbackLastChangesets 

This endpoint allows you to roll back the last number of changesets (the number is provided as a parameter).  

The endpoint requires the following parameters  

• changeLogZip - http attachment representing the full changelog as a zip file (same as update)  

• changeMasterFile - URL parameter indicating the change log master file inside the zip (same as update) 

• changesets - URL parameter which indicates the number of changesets to be rollbacked 

Notes:  

• Not all changesets can be rollbacked. 

• For SQL changesets you should always define ROLLBACKSQL  

• For XML changesets - some of these provide automatic generation of rollback SQLs and others require 

explicit rollback definition. For more details see Liquibase Auto Rollback | Liquibase Docs  

The result is the same as the UPDATE endpoint. It provides the deployId and the result of the tag must be 

polled through the Get_Status endpoint. 

  

 

 

 

 

https://docs.liquibase.com/workflows/liquibase-community/liquibase-auto-rollback.html
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Rollback to Date 
 

POST https://<host:port>/TrueComp-SaaS/services/rest/touchlessdeployment/rollbackToDate 

This endpoint allows the user to rollback all changesets deployed after a particular date  

The endpoint requires the following parameters  

• changeLogZip - http attachment representing the full changelog as a zip file (same as update)  

• changeMasterFile - URL parameter indicating the change log master file inside the zip (same as update) 

• date - URL parameter which indicates a date for all changes after to be rollbacked. The date must be in 

format YYYY-MM-DD or YYYY-MM-DD, hh-mm-ss 

Notes: 

• Not all changesets can be rollbacked. 

• For SQL changesets you should always define ROLLBACKSQL  

• For XML changesets - some of these provide automatic generation of rollback SQLs and others require 

explicit rollback definition. For more details see Liquibase Auto Rollback | Liquibase Docs  

The result is the same as the UPDATE endpoint. It provides the deployId and the result of the tag must be 

polled through the Get_Status endpoint. 

 
 
 
 
 
 
 
 
 

https://docs.liquibase.com/workflows/liquibase-community/liquibase-auto-rollback.html
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Creating and Uploading the Liquibase Changelog 

Create the change log master file according to Liquibase requirements. The structure of the change log file 

must meet the standards defined by Liquibase. See Liquibase Changelogs for more details. 

 

 
 
The master file may include additional XML or SQL files as needed. The structure of the referenced XML and 

SQL files must also meet the standards defined by Liquibase.  

 

 
 

 

 

 

https://docs.liquibase.com/concepts/changelogs/working-with-changelogs.html
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For example, the XML may contain details in Liquibase format for creating a table: 

 

 
 
 

Best Practices  

Best Practices for XML changelog 

Official documentation and examples for Liquibase XML changelog are provided at Example Changelogs: XML 

Format.  

Additionally, we recommend the following: 

1. For every changeset, use failOnError="true". This will provide a proper indication that Liquibase 

has failed on some of the generated queries. It also gives you full control of what was executed and what 

was not together with a restart point. In rare cases, customers may use the tag 

failOnError="false". 

2. For large SQL code in procedures, libraries, views, etc., customers can include the details in the SQL file 

and reference it from the XML file. 

https://docs.liquibase.com/concepts/changelogs/xml-format.html?Highlight=XML%20changelog
https://docs.liquibase.com/concepts/changelogs/xml-format.html?Highlight=XML%20changelog
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3. Most of the XML changesets come with auto-rollback options, but some of changesets like 

create-procedure do not support auto rollback. Nevertheless, the auto rollback is one of the main 

advantages of XML changesets over SQL changesets. Wherever auto rollback is available, we 

recommend using an XML changeset. If auto rollback is not available, it is best if customers always 

specify the rollback commands.  

4. Customers may combine many SQLs into a single Liquibase changeset. All such SQLs in a single 

changeset will be in one transaction. For example, if the second SQL fails, the first SQL will be 

automatically rollbacked. If a customer uses many SQLs in a single changeset, rollback options for all 

SQLs must be provided. 

5. XML changesets generate automatic descriptions. Additional comments may be provided to clarify the 

changes.  

 

Best Practices for SQL changelog 

Documentation and examples for Liquibase SQL formats are provided at Example Changelogs: SQL Format. 

Additionally, we recommend the following: 

1. For every changeset, use failOnError=true. In rare cases, customers may switch to 

failOnError=false (similar to the XML case). 

2. SQL changesets do not provide auto-rollback options. For every changeset, it is best to provide 

rollback options. 

3. Similar to the XML case, a customer may combine many SQLs into a single changeset. All SQLs will 

run in a single transaction. Make sure to provide rollback options for all SQLs in the changeset. 

4. SQL changesets do not generate automatic description (the auto-description is simply SQL). Make 

sure to provide clear comment for every changeset. These comments will be visible in table 

CS_TD_EXT_DATABASECHANGELOG . 

 
 
 
 
 
 
 
 
 
 
 

https://docs.liquibase.com/workflows/liquibase-community/using-rollback.html?Highlight=auto-rollback%20options%20
https://docs.liquibase.com/concepts/changelogs/sql-format.html
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Touchless Deployment Client / Shell Command  

TDClient.sh is a shell script which invokes the Touchless Deployment rest service.   

The purpose of the shell script is to simplify and unify the integration of the customer's Continuous 

Integration/Continuous Delivery (CI/CD) pipeline and to simply the process for Sales Performance 

Management administrators/developers.  

 

Note: Continuous integration and continuous deployment (CI/CD) methodologies enable software release 

process to be automated.  

 

The script will mostly be used for integration with CI/CD to invoke an operation update.  

In few cases, it can be used by SPM Administrators or Developers to manually tag or rollback the changes. 

 

For most of the use cases, customers must create a zip archive, post the update endpoint, and then start 

polling the getDeploymentStatus. The shell script helps to integrate these three steps into one. The same 

benefits apply to other endpoints, such as tag, rollbackToTag, and rollbackLastChangesets. 

 

Downloading the TDClient.sh Shell Command  
 

Customers can download the zip from the SAP Help Portal: Click TD_Client.zip. 

 
The zip contains: 

• a bin directory with a main script TDClient.sh  

• a lib directory which contains two jar files 

 

Pre-requisite to run the TDClient.sh Shell Command 
 

As a pre-requisite to run the TDClient.sh shell command, customers must have:  

• install java (rel >=  8)  

• set up the command ./java to execute from the TDClient.sh script (JRE/bin or JDK/bin has to be part of  the 

PATH environment ).  

 

 

 

 

https://help.sap.com/doc/touchlessdeployment/latest/en-US
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How To Setup/Environment Variables 
 
The client requires three mandatory environment variables (connectivity to SPM): 

 

• export TD_BASEURL=“https://….“ 

 

• export TD_USERNAME=”<user>” 

 

• export TD_PASSWORD=”<password>” 

 

Additionally, one optional environment variable can be used. It points to a directory which is used by TDClient 

to extract and store log files for customer auditing: 

 

• export TD_LOGDIRECTORY=”<dir>” 

 

Using ./TDClient.sh  
 
Usage ./TDClient.sh <arguments> 

• help/-h : prints this help message 

• operation/-o : Operation to execute. Possible operation values: 

o update 

o getDeployStatus 

o tag 

o rollbackToTag 

o rollbackLastChangesets 

• masterfile/-m : change log master xml file. 

• dir/-d : directory which contains the full change log.A zip archive will be created out of this directory 

and will be posted to the server. 

• zip/-z : a zip file which contains the full change log.This archive will be posted to the server. Operations 

update/tag/rollbackToTag/rollbackLastChangesets require either one zip or dir parameter to be 

provided 

• tag/-t : parameter tag required for operation "Tag" or "Rollback To Tag" 

• lastchangesets/-l : parameter last changesets required for "Rollback last changesets" 

• deployid/-id : parameter deployment id required for operation "Get deployment status" 
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By default, the modification operations (update/tag/rollbackToTag/rollbackLastChangesets) post the zip 

archive and then start polling for 30 minutes for the results of the operation. 

 

Additional parameters 
 

• logdirectory/-ld : this directory will be used to download and extract the execution logs for end user 

detail analysis. If not explicitly provided, the parameter uses the value ./executionLogs. Instead of 

explicitly providing this parameter, an environment variable TD_LOGDIRECTORY can be bound. 

• printLiquibaseLog/-pl : Possible values Yes/No. Default No. If parameter is enabled, it will print the 

liquibase execution log on the console for all deployment tasks. 

• poll_deploy_status : Possible values Yes/No.Default Yes. If value No is provided then modify 

operation(update/tag/rollbackToTag/rollbackLastChangesets) will not poll for the result and will print 

only the <deploy id>. 

• poll_timeout : Number of minutes allowed for polling of the deployment task.Default 30 minutes. 

• poll_retry_interval : Number of seconds to retry polling until success/failure result.Default 10 seconds. 

• ignoreSSLCertValidation/-iSSL : Possible values Yes/No.Default No.If set to Yes ignores SSL 

Certificate validation when establishing an https connection. Should be used only for developer 

systems.  

 

Examples 
./TDClient.sh -o update -m changeLogMaster.xml -d /usr/local/changelog 

Creates a zip archive from directory /usr/local/changelog (this directory must contain the master file 

changeLogMaster.xml) and will invoke operation UPDATE 

./TDClient.sh -o update -m changeLogMaster.xml -z /usr/local/changelog.zip 

Invokes operation UPDATE with the zip archive (this zip file must contain the master file 

changeLogMaster.xml) 

./TDClient.sh -o getDeployStatus -id 278 

Checks the status of deployment task 278. 

./TDClient.sh -o tag -t STABLE_VERSION_13 -m changeLogMaster.xml -d /usr/local/changelog 

Creates an archive and invokes operation TAG to tag the EXT schema state to STABLE_VERSION_13 

./TDClient.sh -o rollbackToTag -t STABLE_VERSION_13 -m changeLogMaster.xml -d /usr/local/changelog 

Creates an archive and invokes operation ROLLBACKTOTAG to rollback to tag STABLE_VERSION_13 

./TDClient.sh -o rollbackLastChangesets -l 3 -m changeLogMaster.xml -d /usr/local/changelog 

Creates an archive and invokes operation ROLLBACKLASTCHANGESETS to rollback the 3 latest 
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changesets  

 

CI/CD Integration with GitHub  

This section describes the sample repository that is set up to demonstrate how CI/CD can be accomplished 

with ./TDClient.sh. 

 

Sample Repository: https://github.com/jblagoev12/TDRepo 

Note: For every merge request on the main branch of this repository, the GitHub Actions will invoke the 

./TDClient.sh which will call the Touchless Deployment Rest Service.  

 

GitHub > GitHub Actions is one of the tools used for Continuous Integration. See 

https://docs.github.com/en/actions for more details. 

 

GitHub Project Structure of Sample Repository  
 

 
 

• bin and lib are the original folders for Touchless Deployment 

• SQLs - contains the master.xml and all the sql files and subdirectories 

• .github/workflow - contains the yaml.xml file needed to execute the action on push or pull request 

 

 

 

Set Up GitHub Repository for ./TDClient.sh Usage 
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To setup the repository, go to Settings > Secrets > Actions and prepare the 4 secrets for the 

corresponding connection parameters. 

  

 

View CI/CD Action Log via GitHub Actions 
 

To view the action log, use the Push or Pull Requests. Sample actions triggered: 
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