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1 Subscribing to SAP Intelligent Product
Recommendation Applications

Subscribe to the SAP Intelligent Product Recommendation applications from your SAP Business Technology
Platform subaccount.

Context

Subaccounts help you in managing and organizing the global account of your project with respect to its
members, their authorizations, and entitlements.

Procedure

1. Create a subaccount.
a. Launch SAP BTP Cockpit.

b. Choose | Create » Subaccount 3 and enter the following information in the Create Subaccount dialog.

Field Name Description
Display Name (Mandatory) Name of the subaccount
Description (Optional) Description of the subaccount along with any

additional details

Subdomain (Mandatory) Part of the URL, which is used to access all the SAP
Intelligent Product Recommendation apps

Region (Mandatory) Desired server location

Parent (Mandatory) Parent account of your subaccount

c. Choose Create.

This system creates a subaccount for you, which you can view in the Account Explorer page under the
Subaccounts tab.

2. Subscribe to an application.

a. Choose your subaccount in [ Account Explorer » Subaccounts .

b. Inthe left-hand pane, choose | Services ¥ Instances and Subscriptions 3.

c. Inthe Subscriptions tab, choose the following applications to open their Overview page and choose
Subscribe.
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Related Information

Create a Subaccount
Subscribe to Multitenant Applications Using the Cockpit
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Prerequisites for Setting Up SAP
Intelligent Product Recommendation

List of things to do before setting up SAP Intelligent Product Recommendation.

6

You've received a welcome email from SAP for your global account.

You have set up your global account and subaccount. For more information, refer to Managing Global
Accounts Using the Cockpit and Managing Subaccounts Using the Cockpit.

You're assigned the Administrator role for the global account.

You've created a space in your Cloud Foundry organization. For more information, refer to Create Cloud
Foundry Spaces Using the Cockpit.

® Note

To be able to create a space, you have to enable your subaccount as Cloud Foundry organization. To do
this, choose Enable Cloud Foundry.

SAP Intelligent Product Recommendation Update for Subscriptions After July 14, 2025

Starting July 14, 2025, access to SAP Intelligent Product Recommendation APIs will require a secure and
authenticated access mechanism. This is enabled exclusively through SAP Identity Authentication Service
(IAS).

For New Subscriptions (After July 14, 2025)

Customers subscribing to services after July 14, 2025, must manually create an IAS tenant.

Prerequisite: Create an IAS Tenant. For more information refer to Configure IAS Tenant and Establish Trust
between the Subaccount and the created IAS Tenant | SAP Help Portal

For Existing Subscriptions (Before July 14, 2025)

To use the Product Recommendation APIs or to migrate to the new IAS based authentication model, you
need to have the prerequisite below:

Prerequisite: Create an IAS Tenant. For more information refer to Configure IAS Tenant and Establish Trust
between the Subaccount and the created IAS Tenant | SAP Help Portal

Migration Option: To migrate to the new IAS provisioning model, please create a support ticket with SAP.
Migrating to the new model, ensures APl access, better security, and compatibility with new SAP features
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3 Configure IAS Tenant and Establish Trust
between the Subaccount and the created
IAS Tenant

This page walks you through the step-by-step process of configuring an Identity Authentication Service (IAS)
Tenant in the Subaccount and establish trust between the Subaccount and the created IAS Tenant.

Procedure

1. Create a new Cloud Identity Service Instance.
a. Goto Instances and Subscriptions on BTP cockpit.
Click Create.
Select Cloud Identity Services.
Select Plan as application
Select Runtime Environment as Otherand provide an Instance Name.
Click Next and then click Finish.
g. Cloud Identity services (IAS Tenant) is created.
2. Establish Trust between the Subaccount and the created IAS Tenant.
a. Navigate to the Subaccount Trust Configuration section in the BTP cockpit.
Click Establish Trust.
Choose the created IAS Tenant.
Select the Domain for trust mapping.

- o oo T
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Configure the necessary parameters.
f. Click Finish to complete the setup.

3. Manage Users

a. Tenant administrators can manage user accounts via the administration console for SAP Cloud
Identity Services, and via APIs. For more information refer to Managing Users | SAP Help Portal.

For more information about Cloud Identity Services, refer to SAP Cloud Identity Services.
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4 Entitlements for SAP Intelligent Product
Recommendation

When you purchase an enterprise account, you're entitled to use a specific set of resources, such as the
amount of memory that can be allocated to your applications.

You can manage entitlements and quotas at the global account level, and distribute to subaccounts so that
they can be consumed by the subaccounts. When you free a quota at the subaccount level, it becomes
available again at the global account level.

® Note

You must be a global account administrator to be able to configure entitlements and quotas.

Related Information

Managing Entitlements and Quotas Using the Cockpit
Configure Entitlements and Quotas for Subaccounts
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5 Introduction to Setting Up SAP
Intelligent Product Recommendation

SAP Intelligent Product Recommendation helps you to build an intelligent guided buying experience. This guide
describes the steps that you need to perform for setting up SAP Intelligent Product Recommendation.

Administration tasks in SAP Intelligent Product Recommendation include management and configuration of
global accounts and subaccounts, users, role collections along with connecting to various systems.
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6 APIs for SAP Intelligent Product
Recommendation

The Product Recommendation service APIs enable you to receive intelligent product and configuration
suggestions based on the inputs you provide. These APIs analyze your specific needs and match them with
suitable products and their technical configurations, helping you streamline decision making and enhance your
guided selling experience.

You can design tailored, machine learning (ML)-powered digital assistants to streamline your sales processes
and improve the customer experience. By leveraging advanced algorithms, the system analyzes product, sales,
and market data along with end-customer preferences to generate valuable insights. It provides relevant
product recommendations to your sales teams and customers, both from a technical and commercial
perspective.

Prerequisite

An IAS Tenant must be created in SAP marketplace. For more information refer to Configure IAS Tenant and
Establish Trust between the Subaccount and the created IAS Tenant | SAP Help Portal

Procedure

1. To Create and Configure the IAS Application and use the Product Recommendation APIs, perform the
following steps in the IAS Admin Console:

1. Loginto your IAS Tenant Admin.

Navigate to Applications under Applications & Resources.

Click on Create, enter the Display Name, and select Protocol Type as OpenlID Connect.
Open the created application and go to Application APIs and then Dependencies.

Click Add.

Enter a Dependency Name, then select the Application that starts with ipr-las-service (Subaccount)
and APlas ipr_runtime_api. Note the Dependency Name.

Under Application APIs, go to Client Authentication and Add Secret.
. Save the credentials — they are required for generating tokens.

SO RF SRR
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2. Generate Tokens Using OAuth2: Use the following curl commands to generate tokens. Replace the
placeholder values accordingly.

* Generate Initial Token:
curl --request POST \
--url <IAS-TENANT-URL>/0auth2/token \
--header 'accept: application/json' \
--header 'content-type: application/x-www-form-urlencoded' \
--data client_id=<CLIENT_ID>\
--data 'client_secret=<CLIENT_SECRET>'\
--data grant_type=password \
--data scope=openid \
--data token_format=jwt \
--data jg -r .access_token'\
--data username=<USERNAME> \
--data password=<PASSWORD>
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* Exchange for Final Token:
curl --request POST \
--url <IAS-TENANT-URL>/0auth2/token \
--header 'accept: application/json' \
--header 'content-type: application/x-www-form-urlencoded' \
--data client_id=<CLIENT_ID>\
--data 'client_secret=<CLIENT_SECRET>'\
--data grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer \
--data assertion=<TOKEN generated in above step>\
--data resource=urn:sap:identity:application:provider:name:<DEPENDENCY NAME> \
--data token_format=jwt \
--data jq -r .access_token'\

¢ Sample API call to retrieve Needs Attribute

curl --request GET \ --url '<xBackendURL>/odata/v4/ProductRecommendationService/NeedsAttributes?

language=en'\ --header 'authorization: Bearer <Token generated in step 2>'\ --header 'content-type:
application/json’

Placeholder Reference Table

Placeholder Description

IAS-TENANT-URL Administration URL of the Cloud Identity Services portal.
CLIENT_ID The Client ID created while adding a Secret.
CLIENT_SEC The Client Secret paired with the Client ID.

USERNAME Enter the IAS Tenant log in Email id.

PASSWORD The password associated with the IAS Tenant username.
DEPENDENCYNAME Enter the Dependency name you created in step 1.

This curl command retrieves the list of Needs Attributes from the Product Recommendation Service. These
attributes define customer requirements that are later used to suggest suitable products.

® Note
* Replace <BackendURL> with the Base URL of the subscribed application.

* cURL is acommand-line tool that you can use to get or send data including files using URL syntax. On
Windows 10, cURL is included by default.

% Example

Here are a few sample URLs for IPR-PROD for reference:

PROD EU10 :https:/intelligentprodrecmdnsrv.eulQ.ipr.cloud.sap#
PROD EU11 : https:/intelligentprodrecmdnsrv.eull.ipr.cloud.sap#

PROD USI10 : https://intelligentprodrecmdnsrv.uslO.ipr.cloud.sap#
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6.1 Product Categories

This service enables you to read the Product Recommendation Model of each product category. It is based on
the OData protocol and can be consumed in external systems, Fiori applications, and other user interfaces.

Technical Details

Service Name Version

Pr oduct Cat egori es 1.0.0

Service Structure

The service contains all the data relevant to Product Categories. Based on the language passed on the request,
we get the Product category description and language as response. If any issues arise when these details are
retrieved, the system displays error messages in the response.

Entities

Entity Description Necessity

Product Categories

ProductCategories Mandatory

Service Response

Entity Description
200 OK
Constraints

With this service, it is not possible to:

* Create a new product category
* Delete the product category
* Update the product category

Setting Up SAP Intelligent Product Recommendation
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Authentication

This service uses OAuth2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendation

6.2 Needs Attributes

This service enables you to get the Needs attributes and corresponding language specific description and type
of attribute (if Code list or Numeric) for a particular product category. It is based on the OData protocol, and
can be consumed in external systems, Fiori applications and on other user interfaces.

Technical Details

Service Name Version

NeedsAttri butes 1.0.0

Service Structure

The service contains all the needs attributes relevant to a Product Category. Based on the language passed
on the request and the Product category as filter condition, we get the Product Category, Name, Description,
Sequence Number, Type, UoMISOCode and language as response. If any issues arise when these details are
retrieved, the system displays error messages in the response.

Entities
Entity Description Necessity
NeedsAttributes Needs Attributes Mandatory

Setting Up SAP Intelligent Product Recommendation
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Service Response

Entity Description
200 OK
Constraints

With this service, it is not possible to:

¢ Create anew Needs attribute
* Delete the Needs attribute
* Update the Needs attribute

Authentication

This service uses OAuth2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendation

6.3 Needs Attribute Values

This service enables you to get the needs attribute values and corresponding language-specific description for
a particular need attribute (if it is Code List Type). It is based on the OData protocol and can be consumed in

external systems, Fiori applications, and other user interfaces.

Technical Details

Service Name Version
NeedsAt tri but eVal ues 1.0.0
Setting Up SAP Intelligent Product Recommendation
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Service Structure

The service contains all the needs attributes values relevant to a Needs Attribute. Based on the language

and needsAttributeName passed on the request we get the attribute value, description, position number and
language as response. If any issues arise when these details are retrieved, the system displays error messages
in the response.

Entities
Entity Description Necessity
NeedsAttributeValues Needs Attribute Values Mandatory

Service Response

Entity Description
200 OK
Constraints

With this service, it is not possible to:

¢ Create anew Needs attribute value
* Delete the Needs attribute value
* Update the Needs attribute value

Authentication

This service uses OAuth2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendation

Setting Up SAP Intelligent Product Recommendation
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6.4 Recommend Products

This service enables you to get the list of recommended products with confidence score, language

specific description of product, corresponding configuration determination model and commercial attributes
determination model by passing the productRecommendationModel (received from Product Categories
service) and Needs attributes name value pairs (received from Needs Attributes service). It is based on the
OData protocol, and can be consumed in external systems, Fiori applications and on other user interfaces.

Technical Details

Service Name Version

RecommendPr oduct s 1.0.0

Service Structure

This service enables you to get the list of recommended products with confidence score. Based on the
language, productRecommendationModel and needsAttribute value pairs passed on the request we get

the solution, configurationDeterminationModel, commercialAttributesDeterminationModel, productid, product
description, language and confidence score as response. If any issues arise when these details are retrieved,
the system displays error messages in the response.

Entities
Entity Description Necessity
RecommendProducts Recommend Products Mandatory

Service Response

Entity Description

201 Created

Setting Up SAP Intelligent Product Recommendation
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Constraints

With this service, it is not possible to:

* Delete the Recommend Products
* Update the Recommend Products

Authentication

This service uses OAuth2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendations

6.5 Recommend Configuration

This service enables you to get the technical configuration of a particular product with confidence score,
product attribute, product attribute value, corresponding language specific descriptions and material variant
details by passing the configuration determination model (received from Recommend Products service) and
Needs Attributes name value pairs (received from Needs Attributes service). If commercial attributes like lead
time and price need to be retrieved the corresponding commercial attributes determination model (received
in Recommend Products service) need to be passed as well. It is based on the OData protocol, and can be
consumed in external systems, Fiori applications and on other user interfaces.

Technical Details

Service Name Version

RecommendConfi guration 1.0.0

Service Structure

This service enables you to get the technical configuration of a product. Based on the language, productid and
needsAttribute value pairs, commercialAttributesDeterminationModel and configurationDeterminationModel

Setting Up SAP Intelligent Product Recommendation
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passed on the request we get the products configuration which includes attributename, attribute

description, attribute value, attribute value description, confidencescore, UoMISOCode, sequenceNo. We

also get commercialAttributes details which includes leadTime, unitNetPrice, unitGrossPrice, unitCogs,
maxUnitNetPrice, minUnitNetPrice, maxUnitGrossPrice, minUnitGrossPrice, maxUnitCogs, minUnitCogs,
margin, discount and currency. We also get material variants details like leadTime, variantName, fit and variant
configurations. If any issues arise when these details are retrieved, the system displays error messages in the
response.

Entities

Entity Description Necessity

Recommend Configuration

RecommendConfiguration Mandatory

Service Response

Entity Description
201 Created
Constraints

With this service, it is not possible to:

* Delete the Recommend Configuration

* Update the Recommend Configuration

Authentication

This service uses OAuth2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendation
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6.6 Extract Needs from Text

This service analyzes a given input text—such as a paragraph from a tender document, email, or informal
request. and automatically extracts needs attribute values relevant to a product category. It helps map user
requirements to attributes relevant to a product and helps in product recommendation and configuration.

Technical Details

Service Name Version

Ext r act NeedsFr onText 1.0.0

Service Structure

The service contains all the data relevant to Product Categories. Based on the language, Product category and
userText passed as request, we get the needsAttributes corresponding to ProductCategory as response. If any
issues arise when these details are retrieved, the system displays error messages in the response.

Entities

The entities contain the business data of the service.

Entity Description Necessity

This entity consists of Product category Mandatory
and userText

ExtractNeedsFromText

Service Response

Entity Description
200 OK
Constraints

With this service, it is not possible to:

* Delete the NeedsAttribute
* Update the NeedsAttribute

Setting Up SAP Intelligent Product Recommendation
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Authentication

This service uses OAuth?2 security protocol.

Additional Information

Link to the APl on the SAP Business Accelerator Hub:

SAP Intelligent Product Recommendation
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7 RAP OData V4 Web API Activation

APl _SLSDOCI TMWARCONFI GNis a RAP OData V4 Web APl in SAP Intelligent Product Recommendation.

A Restriction

This APl is only for SAP Intelligent Product Recommendation, and must not be used for any other use
cases.

Related Information

Publish a Service Group

Setting Up SAP Intelligent Product Recommendation
RAP OData V4 Web API Activation PUBLIC 21


https://help.sap.com/docs/SAP_NETWEAVER_750/68bf513362174d54b58cddec28794093/97abd231f89a40169aaaad017439531e.html?version=7.5.9

8 Connecting SAP BTP to SAP S/4AHANA

Connect SAP BTP to SAP S/4HANA for allowingSAP Intelligent Product Recommendation to read and retrieve
master data from the SAP S/4HANA system.

1. Configuring Cloud Connectors [page 22]
Cloud connectors allow you to connect to the on-premise systems that you want to access.

2. Creating a Role for Technical Communication User [page 24]
Create arole that comprises all authorizations that are necessary for technical communication
between SAP Intelligent Product Recommendation and your SAP S/4HANA system.

3. Creating and Configuring Destinations in SAP BTP Cockipt for SAP Intelligent Product Recommendation
[page 25]

8.1 Configuring Cloud Connectors

Cloud connectors allow you to connect to the on-premise systems that you want to access.

Context

Install cloud connector within your network to establish connection between SAP Intelligent Product
Recommendation and SAP S/4HANA.

Procedure

Add your Subaccount
1. Launch your cloud connector subaccount administration.
2. Add your subaccount by choosing + Add Subaccount.

3. Inthe Add Subaccount dialog, enter the following information.

Option Description

Region Region of the subaccount
Subaccount Subaccount ID

Display Name

Subaccount User

Setting Up SAP Intelligent Product Recommendation
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Option Description

Password

Location ID

Description

4. Choose Save.

Add your Systems
5. Choose Select Subaccount to add the required systems that you want to connect to.
6. Inthe Select Subaccount dialog, select your subaccount name from the list.
7. In Cloud To On-Premise, choose + to add a system.
8. Inthe Add System Mapping wizard, enter the following information.
Option Description
Back-end Type ABAP System
Protocol HTTP or HTTPS
Virtual Host Host name to be used in SAP Business Technology Plat-

form destination to address the S/4HANA system. Any
host name can be used, recommendation is to use a string
rather than a virtual IP address.

Virtual Port Port number that is used in SAP Business Technology
Platform destination to address the S/4HANA system.

Internal Host Host of your S/4HANA system.
Internal Port HTTP or HTTPS port of your S/4HANA system.
Principal Type None

System Certification for Logon

Host In Request Header

9. Choose Save.

Add your Resources

10. Add the paths to be accessed by choosing + in the Resources of <i nt er nal host > section.

11. In the Edit Resource dialog, enter the following information.

Option Description

URL Path

Active

WebSocket

Access Policy

Description

12. Choose Save.

Check your Connection

13. Check the connection to your system by choosing (&
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Results

You can see Cloud Connectors in your SAP BTP Cockpit subaccount.

Task overview: Connecting SAP BTP to SAP S/4HANA [page 22]

Next task: Creating a Role for Technical Communication User [page 24]

Related Information

Cloud Connector Installation

8.2 Creating a Role for Technical Communication User

Create a role that comprises all authorizations that are necessary for technical communication between SAP
Intelligent Product Recommendation and your SAP S/4HANA system.

Context

When you configure a destination, you need to specify the technical user that is used to access data within

SAP Intelligent Product Recommendation on SAP Business Technology Platform through the cloud connector
in SAP S/4HANA. Create a role that contains the necessary authorizations and assign it to this technical user
in the SAP S/4HANA system. You can use the role administration functions (transaction PFCG) to manage roles
and authorization data.

Procedure

—

Launch your SAP S/4HANA system.

Follow the steps given in Creating Single Roles.

n

3. Add the following authorization objects.
° V_VBAK_AAT
* V_VBAK VKO
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Next Steps

Once you've created the role, assign it to a technical user's master record when you define the destination for
technical communication between SAP Intelligent Product Recommendation and your SAP S/4HANA system.

Task overview: Connecting SAP BTP to SAP S/4HANA [page 22]
Previous task: Configuring Cloud Connectors [page 22]

Next task: Creating and Configuring Destinations in SAP BTP Cockipt for SAP Intelligent Product
Recommendation [page 25]

8.3 Creating and Configuring Destinations in SAP BTP
Cockipt for SAP Intelligent Product Recommendation

Context

Procedure

Creating and Configuring SAP S/4HANA Destination in SAP BTP Cockpit [page 26]
The HTTP destinations at the subaccount level provide information for connecting SAP Intelligent
Product Recommendation to SAP S/4HANA system.

Creating and Configuring Destination for SAP Sales Cloud [page 27]
The HTTP destinations at the subaccount level provide information for connecting SAP Intelligent
Product Recommendation to SAP Sales Cloud.

Integration with SAP Variant Configuration and Pricing [page 28]
Configuration details to set up SAP Intelligent Product Recommendation integration with SAP Variant
Configuration and Pricing.

Task overview: Connecting SAP BTP to SAP S/4HANA [page 22]

Previous task: Creating a Role for Technical Communication User [page 24]
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8.3.1 Creating and Configuring SAP S/4HANA Destination in

SAP BTP Cockpit

The HTTP destinations at the subaccount level provide information for connecting SAP Intelligent Product

Recommendation to SAP S/4HANA system.

Procedure

—

Choose your subaccount in the Subaccounts tab.

2. Choose | Connectivity ¥ Destinations 3.

3. Choose New Destination.

4. In Destination Configuration in the Blank Template tab, enter the following information.
Field Value
Name (Mandatory) S4_BACKEND
Type (Optional) HTTP

Description (Optional)

Leave it blank

URL (Optional)

Address as defined in the cloud connector

Proxy Type (Optional)

OnPremise

Authentication (Optional)

BasicAuthentication. For more information, refer to
Security Recommendations for SAP Intelligent Product
Recommendation.

Location ID Leave it blank
User Technical communication user that is used in SAP S/
4HANA
Password Password of the technical communication user
® Note

You can have additional properties. If you add sap-client in the Additional Properties area, enter the

client from your SAP S/4HANA system.

5. Choose Save.

Related Information

Connectivity in the Cloud Foundry Environment
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8.3.2 Creating and Configuring Destination for SAP Sales
Cloud

The HTTP destinations at the subaccount level provide information for connecting SAP Intelligent Product
Recommendation to SAP Sales Cloud.

Context
Procedure
1. Choose your subaccount in the Subaccounts tab.
2. Choose | Connectivity ¥ Destinations 3.
3. Choose New Destination.
4. In Destination Configuration in the Blank Template tab, enter the following information.
Field Value
Name (Mandatory) SALESCLOUD_DESTINATION
Type (Optional) HTTP
Description (Optional) Leave it blank
URL (Optional) Your SAP Sales Cloud tenant URL
Proxy Type (Optional) Internet
Authentication (Optional) BasicAuthentication. For more information, refer to

Security Recommendations for SAP Intelligent Product
Recommendation.

Location ID Leave it blank
User User name credential
Password Password of the user

Additional Properties

Property Name Value
HTML5.DynamicDestination true
HTML5.Timeout 60000
WebIDEEnabled true

Select Use default JDK truststore.

5. Choose Save.
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8.3.3 Integration with SAP Variant Configuration and Pricing

Configuration details to set up SAP Intelligent Product Recommendation integration with SAP Variant

Configuration and Pricing.

Destination Configuration

Field Value

Name (Mandatory) CPS_DESTINATION

Type (Optional) HTTP

Description (Optional) Leave it blank

URL (Optional) Address as defined in the cloud connector

Proxy Type (Optional)

Internet

Authentication (Optional)

OAuth2ClientCredentials

Client ID (Mandatory)

Client Secret

Token Service URL type

Token Service User

Token Service Password

Additional Properties

Set WebIDEEnabled to be true, and select Use default JDK truststore.

Related Information

Creating and Configuring a Destination in SAP BTP Cockpit

28 PUBLIC

Setting Up SAP Intelligent Product Recommendation
Connecting SAP BTP to SAP S/4HANA


https://help.sap.com/docs/SAP_INTELLIGENT_PRODUCT_RECOMMENDATION/0501ea8898824d69967f199399f544c8/06155c9ea29643c98e451e9043f04a67.html?state=DRAFT

9 Managing Users, Roles, and Role
Collections

For business users, an application offers authorization artefacts. With this data, you can create roles, arrange
them into collections, and assign those collections to certain business users or user groups.

Prerequisites

You've configured your own instance of SAP Business Technology Platform Instance and Authorization Service.

You have created users in created business users and user groups in your identity provider (IdP).

Context

If you use the SAP Business Technology Platform Identity Authentication service, you can find more
information in the SAP Business Technology Platform documentation in Manually Establish Trust and
Federation Between UAA and Identity Authentication. If you use a different IdP, you can find more information
in Establish Trust and Federation with UAA Using Any SAML Identity Provider .

Procedure

1. Create role collections by choosing [ Security » Role Collections J, and perform the following substeps.

a. Choose =+ (Add a role) to create a role collection.
b. Inthe Create Role Collection dialog, enter a role name, and description.
c. Choose Create.

2. Create users by choosing | Security » Users 1.

3. Choose Create.

4. Inthe New Role dialog, perform the following substeps.
Enter a user name.

Select an identity provider.
Enter the email ID of the user.

a o o ow

Choose Create.

5. Choose ||» Services ¥ Instances and Subscriptions 3.

6. Inthe Subscriptions tab, in the SAP Intelligent Product Recommendation row, choose *** (Actions) and
Manage Roles.
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7. Inthe Roles by Role Template section of SAP Intelligent Product Recommendation, choose =+ (Add a role).
8. Inthe Create Role wizard, perform the following substeps.

a. Enter arole name, description (optional), and select a role template from the dropdown list and choose
Next.

b. Skip Configure Attributes and choose Next.

c. Inthe Select Role Collections, enter the role collections in the Search field to assign the role to it,
choose Next.

d. Inthe final screen, review your role details, and choose Finish.

Related Information

Working with Users
Working with Role Collections

Mapping Role Collections in Subaccounts

9.1 Role Collections in SAP Intelligent Product
Recommendation

You can use role collections to group authorizations within and between applications because it comprises of
one or more roles from one or more applications.

SAP Intelligent Product Recommendation has four roles collections, and six roles. A role collection consists of
one or more roles from one or more applications and can be used to bundle authorizations within and across
applications.

Role Collections

Name Description Roles Roles Template
Administrator Responsible for exporting Maintain_DE Maintain_DE
data in the Data Export app. ) ) - -
Auditlog_Auditor Auditlog_Auditor
Administrator Responsible for creating Maintain_MD Maintain_MD
units of measure, character-
istics, and products in the
Manage Characteristics and
Products app.
Administrator Responsible for accessing Maintain_ST Maintain_ST

the Maintain Settings app,
and making changes within
it.
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Name Description Roles Roles Template

Internal Sales Representative Responsible for choosing the Maintain_RT Maintain_RT
right products for their busi-
ness requirements in the
Intelligent Product Recom-
mendations app.

Machine Learning Specialist Maintain_DP Maintain_DP

Responsible for creating,
modifying, and updating da-  Maintain_ML Maintain_ML
tasets to be used for ma-

chine learning trainings in the
Manage Data Ingestion and
Transformation app.

Responsible for creating ma-
chine learning profiles, and
models in the Manage Ma-
chine Learning Lifecycle
app. A machine learning spe-
cialist is also responsible for
training the ML models, and
deploying them.

Product Manager Maintain_DM Maintain_DM

Responsible for creating
product categories, solu-
tions, and assignments of
configurable products to sol-
utions in the Manage Prod-
uct Categories app.

Responsible for creating
product selection profiles
(IPSP), needs profiles, and
configuration profiles for
product recommendations.
Also, responsible for activat-
ing product selection profiles
in the Manage Intelligent
Product Selection Profiles

app.

Administrator Maintain_CC Maintain_CC

Responsible for maintaining
currency definitions and con-
version factors in the Man-
age Currencies and Conver-
sion Factors app.

Product Manager Maintain_PM Maintain_PM

Responsible for managing
product to product mapping
in the Manage Product Map-

ping app.
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Name

Description

Roles

Roles Template

Administrator

Responsible for maintaining
data privacy-related tasks
such as, managing personal
data, setting its retention pe-
riod and deleting it.

DataPrivacyUser

DataPrivacyUser

DataProtectionOfficer

DataProtectionOfficer

DeleteDataSubject

Product Manager

Responsible for refining the
bidding evaluation criteria in
the Managing Bidding Eval-
uation Criteria app. Also re-
sponsible for creating tem-
plates with terms, conditions
and clauses under the Man-
age Smart Bidding Tem-
plate app.

Maintain_AlAssistedBid-
ding_DM

Maintain_AlAssistedBid-
ding_DM

Internal Sales Representative

Responsible for analyzing the
tender document with the
tender template in the Al As-
sisted Bidding app to iden-
tify matches and gaps.

Maintain_RT

Maintain_RT
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10 Uploading Characteristics, Products, and
Units of Measure Manually

If you don't have connectivity to SAP S/4HANA system, you can still upload units of measure, characteristics
and product-related information using documents or spreadsheets.

Prerequisites

* You've the Maintain_DM role assigned to you.
* You aren't connected to any SAP S/4HANA system.

Context

You can upload documents or files containing characteristics and products, which are subsequently
transferred to the Manage Product Categories and Manage Intelligent Product Selection Profiles applications
for the product managers to use when creating product categories and product selection profiles respectively.

® Note

You can upload files of CSV file format only. For downloading, the application supports JSON file format for
product categories, and product selection profiles. For datasets, the application supports CSV file format
within a zipped folder.

1. Exporting Documents [page 34]
Export your data from SAP Intelligent Product Recommendation to your local system.

2. Generating Template [page 34]
You can generate templates that you can use to fill up with data for setting up product categories
and IPSPs in SAP Intelligent Product Recommendation if you don't have S4_BACKEND configured as a
destination for your tenant.

3. Uploading Documents [page 35]
You can upload data to set up product categories and IPSPs in SAP Intelligent Product
Recommendation if you don't have S4_BACKEND configured as a destination for your tenant.
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10.1 Exporting Documents

Export your data from SAP Intelligent Product Recommendation to your local system.

Procedure

1. Launch the My Data Management application.
2. Choose Generate Document.

3. Inthe Generate Document, select an object whose data you want to export.

® Note

If you choose dat aset as the object, select values for the additional fields that appear in the Generate
Document dialog box.

4. Choose Generate.

The generated document appears in the table as a ZIP file. The documents containing dataset information
are in CSV format, and the documents containing the product selection profiles and product categories
information are in JSON format.

5. Choose ¥ to download the document to your local system.

Task overview: Uploading Characteristics, Products, and Units of Measure Manually [page 33]

Next task: Generating Template [page 34]

10.2 Generating Template

You can generate templates that you can use to fill up with data for setting up product categories and IPSPs in
SAP Intelligent Product Recommendation if you don't have S4_BACKEND configured as a destination for your
tenant.

Procedure

1. Launch the My Data Management application.

2. Choose | Generate Template » Configurable Product List Jif you want a template to fill with product
details, or choose |+ Generate Template ¥ Characteristics 4 if you want a template for characterstics.

3. Choose Generate.

The generated template for the required object appears in the table.
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4. Choose ¥ Download to download the template to your local system.

Task overview: Uploading Characteristics, Products, and Units of Measure Manually [page 33]
Previous task: Exporting Documents [page 34]

Next task: Uploading Documents [page 35]

10.3 Uploading Documents

You can upload data to set up product categories and IPSPs in SAP Intelligent Product Recommendation if you
don't have S4_BACKEND configured as a destination for your tenant.

Prerequisites

¢ Ensure the document that you want to upload is free of viruses.

¢ Ensure the cell values of the file that you upload don't begin with these characters: equal sign (=), plus sign
(+), at sign (@), tab (0x09), and carriage return (OxOD).

* Ensure that the unit of measure doesn't exceed the limit of three characters in length.
* Ensure the character name doesn't exceed the limit of 30 characters in length.
* Ensure the character description doesn't exceed the limit of 30 characters in length.

* Ensure the character position doesn't exceed the limit of two characters in length.

Context

® Note

SAP Intelligent Product Recommendation reads specific attributes such as, sales order, sales order item,
and product ID from sales transactional data to support smart recommendations. The extracted data

is provided to SAP Intelligent Product Recommendationin a compliant way. Consent management isn't
implemented for this scenario.

Procedure

1. Launch the My Data Management application.
2. Inthe Document Staging Area tab, choose |» Upload # Configurable Product List .
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3. Toupload characteristics and their values, choose | Upload # Characteristics ¥ . 3

4. Inthe Upload dialog, choose [ Browse to search for the file that you want to upload.
5. Choose Upload.

The uploaded document appears in the table.

6. Choose I Import to import the document containing the needed data.

Task overview: Uploading Characteristics, Products, and Units of Measure Manually [page 33]

Previous task: Generating Template [page 34]
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11 Creating Characteristics, Products, and

Units of Measure

Create characteristics, products, and unit of measures to enable product managers to use them when creating
product categories and intelligent product selection profiles.

Prerequisites

* You've the Maintain_MD role assigned to you.
* You aren't connected to any SAP S/4HANA system.

Context

To enable product managers to create product categories and intelligent product selection profiles, it is
important to define clear characteristics, products, and units of measure.

* Characteristics:

Size: This could include dimensions such as length, width, and height.

Color: Specify the available color options for products.

Material: Describe the materials used in the product's construction.

Weight: Indicate the weight of the product.

Power requirements: Specify the voltage or power source needed for the product to operate.
Compatibility: Specify the compatibility of the product with other devices or systems.

* Products

Physical goods: Include tangible products that can be physically shipped or sold.

* Units of measure

Length: Use units like inches, centimeters, or meters.
Weight: Use units like pounds, kilograms, or grams.

Volume: Use units like liters, gallons, or cubic meters.

Time: Use units like seconds, minutes, hours, or days.
Currency: Use units like US dollars, Euros, or British pounds.

Quantity: Use units like pieces, sets, or packs.
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11.1 Creating Units of Measure

Create units of measure (UoM) that you want to use for characteristics.

Context

The units of measure you create here can used to assign to characteristics in this application or in the Manage
Intelligent Product Selection Profiles application.

Procedure

1. Launch the Manage Characteristics and Products application.

2. To create a unit of measure, in the Units of Measurements tab, choose Create and perform the following
substeps.

a. Inthe flexible column that opens, enter a name for the unit of measure.

b. Choose Create in the Descriptions section to maintain a unit of measure description in the required
language.

3. Choose Create.

11.2 Creating Characteristics

Create characteristics so that the product managers can assign them to intelligent product selection profiles.

Context

The characteristics you create here show up in the Manage Intelligent Product Selection Profiles application,
where the product manager can assign them to the required needs attributes and product attributes.
Procedure

1. Launch the Manage Characteristics and Products application.
2. To create a characteristic, in the Characteristics tab, choose Create and perform the following substeps.

a. Inthe flexible column that opens, enter a name for the characteristic.
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b. Choose Create in the Descriptions section to maintain a characteristic description in the required
language.

c. Select a unit of measure from the Unit of Measurement list.

d. Choose Create in the Values section to create a characteristic value and its description for the selected
characteristic.

e. Enter aname and description for the characteristic.

3. Choose Create.

11.3 Creating Products

Create products so that the product managers can use them to assign to product categories.

Context

Create products to use them in the Manage Product Categories app. The products you create here show up in
the Configurable Product Assignment section of the above-mentioned application.

Procedure

1. Launch the Manage Characteristics and Products application.
2. To create a product, in the Products tab, choose Create, and perform the following substeps.

a. Inthe flexible column that opens, enter a name for the product.
b. Choose Create in the Descriptions section to maintain a description of the product in the required
language.

3. Choose Create.
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12 Manage Products Mapping

The Manage Product Mapping application allows users to manage configurable products efficiently. It provides
a structured interface to view, create, and modify product mappings.

The Manage Product Mapping application enables you to efficiently manage configurable products by providing
a structured interface to view, create, and modify product mappings. Upon launching the application in SAP,
you are presented with a list of configurable products, which can be filtered using the Search bar and Editing
Status. You can select a configurable product displays its details on the right side, along with existing mappings
under the Recommended Products section.

12.1 Creating Configurable Product Mapping

You can use configurable product mapping for efficient product recommendation and organization. Use it to
govern the process of managing and organizing a large number of products with varying attributes and options.

Prerequisites

* You have the Maintain_PM role assigned to you.

Context

Creating configurable product mappings enhances product recommendation process and organization by
streamlining the handling of a large number of products with varying attributes and options. This process
ensures that configurable products are properly mapped to their respective components, improving efficiency
and accuracy in product management. Companies offering highly configurable products often face challenges
in recommending the most relevant options to their customers. Traditionally, recommendation systems rely
on predefined configurable materials (KMATs), which can group multiple sellable or catalogue products under
a single identifier. However, this approach limits the recommendation system'’s ability to provide fine-grained
suggestions, as it typically suggests only the overarching configurable product rather than individual product
variations

% Example

Take an example of industrial robots where we can define a configurable material (KMAT) for a robotic arm,
with characteristics such as payload capacity, reach, end-effector type, and motion control options. Instead
of recommending just the base robotic arm model, an integrated model can dynamically recommend the
most suitable configuration based on the industry, application requirements, and past selections.
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Procedure

Launch the Manage Products Mapping application.

Click Create.

Search from a list of Configurable Products to start adding product mapping.

Click Create under Recommended Products to start mapping products under the Configurable Product.
Search and add the products to be mapped.

Review the selected items and ensure all necessary details are correctly mapped.

N oo s wN e

Click Create to finalize and save the product mapping.

12.2 Viewing Product Mappings

Easily manage configurable product mappings by accessing the Manage Products Mapping section. Use
filters to locate a product, then select a configurable product to view its mapped items. Click Edit to modify
mappings, add new products, or remove existing ones. Once changes are made, save to ensure accurate
product organization and presentation.

Context

You can use this feature to view mappings, add new products, or remove existing ones. Once changes are
made, save to ensure accurate product organization and presentation.

Procedure

1. Launch the Manage Products Mapping application.

2. Alist of Configurable Products is displayed. Filter the list of products by selecting Editing Status and click
Go.

3. Select a Configurable Product to view the products mapped under it.

a. The product details will appear on the right side of the screen.
b. Under the Recommended Products section, existing product mappings are displayed.
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13 Manage Currencies and Conversion
Factors

The Manage Currencies and Conversion Factors application allows users to define and maintain exchange rates
and conversion factors between currencies. This is essential for accurate currency conversion during financial
transactions across international business operations.

This app helps you:

* Define exchange rates between currencies.
¢ Setup "From Currency" and corresponding "To Currency" rates.
* Maintain conversion ratios and validity periods for financial accuracy.

13.1 Viewing Currencies and Conversion Factors

The Manage Currencies and Conversion Factors application in SAP lets users view, filter, and maintain currency
data, including searching, editing status tracking, and performing actions like create, delete, and export.

Context

The Manage Currencies and Conversion Factors app is essential for maintaining accurate and consistent
currency conversions within SAP. It ensures that business applications, including Intelligent Product
Recommendation, can reliably interpret and compare product prices across different currencies.

Intelligent Product Recommendation uses real-time data to suggest relevant products to users. When these
products have prices in multiple currencies (e.g., USD, EUR, JPY), the system must normalize them into a
common currency to:

* Enable fair price comparisons,
* Rank products accurately based on value,
* Support seamless global recommendations.

This normalization depends entirely on the currency conversion factors maintained in this application.

To view the list of Currencies and Conversion Factors, perform the following steps:

Procedure

1. Launch the Manage Currencies and Conversion Factors application. The currencies maintained will be listed
under Currencies.
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Search for any currency in the Search bar at the top of your screen.

3. Tofilter the currencies by status select the Editing Status as required. For more information, refer to the

Table Description below.

Editing Status
Status

Description

All (Hiding Drafts)

Displays all saved entries while hiding unsaved drafts.

Unchanged Shows only entries that haven't been edited.
Own Draft Filters entries currently in draft status created by you.
Locked by Another User Lists entries currently being edited by another user (not

editable by you).

Unsaved Changes by Another User

Displays entries that have draft changes not yet saved by
other users.

4. Click Go to refresh the list based on your selection.

Additionally, you can perform the following actions directly from the toolbar:

Field Description

Field Description

Create Add a new currency entry with conversion factors by click-
ing the Create button.

Delete Select a currency and click Delete to remove it from the

system.

Copy to Clipboard

Use the copy icon to quickly copy selected rows for use in
other applications.

Apply Settings

Personalize the table layout, show/hide columns, or adjust
sorting and grouping preferences.

Export to Excel

Click the Excel icon to download and export the list of
currencies and conversion factors in Excel format for re-
porting or offline use.

13.2 Creating and Maintaining Conversion Factors

The Create New currency page allows you to define a new currency and its related exchange rates. You can
specify the currency code and set up conversion factors with other currencies to ease conversions.

Prerequisites

* You have the Maintain_CC role assigned to you.
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Context

To ensure smooth and consistent currency conversions, it is important to set accurate exchange rates. This
is crucial for providing precise price estimations and comparisons for Intelligent Product Recommendations,
which depend on up-to-date conversion data to compare and suggest products across various currencies. To
create a new currency and add conversion factors, follow these steps.

Procedure

Launch the Manage Currencies and Conversion Factors application.
Click Create.

Enter the name of the currency in the Currency field.

Click Save to create new Currency.

Once a Currency has been created, select a Currency from the left panel to edit.

O G e W

Click Create to add a new From Currency conversion.
% Example

Consider an example where user wants to display the currency relevant commercial attributes such
as Gross, Net Price and COGS in their desired currency, so that they can see the relevant price
information in a convenient and informative way.

Scenario: To convert 500 JPY to USD:

Conversion Tables

Adjusted Ex-

change Rate From Currency  To Currency Ra-
From Currency  To Currency Exchange Rate  (AER) Ratio (FCR) tio (TCR)
JPY usb 0.006645 0.6645 100 1

The currency conversion is done using the formula: Converted amount = X*{(AER*TCR)/FCR)}

Hence, Converted amount = 500 * {(0.6645%1)/100} = 3.225 USD

7. Use the Valid From field to choose the date & time from which the rate is active. This ensures the system
uses the correct rate during processing.

8. Click Save to save the currency conversion details.
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14 Viewing Audit Logs

View audit logs for SAP Intelligent Product Recommendation.

Viewing Logs of Exported Data [page 45]
You can view the logs of the data that you export in the Audit Log Viewer app.

Viewing Logs of Manage Intelligent Product Selection Profiles (IPSP) App [page 46]

Viewing Logs of Manage Data Ingestion and Transformation App [page 46]
View logs of actions that you perform in the Manage Data Ingestion and Transformation app.

Viewing Logs of Manage Machine Learning Lifecycle App [page 47]

View Logs of Personal Data [page 48]
View logs of the activities performed on personal data.

View Logs of Data Extraction [page 48]

14.1 Viewing Logs of Exported Data

You can view the logs of the data that you export in the Audit Log Viewer app.

Prerequisites

You have exported SAP S/4HANA data using the My Data Management app.

Procedure

1. Choose your subaccount in the Subaccounts tab.
2. Goto| Services ¥ Instances and Subscriptions 3.

3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.
4. Enter a date range for the audit logs that you want to view, and S/ 4 Dat a in the Filter search field.
The application displays the data export logs for the tenant along with the security event message "action:

S/4 data export triggered by: , data: <user nane>" on <t i nest anp>. Security event was related to
user "<user nane>".
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14.2 Viewing Logs of Manage Intelligent Product Selection
Profiles (IPSP) App

Procedure

1. Choose your subaccount in the Subaccounts tab.

2. Gotolp Services ¥ Instances and Subscriptions

3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.

4. Enter a date range for the audit logs that you want to view, and S/ 4 in the Filter search field.

For IPSP Activation: The application displays the data extraction logs along with the username and
“Configuration modification message. Attribute with name "IPSP Status" was changed from "Inactive"
to "Active". The attribute is a part of an object with type "IPSP" and id consisting of: IPSP "<I PSP nane>
activated for <pr oduct cat egory nane>". Custom details: "action" with value "Update";

For IPSP Deactivation: The application displays the data extraction logs along with the username and
“Configuration modification message. Attribute with name "IPSP Status" was changed from "Active" to
"Inactive".The attribute is a part of an object with type "IPSP" and id consisting of: IPSP "<I PSP nane>
deactivated for <pr oduct cat egory nane>". Custom details: "action" with value "Update";

14.3 Viewing Logs of Manage Data Ingestion and
Transformation App

View logs of actions that you perform in the Manage Data Ingestion and Transformation app.

Context

The audit logs capture these actions as security events due to the presence of document name/file name and
configurable product in the documents, which are considered as personal data.

Procedure

1. Choose your subaccount in the Subaccounts tab.
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2. Goto|r Services § Instances and Subscriptions .

3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.

. Enter a date range for the audit logs that you want to view, and securi ty in the Filter search field.

For Generate Document: The application displays the logs as security event message “action: Personal
data (document name/file name and configurable product) downloaded with engineered dataset, data:
<dat aset nane>and <docunent nane>on<tinme stanp>.Security event was related to user
<user name>"

For Download to Local System: The application displays the logs as security event message “action:
Personal data (documentname/file name and configurable product) downloaded as local file with
engineered dataset, data: <dat aset nane>and <docunent nane>on<tine stanp>.Security event
was related to user <user nane>".

For Upload: The application displays the logs as security event message “action: Personal data (document
name/file name and configurable product) uploaded from local file for engineered dataset, data:

<dat aset nane>and<docunent nane>on<tinme stanp>.Security event was related to user

<user name>"

For Import: The application displays the logs as security event message “action: Personal data (document
name/file name and configurable product) imported to engineered dataset, data: <dat aset nanme> and
<docunent nane>on<tinme stanp>. Security event was related to user <user nane>".

14.4 Viewing Logs of Manage Machine Learning Lifecycle

App

Procedure

Choose your subaccount in the Subaccounts tab.

2. Goto|p Services ¥ Instances and Subscriptions 3.

3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.

. Enter a date range for the audit logs that you want to view, and S/ 4 in the Filter search field.

The application displays the data extraction logs along with the username and “Configuration modification
message. Attribute with name "ML Profile Status" was changed from "Published" to "Unpublished". The
attribute is a part of an object with type "ML Profile" and id consisting of: <ML profil e nanme>"
unpublished. Corresponding models <nodel nanes> undeployed.". Custom details: "action" with value
"Update";
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14.5 View Logs of Personal Data

View logs of the activities performed on personal data.

Procedure

1. Choose your subaccount in the Subaccounts tab.

2. Gotolp Services » Instances and Subscriptions

3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.

4. Enter a date range for the audit logs that you want to view, and secur i t y in the Filter search field.

For Export Document Download: The application displays the logs as security event message “Export
document downloaded on <t i ne st anp>. Security event was related to user <user name>"

For Deletion of Personal Data: The application displays the logs as security event message .

14.6 View Logs of Data Extraction

Procedure

1. Choose your subaccount in the Subaccounts tab.
2. Gotol Services ¥ Instances and Subscriptions
3. Choose Audit Log Viewer Service.

The Audit Log Viewer application opens.
4. Enter a date range for the audit logs that you want to view, and S/ 4 in the Filter search field.
The application displays the data extraction logs along with the username and Security event message

"action: S/4 data export triggered by: , data: <Username>" on <DateTime>. Security event was
related to user "<Username>" message.
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15 Maintaining Settings

You can maintain SAP IPR specific settings that are applicable to all the applications.

Prerequisites

You've ensured that you've the Maintain_ST role assigned to you.

Procedure

1. Launch the Maintain Settings application.

2. Go to Intelligent Product Recommendations, and choose Edit to change the Al dialog setting.

* On: Displays the Al Acknowledgment dialog to inform users about the implications of using Al
capabilities within the Intelligent Product Recommendations app.

¢ Off: Hides the Al Acknowledgment dialog.

3. Choose Save.

Related Information

Role Collections in SAP Intelligent Product Recommendation
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16 Security Recommendations for SAP
Intelligent Product Recommendation

SAP Intelligent Product Recommendation follows the SAP BTP security recommendations.

Security Recommendations

Co Last
mp Pri- Secure Up-
one or- Opera- Ti- MoreIn- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
SAP Crit- Authenti- En- HTTP Destinations (proxy Don't use older TLS versions and Server 202 BTP
Des ical cation& cryp type Internet): Valid for all regularly check if all destinations Certificate 4-0 -DE
ti- Single tion, destinations with the proxy are configured to use the recom- Authenti- 5-31 S-0
na- Sign-On Dat typeInternet: TLS1.2isthe = mended TLS version in the docu- cation 001
tion ain default TLS version of HTTP  mentation.
serv Tran destinations. If an HTTP des-
ice sit  tinationis consumed by a
Java application the change
is effective after restart. All
HTTP destinations that use
the HTTPS protocol and have
ProxyType=Internet can be
affected. The standard set-
tingis TLS 1.2.
SAP Rec- Authenti- Stro HTTP Destinations: The serv- Use the following authentication HTTP 202 BTP
Des om- cation& ng ice offers a number of au- types: Destina- 4-0 -DE
ti- men Single Au- thentication types for HTTP . ) ) tions 5-31 S-0
) - ) For on-premise connections,
na- ded Sign-On then destinations, which you can o j 003
tion tica- configure based on your use Pr|n§|pgl Propa.gatlon §SO
serv tion technical or security require- Authentlcaltlon forinteractive
. HTTP sessions.
ice ments.
® ForInternet connections, use
OAuth SAML Bearer Assertion
Authentication or SAML Asser-
tion Authentication.
® If you must use pass-
word-based authentication,
use strong ones. This rec-
ommendation applies to
Basi cAut henti cati on
and CAut h2Passwor d
types.
Don't use SAP Assertion SSO.
This type has been depre-
cated.
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
SAP Rec- Authenti- Stro HTTP Destinations: Mutual Mutual TLS is recommended for all  OAuth 202 BTP
Des om- cation& ng  TLS with X.509 client certifi- productive environments. To per- with 4-0 -DE
ti- men Single Au- catesis performed only if the form mutual TLS, use an X.509 X509 Cli- 5-31 S-0
na- ded Sign-On  then tokenService. KeySto client certificate instead of a cli- ent Certifi- 007
tion tica- relLocati on propertyis ent secret when connectingtothe  cates
serv tion  set in the destination config- ~ authorization server. Create a cer-
ice uration. Otherwise, the client  tificate configuration with a valid
secret is used. X.509 client certificate or a key
store, and link it to the destination
configuration.
Clo  Crit- Authenti- En-  You can use Cloud Connector Ensure that for all productive en- Configure 202 BTP
ud ical cation&  cryp toexposeinternal systems vironments HTTPS is enforced. Access 4-0 -SC
Con Single tion, tothe Internet with HTTP or  Check this enforcement regularly.  Control 5-31 C-O
nec- Sign-On Dat HTTPS. There are no default  Manage any exceptions as partof ~ (HTTP) 008
tor ain entries. your risk management processes.
Tran Ensure that your target systems
sit support HTTPS.
Clo Crit- Authenti- Ac- Cloud Connector enables you For productive landscapes, be cau- Configure 202 BTP
ud ical cation& cess tomaintain strict lists of al-  tious about the use of the all Access 4-0 -SC
Con Single Con lowed URLs for access con-  sub-paths option. Make your URLs ~ Control 5-31 C-0
nec- Sign-On trol  trol. Only those URLs for as specific as possible. Using sub-  (HTTP) 009
tor which you explicitly grant paths increases the risk of connect-
access are allowed. Cloud ing to malicious or unintended re-
Connector denies all other sources. Regularly check if some-
HTTP(S) requests. There are  one has exposed root URLs.
no default entries.
SAP Rec- Auditand Au- Cloud Foundry Environment:  The audit log retrieval APl allows AuditLog 202 BTP
Au-  om- Fraud dit  The SAP Audit Log service you to retrieve the audit logs. Retrieval  4-0 -AU
dit  men Manage- is a platform service, which Download audit logs regularly and APl Usage 5-31 D-O
Log ded ment stores all the audit logs writ-  save them ideally in an existing and  for Subac- 001
serv ten on your behalf by other central audit log system of your countsin
ice platform services that you choice. the Cloud
use. It allows you to retrieve Foundry
the audit logs for your sub- Environ-
account via the audit log re- ment
trieval APl or view them us-
ing the SAP Audit Log Viewer.
The retention period is 90
days. There's currently no
possibility to extend the re-
tention time.
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
Iden Crit- Authenti- De- The default authentication Always protect the administration ~ Configure 202 BTP
tity ical cation& fault method for the administra- console application with multifactor Risk- 4-0 -IAS
Au- Single Au- tion console is user name authentication. Based Au- 5-31 -00
then Sign-On then and password. thentica- 01
tica- tica- tion for an
tion tion Applica-
of tion
Ad-
mini
stra
tors
Iden Rec- Authenti-  Pas 14 seryice supports multi-  If password-based authenticationis Configure 202 BTP
tity om- cation& SWOo Custom 4-0 -IAS
Au- men Single d ple levels of password se- mandatory for you, we recommend Password 531 -00
then ded Sign-On Poli- curity. The default setting Enterprise over Standard, because Policy 02
tica- cies s Standard. The main dif- it's the only option to fix leaked ac-
tion ference between Standard counts.
and Enterprise s the enforce- Better is the deactivation of pass-
ment of password change. ) )
words for employees if applicable.
If these policies don't meet Refer to BTP-IAS-0006.
your corporate requirements,
create custom policies.
Iden Crit- User & Self- For business-to-consumer Keep self-registration disabled Configure 202 BTP
tity ical Identity Regi ) ) ) (value =internal). Actively manage User Ac-  4-0 -IAS
Au- Manage-  stra (puP"C) seenarios, S_elf»reg& use cases that require the function. cess to 5-31 -00
then ment tion tration may be required. By the Appli- 03
tica- of  default, self-registration is cation
tion End disabled (value = internal)
Use and can be configured per
'S application.
Corporate identity lifecycle
processes make self-registra-
tion undesirable in most
business-to-employee (B2E)
and business-to-business
(B2B) scenarios.
For more information, refer
to Scenarios.
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
Iden Crit- User & So- For business-to-consumer Keep social sign-on disabled (value Enableor 202 BTP
tity ical Identity cial ) . . =internal). Actively manage use Disable 4-0 -IAS
Au- Manage-  Sign (puphc) scenarios, §e|f—reg|s— cases that require the function. Social 5-31 -00
then ment On tration may be required. By Sign-On 05
tica- of  default, self-registration is for an Ap-
tion End disabled (value = internal) plication
Use and can be configured per
'S application.
Corporate identity lifecycle
processes make self-registra-
tion undesirable in most
business-to-employee (B2E)
and business-to-business
(B2B) scenarios.
For more information, refer
to Scenarios.
Iden Ad- Authenti- De- The default authentication Use authentication methods that Configure 202 BTP
tity van cation&  fault method forend userstoau-  don'tinclude passwords. Disable Kerberos 4-0 -IAS
Au- ced Single Au-  thenticate with the serviceis password authentication for end Authenti- 5-31 -00
then Sign-On then user name and password. users. cation 06
tica- tica- Enable
tion tion Users to
of Generate
End and Au-
Use thenticate
rs with Cer-
tificates
Enable or
Disable
FIDO2
Biometric
Authenti-
cation for
an Appli-
cation
Iden Ad- Security = Au- The service uses the SAP Au- To keep audit log entries longer, Access 202 BTP
tity van Monitor- dit  dit Log service on the Cloud download and archive the log en- Audit Logs 4-O0 -IAS
Au- ced ing&For- Dat Foundryenvironment for au- ) (AWS, 5-31 -00
then ensics a dit logging. The retention tries regularly. Azure In- 11
tica- time is 90 days. Also, refer to BTP-AUD-0001 frastruc-
tion ture)
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
Iden Rec- User & In- By default, Identity Authen-  If the service is configured to dele-  Corporate 202 BTP
tity om- Identity te-  tication acts as the default gate authentication to a 3rd-party  Identity 4-0 -IAS
Au- men Manage- gra- identity provider withits own identity provider, the trust between Providers 5-31 -00
then ded ment tion identity store. The service the service and the other identity 14
tica- of can also be configured to provider is critical. Manage any
tion 3rd- delegate authentication to changes of the trust settings.
Part a 3rd-party provider (proxy
y mode).
Iden
tity
Pro-
vid-
ers
Iden Ad- User& Iden Most companies have anex-  Use Identity Provisioning with the SAP Cloud 202 BTP
tity van Identity tity  isting identity lifecycle man-  user store of Identity Authentica- Identity 4-0 -IAS
Au- ced Manage- life- agement process. These sys- tion (Identity Directory) to syn- Services- 5-31 -00
then ment cy- temsactastheleadingiden- chronize users with your leading Identity 15
tica- cle  tity management system.In identity management solution. The Provision-
tion many cases, these systems  Identity Directory functions as a ing
don't provide best practices  central place to manage identities
on how to manage SAP cloud for SAP cloud services.
services.
Iden Rec- User& Crit- Identity Authentication plays The assignment of the following List Ad- 202 BTP
tity om- Identity ical acritical role in the access authorizations is critical. Manage ministra-  4-0  -IAS
Au- men Manage- Ad- to SAP cloud applications. them ideally as part of your identity tors 5-31 -00
then ded ment mini  Because the central role of lifecycle process. 17
tica- stra the service, it's required to .
tion tor  reduce the number of ad- ’ Manége Corporate Identity
Au-  ministrators with full access. Providers
tho- Identity Authentication per- ® Manage Tenant Configuration
riza- missions are based onthein-
. . Manage Users
tion ternal user store and its per-
s mission concept.
Iden Ad- Regula- Dis- By default there's no stand- Maintain a legal disclaimer, privacy ~ Configure 202 BTP
tity van toryProc- clai ard legal disclaimer. privacy statement, and copyright informa-  Links Sec- 4-O -IAS
Au- ced essCom- mer T tion especially if external users con- tion on 5-31 -00
then pliance statement, or copyright in- sume the service. Consult your le-  Sign-In 18
tica- formation. This information gal department. Screen
tion is only required for business-
to-business (private) or busi-
ness-to-consumer (public)
scenarios.
For business-to-employees
(internal) scenarios, we as-
sume that this requirement
is covered by the employee
contract.
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
Iden Ad- Aware- Cor- The default URL of Identity Use the corporate domains of your Use Cus- 202 BTP
tity van ness po- Authentication isn't a domain organization for business critical tom Do- 4-0 -IAS
Au- ced rate o SAP services with the Customer mainin 5-31 -00
then Do- of your organization, but a Domain service. Identity 19
tica- mai URL owned by SAP with a Authenti-
tion n technical prefix. cation

Employees are used to cor-

porate domains and it helps

to protect against phishing

attacks.
Iden Ad- Aware- Cor- Identity Authentication uses Maintain your corporate mail server Configure 202 BTP
tity van ness po- its own mail server for e- for any outgoing mails in Identity Mail 4-0 -IAS
Au- ced rate Authentication. Server for 5-31 -00
then Mail mails sent to users for dif- Applica- 20
tica- ser ferentapplication processes. tion Proc-
tion ver Forexample, when a user esses

registers for an application,

the user receives an activa-

tion e-mail from ias@notifica-

tions.sap.com.

Use the mail server of your

organization. It helps your

employees to determine if an

e-mail is trustworthy.
Iden Ad- Aware- Cor- The logon page of the serv- Add the branding of your organiza- Configure 202 BTP
tity van ness po- ice doesn'tinclude any or- tion to the logon screen. aBrand- 4-0 -IAS
Au-  ced rate ganization-specific branding. ing Style  5-31 -00
then Bra Branding makes it easier for for an Ap- 21
tica- nd  users torecognize the logon plication
tion screen as part of your organ-

ization. Branding is a small

step to protect against phish-

ing attacks. Some of these

attacks fail because they

send out links without cor-

rect branding.
Iden Rec- Security  Ad- Administrative changesand  Configure the administration con-  Send Sys- 202 BTP
tity om- Monitor-  mini settings are important to sole to send e-mails about expiring  tem Notifi- 4-O -lIAS
Au- men ing&For- stra runthe service securely. By  certificates, system notifications, cationsvia 5-31 -00
then ded ensics tor  default, administrators don't and new administrators to specific  Emails 22
tica- Aler receive mails about critical e-mail addresses or to the e-mail
tion ts changes. addresses of all administrators.
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Co Last

mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex

Iden Rec- Security End User-related security alert e- Send Se- 202 BTP

Enable e-mails for security alerts

tity om- Monitor- -Us mails are disabled by default. ) curity 4-0 -IAS
Au- men ing&For- er for enq u.sers. Configure at least the Alert 531 -00
then ded ensics Aler following: Emails 23
tica- ts *  E-mail change

tion

® Login Name change
® Credential change

®* TFA device activation or deac-
tivation

Iden Ad- User & Self- Restrict 202 BTP

In business-to-business (pri-  Only if self-registrations are ena-

tity van Identity Regi : L User At- 4-0 -IAS
vate) or business-to-con- bled: Maintain any unwanted do-
Au- ced Manage- stra ) . ) o ) Y tributes 5-31 -00
then ment tion sumer (public) scenarios, mains in e-mail addresses or user Values via 24
tica- of  there'snorestrictiononthe  names. Exclude
tion Use values which users can pro- ; Lists
) ) For example, don't allow
r vide, such as e-mail address. .
Na the creation of the user

mes For moreinformation, refer  Admi nstrat or @ . * to prevent
to Scenarios. a malicious user from subverting
a specific role. Another example
would be to block e-mail providers,
which enable the creation of mail
addresses with scripts.

Iden Ad- Security Self- Only if self-registration is enabled: e pro- 202 BTP

In business-to-business (pri-

tity van Hardening Regi ) Enable CAPTCHA for the logon or tect- 40 -IAS
vate) or business-to-con- i ) o )
Au- ced stra ) ) registration pages to distinguish ing 5-31 -00
then tion Sumer (public) scenarios, humans from computers. Appli- 25
tica- and You may allow password cat-
tion CAP logon in combination with ion
TCH  self-registration. These pages Form
A are vulnerable to automated s with
attacks. For example, a mali- Goo-
cious user tries to influence gle
the rating system in your e
CAPT
community, by creating fake CHA
users, who rate the services . Ena
in that community. ble
For more information, refer MTCa
to Scenarios. ptcha
for
Appli-
cat-
ion
Form
S
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Co Last
mp Pri- Secure Up-
one or- Opera- Ti- More In- dat In-
nt ity tionsMap tle Default Setting or Behavior Recommendation formation e dex
Iden Ad- Authenti- Au- There are no group-depend- Define group-based authentication Configure 202 BTP
tity van cation&  then entauthentication policies . . ) Default 4-0 -IAS
Au- ced Single tica- for the entire tenant to limit policies according to the risks that Risk- 5-31 -00
then Sign-On tion the access based on user at- the different user groups pose. Based Au- 26
tica- Poli- tributes (IP range or groups). 1 Nis configurationisn'tapplicable  thentica-
tion cies to all environments. Administrators tion for All
should be aware of this optionand ~ Applica-
decide whether to use it basedon  tionsin
internal requirements. the Tenant
Examples of rule criteria include: IP
range, authentication method, user
type, group type, or corporate at-
tribute.
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17 Data Protection and Privacy in SAP
Intelligent Product Recommendation

Sales orders, sales order items, and products are considered personal data in SAP Intelligent Product
Recommendation. Documents can contain personal data. As such, they're governed by the Data Protection
and Privacy laws.

In certain scenarios, such as product configurations, the data used in SAP Intelligent Product
Recommendation could lead to the identification of a person. In such cases, the customer is responsible for
manually deleting those data.

Consent Management

SAP Intelligent Product Recommendation doesn't have the capability of capturing user consent. SAP Intelligent
Product Recommendation customers are repsonsible for user consent management of their customers, and
must be compliant with data protection and privacy (often abbreviated to DPP) regulations and laws, such as
the EU’s General Data Protection Regulation (GDPR) or the California Consumer Privacy Act (CCPA).

171 Personal Data in SAP Intelligent Product
Recommendation

Sales orders, sales order items, and products are considered personal data in SAP Intelligent Product
Recommendation. As such, they are governed by the Data Protection and Privacy laws.

SAP Intelligent Product Recommendation does not require the user to enter personal data unless there

is a specific purpose to collect such data. However, the tender documents may include personal data. To
protect sensitive information from unauthorized access, it is recommended to use anonymization in the tender
document. By anonymizing personally identifiable information in the tender document, you add an additional
layer of protection to your confidential data, reducing the risk of privacy breaches.

For more information, see Data Privacy Integration NextGen- Data Anonymization.
The Al-assisted Bidding application allows you to delete your original tender documents after analysis.

SAP Intelligent Product Recommendation uses SAP Data Privacy Integration (refer to Data Privacy Integration
NextGen for more information), a subscription-based service that can be consumed by applications to use
some of the key data privacy features. Using this service, you can:

¢ Search for a specific data subject record and see where it's used. In SAP Intelligent Product
Recommendation, the data subjects are Sales Order, Sales Order Item, Product, Document and Tender
Document. You can enter the sales order ID in the Data Subject Search field of the Manage Personal Data
app. In the Search Results, choose the application name to view the details. Select the Application Name
row to view sales order's where-used list. You can see details such as, Dataset, Dataset Type, Product
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Category, Sales Order, and Sales Order Item in the Sales Order View. You can export this list to your local
system. The Audit Log Viewer application logs this activity as a security event. For more information, refer
to Manage Personal Data-Data Privacy Integration NexGen.

¢ Configure retention of personal data. Refer to Retention Configuration - Data Privacy Integration NexGen
for more information. The IPR-specific values to specify are given below.

App: Configure Data Controller - Field Name Value

Application Name Intelligent Product Recommendation
Organization Attribute Name Product/Document/Sales Order
Organization Attribute Value Product Category

App: Configure Business Purpose - Field Name Value

Business Purpose Usage Data Subject Deletion

* Delete personal data from the system. This is a manual process.

- Remember

* Until you request for deletion, your personal data remains in the system and isn't deleted even if it's
past its retention period. Once the deletion request is sent, the personal data is then hidden from
view. The Audit Log Viewer application logs this activity as a security event.

* Once personal data is deleted, use the updated datasets for ML trainings, and retrain your ML
models.

For more information, refer to Scheduling Deletion of Data Subjects and Deleting Data Subject Information.
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18 Integration and Exception Monitoring for
SAP Intelligent Product Recommendation

Check all Data Attribute Recommendation (DAR)-related activity logs of Manage Machine Learning Lifecycle
application using SAP Cloud ALM monitoring service.

18.1 Viewing Data Attribute Recommendation (DAR)-related
Messages and Logs

Procedure

1. Launch the Integration and Exception Monitoring app.

2. Choose @ (Select a Scope) to open the scope selector.

3. Inthe the Select a Scope dialog, select Services from the dropdown list on the Managed Components filter,
and choose Go.

4. Inthe Managed Components table, select the SAP Intelligent Product Recommendation services, and
choose Apply.

® Note

These services are your SAP Intelligent Product Recommendation tenants that you configure in SAP
BTP cockpit.

5. Define a time frame for which you want to view the DAR logs.

6. Choose Messages to view the list of messages with OUTBOUND direction.

7. Choose > navigation right arrow to view the logs.

Related Information

Integration & Exception Monitoring

Monitoring
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19 Real User Monitoring in SAP Intelligent
Product Recommendation

Check all performance-related activity logs of SAP Intelligent Product Recommendation in the Real User
Monitoring app of SAP Cloud ALM.

19.1 Viewing Performance Logs of SAP Intelligent Product
Recommendation

Procedure

1. Launch the Real User Monitoring app.

2. Choose @ (Select a Scope) to open the scope selector.

3. Inthe the Select a Scope dialog, select Services from the dropdown list on the Managed Components filter,
and choose Go.

4. Inthe Managed Components table, select the SAP Intelligent Product Recommendation services, and
choose Apply.

® Note

These services are your SAP Intelligent Product Recommendation tenants that you configure in SAP
BTP cockpit.

5. Define a time frame for which you want to view the performance logs.

6. Choose SAPUI5 (SAP Fiori calls), or HTTPS (service calls) to view all the actions that are taken in the SAP
Intelligent Product Recommendation apps.

7. Choose > navigation right arrow to view the details of each entry.

Related Information

Real User Monitoring

Monitoring
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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© 2026 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.
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