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1 Introduction

This guide provides detailed information to system administrators or technical consultants on how to set up
Joule and the integration between Joule and other SAP products.

Initial Setup ﬁ\u

Onboarding @

Integrating your | 5
SAP Solution E

Document Em
Grounding

— —

* Check the setup requirements for your SAP Solution [page 8]
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* Follow the Joule onboarding process to get Joule ready for integrating your SAP Solution [page 8]
¢ Integrate your SAP Solution with Joule to use the Joule capabilities your solution offers [page 30]
¢ Set up document grounding to upload documents to the Joule service [page 166]
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2 Joule Preview Landscape

The Joule Preview Landscape will be available to customers in the SAP BTP Live environment. Customers will
be able to test and validate content and framework updates in this environment before they are rolled out to
production.

The Joule Preview Landscape is designed to give customers greater visibility, control, and confidence in
adopting new Joule capabilities and features.

Joule Preview Landscape

¢ Need for the Joule Preview Landscape: Provides customers with the ability to validate new capabilities
before they are updated in their production environments to avoid potential issues.

* Current Gaps: Currently, content is delivered to all tenants simultaneously, without differentiation between
test and production environments, limiting customers' ability to test updates before deployment.

* Preview Landscape Setup: Customers will be able to test and validate content and framework updates in
this environment before they are rolled out to production. For information, see Run the Joule Booster [page
201.

* Implementation Plan: The preview landscape is available on EU10 & EU30 data centers, with plans to
extend it to other data centers.
* Framework & Content Release:

* Framework Release: The Joule Framework will initially be released to the Joule Preview Landscape and
remain in the Preview Landscape for 2 weeks of Preview. Following this period, it will be released to
Production Landscape.

* Content Release: Content will be released to the Preview Landscape and remain in the Preview
Landscape for 4 weeks. Following this period, it will be released to Production Landscape.

Related Information

Prerequisites for Customer Managed Provisioning [page 9]
Run the Joule Booster [page 20]
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3 Joule Onboarding Guide

Customer managed provisioning gives you full control over the SAP BTP configuration and allows for more
customization options.

You as a customer are responsible for the setup. For more information, see Customer-Managed Provisioning
[page 8].

General Prerequisites

* You have a valid license for an SAP product that supports Joule integration in one of the supported regions.
* You have purchased the Al Unit SKU (8019164) or Joule Base.

Customer-Managed Provisioning [page 8]
You provision and configure Joule yourself using SAP BTP, with full control over subaccounts,
entitlements, and system integrations.

Onboarding for Joule Developers [page 27]

3.1 Customer-Managed Provisioning

You provision and configure Joule yourself using SAP BTP, with full control over subaccounts, entitlements, and
system integrations.

Customer managed provisioning is a step-by-step approach for setting up Joule and integrating it with SAP
solutions.

- Tip

If you already see the ® (Joule) icon in your product (for example, in the SAP BTP cockpit), Joule has
already been provisioned using the customer-managed approach. Click the icon to start working with Joule.
No further setup is required.

Prerequisites

* You have checked the general prerequisites for provisioning.
For information, see Joule Onboarding Guide [page 8].

* Aglobal account, subaccounts, and entitlements have been set up by performing administrative actions in
the SAP BTP cockpit.

Integrating Joule with SAP Solutions
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For more information, see Prerequisites for Customer Managed Provisioning [page 9].

Procedure

1. Configure Trust to the Identity Authentication Tenant [page 18]
2. Configure User Attributes for Joule from the Identity Directory [page 19]
3. Run the Joule Booster [page 20]

A Caution

Make sure you have completed the configuration steps before you run the Joule booster.

Related Information

SAP Build Work Zone and SAP Start [page 13]

Configure Trusted Domains in Identity Authentication [page 25]
Configure Trusted Domain in SAP BTP [page 26]

Configure Opt-in/Out of Conversation Log Storage [page 26]
Unsubscribe from Joule [page 26]

3.1.1 Prerequisites for Customer Managed Provisioning

Customer managed provisioning requires an SAP BTP enterprise account, Cloud Identity Services, and specific

entitlements for Joule.

Customer managed provisioning requires meeting prerequisites for both your SAP product and Joule.

® Note

If a Joule instance is already set up and running, you cannot run the booster again. Doing so will result in the

following error:

Error: Could not include system das-application-ias to the formation because it conflicts with the following

rule:

System das-application-ias can be part of only one formation of type Integration with Joule. This system is

already part of another formation.

In such cases, the relevant systems must be manually added to the existing formation where Joule is already

integrated.

Integrating Joule with SAP Solutions
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SAP Product Prerequisites

* You must have a valid license for an SAP product that supports Joule integration (such as SAP
SuccessFactors or SAP S/4HANA Cloud Private Edition) in one of the supported data centers, as Joule
is an embedded application that is integrated with SAP products. For more information, see Data Centers
Supported by Joule.

® Note

* Jouleis available with SAP Start under Early Adopter Care program only.

* If you want to integrate Joule with SAP Start, you must have a license of at least one SAP product
that supports Joule integration.

* You have integrated the SAP product with Identity Authentication as Joule leverages the IAS setup of the
SAP product for user login.

* You have an enterprise global account on SAP BTP as Joule is an SAP BTP based application and relies on
SAP BTPP services. For more information, see Enterprise Accounts.

® Note

If you already have a global account in SAP BTP, Joule entitlements can be added in the same global
account.

Joule-Specific Prerequisites

® Note

Joule and all SAP products integrated with Joule must use the same SAP Cloud Identity Services tenant.
Across all integrated applications, users must be represented consistently using the same identity (Global
User ID). For more information, see Global User ID in Integration Scenarios.

Failure to correctly configure the Global User ID field in Joule (via the assertion attribute user_uuid in

the corresponding Identity Authentication Service (IAS) application) and integrated cloud applications can
result in functional issues within Joule and its integrations. Incorrect configuration may cause the same
individual to be identified as different users across Joule and integrated applications, which can negatively
impact use cases and features that depend on accurate user identification.

* You have the entitlements for Cloud Identity Services - Identity Authentication and Identity Provisioning.
Joule uses the Identity Authentication for user login and Identity Provisioning service to handle
provisioning of identities and their authorizations to various business applications (SAP SuccessFactors,
Identity Authentication Service Tenant, SAP Build Work Zone). For more information, see tenant models
and licensing information for Identity Authentication and Identity Provisioning.

® Note

Contact your account executive if any of the entitlements are not available in your global account.

Integrating Joule with SAP Solutions
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To set up a Joule Preview tenant, ensure that you have subaccounts in the EU10 or EU30 data centers.
If you have a subaccount on a region other than EU10 or EU30, you will not be able to add Joule Preview

entitlements to that subaccount.

Required Applications

Application Technical Name Plan Required Quota Remaining Quota
Joule das-application Foundation 1 limited
Joule Preview das-application- Foundation 1 limited

preview

* You must verify that your global account is configured with the required entitlements and quotas. For more

information, see Managing Entitlements and Quotas Using the Cockpit.

® Note

To support navigation to different applications from Joule and handle role-based access scenarios,
Joule leverages the navigation service of SAP Build Work Zone. To get an understanding of services that
have mandatory SAP Build Work Zone requirements, see Integrating Your SAP Solution [page 30].

® Note

The Joule conversational search capability does nott require integration with SAP Build Work Zone,

standard edition.

Required Applications

Application Technical Name Plan Required Quota Remaining Quota
SAP Build Work Zone, sap-launchpad Foundation or Stand- 1 limited
standard edition ard
SAP Build Work Zone, sap-workzone Standard or advanced 1 limited
advanced edition
SAP SuccessFactors  sap-workzone-hr  Standard or advanced 1 limited
Work Zone
® Note

For information about applications that leverage SAP Build Work Zone for Joule integration, see

Integrating Your SAP Solution [page 30].

If you already have a subscription to SAP Build Work Zone, advanced edition or SAP SuccessFactors
Work Zone, you can add one of these to the Joule formation by updating your current Joule formation.

For more information, see Run the Joule Booster [page 20].

Required Services

Service Technical Name Plan Required Quota

Remaining Quota

SAP Build Work Zone, bui ld-workzone-
standard edition

Foundation or stand- 1
standard ard

limited
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Service Technical Name Plan Required Quota Remaining Quota

SAP Build Work Zone, sap-workzone Standard or advanced 1 limited
advanced edition

SAP SuccessFactors  sap-workzone-hr Standard or advanced 1 limited
Work Zone

® Note

All SAP BTP global accounts already include entitlements for the foundation plan of SAP Build Work
Zone, standard edition. Joule can only interact with one SAP Build Work Zone instance; therefore, we
recommended to install Joule into an existing SAP Build Work Zone instance. If no SAP Build Work Zone
instance exists, you can start with foundation plan included in your SAP BTP global account. Make

sure that you choose the same plan for SAP Build Work Zone, standard edition for the application and
service.

Joule uses the navigation service component of SAP Build Work Zone, standard edition to resolve intent
based navigation targets and configure additional content providers. The content needs to be exposed by
the SAP product (source system) and consumed by SAP Build Work Zone (target system).

* You have created a subaccount in your global account using the SAP BTP cockpit to provision Joule.
A single Joule subscription can be integrated into multiple SAP products such as SAP SuccessFactors,
SAP S/4HANA Cloud Private Edition, or SAP Build Work Zone. However, one subscription of the Joule
application can only be integrated with one tenant of an SAP product. This means you cannot include
multiple systems of the same product in one Joule formation.
You must ensure that there is one IAS tenant per single independent entity and operate every single
independent entity from its own dedicated SAP BTP subaccount.

->Tip

For more information, see Create a Subaccount in the Cloud Foundry Environment.

Related Information

SAP BTP Onboarding

SAP Cloud Identity Services

SAP Build Work Zone, standard edition
Joule Onboarding Guide [page 8]
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3.1.2 SAP Build Work Zone and SAP Start

An overview of the process for integrating content to SAP Build Work Zone editions.

Joule can be integrated with different editions of SAP Build Work Zone. currently, you can integrate one Joule
instance with one of the following SAP Build Work Zone editions:

¢ SAP Build Work Zone, Standard Edition
¢ SAP Build Work Zone, Advanced Edition
* SAP Build Work Zone, SuccessFactors Edition

® Note

You can only integrate one Joule instance with one SAP Build Work Zone instance.

You cannot include multiple Work Zone instances to the same Joule setup

To support navigation to different apps from Joule and handle role based access scenarios, Joule configures

the navigation service of SAP Build Work Zone. This allows resolution of intent based navigation targets that are

defined in the backend. The content needs to be exposed by the SAP product (source system) and consumed
by SAP Build Work Zone (target system). This process is composed of a content exposure flow and a content
consumption flow.

® Note

For Joule setup post October 13, 2025, you do not need to configure the navigation service destinations
in your Joule subscriber sub-accounts, as this is handled by default as part of the initial setup. For more
information, see Run the Joule Booster [page 20].

-> Remember

For integrating content from cloud solutions, all systems must operate under the same domain.

Content Exposure

The content exposure involves setting up the communication between the content provider system and the
SAP Build Work Zone, and exposing the roles that you want to integrate. The steps required for content
exposure vary for each SAP product. Please refer to the product specific integration section.

Content Consumption

After completing the content exposure, you need to set up the content consumption, at the end of which it
will be possible to transfer content from SAP product to SAP Build Work Zone. You also need to configure a
design-time destination from which the SAP Build Work Zone will fetch the exposed content. The following
steps need to be performed for all integrations that support navigational scenarios.

Integrating Joule with SAP Solutions
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¢ Create SAP Build Work Zone Application and Instance [page 14]

Related Information

Integration with SAP SuccessFactors [page 48]
Integration with SAP S/4HANA Cloud Private Edition [page 56]

3.1.2.1 Create SAP Build Work Zone Application and
Instance

Steps to create a subscription and instance of SAP Build Work Zone.

® Note

You should only include one SAP Build Work Zone instance per Joule tenant, either SAP Build Work Zone
standard, SAP Build Work Zone advanced, or SAP SuccessFactors Work Zone but not all three. for more
inforation about excluding systems, see Include or Exclude a System in the Joule Formation [page 23].

Make sure that you have the entitlement for your SAP Build Work Zone plan for both application and service
added in your global account. For more information, see Prerequisites for Customer Managed Provisioning

[page 9].
® Note

If your subaccount already has the set up for SAP Build Work Zone system, standard edition (standard
plan), you can skip these entitlements and continue to use the same and add the missing configurations.

Create a Subscription for SAP Build Work Zone, standard edition

In the SAP BTP Cockpit, open your subaccount.

Go to | Services # Service Marketplace J in the left navigation pane.
Search for SAP Build Work Zone, standard edition, and click the tile.

In the top right corner, click Create.

In the window that opens, keep all the default settings and click Create.

oo s W

Assign users to the Launchpad_Admin role collection. This role collection enables you to perform all the

administration tasks for a SAP Build Work Zone, standard edition site, and is available out-of-the-box.

1. Goto|r Security ¥ Role Collections J in the left navigation pane.

2. Search for the role collection Launchpad_Admin.

3. Open the role collection for editing. Click the arrow at the far right, and in the role collection screen,
click Edit.

4. Inthe Users section of the screen, search for your email and add it to the list of users by clicking the +
button. Save your changes.

Integrating Joule with SAP Solutions
14 PUBLIC Joule Onboarding Guide


https://account.hana.ondemand.com/cockpit/#/home/allaccounts

Create an Instance for SAP Build Work Zone, standard edition

1. Goto|p Services ¥ Service Marketplace 1 in the left navigation pane.
2. Search for SAP Build Work Zone, standard edition, and click the tile.
3. Inthe topright corner, click Create and enter the details of the new service instance.

® Note

You must enable Cloud Foundry and create a space before you create a service instance. For more
information, see Creating Service Instances in Cloud Foundry.

4. Inthe window that opens, keep all the default settings and click Create.

5. To create a service key, still in the Instances and Subscriptions screen, click the *** (Actions) next to the
service instance entry in the table, and create a service key. For more information, see Creating Service
Keys in Cloud Foundry.

Related Information

SAP Build Work Zone, standard edition

3.1.2.2 Configure Destination to Use Navigation Service

If you're setting up Joule after Oct 13, 2025, you do not need to configure the navigation service destination
manually. For more information about the navigation service destination, see the following section Navigation
Service Destination.

Navigation Service Destination (Deprecated)

You need to configure a destination with the name NavigationService in the subaccount with Joule set up
to use the navigation service and ensure that these targets are resolved at runtime.

1. Go to your subaccount for Joule set up and choose |+ Connectivity » Destinations 4 and create new
destination with the following information:

Field Value
Name NavigationService
Type HTTP

Integrating Joule with SAP Solutions
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Field Value

URL portal-service URL from the service key created for
the service instance of SAP Build Work Zone, standard
edition.

Proxy Type Internet

Authentication OAuth2UserTokenExchange

Client ID Client ID from the service key created for the service in-

stance of SAP Build Work Zone, standard edition.

Client Secret Client Secret from the service key created for the service
instance of SAP Build Work Zone, standard edition.

Token Service URL Type Dedicated

Token Service URL https://<uaa url>/oauth/token

2. Inthe Additional Properties section, enter the following information:

Field Value

Use default JDK trust store Enable this option.

3. Save your changes.

3.1.2.3 SAP Build Work Zone

Prerequisites

* You've switched to SAP Cloud Identity Services - Identity Authentication as Joule leverages Identity
Authentication for user login. If you're not yet using Identity Authentication, please switch over. For more
information, see Switching to SAP Cloud Identity Services - Identity Authentication.

* Before completing the Joule onboarding tasks, you'll need to ensure that you've met the required
prerequisites for SAP Build Work Zone for Joule. For a list of these prerequisites, please refer to:
Prerequisites for Customer Managed Provisioning [page 9].

® Note

The trust is already created, so you can skip this particular step in the list of prerequisites.

* The Joule booster has been run. For more information, see Run the Joule Booster [page 20].

Integrating Joule with SAP Solutions
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Setting Up the Joule Integration

1. Once the Joule booster has been run, and the integrations between your SAP Build Work Zone plan and
Joule is complete, a setting becomes available in the Site Settings screen of the site.

2. As an administrator, you can then go to the Site Settings screen and enable the Joule setting.
3. Once enabled, the Joule icon is displayed in the header of your runtime site.

® Note

If you plan to set up Joule in another subaccount other than the chosen SAP Build Work Zone plan
subaccount, then you need to ensure that for both subaccounts trust is established to the same SAP Cloud
Identity Services - Identity Authentication tenant.

Restrictions

To view a list of restrictions and constraints when using Joule, see Constraints for Joule [page 220].

31.2.4 SAP Start

Prerequisites

* You have already run the manual setup for SAP Start, to obtain a subscription to SAP Build Work Zone,
standard edition.
For more information, see Manual Setup.

® Note

If you run the automated set up for SAP Start, you can't select an existing subaccount. It is
recommended to run the manual set up for SAP Start and select an existing subaccount.

¢ SAP Build Work Zone, standard edition is configured to use SAP Cloud Identity Services - Identity
Authentication.
For more information, see Switching to SAP Cloud Identity Services - Identity Authentication.

® Note

If you plan to set up Joule in another subaccount other than the SAP Build Work Zone, standard edition
subaccount, then you need to ensure that for both subaccounts trust is established to the same SAP
Cloud Identity Services - Identity Authentication tenant.

Integrating Joule with SAP Solutions
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Procedure

1. Runthe Joule booster.
For more information, see Run the Booster.

® Note

In steps 3 and 4 of the booster, you don't need to select anything from the Products and Capability
Packages drop-down lists, respectively.

2. Add the Joule system created by the booster to the SAP Start formation:
1. Inyour global account, select System Landscape from the left panel, and select the Formations tab.
2. Search for your formation of type Integration with SAP Start and click Include Systems (in the top right
corner of the formation).
3. Select the Joule system to include in the formation. This system has your subaccount in the Discovery
column and Joule in the System Type column.

4. Click Next Step.
5. Click Include.
As aresult, the Joule system is added to the formation's list of systems.

You can now use Joule in SAP Start by clicking the Joule icon that was added to the header.

Restrictions

To view a list of restrictions and constraints when using Joule, see Constraints for Joule.

3.1.3 Configure Trust to the Identity Authentication Tenant

Use your SAP Cloud Identity Services - Identity Authentication tenant as an Identity Provider or a proxy to your
own ldentity Provider hosting your business users.

Prerequisites

* You have subaccount administrator permissions. For more information, see Managing Subaccounts Using
the Cockpit.

* You have a tenant of SAP Cloud Identity Services.
For more information, see Tenant Model and Licensing in the documentation for Identity Authentication.

* The ldentity Authentication tenant is associated with the customer IDs of the relevant global account of
SAP BTP.
For more information, see Reuse SAP Cloud Identity Services Tenants for Different Customer IDs in the
documentation for Identity Authentication.

* You must use the same Identity Authentication tenant for all SAP applications that are included in the Joule
formation.
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Procedure

1. Inthe SAP BTP cockpit, go to your subaccount and choose | Security ¥ Trust Configuration 3.
2. Choose Establish Trust.
The Configure Tenant wizard opens.

3. Choose the Identity Authentication tenant. The Identity Providers listed are the Identity Authentication
tenants associated with your customer ID. Click Next.
4. Choose the domain configured with the Identity Authentication tenant and continue with Next.

® Note

For single-sign on to work, the domain of the Identity Authentication tenant must be same as the
corresponding SAP system trust setup.

5. You can change the name and the description of the tenant, display and change the origin key, and provide
a link text for user logon (see Using Multiple Identity Providers from the Same Subaccount). Click Next.

6. Review your configuration and confirm using Finish.
The application das-ias (subaccound name) is created in the administration console of the SAP Cloud
Identity Services.

Related Information

Establish Trust and Federation Between SAP Authorization and Trust Management Service and Identity
Authentication

3.1.4 Configure User Attributes for Joule from the Identity
Directory

A step by step guide to configure user attributes from the identity directory.

Sign in to the administration console for SAP Cloud Identity Services.
Under Applications and Resources, choose the Applications tile.
Select the application which was automatically created in the previous step.

AW

If you don't have a created application in your list, you can create one. For more information, see Create a
New Application.

5. Choose the Trust tab.
Under SINGLE SIGN-ON, choose Attributes.

7. Under the Self-defined Attributes section, choose Expand All to view all the information about the user
attributes. Ensure that the following SAML Assertion Attributes are present:

<k

User Attribute User Attribute Name

email Email
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User Attribute User Attribute Name

Email_verified Email Verified
family_name Last Name
given_name First Name
groups Groups
user_uuid Global User Id

8. If any attribute is missing, choose the Add button.

9. Provide a name for the attribute.

10. Choose Identity Directory source.

11. Choose a value from the drop-down list.

12. Optional: Choose the plus button next to the attribute to set a new value for the attribute.
13. Save your configuration.

Related Information

SAP Cloud Identity Services - Configuring User Attributes from the Identity Directory
Global User ID in Integration Scenarios

3.1.5 Run the Joule Booster

Instructions for running the booster to set up Joule.

Depending on your needs, you can set up Joule as a preview landscape or a production landscape. To set up
Joule as a production landscape you can run the booster Setting Up Joule. Alternatively, if you want to set up
Joule as a preview landscape you can run the booster Setting Up Joule - Preview.

® Note

The Joule Preview Landscape is currently available for use with data centers EU10 and EU30. If you try to
set up a preview landscape using the Setting Up Joule - Preview booster in a data center other than EU10 or
EU30, an error message will be returned.

The steps for running either the Setting Up Joule booster or the Setting Up Joule - Preview booster remain the
same regardless of which landscape type you are setting up.

Prerequisites
Before you run the booster, make sure:

* You have fulfilled all the necessary prerequisites for Joule. For more information, see Prerequisites for
Customer Managed Provisioning [page 9].
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You have ensured that the SAP Systems where you want to integrate Joule, are registered in the System
Landscape page in the SAP BTP cockpit. The SAP Solutions which are registered as Systems are visible in
the Booster for selection. For more information, see Maintaining Unified Customer Landscape.

* You must Configure Trust to the Identity Authentication Tenant [page 18] and Configure User Attributes for
Joule from the Identity Directory [page 19].

You have fulfilled the prerequisites for setting up integration with a selected product. Refer to the product
specific integration section with which you want to integrate Joule.

Procedure

Log in to the SAP BTP account as global account administrator.

In the left navigation pane of the global account, click Boosters.

In the Boosters screen, search for Setting up Joule or Setting Up Joule - Preview and click Start.
The following steps are involved in completing the provisioning process:

N

Steps Action

Check Prerequisites The following validations run in the backend:
® Global account administrator role for running the
booster

® Service entitlements in the global account

® |dentity Authentication tenant to login to the inte-
grated product

Set up Subaccount Select the subaccount that should be used for Joule provi-
sioning and configurations.

® Note

If you are setting up the Joule Preview Landscape and
select a subaccount from non EU10 or EU30 region,
you will receive and error message with a navigation
link to See Missing Entitlements. Follow the link on the
error message for more information.
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Steps Action

Select Integrations 1. Select the SAP solutions where the Joule icon should
be enabled.
2. Choose if this integration is used for testing or pro-
ductive purposes.

® Note

If you are setting up a Joule Preview Landscape,
you must choose Testing as the integration pur-
pose.

Providing the integration use case improves us-
age data analysis that is used to improve the
Joule user experience.

® Note

The Select Integrations step is used to configure
technical integrations only. Not all supported sys-
tems are listed in this step.

The Select Capabilities step is where Joule fea-
tures are enabled for supported business sys-
tems.

SAP S/4HANA PCE does not appear under "Se-
lect Integrations" by design. To enable Joule for
SAP S/4HANA PCE, select the system in the "se-
lect capabilities" step.

3. Click Next.

Select Capabilities 1. Select the SAP solutions whose capability packages
should be provisioned in Joule.

2. Choose if Joule should log the conversation data for
your tenant. For more information, see Data Protec-
tion and Privacy.

3. Click Next.
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Steps

Action

Set Up Integrations

1. Provide a unique name for the Joule formation.

2. Select the systems for the SAP solutions that you had

chosen in screens 3 and 4.

® Note

Some services require integration with SAP
Build Work Zone. To get an understanding
of the services that have mandatory SAP
Build Work Zone requirements, see Integrat-
ing Your SAP Solution [page 30].

For more information about creating an SAP
Build Work Zone instance, see Create SAP
Build Work Zone Application and Instance
[page 14].

You must enable the Identity Authentication
for the Build Work Zone, Standard Edition.
For more information, see Switching to SAP
Cloud Identity Services - Identity Authenti-
cation.

3. Select the SAP Cloud Identity Services System that is
configured in your SAP BTP Joule sub-account.

4. Click Next.
Validation Some product specific validation run in the background. If
the validation fails, you can either:
® Goback to screen 4 and select a different system or,
® Go back to screen 3 and select a different subaccount
in which the Joule subscription should be created
Review Review the information that you have entered on the last

page of the booster and click Finish to trigger Joule provi-

sioning.

5. After a successful provisioning, a confirmation message is displayed. A Joule formation is created in the
System Landscape that includes the Joule system and the selected integration systems.

Include or Exclude a System in the Joule Formation

® Note

This functionality is relevant only if the Joule Formation (Ready state) is available in your system landscape.
If you have set up the integration with Joule, but the Joule Formation does not exist in the system

landscape, you must run the Joule booster again.

If you have already set up integration with Joule, you can include or exclude systems in the existing Joule

formation. For more information, see Formations.
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To include a system in an existing formation:

Log in to the SAP BTP account as global account administrator.
In the left navigation pane of the global account, click System Landscape.
Under System Landscape, click on Formations.

AW

Choose an existing Joule formation (with formation type: Integration with Joule or Integration with Joule
Preview), which is in Ready state for which you wish to include an additional system. Click Include Systems.
The Include Systems dialog opens up.

1. Select the system which you want to include in the formation.
2. Click Next Step.
3. Foreach system, select from the following 2 options:
1. Enable Capability Deployment.
2. Enable the Joule Icon in the Integrated System.
4. Click Review.
5. Review the changes and click Include.

To exclude a system from an existing formation:

Log in to the SAP BTP account as global account administrator.

In the left navigation pane of the global account, click System Landscape.
Under System Landscape, click Formations.

Find your Joule Formation.

Click the relevant system in the formation.

On the right panel, click Exclude System.

N O swN e

Click Exclude to confirm the selection.

® Note

You can't change the consent for the Conversation Insights and the Integration Landscape once it is set.

Delete the Joule Formation

® Note

The Joule subscription is not deleted upon the deletion of the formation. To delete the Joule subscription,
refer to Unsubscribe from Joule [page 26]. You must delete the Joule formation before deleting the Joule
subscription to avoid any errors in the existing integration set up.

If you want to remove the Joule integration from the SAP solution(s), go to System Landscape in the SAP BTP
Cockpit and find the formation that you had created. Click Delete Formation. Once the formation is successfully
deleted, the configurations that were created for each product as part of the provisioning process are deleted
and the Joule icon is removed from the product Ul.

® Note

The Joule subscription is not deleted upon the deletion of the formation.
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Constraints

The following constraint is applied when running the Joule booster:

¢ The following product combination is not currently supported:
* SAP S/4HANA Cloud Public Edition and SAP S/4HANA Cloud Private Edition

Related Information

Integration with SAP SuccessFactors [page 48]
Integration with SAP S/4HANA Cloud Private Edition [page 56]
Integration with SAP Integrated Product Development [page 92]

3.1.6 Configure Trusted Domains in Identity Authentication

You need to add the domain of the integration product as trusted domain in the Identity Authentication.

Prerequisites

You are assigned the Manage Tenant Configuration role. For more information about how to assign
administrator roles, see Edit Administrator Authorizations.

Procedure

1. Signin to the administration console for SAP Cloud Identity Services.
2. Under Applications and Resources, choose the Tenant Settings tile.
At the top of the page, you can view the administrative and license relevant information of the tenant.
3. Under Customization, choose the Trusted Domains list item
4. Pressthe + Add button.
5. Type the URL of the trusted host in the field.
You can type either the full name of the host or you can use the wild card * function.

A Caution
Be careful when using the wild card * function. Make sure that you trust the domain when you use it.
See the examples:

mycompany.ondemand.com
*example.com
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6. Save your changes.
If the operation is successful the system displays the message Trusted Domains updated.

For more information, see Configure Trusted Domains.

3.1.7 Configure Trusted Domain in SAP BTP

You can add, configure and save newly created trusted domain.

Go to your subaccount and choose |j» Security » Settings

Choose + (Add).

Enter the host name for the trusted domain.

For example: https://store.example.com

All the trusted domains together, including their space separators, can't exceed 2048 characters.
Save your entries.

oo s wN e

3.1.8 Configure Opt-in/Out of Conversation Log Storage

Joule provides you with the option of storing conversation logs. This choice is available during onboarding while
running the Joule Booster. To change the configuration of opt-in/out, you can do one of the following:

1. Recommended: Create a SNOW ticket to toggle opt-in/out of conversation logs storage.

1. The created ticket should be directed to the team: CA-Joule-Cl with subject: Toggle Opt-in/Out of
Conversation Log Storage.

2. You will need to provide Joule tenant ID with the landscape.

2. Unsubscribe from Joule and re-run the Joule Booster to subscribe to Joule, and select the desired opt-in/
out option. For more information, see Unsubscribe from Joule [page 26] and Run the Joule Booster [page
201.

® Note

Deleting your subscription will erase all tenant data. Consequently, you will not be able to access
previous conversation logs.

3.1.9 Unsubscribe from Joule

This section explains how to unsubscribe from and delete a Joule subscription and its associated service
instance. Use it to efficiently manage your subscriptions and free up resources when no longer needed.

If you no longer need your Joule subscription or service instance, you can delete them.
When you unsubscribe from Joule:

* All configurations will be deleted.
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* All services included in the Joule setup will be unsubscribed.
¢ All stored data related to those services will be permanently deleted.
* You will no longer be able to access your assistant or chat data.

® Note

Deleting the subscription permanently removes all tenant data. This action cannot be undone. After
deletion, you will not be able to access your assistant or any associated chat data.

Deleting the Joule Subscription

Open the Cockpit of your subaccount.
Open your Subaccount tile and click Instances and Subscriptions in the navigation pane on the left.
Find the application Joule under Subscriptions.

A ow oo

Click Delete under the actions menu (***) on the right.
The subscription is deleted.

A Caution

After you have deleted the subscription of Joule, you may not be able to re-subscribe in the same
subaccount. Create a subscription in another subaccount in which you haven't yet subscribed to Joule
or raise a ticket to CA-DAS-TO.

3.2 Onboarding for Joule Developers

3.2.1 Assign Roles

As a tenant administrator in SAP Business Technology Platform, you can assign the following roles:

Role Description

extensibility_developer An Extensibility Developer can access the Joule standalone
Web Client, compile, and deploy capabilities with limitations.

end_user An End user can create conversations with Joule.

For more information, see Define a Role Collection and Assigning Role Collections to Users or User Groups.

1. Open the SAP Business Technology Platform Cockpit of your subaccount.
2. Navigate to Role Collections under Security.
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To create a new role collection, choose +

Enter the Name and the Description for the role collection and click Create.
Click the role collection that you just added.

Go to the Roles section and choose Edit.

N oo AW

To add a role to the role collection, choose the input field.
The role selection screen opens.

o

9. Select the role extensibility_developer and the application identifier based on the region.

10. Click Add.
11. Save your changes.

To display the roles that are available, use the dropdown list or the function key under Role Name.

You can now assign the role collection to your users. For more information, see Assigning Role Collections

to Users or User Groups.

3.2.2 Configure App2App for IAS authentication flow

To support the IAS authentication flow, the Pro-code Development Tools for Joule have implemented the

Resource Owner Password Credentials Flow as an authorization management mechanism.

Prerequisites

An App2App application must be created in the IAS admin console. See Configuring Applications for details on

creating an application in SAP Cloud Identity Services.

1. Bound to the target tenant through Applications APIs
— Dependencies. The Dependency Name must be Cli2Joule.

57 Cloud Identity Services Germany/Netheriands

@ Home & Users & Authorizations | v

= Applica

v B ldentity Providers |v | Monitoring & Reporting | v

Applications CLIDAS Staging QA Edit| Delete Dependencies 2%
Applications (1333) A x te ~ %
dentity-subscription- v
y " Trust APIs ® Inherit from Parent  Add
" das-ias (DAS PROD EU12 QA) > Single Sign-On
identity-subscription- Dependency Name. Application API Name API Description Actions

CLIDAS PROD EU12 QA

identity-subscription-t

das-ias (DAS Staging QA)

OpeniD Connect Configuration

Configure trust v
based auth

vice provider for web-

Subject Name Identifier

Joule API permission
ClizJoule das-ias (DAS Staging QA) joule-api 7 &
group for inbound calls

identiy-subscription Configure the at hich the application uses to .
identify the users. Identity Authentication sends the Services ©®
I ——— ) gt o the pplicaton a5 stfect i Operld
identity-subscription- Servic Plan Nam Action
y - Apply Function to Subject Name Identifier ° ° s
>
, dasias (DAS-DeveloperTooling-Lat) Convert the subject name identifer to uppercase or XSUAA_DAS Staging QA 6

identity-subscription-

app2appCLI

identity-subscription:

das-ias (DAS-Development-QA)

identity-subscription:

app2appCLI

identity-subscription-

. dasias (EU12 DAS BLR)

identity-subscription:

anndann cliant
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lowercase.

Attributes
Cor

Application APIs

Client Auth

Configy s authenticate with the

application.

Dependencies

Dependencies of the application.

For more information, please see Dependencies Docus
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2. Generated the Client Secret through Applications APIs — Client Authentication — Secrets.

Save the Client ID and the Client Secret, as these will be required at login.

L-" Cloud Identity Services Germany/Netheriands

@ Home & Users & Authori

Applications

Applications (1333) o X Q| Create

ns [v [ Applications & Resources |

Charged Applic

No data

Bundled Applic:

app2app-poc-joule-provider (IAS Multitenancy Subs...
identity-subscription:

app2app_ias_client

identity-subscription:

app2app_ias_client

identity-subscription:

app2app-poc-sfsf-provider (IAS Multitenancy Subscri.

identity-subscription-

‘app2app_ias._client

identity-subscription:

das-ias (3PC_testing)

identity-subscription:

app2app_client

identity-subscription:

joule_cli_consumer

identity-subscription-

das-ias (DAS DEV QA 1 (das-eul2-qa))

identity-subscription-

app2appCLI
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CLI DAS Staging QA Edit| Delete £ ox
Client Authentication Cancel
Single Sign-On v
R
OpeniD Connect Configuration ClientID
>
Configure trust with a service provider for web- .
based authentication. The client ID is generated automatically
Subject Name Identifier Client ID: ®
Configure the attribute which the application usesto
identify the users. Identity Authentication sends the K
attribute to the application s subject in OpeniD R Lock
Connect tokens. © Disable Client ID locking. This option is enabled by default. The Client ID locks after 5 failed logon attempts using

Apply Function to Subject Name Identifier

Convert the subject name identifier to uppercase or
lowercase.

Attributes.

Configure user attributes sent to the application.

App! n APIs

Client Authentication

Configure how clients authenticate with the
application

Dependencies.

Dependencies of the application,

Provided APl

Provided APIs of the application.

User Directory

Configure Identity Directory for applications service.

secrets. Recommendation: use this feature in cases when the client ID has a limited scope and the client ID secret(s)

are automatically generated.
ClientID Status

® Failed Login Attempts: 0
ClientID is not locked

Public Client ®

o Enable Public Client Flows.

Last enabled: Never

Secrets ©
Description APl Acc... APl Permissio...
Applicatio
n
cu Applicatio  Unrestricted
n Users,
OpeniD

Untocked
Add

Expiration

July 14, 2125 VaR:i
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4

Integrating Your SAP Solution

Use the following table to search for your SAP Solution, navigate the solution specific integration guide, and

integrate your solution with Joule.

Integrating your solution

Integration Required with SAP Build

SAP Solution Integration Guide Work Zone

SAP Analytics Cloud (analytical insights Integration with SAP Analytics Cloud Yes

capability) [page 31]

SAP SuccessFactors Integration with SAP SuccessFactors Yes
[page 48]

SAP S/4HANA Private Cloud Integration with SAP S/4HANA Cloud Yes
Private Edition [page 56]

SAP S/4HANA Cloud Public Edition Integration with SAP S/4HANA Cloud Yes
Public Edition [page 75]

SAP Integrated Product Development Integration with SAP Integrated Prod- No
uct Development [page 92]

SAP Asset Performance Management  Integration with SAP Asset Perform- No
ance Management [page 93]

SAP Digital Manufacturing Integration with SAP Digital Manufac- No
turing [page 93]

SAP Integrated Business Planning Integration with SAP Integrated Busi- Yes
ness Planning [page 93]

SAP Ariba solutions Integration with SAP Ariba [page 106] Yes

SAP Intelligent Clinical Supply Manage- Integration with SAP Intelligent Clinical ~ No

ment Supply Management [page 118]

SAP Ariba Intake Management Integration with SAP Ariba Intake Man-  No
agement [page 120]

Joule for Microsoft 365 Copilot Integrating Joule with Microsoft 365 No
Copilot [page 120]

SAP Field Service Management Integration with SAP Field Serviceand  No
Asset Management [page 135]

SAP Concur Solutions Integration With SAP Concur [page No
138]

SAP Risk and Assurance Management  Integration with SAP Risk and Assur- No
ance Management [page 162]

SAP Sports One Integration with SAP Sports One [page  No
163]

SAP Batch Release Hub for Life Integration with SAP Batch Release No

Sciences

Hub for Life Sciences [page 163]
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Integration Required with SAP Build

SAP Solution Integration Guide Work Zone
SAP Incentive Management Integration with SAP Incentive Manage- No
ment [page 165]

4.1 Integration with SAP Analytics Cloud

View the steps required to enable Joule's analytical insights capability, powered by SAP Analytics Cloud, for
your SAP product. Note that these steps do not make Joule itself available in SAP Analytics Cloud, but instead
allow your users to ask questions to the Joule analytic insights feature from other SAP products.

® Note

The Joule 2506 release has introduced a change that affects Joule analytical insights. SAP Build Work
Zone is now required as part of the integration to provision and sync users and roles from SAP Analytics
Cloud to SAP Build Work Zone. If you have activated analytical insights in Joule before the 2506 release,
you need to redo the setup using the instructions found in this guide.

Prerequisites

*  You must be an SAP BTP global account administrator to follow the steps in this guide and set up the
capability.
* You must have appropriate Joule entitlements.

*  You must have SAP Build Work Zone as part of the integration to provision and sync users and roles from
SAP Analytics Cloud to SAP Build Work Zone.

* You have set entitlements for SAP Build Work Zone. For more information, see Create SAP Build Work
Zone Application and Instance [page 14].

*  Your SAP Analytics Cloud tenant uses one of the following authentication methods:
* SAP Cloud Identity Services

* SAML Single Sign-On (SS0O). For this method, the attribute used to map users from your existing
SAML user list to SAP Analytics Cloud must be either Email, or Custom SAML User Mapping with
valid email addresses used.

For further details, see: 3601035¢% .

* You must have a single SAP Analytics Cloud tenant with at least three free OAuth client slots available.

A Restriction

Adding more than one SAP Analytics Cloud tenant to your Joule formation is not supported and will
result in an error. Exclude additional tenants until only one is included.

To check for available OAuth client slots navigate to | System » Administration » App Integration 3 and
check the Configured Clients section; if you see the + Add a New OAuth Client button, it indicates that
slots are available.
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Your SAP Analytics Cloud user accounts must have Read permission for the Joule privilege to use analytical
insights.
The just ask feature in your SAP Analytics Cloud tenant must be enabled.

You can check this in SAP Analytics Cloud by going to [ System » Administration » Default Appearance J
and checking that the Just Ask toggle under the Conversational Analytics section is enabled.

Integration Steps

The integration process involves the following steps:

Enable the Analytical Insights Capability in Joule [page 32]

Consume Role and Team Definitions Content from SAP Analytics Cloud [page 35]
Provision Users from SAP Analytics Cloud to SAP Build Work Zone Using IPS [page 45]
Index Your Data Using Just Ask and Test Your Integration [page 47]

4.1.1 Enable the Analytical Insights Capability in Joule

Enable the analytical insights capability in your Joule formation.

There are two main options to enable analytical insights depending on your existing system landscape:

Option A: If a Joule Formation does not yet exist in your system landscape, run the Joule booster and
provision the SAP Analytics Cloud capability package. See the steps under Option A: Run the Joule Booster
below.

Option B: If you have an existing integration with Joule, and a Joule Formation already exists in your
system landscape, then you need to include the SAP Analytics Cloud system in that existing formation. See
the steps under Option B: Include Your SAP Analytics Cloud system in the Joule Formation below.

Option A: Run the Joule Booster

Run the Joule booster following the steps in Run the Joule Booster [page 20], with the following settings for
these select steps:
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Steps

Action

Select Integrations

1

Select the SAP products where the Joule icon should be

enabled.

> Tip

This is your SAP product where your user will open
Joule from and ask questions to the analytical in-
sights capability. This option should not be set to
SAP Analytics Cloud. Joule is currently not available
to open from within SAP Analytics Cloud itself.

2. Choose if this integration is used for testing or produc-
tive purposes.
® Note
Providing the integration use case improves usage
data analysis that is used to improve the Joule user
experience.
3. Click Next.
Select Capabilities 1. Select the SAP Analytics Cloud capability package to be
provisioned in Joule.
This gives your Joule instance the new analytical in-
sights feature.
2. Choose if Joule should log the conversation data for
your tenant.
3. Click Next.
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Steps Action

Set Up Integrations 1. Provide a unique name for the Joule formation.

2. Select your SAP Analytics Cloud system in your SAP
BTP landscape

> Tip
This is the SAP Analytics Cloud tenant where the
just ask feature is available and where your data

models are indexed that will be made available to
Joule.

3. Select your SAP Cloud Identity Services system where
trust has been established with this SAP BTP subac-
count.

® Note

When the Joule booster is run with the SAP
Analytics Cloud capability package, a new OAuth cli-
ent and a new trusted identify provider is automat-

ically added to the |} System > Administration

> App Integration } tab of your SAP Analytics Cloud
tenant.

4. Click Next.

Review Review the information that you have entered on the last
page of the booster and click Finish to trigger Joule provi-
sioning.

Option B: Include Your SAP Analytics Cloud system in the Joule Formation

Do not run the booster again. Include your SAP Analytics Cloud system following the steps in the Include or
Exclude a System in the Joule Formation section in Run the Joule Booster [page 20], with the following settings
for these select steps:

* In Step 4.a select your SAP Analytics Cloud system.

->Tip

This is the SAP Analytics Cloud tenant where the just ask feature is available and where your data
models are indexed that will be made available to Joule.

* In Step 4.c, ensure Enable Capability Deployment is selected.

After reviewing your changes and clicking Include, a new OAuth client and a new trusted identify provider is

automatically added to the |» System » Administration » App Integration Jtab of your SAP Analytics Cloud
tenant.
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Next Steps

Once you've successfully added the SAP Analytics Cloud capability package to a new or existing Joule
formation, analytical insights is available in Joule. Next steps are to sync your user roles and permissions

with SAP Build Work Zone, and then provision your SAP Analytics Cloud users to SAP Build Work Zone so they
have access to the feature.

For details, see: Consume Role and Team Definitions Content from SAP Analytics Cloud [page 35]

4.1.2 Consume Role and Team Definitions Content from SAP
Analytics Cloud

Learn how to consume user role and team definitions from SAP Analytics Cloud as CDM content in SAP Build
Work Zone.

For your users to use analytical insights in Joule, their SAP Analytics Cloud user accounts, roles, teams, and
permissions need to be synced to SAP Build Work Zone using the Identity Provisioning Service (IPS). Before
doing that, the user role and team definitions from SAP Analytics Cloud must be consumed as CDM content so
they are defined and available in SAP Build Work Zone. The basic steps are as follows:

¢ Create two OAuth clients in SAP Analytics Cloud to allow SAP Build Work Zone to access the role and team
definitions during design time and runtime configuration.

¢ Create two destinations in the SAP BTP subaccount used for Joule analytical insights. The first you
manually create and use the design time OAuth client you created in SAP Analytics Cloud. The second you
can clone from the runtime destination created automatically when running the Joule booster, and add a
few additional properties to point to the runtime OAuth client you created new in SAP Analytics Cloud.

* Create a content provider in SAP Build Work Zone to actually import and consume the role and team
definitions, using the configured destinations, from SAP Analytics Cloud.

Gy Roles | BI Admin

Task Select Model

BI Admin @) [C) (8] [@] [usen) [douie " E G

Name 5 | = Cre.. Read Up... Del... EX... Ma... sh., Ma...

s 4

For users to use analytical insights, the role their user account is assigned to in SAP Analytics Cloud must have the Read
permission on the Joule privilege (seen above). If you create custom roles, ensure you set the permission for this privilege.

Integrating Joule with SAP Solutions
Integrating Your SAP Solution PUBLIC 35



+ W ¢ Search Q

Business

b Application Creator Bl Admin
Intelligence O

Analytics Designer Privileges

&3 Users #3 users

Bl Content Creator Bl Content Wiewer

Create and Update Privileges Read Privileges

83 Users B8 Users

Role definitions (seen above) with these permissions then in SAP Analytics Cloud need to be made available in SAP Build

Work Zone by syncing them as CDM content. Team definitions are also synced.

Follow the detailed steps below to complete these configurations.

Create an OAuth Client for Design Time in SAP Analytics

Cloud

Procedure

—

© 0N OO A WwN

Sign in to your SAP Analytics Cloud tenant as administrator.

From the side navigation, choose |# System » Administration 3.

Choose the App Integration tab.

Under Configured Clients, select Add an OAuth Client.

In the dialog, add a name for the OAuth client (for example sac-bui ldworkzone-dt).
From the Purpose list, select APl Access.

From the Access list, select User Provisioning.

From the Authorization Grant list, select Client Credentials.

Set the Token Lifetime.

When the access token expires, clients must use a valid refresh token to obtain a new access token. An
administrator can set both the value and unit. Available time units include days, hours, and minutes.

The lifetime value must be a positive integer. If this value is not provided, the lifetime value will be infinite by
default.

10. Select Add. A client Secret will be automatically generated.

11. Select Copy Secret and save the secret for reference.
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A Caution

You will not be able to view or edit the secret again. If you lose the secret, you must delete the OAuth
client from SAP Analytics Cloud and create another one to generate a new secret.
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Results

A Client ID will be generated once the OAuth client is created. Copy this down for later as you'll need it when
creating the destinations in your SAP BTP subaccount. You can find it by choosing the Edit OAuth Client icon

button and opening the Edit OAuth Client dialog in SAP Analytics Cloud:

Edit OAuth Client

Name: *

sac-buildworkzone-dt

QAuth Client ID:
5h-b7849f72-. h202151 ,I’dfen!!bES.!EI

Create an OAuth Client for Runtime in SAP Analytics Cloud

Procedure

—

© 0N OO WwN

Sign in to your SAP Analytics Cloud tenant as administrator.

From the side navigation, choose |# System » Administration 3.

Choose the App Integration tab.

Under Configured Clients, select Add an OAuth Client.

In the dialog, add a name for the OAuth client (for example sac-bui ldworkzone-rt).
From the Purpose list, select APl Access.

From the Access list, select Data Export Service.

From the Authorization Grant list, select SAML 2.0 Bearer.

Set the Token Lifetime.

When the access token expires, clients must use a valid refresh token to obtain a new access token. An
administrator can set both the value and unit. Available time units include days, hours, and minutes.

The lifetime value must be a positive integer. If this value is not provided, the lifetime value will be infinite by

default.

10. Select Add. A client Secret will be automatically generated.

11. Select Copy Secret and save the secret for reference.
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A Caution

You will not be able to view or edit the secret again. If you lose the secret, you must delete the OAuth
client from SAP Analytics Cloud and create another one to generate a new secret.

Results

A Client ID will be generated once the OAuth client is created. Copy this down for later as you'll need it when
creating the destinations in your SAP BTP subaccount. You can find it by choosing the Edit OAuth Client icon
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button and opening the Edit OAuth Client dialog in SAP Analytics Cloud:

Edit OAuth Client

Name:; *

sac-buildworkzone-rt

OAuth Client ID:
sh-0eb3bf3e- Wb202151(client!b2319

i o En B BN BN R BN BN BN B BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN Bn mm =m mm A

After creating the design and runtime OAuth clients, you should now have two OAuth clients:

< SAP & administration

) System Configuration Tenant Links Data Source Configuration Security External Systems App i i Default Catalog

OAuth Clients The OAuth authorization and token services for your tenant are available from the URLS below. Your
developers will need these URLs, as well as the details about the QAuth client(s) that you create below.

Authorization URL

=] https:f v Woauth/authorize
o Token URL
hs hitps:i 7 “oauthitoken
g OAuth2SAML Token URL
hitps:/# = Woauth/token/alias/s
-

OAuth2SAML Audience
https:iid

Configured Clients @

sac-buildworkzone-rt x
3b-0ebgbide-d 316202151 clientb2319
4 sac-buildworkzone-dt x
i sD-b7845172-4 B1b202151 client/b2319
-

+ Add an OAuth Client

Integrating Joule with SAP Solutions
Integrating Your SAP Solution PUBLIC 39



Create a Design Time Destination in Your SAP BTP

Subaccount

Procedure

1. Signinto the SAP BTP subaccount where Joule and SAP Build Work Zone are set up.

2. From the side navigation, choose |# Connectivity » Destinations 3 and select |p Create » » From Scratch 3
to create a new destination from scratch and select Create.

3. Under Destination Details, set the following property values:

Property Name Value
Name SAC_SWz_DT
Type HTTP
URL https://<Fully qualified SAP Analytics
Cloud domain name>/api/vl/cdm
To find your fully qualified domain name, open your
SAP Analytics Cloud tenant, and in your browser's ad-
dress bar copy everything before the first forward slash
"/sap/fpa/ui/...". In the example below, copy: https://
example._.usl0.analytics.cloud.sap
® 0 ® © Today-Home-SAPAnalytic X  +
< G (@ {ittpsiflexample.us10.analytis.cloud sapk
= w SAP Analytics Cloud Q E
l @ .’ Start exploring the new home screen. If you're not ready, you can go back to the old home screen for a limited ti
= NHellolto,Zs
. '
® Today Catalog Favorites Shared With Me
. [ Learn about SAP Analytics Cloud
Append Zapi/v1/cdm to the end to get the value for
this URL destination property. In our example: https://
example.usl0.analytics.cloud.sap/api/vl
/cdm
Proxy Type Internet

Authentication

OAuth2ClientCredentials

Client ID

Copy and paste the Client ID of the OAuth client you
created for the design time destination in SAP Analytics
Cloud.

Client Secret

Paste the secret you previously copied when you created
the OAuth client for the design time destination in SAP
Analytics Cloud.
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Property Name

Value

Token Service URL

Copy the Token URL from SAP Analytics Cloud under the
OAuth Clients section in the |} System > Administration
> App Integration } tab and paste it here.

Token Service URL Type

Dedicated

Use Basic credentials for Token Service

Selected (true)

Token Service User

Copy and paste the Client ID of the OAuth client you
created for the design time destination in SAP Analytics
Cloud.

Token Service Password

Paste the secret you previously copied when you created
the OAuth client for the design time destination in SAP
Analytics Cloud.

4. Under Additional Properties, use the New Property button to add the following additional properties:

Additional Property Name Value
HTML5.SetXForwardedHeaders false
URL.headers.x-sap-sac-custom-auth true

5. Choose Create to create the design time destination.

Create a Runtime Destination by Cloning in Your SAP BTP

Subaccount

Context

Instead of manually creating a new runtime destination, you can clone the existing destination that was
automatically created when you ran the Joule booster earlier to enable analytical insights, and add a few

additional properties.

Procedure

1. Signinto the SAP BTP subaccount where Joule and SAP Build Work Zone are set up.

2. From the side navigation, choose |# Connectivity » Destinations 3 and find the runtime destination named
DYN_SAC_SSO already created for SAP Analytics Cloud.

The existing destination uses OAuth2SAMLBearerAssertion authentication, and the URL is the fully
qualified domain name of your SAP Analytics Cloud tenant.

3. Select the existing DYN_SAC_SSO destination and choose Duplicate to create a new destination based of it.
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4. Under Destination Details, give your duplicated runtime destination a new name. For example,
SAC_SWZ_RT.

5. Under Destination Details, replace the following property values with the details from your runtime OAuth
client created in SAP Analytics Cloud:

Property Name Value

Token Service User Copy and paste the Client ID of the OAuth client you cre-
ated for the runtime destination in SAP Analytics Cloud.

Token Service Password Paste the secret you previously copied when you created
the OAuth client for the design time destination in SAP
Analytics Cloud.

6. Under SAML Properties, set the following property values:

Property Name Value

Client Key Copy and paste the Client ID of the OAuth client you cre-
ated for the runtime destination in SAP Analytics Cloud.

7. Under Additional Properties, use the New Property button to add the following additional properties:

Additional Property Name Value
sap-card-nominations-path /api/vl/interest-cards
sap-start true

8. Choose Create to save changes and create the runtime destination.
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Create a Content Provider in SAP Build Work Zone

Procedure

1. Signinto the SAP BTP subaccount where Joule and SAP Build Work Zone are set up.

2.

o o ok~ w

From the side navigation, choose |# Services » Service Marketplace 3 and find and select SAP Build Work

Zone.

Choose Go to Application to open SAP Build Work Zone Site Manager.

From the side navigation, choose Channel Manager.

Choose | + New  Content Provider 3.

In the New Content Provider dialog, enter the following information:

Field Value

Title sac.analytics

Description Enter a description for the content provider.
ID sac.analytics

Design-Time Destination

Select the design time destination you created earlier. In
our example, SAC_SWZ DT

Runtime Destination

Select the runtime destination you created earlier. In our
example, SAC_SWZ_RT

Runtime Destination for Dynamic Data

Use default runtime destination

Automatically add all content items to subaccount

true (enabled)

Use the Identity Provisioning service to provision user au-

thorizations

true (enabled)

Include group and catalog assignments to roles.

false (disabled)

7. Choose Save to create the content provider.

Results

Once the content provider is created, the role and team definitions from SAP Analytics Cloud will be imported

into SAP Build Work Zone. You can check this by choosing Content Manager from the side navigation. Note

the System Owner role is never imported into SAP Build Workzone and another user account and role for that

person to use analytical insights.
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Site Manager - Content Manager ® @

@ Content Manager
[

Search jn Title, Description, 1D Q All ltems ~

i

&2}
All items (25) Create ~ | | Content Explorer | Import

o
[ Type Title = Description 1D Channel Last Modified
[ 8  sAPAnalytics Cloud BI_Admin ~sac.analytics_BI_Admin sac.analytics 12/05/2025
[] 8  SAP Analytics Cloud BI_Content_Creator ~sac.analytics_BI_Content_Creat... sac.analytics 12/05/2025
[J &  SAP Analytics Cloud BI_Content_Viewer ~sac.analytics_Bl_Content_Viewer  sac.analytics 12/05/2025

Role definitions from SAP Analytics Cloud are now available in SAP Build Work Zone.

If the following types of changes are made to teams, roles and permissions in SAP Analytics Cloud after this
initial import, they will be automatically re-imported and re-synced with SAP Build Work Zone:

The Read or Execute permission for the Joule privilege is added, updated or removed on a role.
¢ Arole with the Joule privilege is added, updated, or removed from a team.

* Anewteamis created or existing team deleted that has a role with the Joule privilege.

® Note

The automatic re-import behavior is introduced as of the 2026.4 and Q2 2026 releases of SAP Analytics
Cloud. For this change to take effect, you must manually sync the teams, roles and permissions one more
time after this SAP Analytics Cloud release by navigating to the Channel Manager page and using the
refresh button associated with the sac.analytics provider.

If your SAP Analytics Cloud tenant is moved or restored from backup in the future, you will also need to

manually sync the teams, roles and permissions once again for the automatic re-import behavior to take
effect.

Learn More
Restrictions

* When there are duplicate, identical names for a role and a team, the role is synced, and the team is not.

* Teams with the name SAP_Bui ldWorkZone_Users will not have their privileges exported as it is currently
being used by the SAP Analytics Cloud integration with SAP Start.
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Next Steps

Now that the role and team definitions are available, the next step is to actually provision your users from SAP
Analytics Cloud to SAP Build Work Zone using IPS.

For details, see: Provision Users from SAP Analytics Cloud to SAP Build Work Zone Using IPS [page 45]

4.1.3 Provision Users from SAP Analytics Cloud to SAP Build
Work Zone Using IPS

Provision and sync your users from SAP Analytics Cloud to SAP Build Work Zone using IPS so they have access
to analytical insights.

For your users to use analytical insights in Joule, their SAP Analytics Cloud user accounts, roles, and
permissions need to be synced to SAP Build Work Zone using the Identify Provisioning Service (IPS). The
basic steps are as follows:

* Setup SAP Analytics Cloud as a source system in the SAP Identity Provisioning Service (IPS).

* Setup SAP Build Work Zone as a target system in the SAP Identity Provisioning Service (IPS).

* Simulate, run, and validate user provisioning from your source SAP Analytics Cloud system to the target
SAP Build Work Zone system.

® Schedule user provisioning updates in IPS to automate future synching.

Set Up SAP Analytics Cloud as a Source System

Set up a new source system connection in IPS to your SAP Analytics Cloud tenant using the instructions found
at: https://help.sap.com/docs/cloud-identity-services/cloud-identity-services/sap-analytics-cloud. A unique
source system connection pointing to your SAP Analytics Cloud tenant is required specifically for the Joule
and SAP Analytics Cloud integration. You can re-use the same username and password values if you have
multiple source system connections to your tenant.

Before you do the initial save of the source system, set the sac.api .version to be 2. Otherwise, you'll need
to reset the transformations.

You'll also need to set ips.http.header.x-sap-scim-groups-v3 to be true.

Setup SAP Build Work Zone as a Target System

Create SAP Build Work Zone as a target system in IPS using the following instructions for the appropriate
edition:

¢ SAP Build Work Zone, standard edition

Under Details, for source systems, choose the SAP Analytics Cloud source system you had created. Ensure this
is distinct from other SAP Analytics Cloud source systems already in IPS.
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Under Properties, for cFlp.providerld, use sac.analytics. This value should align with the Provider ID
you had previously set up in SAP Build Work Zone for the integration between it and SAP Analytics Cloud.

Simulate User and Group Provisioning

Go the SAP Analytics Cloud source system, navigate to the Jobs tab, and choose Run Now on the Simulate Job
row.

Go to|lr Identity Provisioning ¥ Provisioning Logs 4 to check the result. There should be no errors.

Run User and Group Provisioning

Go the SAP Analytics Cloud source system, navigate to the Jobs tab, and choose Run Now on the Read Job row.

Go to | Identity Provisioning # Provisioning Logs 4 to check the result. There should be no errors.

Validate Provisioning

Visit SAP Build Work Zone using a user with the Launchpad_Admin role. From the side navigation, choose
Settings and go to the Identity Provisioning tab. Enter the email address of a user from SAP Analytics Cloud.
Validate that they have the appropriate role IDs.

- Tip

If you don't see the role information synced, go back to the SAP Analytics Cloud source system Jobs tab
and try using Run Now on the Resync Job row instead.

Schedule User and Group Provisioning

To schedule a sync from SAP Analytics Cloud to SAP Build Work Zone, perform the following steps:

Sign in to SAP Cloud Identity Services.

Go to the Identity Provisioning tab and choose Source Systems.

Select your SAP Analytics Cloud source system.

Go to the Jobs tab.

Choose the Schedule button on the Read Job row and configure your recurrence details.

os W
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Next Steps

Now that your users are provisioned and synced between SAP Analytics Cloud and SAP Build Work Zone, they
have access to use the analytical insights feature in Joule. Next you can make your own business data available
to analytical insights by indexing it in the just ask feature of SAP Analytics Cloud.

For details, see: Index Your Data Using Just Ask and Test Your Integration [page 47]

4.1.4 Index Your Data Using Just Ask and Test Your
Integration

Set up your business data for analytical insights in the just ask feature of SAP Analytics Cloud.

The data available for your business users to ask Joule analytical questions is the data from supported models
indexed by the Just Ask feature in your SAP Analytics Cloud tenant. Analytical Insights supports the following
indexed models:

¢ Acquired models with data imported into SAP Analytics Cloud.
¢ Analytic models from SAP Datasphere that are part of an SAP Business Data Cloud formation that also
includes your SAP Analytics Cloud system.

For full details on how to index your data in Just Ask, see Manage Models in the Exploring Your Data with Just
Ask section of the SAP Analytics Cloud help documentation.

Your users will also need different permissions in SAP Analytics Cloud depending on their role:

* Toindex models in the Just Ask feature of SAP Analytics Cloud, users will need the Maintain permission for
the Just Ask privilege.

* Tosimply ask questions to Joule's analytical insights feature, and see answers and charts, users will need
the Read permission for the Joule privilege.

You can check the permissions by viewing the role details for any role in the [ Security » Roles 1 page of your
SAP Analytics Cloud tenant.

By default, the sample model My Files/Samples/Sales_SampleModel is indexed by Just Ask. You can use
this sample model to try out the capability. You can also include your own organization's acquired models in the
Manage models section of the Just Ask page to make them available to Joule.

Test Your Integration in Joule

To test your complete integration of Analytical Insights, open your Joule client from any of your SAP products
where Joule is available and ask a question that can be answered by the sample model Sales_SampleModel.
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For example, ask Joule ""'Show me sales by state year to date' and a corresponding chart should be
displayed such as the following:

Top 5 Sales per State

in m UsD
Washington 462.03
California
Ontario

Oregon

British Columbia

For additional example questions to try, see Analytical Question Examples. You can also ask Joule additional
business questions about the supported data you've indexed with the Just Ask feature in your SAP Analytics
Cloud tenant.

If Joule is available for your product, and the Analytical Insights capability has been successfully enabled,

your business users can open using the Joule icon <& from inside your product. For example, in the SAP
SuccessFactors, just click the Joule icon and start asking it business questions about your data.

For more information on how to explore your data using Analytical Insights, see: Analytical Insights with SAP
Analytics Cloud

4.2 Integration with SAP SuccessFactors

Steps required to integrate Joule in SAP SuccessFactors.

Prerequisites

* You have fulfilled the necessary prerequisites as mentioned in Prerequisites for Customer Managed
Provisioning [page 9].
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You have integrated SAP SuccessFactors with Identity Authentication as Joule leverages the Identity
Authentication setup of the integrated SAP product for user login. For more information, see Getting
Started with Identity Authentication and SAP SuccessFactors.

You have created a service instance and generated a service key for SAP Build Work Zone, standard edition
(foundation plan). For more information, see Create SAP Build Work Zone Application and Instance [page
14].

Integration Steps

The integration process involves the following steps:

Register an SAP SuccessFactors System in a Global Account in SAP BTP

Run the Joule Booster [page 20] with SAP SuccessFactors as an option in the Select Integrations screen.
You can select other products in combination with SAP SuccessFactors if you have appropriate licenses
and entitlements.

Create SAP Build Work Zone Application and Instance [page 14]
Consume Content from SAP SuccessFactors [page 49]
Configure Identity Provisioning Service [page 52]

4.2.1 Consume Content from SAP SuccessFactors

SAP SuccessFactors provides a REST APl to push CDM content to SAP Start. You need to configure a design
time destination and a runtime destination in the SAP BTP subaccount, and a content channel in the SAP Build
Work Zone Content Manager to push the content to the SAP Start site.

Create a Design Time Destination

Create a design-time destination on SAP BTP to access the CDM content API from SAP SuccessFactors.

1

® Note

Accessing SAP SuccessFactors APIs using Basic Authentication has been deprecated. You can create
certificate based destinations. For more information, see Deprecation of HTTP Basic Authentication for
APlIs.

Log into your SAP BTP cockpit and go to your subaccount for Joule set up.

2. Choose|r Connectivity » Destinations J and create new destination with the following information:

Field Value

Name LPS_SFSF_dt
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Field Value

Type HTTP

URL https://<tenant
APl URL>/rest/servicesfoundation/
sfcdmcontentservice/v1/SFCDMContent

Proxy Type Internet

Authentication Basic Authentication

User Enter your SAP SuccessFactors username with oData API
access and company in the format of username@COM-
PANY

Password Enter the password for your SAP SuccessFactors

3. Inthe Additional Properties section, enter the following information:

Field Value
Use default JDK trust store Enable this option
HTML5.Dynamic Destination true

4. Save your changes.

Update the Runtime Destination

LPS_SFSF_rtdestination is automatically created when you run the Joule booster. It has the following
configurations:

Field Value

Name LPS_SFSF_rt

Proxy Type Internet

Authentication NoAuthentication

Type HTTP

URL Your SAP SuccessFactors tenant URL

Additional Properties
Field Value

sfsf.companylID SAP SuccessFactors company
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However, you may need to update the destination in the following scenarios:

¢ If you are using SAP Build Work Zone foundation plan (not standard plan), add the following property in the
Additional Properties section by typing sap-start in the field. It is not available in the drop-down menu.

Field Value

sap-start true

¢ If your SAP SuccessFactors tenant is already migrated to cloud.sap (SAP super domain), update the URL
field in the destination to use new super domain, for example, https://sfsf.cloud.sap.

Add a Content Provider to Consume CDM Content

Add a new content provider to your SAP Start site to consume the CDM content from SAP SuccessFactors. For
information on accessing the Site Manager, see section Open and Manage SAP Build Work Zone Application in
this tutorial e

1. Goto|r Services j Service Marketplace J in the left navigation pane.
2. Click the SAP Build Work Zone, standard edition application subscription hyperlink to open the application.
3. Gotothe Site Manager page and open the Channel Manager tab.
4. Choose | + New #» Content Provider Jto add a new content provider.
5. Enter the following information:
Field Value
Title Enter a name for the content provider (recommended
sfsf)
Description Enter a description for the content provider
ID Any unique ID (recommended sfsf)
Design-Time Destination Select the design time destination LPS_SFSF_dt
Runtime Destination Select the runtime destination LPS_SFSF_rt
Runtime Destination for Dynamic Data Select Use default runtime destination
Automatically add all content items to subaccount True

Use the Identity Provisioning service to provision user au-  True
thorizations

6. Save the entry.
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4.2.2 Configure Identity Provisioning Service

Steps to configure Identity Provisioning service.

The Navigation service of SAP Build Work Zone, standard edition, uses the Identity Provisioning Service (IPS)
to provision identities and authorizations between source and target systems.

This section describes the steps to configure the source system (SAP SuccessFactors) and target systems
(Identity Authentication and SAP Build Work Zone, standard edition) using the Identity Provisioning interface
of your IAS application. For some customers, SAP SuccessFactors and the Identity Authentication systems are
already configured as the source and target systems by the Upgrade Center.

The following configurations are required to provision:

1

User details like user email, Global User ID and group memberships from SAP SuccessFactors to SAP Build
Work Zone, standard edition.

User roles as groups from SAP SuccessFactors (source system) to SAP Build Work Zone, standard edition
with role ID as external ID and group memberships.

® Note

You must have the administrative access to your Identity Provisioning tenant and you need to enable
the Manage Identity Provisioning role for your user. For more information, see Manage Authorizations in
SAP Cloud Identity Infrastructure.

3. Login to your Identity Authentication tenant.

Navigate to | Identity Provisioning ¥ Source System 3.

Select the source system configured for SAP SuccessFactors from the left panel and go to the
Transformations tab. You can switch to the JSON editor by choosing the code-bracket icon.

® Note

Existing Identity Authentication customers must switch from the ODATA API to the SCIM API for use
with Identity Provisioning. For more information, see Upgrade from ODATA IPS Connector to SCIM IPS
Connector with SAP SuccessFactors HXM Suite.

Ensure that the group entity has following configuration:

Property Value Description

Ignore false Ensures groups SCIM entity is consid-
ered during the provisioning jobs

Mappings {3 Sample Code Ensures the source ID field of the
SCIM entity groups is set to externalld
"'sourcePath':
“$.id”,
“targetPath™:
"$._externalld”
e

7. Under the Properties tab, ensure that the field sf.user.filter is configured to fetch all the required and
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8. Follow these steps if you don't want the groups to be provisioned in IAS, else skip this step and go to step 7.

1. Navigate to | Identity Provisioning ¥ Target System 3.

2. Select the target system configured for Identity Authentication from the left panel and go to the
Transformations tab. You can switch to the JSON editor by choosing the code-bracket icon.

3. Ensure that the group entity has following configuration:

Property Value Description

Ignore true Ensures groups SCIM entity is ig-
nored during the provisioning jobs

9. Create a new target system with following information:

Field Value

Type SAP Build Work Zone, standard edition
Name Any meaningful name (Work Zone-Target)
Description Any meaningful description

Source System Select SuccessFactors source system

10. Select the target system that you created from the left panel and go to the Transformations tab. You can
switch to the JSON editor by choosing the code-bracket icon.

11. Choose Edit. Add the following attribute mapping for the group entity.

Property Value Description

Mapping ¢3 Sample Code Ensures the externalld field of the
SCIM entity groups is set to externalld

"'sourcePath":
"$.externalld",
"targetPath™:
"$.externalld",

}.

12. Switch to Properties tab and add or confirm if the following properties are available using service key
generated earlier for the SAP Build Work Zone, standard edition (foundation or standard plan):

Field Value

URL portal-service field value under endpoints node
from the service key

Authentication BasicAuthentication
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Field

Value

User clientid field value under uaa node from the service
key

Password clientsecret field value under uaa node from the
service key

ProxyType Internet

Type HTTP

OAuth2TokenServiceURL https://<uaa url>/oauth/token

ips.trace.failed.entity.content

false

cflp.user.unique.attribute

emails[0].value,
[furn:ietf:params:scim:schemas:extensio
n:2.0:mapping"]
["providerld™],externalld

cflp.support.bulk.operation

false

cflp.providerld

ID field value for content channel configured for SAP Suc-
cessFactors in SAP Build Work Zone

cflp.group.unique.attribute

externalld,
[Furn:ietf:params:scim:schemas:extensio
n:2.0:mapping"]["providerlid®]

cflp.bulk.operations.max.count

100

® Note

Add the properties cflp.support.bulk.operation (value as true) and
cflp.bulk.operations.max.count if your source system has too many entries, else you can omit

them. For more information, see List of Properties.

13. Navigate to |» Identity Provisioning » Source System 1.

14. Select the source system configured for SAP SuccessFactors and switch to Jobs tab.

15. Run a Read or a Resync job as per your requirements to provision SAP SuccessFactors users and roles to
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SAP Build Work Zone (Navigation Service).

® Note

1.

We recommended to run Identity provisioning service (IPS) provisioning job on scheduled basis with

interval less than or equal to twenty four hours for permissions to take effect on time and overlap with
Refresh Synthetic Group Data job in SAP SuccessFactors.

Depending on the job schedules and configuration, it may take twenty four to forty eight hours for the

roles to reflect in the navigation service from SAP SuccessFactors.
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3. You may need to run Refresh Synthetic Group Data and IPS job in SAP SuccessFactors and IPS job to
sync the roles on adhoc basis or as needed.

4.2.3 Setting Up Joule in SAP SuccessFactors

Set up Joule in your SAP SuccessFactors system to enable users to use Joule right out of the box.

Prerequisites

You have the following system administrator roles:

* SAP SuccessFactors Administrator
* SAP BTP Global Account Administrator
* SAP Cloud Identity Services Administrator

For more information on prerequisites, refer to Prerequisites.

® Note

For SAP SuccessFactors Mobile customers, consider the following restrictions and prerequisites before
setting up Joule in SAP SuccessFactors Mobile:

* Enabling Joule in SAP SuccessFactors Mobile relies on BTP Mobile Services for authentication. For
impacts of using BTP for mobile authentication, refer to Authentication with BTP Mobile Services.

* Joule in SAP SuccessFactors Mobile is available in restricted data centers. For more information, refer
to 3583836

* Make sure that your SAP SuccessFactors Mobile app version is at least 16.0.0 for iOS or 16.0.0 for
Android.

Procedure

1. Follow the steps in the Joule Onboarding Guide to finish the setup.

2. Follow the steps below to set up Joule in SAP SuccessFactors Mobile:
a. In Cloud Identity Services, choose the Applications & Resources tab and select Applications.
b. Inthe applications list, search for SFSF Mobile Service and open the details page.

c. Under the Trust tab of the SFSF Mobile Service application, select Dependencies in the Application
APlIs section.

d. Addan APl dependency by choosing the Add button and entering the following details:

Dependency Name JOULE
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Application Start with "das-ias"

API joule-api

3. Grantusers the | User Permissions  General User Permission » Access to Joule 3 permission.

4. For SAP SuccessFactors Mobile customers, contact Technical Support to complete the setup. For more
information, refer to the last step in 3583836/ .

5. Recommended: For SAP SuccessFactors Employee Central customers, enable the Employee Central Quick
Actions feature and configure the corresponding templates.

For more information on the configuration, refer to Employee Central Quick Actions.

Results

Joule is now ready to use.

4.3 Integration with SAP S/4HANA Cloud Private Edition

This section describes the steps to enable the Joule Communication Scenario on your SAP S/4HANA Private
Cloud instance and integrate Joule Web Client plugin in your SAP Fiori Launchpad, allowing your users to
interact with Joule.

Prerequisites

* You have carried out the steps described in Customer-Managed Provisioning [page 8].
* You have referred to the Security related information for Joule.

* You have fulfilled the necessary prerequisites as mentioned in Prerequisites for Customer Managed
Provisioning [page 9].

* You have integrated the SAP S/4HANA Cloud Private Edition with Identity Authentication as Joule
leverages the IAS setup of the SAP product for user login.

* You have created a service instance and generated a service key for SAP Build Work Zone, standard edition
(foundation plan). For more information, see Create SAP Build Work Zone Application and Instance [page
14].

* You have added the entitlement for the connectivity plan of the Cloud Identity services in your subaccount.

Integration Steps

1. Configure Trust to the Identity Authentication Tenant [page 18]
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Configure Trusted Domain in SAP BTP [page 26]

Configure User Attributes for Joule from the Identity Directory [page 19]
Configure Trusted Domains in Identity Authentication [page 25]

Expose SAP Fiori Launchpad Content to SAP BTP [page 59]

Set Up SAP S/4HANA Cloud Private Edition as a Content Provider [page 57]
SAP Build Work Zone and SAP Start [page 13]

Run the Joule Booster [page 20]

© O NOOAWN

Configure Destinations [page 60]
10. Configure Identity Provisioning Service [page 65]
11. Configure and Activate Joule Plug-In in a Target Mapping [page 73]

4.3.1 Set Up SAP S/4HANA Cloud Private Edition as a
Content Provider

Set up SAP S/4HANA Cloud Private Edition as a content provider for SAP Build Work Zone, standard edition
using the SAP Cloud Connector.

A Caution

SAP Build Work Zone, standard edition automatically uses SAP Cloud Connector as a proxy to any system
connected to it. All paths that you configure in your cloud connector will be reachable via the public
internet. Please make sure that you only configure the necessary paths and that your SAP S/4HANA Cloud
Private Edition system is properly secured to prevent unauthorized access.

1. Establish trust between your subaccount and your SAP S/4HANA Cloud Private Edition system.
For more information, see Cloud Connector.
Take note of the following:
* The section about Configure Principal Propagation.
¢ Disable the System Certificate for Logon setting to enable principal propagation and basic
authentication via the SAP Cloud Connector.
For more information, see Expose Intranet Systems.
2. Inyour SAP Cloud Connector Administration Ul, open the Cloud To On-Premise tab.
3. Create a new system mapping and expose the following paths for the HTTPS protocol:

Path to fetch... Value

Card manifests and i18n files /sap/bce/lrep/

The U5 App Index /sap/bc/ui2/app_index/

CDM3 content /sap/bc/ui2/cdm3/

CDM2 content /sap/bc/http/ui2/flp_content_exposure/
Data from OData services /sap/opu/odata/

Data from OData V4 services /sap/opu/odatad/
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® Note

The paths in the table above are for a default configuration, that covers most use cases. However, from
a security perspective, we recommend to restrict the paths further, according to the services that are

used in your use case.

For more information, see Set Up Cloud Connector.

4. Create a new mapping for the integration with the Identity Provisioning Service using the following values:
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Field Value
Back-end Type ABAP System
Protocol RFCor RFC SNC

Connection Type

With load balancing (system ID and message server)

Message Server

<Your SAP S/4HANA Cloud Private Edition message
server host, e.g. ldcsuct>

System ID <Your SAP S/4HANA Cloud Private Edition system ID,
e.g. UCT>
SAProuter Leave empty.
Virtual Message Server Idcsuct
Virtual System ID UcCT
® Note

Using the values in the table above, the value of the internal host would be: Idcsuct:sapmsUCT

With the Naming Policy set to Exact Name in the Identity Provisioning service, allow access to the following

resources:

* BAPI_USER_GETLIST
e BAPI_USER GET DETAIL

* PRGN_ACTIVITY_GROUPS_LOAD_RFC

* PRGN_ROLE_GETLIST

For more information, see SAP Application Server ABAP.

Open your SAP S/4HANA Cloud Private Edition system to preview and expose your content.

® Note

* Exposure Version: Version 2 applicable from SAP S/4HANA Cloud Private Edition 2023 onwards.
To check that your content exposure was successful, you can use the SAP Gateway Client
(transaction ZIWFND/GW_CLIENT) as follows: Send a GET request to /sap/bc/http/ui2/
flp_content_exposure/ and check that you receive as a response, the status code 200.

* Exposure Version: Version 1 applicable for all releases of SAP S/4HANA Cloud Private Edition.
To check that your content exposure was successful, you can use the SAP Gateway Client
(transaction ZIWFND/GW_CLIENT) as follows: Send a GET request to /sap/bc/ui2/cdm3/ and
check that you receive as a response, the status code 200.
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For more information, see Manage Launchpad Content for Exposure.
7. To create a technical service user, open transaction SUO1 and as the User Type select Service.

8. Make sure that the technical service user fulfills the prerequisites in Manage Launchpad Content for
Exposure.

9. Inthe My Home Settings, make sure that the business users are assigned the value: Insights Cards.

Related Information

Integrate SAP S/4HANA Cloud Private Edition

4.3.2 Expose SAP Fiori Launchpad Content to SAP BTP

Administrators can expose SAP Fiori launchpad content to SAP BTP by choosing specific roles. The related
content, such as groups, catalogs, pages, or spaces can then be consumed on SAP BTP. For information, see
Manage Launchpad Content for Exposure.

Procedure

Expose your SAP Fiori launchpad content:

1. Launch transaction /U12/CDM3_EXP_SCOPE.
2. Choose the exposure version you would like to use. See Content Exposure Versions Overview.

® Note

Each exposure version uses a dedicated repository, allowing you to run, schedule, and use both version
1 and version 2 simultaneously.

3. Choose which roles you want to provide to SAP BTP. You have the following options:
* Allroles with launchpad content - By default, all roles are exposed.

* Selected roles in areas (all selected roles in all areas will be exposed) - Select specific roles or bundle
several roles in a specific area. See Select Roles for Content Exposure.

® Note

All roles contained in the role selections of all areas are used for the exposure. To add additional roles to
the exposed content, simply include these roles in the existing role selection and execute the exposure.
Conversely, to remove specific roles from the exposed content, simply exclude these roles from the
existing role selection and execute the exposure.
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® Note

Derived roles are not supported directly. If you want to expose a derived role, choose the leading role
containing the launchpad content and add it to the role selection. The derived role will be exposed
indirectly as a related role assignment.

4. Optional: Click Preview Content or Preview Area Content to see a preview of the selected content. This
might help you to see if you have selected all your required content and if the content contains any errors
or warnings that you might need to fix before exposing.

5. Save your defined roles by clicking on Save Selected Roles. The role selection must be saved first before
exposing. Otherwise you will expose the last saved role selection.

6. Check whether your content contains any errors by either clicking View Log or [ Preview Content » Display
Log 3. Note that only content without errors can be exposed.

7. Expose your launchpad content:

* Schedule a job to expose your content on a regular basis. The exposure process will use the saved
configuration. See Schedule Content Exposure.

¢ Click Expose Content to manually trigger the exposure of the saved configuration.

Related Information

Manage Launchpad Content for Exposure

4.3.3 Configure Destinations

This document provides you with the information to configure a design-time destination, runtime destination,
and single sign-on (SSO).

To integrate the content you exposed on the SAP S/4HANA Private Cloud system into SAP Build Work Zone,
standard edition, you need to configure a design-time destination to define the location from which to fetch the
exposed content. In addition, you configure the runtime destinations to obtain the resources needed to run the
federated apps in runtime. For more information, see Configure Destinations.

Design-Time Destination

In the SAP BTP cockpit, in your subaccount, navigate to | Connectivity  Destinations .
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Use the following properties to define the design-time destination:

Property Value
Name We recommend to add the suffix dt to the name.
® Note

The name must contain only lowercase letters.

Type HTTP
Description Enter a description
URL The URL of the Virtual Host of your Cloud Connec-

tor: https://<host>:<port>/sap/bc/ui2/cdm3/entities for
Version 1 and https://<host>:<port>/sap/bc/http/ui2/
Tlp_content_exposure/entities for Version 2

Proxy Type OnPremise

Authentication Method
® Note

The selected method must also be supported on the side of the content
provider.

The following methods is supported:Basic Authentication.

To connect to the backend, use a technical user with permission to read the
CDM.

® Note

Principal Propagation is not supported.

sap-client (additional The client number of the ABAP system. For example: 120

property)

Runtime Destination

The runtime destination defines the location from which to obtain the resources needed to run the federated
apps in runtime.
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Property Value
Name We recommend to add the suffix rt to the name.
® Note
The name must contain only lowercase letters and must not contain the under-
score (_) character.
For example: sxw920rt
Type HTTP
Description Enter a description. For example: SAP Start Run time Destination
URL The base URL of the SAP S/4HANA Fiori launchpad. For example, https://
sxw090.devsys.net.sap.
Proxy Type * Direct access — Internet

® Tunneled access — On Premise

For more information, see Create Runtime Destinations to Access Apps | SAP Help
Portal.

Authentication Method

NoAuthentication

Add the following additional properties:

Property

Value

HTML5.DynamicDestination

Add this property and set its value to true when you are creating a destination for
a dynamic tile.

® Note

To enable CSRF protection via the approuter, set the
CEP.EnablleCsrfProtection destination property to true for all dynamic
destinations where their respective backend doesn't handle CSRF protection.

If your backend is already protected, there's no need to add this property.

sap-platform

ABAP

sap-client

The client number of the ABAP system. For example: 920

sap-sysid

System ID of the SAP system (also referred to as SID). For example: SXW

launchpad.wa.productld, launch-
pad.wa.productVersion

To enable SAP Companion content (on-screen help) for the SAP S/4AHANA apps
running on this system (destination), you need to configure the product and version
of the SAP Companion content that corresponds to the SAP S/4HANA apps. For
more information, see Activating SAP Companion Content.
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Property Value

sap-provider-label Add this property to provide a user-friendly display name for the system of a desti-

nation. This system label is used in various runtime features, such as:

® |t can be displayed directly on each tile of an SAP S/4HANA app, if this setting
was enabled in the Site Settings.

® |tis shownin the drop-down list of the search results (only when using the
Spaces and Page - New Experience view mode) and in the Search Results page.

® Inthe Source System field in the user Default Values option, located under the
User Actions menu - |} Settings > Default Values ]

® Inthe App Finder.

sap-service A concatenated string that contains 4 characters: the first 2 characters are “32";
the last 2 characters are the instance number of the ABAP application server or the
SAP system number. For example: 3200

sap-start Set the value of this property to true.

Runtime Destination for Dynamic Data

A dynamic tile displays data that is updated during runtime. To retrieve the dynamic data, it is necessary to
define an additional runtime destination for dynamic data. When defining a content provider in the Channel
Manager, the default value for the dynamic data destination is the same one as the default runtime destination.
However, you can select a different destination than the default one, if required.

Destination for Retrieving Nominations via the SAP Cloud Connector

Configure an additional destination (for example privatecloud) for retrieving nominations via the SAP Cloud
Connector, using the following values:

Field Value

Name privatecloud

Type HTTP

URL <Virtual host and port from SAP Cloud Connector>
ProxyType OnPremise

Authentication PrincipalPropagation

Location ID <ID of the SAP Cloud Connector, if configured>

Add the following additional properties with their values (case sensitive):

Property Value
HTML5.DynamicDestination true
nameldFormat tc:SAML:1.1:nameid-format:emailAddress
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Property

Value

sap-card-nominations-path

/sap/opu/odata4/ui2/insights_srv/srvd/ui2/
insights_cards_read_srv/0001/CEP_Cards?
$expand=DescriptorResources

Create a Content Provider

In SAP Build Work Zone, standard edition, in theChannel Manager, define the SAP S/4HANA Private Cloud
system as content provider. For more information, see Manage Content Providers.

1. Inthe SAP BTP cockpit, log on to your subaccount as administrator.

In your subaccount, go to Instances and Subscriptions and launch SAP Build Work Zone, standard edition.

2
3. In SAP Build Work Zone, standard edition, go to Channel Manager.
4

. Choose + New to add a new content provider.

Field Value

Title SAP S/4HANA Cloud Private Edition orany other meaningful
name

ID <A unique ID>

Design-Time Destination

Select the design time destination

Runtime Destination

Select the runtime destination

Runtime Destination for Dynamic Data

The runtime destination for retrieving dynamic data to display on dynamic
tiles. By default, the default runtime destination is used.

Automatically add all content items to true
subaccount
Use the Identity Provisioning service to true

provision user authorizations

Include group and catalog assignments to
roles

Use this toggle switch depending on how the provider is modeled
* Disable this feature to include all groups and catalogs in this site, with-
out considering their assignment to roles.

® Enable this feature to include only groups and catalogs in this site, that
have been directly assigned to roles.

For more information, see Defining Optional Relations Between Roles and
Groups/Catalogs.

A new row is added to the Content Channels table, with the status “Creating..."

When the content provider is ready, the status changes to “Created”.

Click the Report link to see the number of roles, apps, groups, catalogs, spaces, pages, and URL templates that

are included in the content provider.

The content provider is now visible also in the Content Explorer.

64 PUBLIC

Integrating Joule with SAP Solutions
Integrating Your SAP Solution


https://help.sap.com/docs/build-work-zone-standard-edition/sap-build-work-zone-standard-edition/manage-content-providers-on-premise
https://help.sap.com/docs/build-work-zone-standard-edition/sap-build-work-zone-standard-edition/defining-optional-relations-between-roles-and-groups-catalogs
https://help.sap.com/docs/build-work-zone-standard-edition/sap-build-work-zone-standard-edition/defining-optional-relations-between-roles-and-groups-catalogs

Single Sign-On Destination

* Inthe SAP BTP cockpit, log on to your subaccount for Joule as administrator.

* Inthe navigation area, choose | Connectivity ¥ Destinations 3.

To create the destination, choose New Destination and enter the following information:

Property Description/Value

Name S4HANA_PCE_SSO

Type HTTP

Description Enter a description.

URL The URL of the Virtual Host of your Cloud Connector : https://
<host>:<port>

Proxy Type OnPremise

Authentication Principal Propagation is supported.

sap-client (additional property) The client number of the ABAP system.

4.3.4 Configure Identity Provisioning Service

Configure the Identity Provisioning service to provision identities and their authorizations to SAP Build Work
Zone, standard edition.

Procedure

1. Inyour SAP S/4HANA Cloud Private Edition system, open transaction SUO1 and add the role
SAP_BC_JSF_COMMUNICATION_RO to the technical service user used for reading the content.

2. Goto your BTP Account and navigate to Instances and Subscriptions and subscribe to Cloud Identity
Services with plan connectivity.

® Note

If the Joule subaccount is on the matching region of CIS tenant, then CIS connectivity subscription can
be created on the Joule subaccount directly.

When the Joule subaccount is not on the matching region of the CIS tenant, then CIS connectivity
subscription should be created in another subaccount on matching region of CIS tenant.

3. Navigate to |+ Connectivity  Destinations 3, and create a new destination for the Identity Provisioning
integration.
For more information, see SAP Application Server ABAP.
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The following tables contain as an example the values used for a connection with load balancing:

Field Value

Name Name of the destination

Type RFC

Description Enter a description

ProxyType OnPremise

User <Username of your SAP S/4HANA Cloud Private
Edition technical service user>

Password <Password of your SAP S/4HANA Cloud Private
Edition technical service user>

Authorization Type CONFIGURED_USER

Location ID <ID of the SAP Cloud Connector, if configured,

example DLM_MAIL>

Add the following additional properties with their values (case sensitive):

Property Value

jeo.client.client <Client of your SAP S/4HANA Cloud Private
Edition system, example 950>

jco.client. mshost <Virtual host of your SAP Cloud Connector
configuration for ldentity Provisioning service
integration, until the colon, example
uctcInt950rfc>

jco.client.r3name <System ID of your SAP S/4HANA Cloud Private
Edition system, example UCT>

4. Open your Identity Authentication service administrator console at: <IAS domain>/admin
5. Navigate to the Identity Provisioning section and open the Source Systems section.
6. Click + Add to add a new Source System:

1. Select SAP Application Server ABAP as the type.

2. Give the source system a meaningful name.

3. Inthe Transformations tab, click Edit, use the {..} button to switch to JSON mode, and paste the
following standard transformation:

¢} Source Code

"user': {
"mappings": [
{

"sourcePath": "$.USERNAME™",
"targetVariable"™: "entityldSourceSystem"

o
"sourcePath": "$.USERNAME™",
"targetPath': "$.userName",
"correlationAttribute': true
s
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"sourcePath™: "$.ALIAS.USERALIAS",
"targetPath": "$_externalld”,
"optional™: true,
"correlationAttribute': true

—

""sourcePath™: "$.SAPUSER_UUID.SAP_UID",

"targetPath": "'$
[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]",

“optional™: true

3
{

"targetPath: "$.schemas[0]",
“constant: "urn:ietf:params:scim:schemas:core:2.0:User"

Tre

{
""sourcePath: "$.ADDRESS.E_MAIL",
"targetPath™: "$.emails[0].value™,

"optional™: true,
"correlationAttribute': true

“targetPath™: "$.emails[0].primary"”,
"condition'": "$._ADDRESS.E_MAIL EMPTY false",
"‘constant': true

I

{ _
“"targetPath”: "$._emails[0].-type",
"condition™: "$._ADDRESS.E_MAIL EMPTY false",
“constant™: "‘work"

3.

{
"'sourcePath": "$.ADDRESS.FIRSTNAME",
"targetPath”: "$.name.givenName",
"optional™: true

3,

{
""sourcePath": "$_.ADDRESS.LASTNAME",
“targetPath”: "$._name.familyName"

%,
"sourcePath": "$.ADDRESS.MIDDLENAME™",
"targetPath": "$.name.middleName",
"optional™: true

I

{
""sourcePath": "$.ADDRESS.NICKNAME",
"targetPath": "$_.nickName",
"optional™: true

J-

{
"'sourcePath': "$.ADDRESS.TITLE_P",
"targetPath": "$.name.honorificPrefix",
“optional™: true

3.

{
"sourcePath™: "$.ADDRESS.COUNTRY",
"targetPath”: "$.addresses[0]-country",
"optional™: true

I

{ _
"targetPath”: "$._addresses[0]-primary",
"condition™: "$_.ADDRESS.COUNTRY EMPTY false",
“constant™: true

Jr-

{

“targetPath™: "$.addresses[0].-type",
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“condition": "$.ADDRESS.COUNTRY EMPTY false",

"constant": "‘work"

%,
"sourcePath": "$.ADDRESS.TEL1 NUMBR",
“"targetPath": "$.phoneNumbers[0].value™,
“optional™: true
"targetPath”: "'$.phoneNumbers[0].primary",
"condition": "$_ADDRESS.TEL1 NUMBR EMPTY false",
"'constant': true

3,

{
"targetPath”: "$._phoneNumbers[0]-type",
"condition": "$_ADDRESS.TEL1 NUMBR EMPTY false',
"constant': "work"

%,
"sourcePaths™: ["$.DEFAULTS.LANGU],
"targetPath": "$.locale",
"valueMappings™: [

“key": ["W7],
"mappedValue': *"bg"

"optional™: true,
"type': "valueMapping",
"defaultvalue™: "en"

I

{

"'sourcePaths™: ["$.ADDRESS.LANGUP_1S0"],
"targetPath": "$.preferredLanguage",
“valueMappings™: [

tkey: [W°],
"mappedValue': "bg"

"optional™: true,
"type": "valueMapping”,
"defaultValue': "en",
"functions": [

"function™: "tolLowerCaseString"

}
1

e

"sourcePaths": ["$.LOGONDATA.TZONE"],
"targetPath": "$.timezone",
"valueMappings": [

“key'": ["EET],
"mappedValue': "Europe/Sofia"

1

’ptional": true,
"type": "valueMapping”,

"defaultvValue": "Europe/Berlin"

3

{ ]
"targetPath": "$.active",
"constant': false

3

{

"targetPath": "$.active",
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"condition": "($.ISLOCKED.LOCAL_LOCK I= "L") &&
($-1SLOCKED.GLOB_LOCK = "L") && ($.ISLOCKED.WRNG_LOGON I= "L*")",
"constant'': true

3
{

"'sourcePath™: "$_ACTIVITYGROUPS[*].AGR_NAME",
"targetPath”: "$._groups[?(@-value)]",
"optional™: true,
"preserveArrayWithSingleElement": true

}
1
T,
"group™: {
"mappings": [
{
""sourcePath": "$_ROLE_NAME",
"targetVariable": "entityldSourceSystem"
"sourcePath": "$_ROLE_NAME",
"targetPath™: "$.displayName",
"functions": [
"function™: "concatString",
"condition": ""%abap.role.prefix%® == "null®",
"prefix': "%abap.role.prefix%"
3
1
I
{
"targetPath™: "$.schemas[0]",
"constant: "urn:ietf:params:scim:schemas:core:2.0:Group"
I
{
""sourcePath": "$_USERLIST[*].USERNAME",
"targetPath™: "$.members[?(@-value)]”,
"optional™: true,
"preserveArrayWithSingleElement": true
3
1
3

}

7. Navigate to the Identity Provisioning section and open the Target Systems section.
8. Click + Add to add a new Target System:
1. Select SAP Build Work Zone, standard edition as the type.
2. Give the target system a meaningful name.
3. Select the source system you created.
4. Inthe Transformations tab, click Edit, use the {..} button to switch to JSON mode, and paste the
following standard transformation:

¢} Source Code

{
“user': {
"condition": "($.emails EMPTY false) && ($
[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"].userUuid EMPTY

false)™,
"skipOperations': ["update'],
"mappings": [

“targetPath™: "$.id",
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"sourceVariable": "entityldTargetSystem"

3.

“targetPath™: "$.schemas[0]",
"constant': "urn:ietf:params:scim:schemas:core:2.0:User"

3.

"targetPath": "$
[Furn:ietf:params:scim:schemas:extension:2.0:mapping"]["providerld*]",

"constant": "%cflp.providerid%"
3,
{ _
"'sourcePath": "$.emails[0].value",
"targetPath": "$.emails[0].value",
"condition”: "$.emails[?(@-primary == true)].value == []",
"optional™: true
%,
"sourcePath™: "$._emails[?(@-primary == true)].value",
"targetPath™: "$.emails[0].value™,
"condition": "$.emails[?(@.primary == true)].value != []",

"optional™: true,
"preserveArrayWithSingleElement: true,
"functions": [

"function': "elementAt",
"index": O
3
]

“targetPath™: "$.emails[0].primary"”,
"condition'": "$.emails[0].length() > 0",
"‘constant': true

3
{

"sourcePath": "$
[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]",

"targetPath": "$_externalld”,

"optional™: true

3
{

"sourcePath™: "$.groups[*].value™,
“targetPath™: "$._groups[?(@-value)]",
"optional™: true,
"preserveArrayWithSingleElement: true,
“functions™: [

"function": "resolveEntitylds",
"entityType': "group"
1
3
1
I
"group™: {
“"mappings": [
"targetPath": "$.id",
"sourceVariable'": "entityldTargetSystem"
I

"targetPath”: "$
[“urn:ietf:params:scim:schemas:extension:2.0:mapping” ][ “providerld~]",
"constant": "%cflp.providerld%"

}.
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e

e

e

5. Open the Properties tab and add the following properties and their values:

"targetPath: "$.schemas[0]",

“constant: "urn:ietf:params:scim:schemas:core:2.0:Group™
"targetPath": "$.schemas[1]",
“constant: "urn:ietf:params:scim:schemas:core:2.0:mapping’,
"optional™: true
"sourcePath™: "$._displayName™,
“targetPath™: "$._externalld”
"sourcePath": "$.externalld"”,
"targetPath": "$.externalld”,
"optional™: true,
"functions": [
"function”: "replaceAllString”,
"regex": "(?i1)(pcd:)",
"replacement': """

I

{ _ i
"function": "replaceString",
"target'': /",

“replacement': ":"

3.

{ _ _
"function™: "replaceString",
“target': (",

"replacement™: "@"

3,

{ ) _
“function”: "replaceString",
“target”: ")",

“replacement': "'+"
3
1
"'sourcePath": "$.members[*].value",
"targetPath™: "$.members[?(@-value)]",
"optional™: true,
"preserveArrayWithSingleElement": true,
"functions': [
"function™: "resolveEntitylds"
3
1

Field Value
Authentication BasicAuthentication
cflp.group.unique.attribute externalld,

[“urn:ietf:params:scim:schemas:extension:2.0:mapping

"1 providerid™]
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Field

Value

cflp.patch.group.mem-
bers.above.threshold

5000

cflp.providerld

<ID of the content provider you created in your SAP
Build Work Zone, standard edition tenant, e.g. S4_PC_UCT950>

cflp.user.unique.attribute

emails[0].value,
[“urn:ietf:params:scim:schemas:extension:2._.0:mapping
"1["providerid®],externalld

ips.trace.failed.entity.content

false

OAuth2TokenServiceURL <Value of the UAA URL property of the SAP Build Work
Zone, standard edition service key you created + /oauth/
token>

Password <Value of the clientsecret property of the SAPBuild
Work Zone, standard edition service key>

ProxyType Internet

Type HTTP

URL <Value of the portal-service property of the SAP Build
Work Zone, standard edition service key>

User <Value of the clientid property of the SAP Build Work

Zone, standard edition service key service key>

9. Navigate to the Identity Provisioning section and open the Source Systems section.

10. Select the source system you created for your SAP S/4HANA Cloud Private Edition tenant.
11. Open the Jobs tab.
12. Click Run Now for the Read Job to start the synchronization of your SAP S/4HANA Cloud Private Edition

users and roles with your SAP Build Work Zone, standard edition tenant.

13. Navigate to the Identity Provisioning section and open the Provisioning Logs section to see the logs and

status of your synchronization jobs.

You have now completed the setup of the Identity Provisioning service.

Users who have configured cards as visible in the Insights section of My Home in SAP S/4HANA Cloud, should
now be able to see their cards in the Insights section of SAP Build Work Zone, standard edition.

Related Information

Configure the Identity Provisioning Service

72

PUBLIC

Integrating Joule with SAP Solutions
Integrating Your SAP Solution


https://help.sap.com/docs/start/sap-start/configure-identity-provisioning-service

4.3.5 Configure and Activate Joule Plug-In in a Target
Mapping

Steps to configure and activate Joule plugin in SAP Fiori Launchpad.

You need to create a target mapping to activate the Joule plugin in the SAP Fiori Launchpad of your application.
As a prerequisite, you must create a business catalog. For more information, see Creating Catalogs.

Procedure

Procedure

1. Inthe launchpad app manager (see e.g. Creating and Maintaining Launchpad App Descriptor ltems),
create a target mapping with the intent Shel 1-plugin and the following configuration:

Field Value
Semantic Object Shell
Action plugin

Application Type

SAP UI5 Fiori App

Title Joule

URL URL of the Joule application appended with /resources/public/
webclient/s4

ID sap.das.webclientplugin.s4

Information Optional: Enter a description of your plug-in.

Device Types

Select the device or devices that are supported by your plug-in, e.g. desktop or
phone. The plug-in will only be shown on these selected devices.

Parameters

Define parameters that you want to pass to the plug-in component by entering a
name and a default value for each parameter.

® Note

As target mappings with the intent Shel I-plugin have a special meaning, they do
not appear in standard services such as the TargetMappings feed, resolveLink, or
getLinksForSemanticObjects.

In the launchpad content manager, assign the catalog to a role. See Adding and Removing Catalogs,
Groups and Spaces to/from Roles for detailed information.
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3.

If you have not already done this, assign the role to the respective users (see Assigning Users to Roles ).

4.3.6 Constraints for Joule in SAP S/4HANA Cloud Private

Edition

In addition to the general Constraints for Joule [page 220], the following constraints apply for Joule in SAP
S/4HANA Cloud Private Edition:

74

Joule is available for SAP S/4HANA Cloud Private Edition 2021 onwards but with some exceptions. All
capabilities of Joule may not be supported from 2021 but from a higher release. For the list of capabilities
available per release of SAP S/4HANA Cloud Private Edition, please refer to Release-Specific Capabilities
and 3523238 .
Joule is available for SAP S/4HANA Cloud Private Edition only within Rise with SAP# .
You can enable Joule for SAP S/4HANA Cloud Private Edition only in an SAP managed data center setup.
Currently, you will have to add your relevant SAP S/4AHANA Cloud Private Edition system as a part of
the Joule formations, in the following cases, for Joule to leverage the latest SAP S/4HANA Cloud Private
Edition capabilities available for Joule:

* You already have a Joule formation, but do not have your SAP S/4HANA Cloud Private Edition system

added to such a formation.

* You have upgraded your SAP S/4HANA Cloud Private Edition system.
For more information, refer to Include or Exclude a System in the Joule Formation.
In case you are already using Joule in your SAP S/4HANA Cloud Private Edition system but do not have the
Joule formations, you will have to run the Joule booster by referring to Run the Joule Booster [page 20] or
create the formations by referring to Formations.
To be able to use the Joule capabilities, the minimum UI5 version required per release of your SAP S/
4HANA Cloud Private Edition system must be used, as given in the following table.

SAP S/4HANA Cloud Private Edition Release Minimum UI5 Version Required
2021 1.96.33

2022 1.108.33

2023 1.120.0 or Latest

For SAP S/4HANA Cloud Private Edition 2021 release:

* Some navigational capabilities of Joule may not function as expected due to certain technical
limitations in SAP S/4HANA Cloud Private Edition 2021.

* Some of the navigations to Fiori applications open in a new window rather than the same window of the
Fiori Launchpad.
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4.4 Integration with SAP S/4HANA Cloud Public Edition

® Note

Joule is accessible in both 2-system landscape (2SL) and 3-system landscape (3SL). For more information,
see System Landscapes in SAP S/4HANA Cloud.

This section describes how to integrate Joule with the technical product SAP S/4HANA Cloud Public Edition.
These steps comprise the Joule-specific and product-specific prerequisites and depend on your initial system
setup. For example, you must first set up the technical environment, such as the SAP Business Technology
Platform (BTP) with the entitlements for Joule and SAP Build Work Zone, standard edition (foundation/
standard plan). You are guided through the integration steps with instructions, for example, you run the

Joule booster that - among other settings - enables the communication scenario SAP_COM_0882 (SAP Digital
Assistant Services) in the background.

® Note

SAP S/4HANA Cloud Public Edition refers to an offering that includes the technical product SAP S/4HANA
Cloud Public Edition as the main component and a large variety of surrounding services. The integration
described here is between Joule and the technical product SAP S/4HANA Cloud Public Edition.

® Note

To access Joule within SAP S/4HANA Cloud Public Edition, an additional entitlement and authorization
may be required. Please consult your account executive for more information.

Prerequisites

* You fulfill the general Prerequisites for Customer Managed Provisioning [page 9] for Joule.

* You have reviewed the Customer-Managed Provisioning [page 8] for Joule and have carried out the
necessary steps.

* You checked the Joule-specific information regarding Security.

* You are aware of the Constraints for Joule in SAP S/4HANA Cloud Public Edition [page 90].

Integration Steps

To integrate Joule with SAP S/4HANA Cloud Public Edition, you must carry out the following steps:

1. Expose the SAP Fiori Launchpad Content to SAP BTP [page 76] (specific for SAP S/4HANA Cloud Public
Edition)

2. Configure Trust to the Identity Authentication Tenant [page 18]

3. Configure User Attributes for Joule from the Identity Directory [page 19]

4. Register the SAP S/4HANA Cloud Public Edition System [page 77] (specific for SAP S/4HANA Cloud
Public Edition)
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Create SAP Build Work Zone Application and Instance [page 14]

Run the Joule Booster [page 20]

Configure Identity Provisioning Service [page 77] (specific for SAP S/4HANA Cloud Public Edition)
Configure Trusted Domain in SAP BTP [page 26]

Configure Trusted Domains in Identity Authentication [page 25]

10. Maintain Custom Content Security Policy [page 90] (specific for SAP S/4HANA Cloud Public Edition)
11. Set Up Document Grounding [page 166]
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Related Information

Integrating With SAP Build Work Zone, Standard Edition

4.4.1 Expose the SAP Fiori Launchpad Content to SAP BTP

To set up the content exposure flow, the Joule booster creates a communication arrangement in

the Communication Arrangements app, and a communication system for the communication scenario
SAP_COM_0647 (Launchpad Content Exposure to SAP BTP Integration). In most cases, you set the Exposure
Role Selection to ALL (All Roles with SAP Fiori Launchpad Content). For more information, see Expose
Launchpad Content to SAP BTP.

However, if you would like to expose individual business roles to SAP BTP and have therefore set the Exposure
Role Selection to SELECTION (Selected Roles in “Maintain Business Roles” Application), you must expose your
roles as follows:

1. Inthe SAP S/4HANA Cloud Public Edition system, log on to the SAP Fiori Launchpad as an administrator.
2. Open the Maintain Business Roles app.
3. ldentify the business roles that you are using.
For more information about business roles in SAP S/4HANA Cloud Public Edition, see Business Roles,
Business Catalogs and Restrictions.

4. Open eachrole and select Exposed to SAP BTP. For more information about mass changes, see How to
Select Business Roles for Exposure.

5. Confirm the dialog box that displays.
6. The Exposed to SAP BTP entry indicates that the role you selected is exposed.

7. The content is ready to be consumed by SAP Build Work Zone, standard edition. To view the exposure log,
open the application log in the Display Launchpad Content Exposure Logs tile.
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4.4.2 Register the SAP S/4HANA Cloud Public Edition
System

Procedure

1. Inthe SAP BTP cockpit, navigate to your global account, and then choose [ System Landscape
» Systems 1.

2. Onthe Systems page, choose Add System. In the Add System wizard, do the following:

a. Enter aname for the system you want to register.
In the Type dropdown list, select the system type.
Choose Add.
Select All Communication Scenarios in the Communication Scenario Groups dropdown menu.
Choose Get Token.

© 0o o

The system generates the registration token.

f.  Copy the registration token. You need the token to complete the integration on the respective SAP
solution system.

g. Close the wizard.
3. Go to your SAP S/4HANA Cloud Public Edition system. Open the |¥ Communication Management
» Maintain BTP Extension 3 app.
4. Choose New and add the token fetched from the SAP BTP cockpit as mentioned in step 2.
5. The status of the system is set as Enabled once you add the token.
6. Go back to SAP BTP Cockpit and verify that the status of the system is set to Registered.

4.4.3 Configure Identity Provisioning Service

The navigation service of the SAP Build Work Zone, standard edition, utilizes the Identity Provisioning service
(IPS) to manage the provisioning of identities and their authorizations between source and target systems.

This section describes the steps to configure the source system (SAP S/4HANA Cloud Public Edition) and
target systems (Identity Authentication and SAP Build Work Zone, standard edition) in the Identity Provisioning
of your IAS application user interface.

The following configurations are required to provision:

1. User details like user email, Global User ID and group memberships from SAP S/4HANA Cloud Public
Edition to SAP Build Work Zone, standard edition.

2. Userroles as groups from SAP S/4HANA Cloud Public Edition (source system) to SAP Build Work Zone,
standard edition with role ID as external ID and group memberships.

® Note

You must have the administrative access to your Identity Provisioning tenant and you need to enable the
Manage Identity Provisioning role for your user. For more information, see Manage Authorizations in SAP
Cloud Identity Infrastructure.
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You must have created the communication scenario and communication users for the communication
arrangement SAP_COM_0193. For more information, see SAP S/4HANA Cloud.

Configure Source System

1. Login to your Identity Authentication tenant.
2. Navigate to | Identity Provisioning ¥ Source System 3.
3. Add SAP S/4HANA Cloud Public Edition as a source system. For more information, see Add New Systems.
4. Under the Properties tab, configure the connection settings for your system and add or confirm if the
following properties are available.
Property Name Value
Type HTTP
URL Enter the SAP S/4HANA Cloud Public Edition API URL.
You can find the correct URL in the API-URL field of the
communication arrangement set up for communication
scenario SAP_COM_0193.
For example: https://my123456-
api .s4hana.ondemand.comor https://
my123456-api -s4hana.cloud.sap.
ProxyType Internet
Authentication Enter your authentication method:
BasicAuthentication
User Enter the user name from the communication arrange-
ment SAP_COM_0193
A& Caution
Do not use special symbol ',' (comma) as it is not
supported.
Password Enter the password for the user name from the communi-
cation arrangement SAP_COM_0193
A& Caution
Do not use special symbol',' (comma) as it is not
supported.
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Property Name

Value

s4hana.cloud.skip.read.archived

In the event of archived (disabled) entities in the source
system SAP S/4HANA Cloud Public Edition, choose
whether the provisioning jobs to continue reading such
entities or to skip them.

This property is enabled by default. If you want to always
read disabled entities, set the property to False, or de-

lete it.
ips.date.variable.format yyyy-MM-dd
s4hana.cloud.api.version 1

This means your SAP S/4HANA Cloud Public Edition sys-
tem uses SAP_COM_0193 communication arrangement.

ips.trace.skipped.entity.content

true

ips.trace.failed.entity.content

true

5. Configure the transformations. Transformations are used to map the user attributes from the data model
of the source system to the data model of the target system, and the other way around. The Identity
Provisioning offers a default transformation for the SAP S/4HANA Cloud Public Edition source system,
whose settings are displayed under the Transformations tab after saving its initial configuration.

You can change the default transformation mapping rules depending on your setup of entities in your SAP

S/4HANA Cloud Public Edition system.

{

"user': {

"condition": "($.user.validityPeriod.startDate <= "${currentDate}")
&& ($.user.validityPeriod.endDate > "${currentDate}")",

"mappings': [
{

"sourcePath": "$._personlD",
"targetVariable": "entityldSourceSystem"

3

{ .
"sourcePath": "$.personal Information.firstName",
“targetPath™: "$._name.givenName™,

"optional™: true

3

{ _
"sourcePath": "$.personal Information. lastName",
""targetPath": "$.name.familyName",

"optional™: true

1)

{ o
"sourcePath": "$.personalInformation.middleName",
"targetPath": "$.name.middleName",

“optional™: true

3

{ ]
""sourcePath": "$.personal Information.personFul IName",
"targetPath": "$_.name.formatted",

"optional™: true

3

{

"sourcePath": "$.user.userName",
"targetPath": "$.userName",

"optional: true,
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"correlationAttribute': true

*constant': true,
""targetPath': "$.active"

“condition”: "$.user.lockedIndicator == “true®",
"constant': false,

"targetPath": "$.active",

“optional™: true

"sourcePath”: "$.workplacelnformation.emailAddress",
"targetPath™: "$.emails[0]-value™,

"optional™: true,

"correlationAttribute": true

"'sourcePath™: "$.user.logonLanguageCode",
"optional™: true,
"targetPath'": "$.locale"

"sourcePath': "$.PersonExternallD",
"optional™: true,
"correlationAttribute": true

""sourcePath": "$.user.globalUseriID",
“optional™: true,
"targetPath": "$

[Furn:ietf:params:scim:schemas:extension:sap:2.0:User" ][ “userUuid"]"

e
{
“null"",
"null™",
e
{
PUBLIC

"sourcePath": "$.user.role",
""targetPath": "$.groups",
"preserveArrayWithSingleElement™: true,
“functions': [

{

"condition": ""%s4hana.cloud.roles.prefix%® 1==

“function”: "‘concatString",
"applyOnElements™: true,

"prefix": "%s4hana.cloud.roles.prefix%",
"applyOnAttribute™: "roleName",
"assignToAttribute™: "display”

“condition: ""%s4hana.cloud.roles.prefix%® ===

"function: "concatString",
"applyOnElements': true,
llprefixll: llll’
"applyOnAttribute™: "roleName™,
"assignToAttribute: "display"

“function”: "‘concatString",
"applyOnElements™: true,
llprefixll: llll,
"applyOnAttribute™: "roleName",
"assignToAttribute™: "value™

1

"type': "remove",
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"targetPath": "$.groups[*].roleName"

3,
{ ]
"type": "valueMapping”,
"sourcePaths": [
"$.user.timeZoneCode"
1,
"targetPath": "$._timezone",
"defaultvalue": "Europe/Berlin®,
"valueMappings™: [
"key": [
"WDFT"
"&appedValue": "Europe/Berlin"
e
{
llkeyll:
"ISRAEL"
"ﬁappedVaIue": "Asia/Jerusalem”
3,
{
"key": [
""RUS03"
"&appedValue": "Europe/Moscow"’
e
{
llkeyll:
""AUSNSW"*
1.
"mappedValue': "Australia/Sydney"
3,
{
"key": [
"UTC+4"
1.
“"mappedValue': "Asia/Dubai
e
{
llkeyll:
"BRAZIL"
"ﬁappedVaIue": "America/Sao_Paulo"
3
{
"key": [
"BRZLEA"
"&appedValue": ""America/Sao_Paulo™
e
{
llkeyll: [
""'MSTNO"
"ﬁappedVaIue": ""America/Phoenix"
3
{
"key": [
"EST"
"&appedValue": "America/New_York™
e
{
llkeyll: [
"yTc
1.
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"mappedValue': "Etc/UTC"

3
{
"key": [
"UTC+3
1.
“"mappedValue': "Asia/Riyadh™
e
{
llkeyll: [
“EST_™
"ﬁappedVaIue": "America/Toronto"
3
{
"key": [
"UTC+8"
1.
"mappedValue™: "Asia/Shanghai
e
{
llkeyll: [
"JAPAN"

1,
"mappedValue': "Asia/Tokyo"

"type": "valueMapping”,

"“sourcePaths™: [
"'$_businessPartnerRoleCode"

1,

“"targetPath”: "$.userType",

“defaultValue™: "Employee",

"valueMappings™: [

llkeyll:
""BUPO03""

"ﬁappedVaIue": "Employee"

A

"key": [
""BBPOO5""

"&appedValue": "Contingent Worker"

s
]
},
"group™: {
"mappings': [
{

"sourcePath: "$.I1D",
“"targetPath”: "$.displayName",
"targetVariable": "entityldSourceSystem",
“functions': [
{
"condition": ""%s4hana.cloud.roles.prefix%® 1==
.null.",
“function”: "‘concatString",
"prefix": "%s4hana.cloud.roles.prefix%"

}
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"constant': "urn:ietf:params:scim:schemas:core:2.0:Group",
“targetPath': "$._.schemas[0]"

"'sourcePath": "$.to_BusinessUserAssignment.results",

"optional™: true,

"preserveArrayWithSingleElement™: true,
“"targetPath”: "$.members"

"type': "remove",

“"targetPath”: "$.members[*].__ metadata"

"type': "remove",

“"targetPath™: "$.members[*].UserName"

"type': "rename",

"constant': "value",

"targetPath": "$.members[*].PersoniD"

“constant: "User",

"targetPath™: "$.members[*].type"

Configure Target System

1. Navigate to | Identity Provisioning ¥ Target System 3.

2. Add SAP Build Work Zone, standard edition as a target system. For more information, see Add New

Systems.

3. Select SAP S/4HANA Cloud Public Edition as the Source system (that you configured in the previous step),
whose identities you want to read and provision to the target one.

4. Choose the Properties tab to configure the connection settings for your system:

Property Name Value

Type HTTP

URL Enter the API URL of SAP Build Work Zone, standard
edition from the service key of your SAP Build Work
Zone, standard edition instance under endpoints [por-
tal-service]. It follows the pattern: https://portal-
service.cfapps.sap-hana.ondemand.com

ProxyType Internet

Authentication

BasicAuthentication

User

Enter the OAuth Client Id, from the service key of your
SAP Build Work Zone, standard edition instance under
uaa.clientid.
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Property Name

Value

Password

(Credential) Enter the OAuth Client Secret, from the serv-
ice key of your SAP Build Work Zone, standard edition
instance under uaa.clientsecret.

OAuth2TokenServiceURL

Enter the OAuth 2.0 Token Service URL from the serv-
ice key of your SAP Build Work Zone, standard edition
instance. It follows the pattern: <uaa.urI>/oauth/
token.

For example: https://ips-cflp-
woaeal le.authentication.sap.hana.ondema
nd.com/oauth/token

cflp.providerld

Enter a valid provider ID value.

The provider ID is specified in the Channel Manager of the
SAP Build Work Zone, standard edition when defining a
new content provider.

ips.failed.request.retry.attempts 2
ips.failed.request.retry.attempts.interval 50
ips.trace.failed.entity.content true
xsuaa.user.unique.attribute userName,origin

xsuaa.origin

sap.custom

PUBLIC
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Property Name

Value

cflp.user.unique.attribute

If Identity Provisioning tries to provision a user that al-
ready exists in the target system (a conflicting user), this
property defines the unique attributes by which the exist-
ing user will be searched and resolved.

SAP Build Work Zone, standard edition supports the fol-
lowing unique attributes which are automatically filled in
when the target system is added in the service Ul:

emails[0].value,
[“urn:ietf:params:scim:schemas:extensio
n:2._0:mapping”]
["providerld®],externalld

® Ifthe user has an external Id, the conflict is re-
solved by external Id and providerld.

® Ifthe user doesn't have an external 1d, the con-
flict is resolved by emai I and providerld.

For the conflict to be resolved, an existing user matching
both unique attributes should be found. If an existing user
doesn't match both unique attributes or matches only one
of them, the user creation fails.

- Tip
We recommend that you do not modify the value of

the cFlp.user.unique.attribute property.
Otherwise, user creation fails.
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Property Name

Value

cflp.group.unique.attribute

If Identity Provisioning tries to provision a group that al-
ready exists in the target system (a conflicting group),
this property defines the unique attributes by which the
existing group will be searched and resolved.

SAP Build Work Zone, standard edition supports a pair of
unique attributes which is automatically filled in when the
target system is added in the service Ul:

externalld,
[“urn:ietf:params:scim:schemas:extensio
n:2._0:mapping®"]["providerld®]

For the conflict to be resolved, an existing group match-
ing both unique attributes should be found. In this case,
Identity Provisioning updates the group. This means, the
conflicting group overwrites the existing one. If the group

matches only one of the unique attributes, the conflict is
not resolved, and the group creation fails.

- Tip

We recommend that you do not modify the value of
the cFlp.user.unique.attribute property.
Otherwise, user creation fails.

PUBLIC
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Property Name

Value

cflp.support.bulk.operation

This property enables bulk operations for users and
groups.

When the property is enabled (set to true), the following
operations can be executed by Identity Provisioning serv-
ice in a single request:

® Create or delete multiple users

® Create, update, or delete multiple groups

When the property is disabled (set to false), the following
operations can be executed by Identity Provisioning serv-
ice for a single entity at a time:

® Create or delete a user

® Create, update, or delete a group

® Note
Update operation is skipped for users in the default

write transformation.

Possible values:

* true
* false

Default value: False

cflp.bulk.operations.max.count

If you have enabled the bulk operations, you can use
this property to set the number of operations to be provi-
sioned per request.

Possible values:
Default value: 20
Maximum value: 100

If you enter a number larger than 100, the service will
replace it with the default value (20).

(Optional) ips.delete.threshold.groups

Use this property to control the number of groups to be
deleted in a target system by defining a threshold. This will
prevent you from accidentally deleting a huge number of
groups, for example by adding a filter or condition.

For more information, see List of Properties

(Optional) ips.delete.threshold.users

Use this property to control the number of users to be
deleted in a target system by defining a threshold. This will
prevent you from accidentally deleting a huge number of
users, for example by adding a filter or condition.

For more information, see List of Properties
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5. From the left panel and go to the Transformations tab. You can switch to the JSON editor by choosing
the code-bracket icon. Transformations are used to map user and group attributes from the data model
of the source system to the data model of the target system, and the other way around. The Identity
Provisioning offers a default transformation for the SAP Build Work Zone, standard edition target system,
whose settings are displayed under the Transformations tab after saving its initial configuration.

I ¢} Sample Code

{
“user': {
"skipOperations': [

"ﬁappings": L

{
"sourceVariable™: "entityldTargetSystem",
"targetPath': "$.id"

Te

{ ) i
“constant™: urn:ietf:params:scim:schemas:core:2.0:User",
“targetPath": "$.schemas[0]"

Te

{ )
"constant': "%cflp.providerlid%",
""targetPath™: "$

[Furn:ietf:params:scim:schemas:extension:2.0:mapping"]["providerld®]"

"condition": "$.emails[?(@.primary == true)].value == []",
"sourcePath™: "$.emails[0].-value™,

“optional™: true,

"targetPath": "$.emails[0].value"

%,
“condition™: "$.emails[?(@-primary == true)].value = []",
"sourcePath": "$.emails[?(@-primary == true)].value",
"preserveArrayWithSingleElement™: true,
"optional': true,
"targetPath™: "$._emails[0].-value™,
“functions™: [
{
"function': "elementAt",
“index™: O
}
1
-
{ . )
"condition": "$.emails[0].length() > 0",
"‘constant': true,
"targetPath™: "$.emails[0].-primary"
}:
{

"'sourcePath": "'$
[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]",

“optional™: true,

"targetPath": "$.externalld"”

3.
{

sourcePath™: "$.groups[*].value™”,
"preserveArrayWithSingleElement™: true,
"optional': true,

"targetPath™: "$.groups[?(@-value)]",
“functions™: [

"entityType': "group",
“function”: "resolveEntitylds"
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1
}
1
T,
"group™: {
“mappings”: [
{
"sourceVariable™: "entityldTargetSystem",
“targetPath": "$.id"
-
{

"constant': "%cflp.providerlid%",
"targetPath": "'$
[“urn:ietf:params:scim:schemas:extension:2._0:mapping™]["providerld=]"

"constant': "urn:ietf:params:scim:schemas:core:2.0:Group",
“targetPath™: "$_schemas[0]"

3.

{ ) ) )
"constant: "urn:ietf:params:scim:schemas:core:2.0:mapping”,
“optional*: true,

“targetPath™: "$.schemas[1]"

3,

{ i
"sourcePath™: "$._displayName™,
"optional™: true,

"targetPath": "$.externalld"”

-

{

"sourcePath™: "$.externalld"”,
"optional': true,
"targetPath”: "$.externalld”,
“functions™: [

{

"function":"replaceAllString"”,
"regex":"(?i)("pcd:)",
“replacement' """

3.

{ _ )
"function™: "replaceString",
“target': /",
"replacement: ":"

3,

{ i ]
“function”: "replaceString",
“target”: (",
“"replacement': "@"

-

{ i ]
"function™: "replaceString",
“target": '")",
"replacement': "'+"

}

1

3,

{

"sourcePath™: "$.members[*].value”,
"preserveArrayWithSingleElement™: true,
"optional': true,
"targetPath”: "$.members[?(@-value)]",
“functions™: [

"function”: "resolveEntitylds"

}

1
}
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Run Replication in IPS

In order to replicate content from SAP S/4HANA Cloud Public Edition system to the content provider in
SAP Build Work Zone standard edition, you must run the provisioning job from the Identity Provisioning user
interface (Ul).

1. Under Source Systems, select your source system for SAP S/4HANA Cloud Public Edition. Choose |+ Jobs

» Read Job » Run Now 1.
2. Choose Resync and choose Run Now.

® Note

It is recommended to schedule the Read Job once every twenty four hours.

4.4.4 Maintain Custom Content Security Policy

Maintain a custom content security policy to enable loading the plugin script as cross-origin resource.

1. Open Manage Content Security Policy app, click Trusted Sites and navigate to details for Resources Scripts.
2. Click New in Managed by Customer section.
3. Enter the URL of your Joule tenant under Trusted Content and choose Save.

4.4.5 Constraints for Joule in SAP S/4HANA Cloud Public
Edition

® Note

Joule is accessible in both 2-system landscape (2SL) and 3-system landscape (3SL). For more information,
see System Landscapes in SAP S/4HANA Cloud.

In addition to the general Constraints for Joule [page 220], the following constraints apply for Joule in SAP
S/4HANA Cloud Public Edition:

* Joule does not cover the full set of globalization support as SAP S/4HANA Cloud Public Edition. For now,
you can converse with Joule in the following languages:
* English (EN)
* German (DE)
* French (FR)
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* Spanish (ES)

* Polish (PL)

* Portuguese (PT)
* Greek (EL)

¢ Korean (KO)

* Japanese (JA)

* Vietnamese (VI)
* Chinese (ZH)

¢ Jouleis not designed to process personal data or sensitive data. You must not add any personal sensitive
data in Joule. For more information, see Data Protection and Privacy.

¢ Touse single log-out (SLO) for Joule with SAP S/4HANA Cloud Public Edition, you need to configured
(SLO). For more information, see Authentication of Requests.

* Inthe Joule booster, when you enable Joule in the system, Joule is enabled for all users.

Since Joule Web Client is embedded via iFrame, it requires support for iFrame and 3rd-party cookies. This
implies the following technical constraints:

* Blocking of iFrame from Joule domains (*.cloud.sap) and IAS domains must be disabled in the browser
settings, either by default or by policy. See Supported Browsers for details.

* Single Sign-On (SSO) relies on an a shared session with IAS used by SAP S/4HANA Cloud Public Edition
instance and Joule instance. Thus, IAS must not be configured to force authentication with the Corporate
IdP for each authentication if IAS is configured as a proxy IdP.

Other technical constraints:

* Rate limits for BTP apply.

* Rate limit for Joule is 3000 requests per minute per tenant.

* Restrictions for SAP Build Work Zone, standard edition with SAP S/4HANA Cloud Public Edition apply. For
more information, see 3075638 ¢ .

* |f SAP Build Work Zone, standard edition is not already used, Joule uses SAP Build Work Zone, standard
edition with foundation plan for navigational scenarios. This implies that Identity Provisioning Service (IPS)
is enabled and will be configured for user assignment to the navigation content.

4.4.6 Enable the Joule Icon on SAP Fiori Launchpad

When an SAP S/4HANA Cloud Public Edition system is integrated with Joule, either by running the booster to
set up Joule or by including the system in the Joule formation, the Joule Integration communication scenario
(SAP_COM_0882) is automatically enabled in the background.

Depending on the value of the property Activation State in the communication arrangement, the Joule icon
(X)) is visible on the SAP Fiori launchpad for all users or only for users who are assigned a specific role.

As of SAP S/4HANA Cloud Public Edition 2602 SPO6, by default, the role-based activation state is activated
for communication scenario SAP_COM_0882, and the template role SAP_BR_EMPLOYEE contains the User
Interface - Joule Plugin (SAP_CORE_BC_UI_JOU_PC) business catalog, which controls the visibility of the Joule
icon on the SAP Fiori launchpad.
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® Note

Existing communication arrangements are not changed automatically. To give access only to specific users,
follow the steps below.

Prerequisites

* You have set up Joule by running the booster.
For information about running the booster and including a system in the Joule formation, see Run the Joule
Booster [page 20].

Procedure

1. Onthe SAP Fiorilaunchpad, open the Communication Arrangements app.
A list of existing communication arrangements are displayed on the initial screen.
2. Open the communication arrangement for the Joule Integration scenario (ID: SAP_COM_0882).

A Caution

Do not remove this generated communication arrangement and the generated communication system
from your SAP S/4HANA Cloud Public Edition system; otherwise, the Joule integration will not work.

3. On the detail screen, under Additional Properties, check the value of the Plug-In Activation State property.
* If the value for the Plug-In Activation State property is empty, Joule is available for all users of the
system.
* If the value for the Plug-In Activation State property is ROLE, Joule is only available for users who have
the User Interface - Joule Plugin (SAP_CORE_BC_UIl_JOU_PC) business catalog in their business roles.
4. Optional: To give access only to specific users, change the property value to ROLE and add the User
Interface - Joule Plugin (SAP_CORE_BC_UI_JOU_PC) business catalog to the users' business roles.

For general information about creating and editing communication arrangements for SAP S/4HANA Cloud
Public Edition, see Communication Arrangements.

4.5 Integration with SAP Integrated Product Development

SAP Integrated Product Development is a cloud solution that enables you to digitally orchestrate your product
development from design to operate, resulting in reduced time to market, higher R&D return on investment,
higher margins, and reliable product launches.

With Joule, business users have conversational access to the SAP Integrated Product Development product
documentation on the SAP Help Portal from within the SAP Fiori apps that are delivered for the different SaaS
applications. For more information about supported scope and setting up Joule for SAP Integrated Product
Development, see 3503056/ .
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4.6 Integration with SAP Asset Performance Management

SAP Asset Performance Management is a cloud solution that is meant for industries and customers that
operate and service industrial assets and want to run outcome-based operations with a focus on high asset
availability, and resilient and safe operations.

This solution allows you to manage risk and reliability, optimize maintenance strategies and connect assets for
real-time condition monitoring, allowing a shift towards more efficient predictive and prescriptive maintenance.

With Joule, business users have conversational access to the SAP Asset Performance Management product
documentation on the SAP Help Portal from within the SAP Fiori apps that are delivered for the different
SaaS applications. For more information about setting up Joule for SAP Asset Performance Management, see
3503073

4.7 Integration with SAP Digital Manufacturing

SAP Digital Manufacturing is a cloud solution that provides manufacturing and industrial customers with
analytics, plant and enterprise-level Industry 4.0 execution, machine/equipment modeling, data collection, and
resource orchestration capabilities.

With Joule, business users have conversational access to the SAP Digital Manufacturing product
documentation on the SAP Help Portal from within the SAP Fiori apps that are delivered for the different SaaS
applications. For more information about supported scope and setting up Joule for SAP Digital Manufacturing,
see SAP Note 35060257 .

4.8 Integration with SAP Integrated Business Planning

SAP Integrated Business Planning (SAP IBP) combines supply chain monitoring, sales and operations
planning, demand management, inventory planning, and supply planning into a comprehensive solution.
Integrating Joule with SAP IBP enables you to access Al-driven features within your supply chain

planning environment. Before starting the integration, ensure that your technical, identity, and authorization
prerequisites are complete.

With Joule, you can do a range of tasks, for example, navigate to apps, run and monitor jobs, share select
content with other users, or ask questions about SAP IBP apps and processes. For more information about
Joule in SAP IBP, see Joule in SAP Integrated Business Planning.

® Note

To access Joule within SAP IBP, an additional entitlement and authorization may be required. For
more information, please consult your account executive and see https:/www.sap.com/products/artificial-
intelligence/joule-base.htm| .
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Prerequisites

* You've read and understood the relevant security information for Joule. For more information, see Security.

* You're using the same email address for your SAP IBP system and in SAP Cloud Identity Services - Identity
Authentication.

Prerequisites related to SAP Business Technology Platform (SAP BTP)

Joule is an SAP BTP based solution, so you need working knowledge in the following topics: entitlements,
subaccount, system landscape, booster, and you need to set up SAP BTP. This includes the following
requirements:

* You have an enterprise global account on SAP BTP with license type CUSTOMER and have configured your
global account with the required entitlements.

* Inaddition, you have registered your SAP IBP system in your global account. For more information, see
Register an SAP Integrated Business Planning System in a Global Account in SAP BTP and Trigger the
Registration in the SAP Integrated Business Planning Tenant.

* Inyour SAP BTP global account you have a subaccount for which you've completed the following
configuration steps:

* You've established trust between SAP Authorization and Trust Management Service and SAP Cloud
Identity Services - Identity Authentication. For more information, see Configure Trust to the Identity
Authentication Tenant [page 18].

* You've configured the user_uuid assertion attribute to the Global User 1D field in the Identity
Authentication application corresponding to this subaccount to allow user identification based on
global user ID. For more information, see Global User ID in Integration Scenarios. For a step-by-step
procedure, see Configure User Attributes for Joule from the Identity Directory [page 19].

* You've created an SAP Build Work Zone, standard edition application and instance. For more
information, see Create SAP Build Work Zone Application and Instance [page 14].

* You've configured a destination for the navigation service. For more information, see Configure
Destination to Use Navigation Service [page 15].

Other Prerequisites

When you fulfill the above prerequisites, check whether you also fulfill the general prerequisites for Joule. For
more information, see Prerequisites for Customer Managed Provisioning [page 9].

Integration Process

Check which path you need to follow to integrate Joule with your SAP IBP system. This depends on whether
you're integrating Joule for the first time or not.
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Find out which integration path you should follow. [page 93]

Expose the SAP Fiorilaunchpad content to SAP Build Work

Zone, standard edition. [https://help.sap.com/docs/SAP_INTEGRATED_BUSINESS_PLANNING/
0292066056f642f1a0f6d9135e39abaf/811789b79045440faf6dfdf02beb35aa.html]

Connect Identity Provisioning service with your

SAP IBP system. [https://help.sap.com/docs/SAP_INTEGRATED_BUSINESS_PLANNING/
da797ae2bf6246d58abd417f24915d55/c512e3aefa6f43bbb916ebl64361alcO.html]

Add the domain of your SAP IBP system as trusted domain in SAP BTP. [page 26]

Add the domain of your SAP IBP system as trusted domain in SAP Cloud Identity Services - Identity
Authentication. [page 25]

Use the Setting up Joule booster to create a formation in the SAP BTP global account that includes your
Joule system. [page 20]

Configure SAP IBP and SAP Build Work Zone, standard edition as source and target systems in the Identity

Provisioning service. [page 96]

Maintain the custom content security policy in your SAP IBP tenant to enable loading the Joule icon. [page

97]

If you have integrated Joule with another SAP product, you can use the existing formation to include your
SAP IBP system. [page 93]

To use Joule to find and navigate to SAP IBP apps, SAP Build Work Zone, standard edition needs to be
included in the same formation. [page 93]

Add your SAP IBP system as an additional system to the existing formation that you have set up for Joule
and the other SAP product. [page 23]
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¢ Add SAP Build Work Zone, standard edition and your SAP IBP system to the existing formation that you
have set up for Joule and the other SAP product. [page 23]

* Before you can start the new integration, you need to clear the previous integration. [page 93]
* First, exclude your SAP IBP system from the existing formation for Joule. [page 23]
* Then, delete the formation for Joule that used to include your SAP IBP system. [page 24]

* Make sure you have completed the preparatory integration steps, then proceed with running the Setting up
Joule booster. [page 93]

Next Steps: Enabling the Joule Icon and Verifying the Integration

Enabling the Joule Icon

The Setting up Joule booster creates a communication arrangement and communication system in your
SAP IBP system for the SAP Digital Assistant Services (SAP_COM_0882) communication scenario. This

communication arrangement enables the Joule icon < in the SAP Fiori launchpad.

In the Communication Arrangements app, you can use the Plug-In Activation State property of this
communication arrangement to control for which users the Joule icon is available. Consider the following:

* If the value for the Plug-In Activation State property of this communication arrangement is empty, this
means that Joule is available for all users of that system. To give access only to specific users, change the
property value to ROLE and add the User Interface - Joule Plugin (SAP_CORE_BC_UI_JOU_PC) business
catalog to the users' business roles.

* If the value for the Plug-In Activation State property of this communication arrangement is ROLE, Joule is
only available for users who have the User Interface - Joule Plugin (SAP_CORE_BC_UIl_JOU_PC) business
catalog in their business roles.

® Note

Do not remove this communication arrangement and system from your SAP IBP system. Otherwise, the
Joule integration will fail.

Verifying the Integration

After you've completed the integration process, Joule should be available in your SAP IBP system. To verify
this, navigate to the SAP Fiori launchpad of your SAP IBP system and check whether the Joule icon 7 appears
in the upper right part of your shell bar.

4.8.1 Configuring ldentity Provisioning Service

The navigation service of SAP Build Work Zone, standard edition uses Identity Provisioning service (IPS). IPS
provisions identities and their authorizations between source and target systems. To use the navigational
capabilities in Joule, you need to configure SAP IBP as the source and SAP Build Work Zone, standard edition
as the target systemin IPS.
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Configuring the Source and Target Systems

1. First, you need to configure SAP IBP as a source system. This also includes creating a communication
arrangement for the SAP_COM_0193 communication scenario if you haven't done so yet, as well as
configuring connection settings for the system. For detailed step-by-step instructions, see SAP Integrated
Business Planning.

® Note

If you have Identity Provisioning as a bundle with SAP IBP, and you use basic authentication, you don't
need to configure the communication arrangement, but you can reuse the communication between
SAP IBP and Identity Provisioning, which is already set up, as described under Configuring the Identity
Provisioning Bundle.

2. Next, you need to configure SAP Build Work Zone, standard edition as a target system. For detailed
step-by-step-instructions, see SAP Build Work Zone, standard edition.
Running the Provisioning Job

When you have set up the source and target systems, you need to run a provisioning job to replicate the
content from the source system, SAP IBP, to the content provider, SAP Build Work Zone, standard edition. To
run the provisioning job, carry out the following steps in Identity Provisioning:

1. Select SAP IBP as a source system.
2. Choose | Jobs ¥ Resync Job # Run Now 3.

For more information, see Resync Provisioning Job.

Related Information

Integration with SAP Integrated Business Planning [page 93]

4.8.2 Maintaining Custom Content Security Policy

You need to add the Joule tenant URL as a trusted source to enable loading Joule in your SAP Integrated
Business Planning (SAP IBP) system.

Context

Once you've run the Setting up Joule booster, you must maintain the custom content security policy in your
SAP IBP tenant to enable loading the Joule icon .
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Procedure

A owopoe

Navigate to the SAP Fiori launchpad of your SAP IBP system.
Open the Manage Content Security Policy app.
On the Trusted Sites tab, open the details for Resources Scripts (UI_RESOURCES_SCRIPTS).

Under Managed by Customer, choose New.
->Tip
If you don't see the Managed by Customer section, choose Add, and the section is added.

Under Trusted Content, enter the URL of your Joule tenant and choose Save.

® Note

To find out the URL of your Joule tenant, go to your SAP Business Technology Platform (SAP BTP)

subaccount and navigate to |+ System Landscape ¥ Formations 4. Select the formation that was
created by the Joule booster and view its details. Copy the URL and enter it as a trusted site in your
SAP IBP system.

For example: https://<subaccount>.<region>.sapdas.cloud.sap

Related Information

Integration with SAP Integrated Business Planning [page 93]

4.8.3 Constraints for Joule in SAP Integrated Business

Planning

Familiarize yourself with the constraints for Joule in SAP Integrated Business Planning (SAP IBP).

For more information about constraints for Joule, see Constraints for Joule [page 220].

In addition, the following constraints apply:

98

Joule doesn't support all languages that are supported in SAP IBP. For a list of languages that are
supported in Joule, see Joule Multi Language Support.

Joule doesn't support the same set of accessibility standards as SAP IBP.
Joule is designed to work with one SAP IBP instance only. So if, for example, you want to integrate Joule
with the SAP IBP instance of your test system and the SAP IBP instance of your productive system, you

need separate Joule tenants for each of the systems. Equally, if you have more than one productive system
and want to integrate Joule with each of them, you need separate Joule tenants for each of the systems.

Custom domains aren't supported.

Joule isn't designed to process personal data or sensitive data. You must not add any personal or sensitive
data in Joule. For more information, see Data Protection and Privacy.
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* The Joule Web client is embedded via inline frame (iFrame), so it requires support for iFrame and third-
party cookies. This implies the following technical constraints:

¢ Blocking of iFrame from Joule domains (*.cloud.sap) and SAP Cloud Identity Services - Identity
Authentication (IAS) domains must be disabled in the browser settings, either by default or by policy.
For more information, see Supported Browsers.

® Note

Joule supports cookie partitioning to mitigate the impact of the deprecation of third-party cookies
by Google Chrome. Users can continue to leverage single sign-on-based login to Joule after the
third-party cookies are deprecated.

* Single sign-on relies on a shared session with the IAS used by the SAP IBP instance and the Joule
tenant. If the IAS is configured to use a proxy IdP, the IAS mustn't be configured to force authentication
with the corporate |dP for each authentication.

¢ Inthe Setting up Joule booster, when you enable Joule in your SAP IBP system, it is enabled for all users.

4.9 Integration with SAP Signavio Solutions

Steps required to integrate Joule with SAP Signavio solutions.

SAP Signavio Process Transformation Suite helps you understand, improve, and transform your business
processes — fast and at scale — with a cloud-based process management platform.

Integrating SAP's digital assistant Joule with SAP Signavio Solutions lets users interact with SAP Signavio
content via conversational patterns (informational, navigational, and transactional).

With this setup, you can launch Joule from SAP Signavio and use SAP Signavio scenarios through the same
SAP Cloud Identity (SCI) used by the SAP landscape.

® Note

Joule is currently not available for SAP Signavio Process Insights and SAP Signavio Process Governance.

Prerequisites

* You have a Signavio tenant (at least an SAP Signavio Process Manager with Enterprise Plus license or an
SAP Signavio Process Modeler license).

A Caution

You can only connect one SAP Cloud application to a Joule instance. Therefore, two or more SAP
Signavio solutions tenants can't be connected to the same Joule tenant.

* You have met the Joule-specific prerequisites. For more information, see Prerequisites for Customer
Managed Provisioning [page 9].

* You have an SAP Business Technology Platform (SAP BTP) subaccount and access to the associated SCI.
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® Note

The same SCI must be used across Joule and SAP Signavio solutions.

*  You have admin access to SAP Signavio solutions, BTP, and IAS for performing the setup.

* You have reviewed the following items to get an overview of the initial setup procedure, onboarding, data
protection, and security-relevant information that applies to Joule:

¢ Customer-Managed Provisioning [page 8]
* Joule Onboarding Guide [page &].

* Customer Data Protection in Al Features
* Data Protection and Privacy

Integration Steps

Obtain Joule Entitlement

To integrate Joule with SAP Signavio solutions, both customers and partners must get the Joule Base Stock
Keeping Unit (SKU) 8019544 either directly from SAP Store #& or from their account executives.

You can reach out to your Account Executive (AE) or Customer Success Partner (CSP) for assistance to create
a Joule Base SKU contract for you with the entitlement that is to be attached to the BTP account.

Configure SAP Cloud Identity Service

A Restriction

All workspaces created after Nov 25, 2025 have Single Sign-On (SSO) activated automatically with SAP
Cloud Identity Service as the identity provider. For these workspaces, we strongly advise not to change
the SSO configuration as described in this section to avoid unwanted effects. For more information, see
Harmonization of Authentication and Identity Management.

For SAP Signavio workspaces created before Nov 25, 2025, follow these steps:

1. Setup SSO using Security Assertion Markup Language (SAML).The generic procedure is described in the
sections Configure your identity provider (IdP) and Enable SSO using SAML in the Single Sign-on Using
SAML page of the User Management, Authentication, and Authorization guide.

For more information, see SAP Single Sign-On.

® Note

SAML is a standard to exchange authentication and authorization data between a service provider (SP)
and an identity provider (IdP). SAP Signavio acts as an SP and agrees to trust an IdP to authenticate
users. For the configuration, the SP and the IdP must exchange metadata files.

2. Configure the SAP Cloud Identity Services and Identity Authentication service for SAP Signavio Process
Transformation Suite as identity provider.
Follow the procedure described in the section Configure your IdP on the Single Sign-on Using SAML section
of the User Management, Authentication, and Authorization guide with Identity Authentication as IdP.
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® Note

Integrating SAP Signavio with Identity Authentication is necessary because Joule leverages the Identity
Authentication service of the integrated SAP product for user login. For more information, see
Configure Trust to the Identity Authentication Tenant [page 18].

3. Inthe SAP Cloud Identity Services, navigate to | Applications & Resources * Applications » Create 3.
Enter the following parameters in the Create Application window:

Display Name: <defined by customer>
Type: SAP Signavio solution
Parent application: None

Protocol Type SAML 2.0

4. Inthe Single Sign On section of the created application, under SAML 2.0 Configuration, upload the
metadata file from the SAP Signavio workspace (downloaded in Step 3 of Configure your IdP on the Single
Sign-on Using SAML page) and select Save.

5. To configure the IdP, you also need to set the SAP Global User ID as the Name ID in the IdP/SAML
configuration. This allows the configuration of a unique and immutable identifier as Name ID.

Subject Name Identifier must be configured for SAP Signavio with these parameters:

Primary Attribute

Source Identity Directory

Value Global User ID

6. In SAP Cloud Identity Services, configure user attributes for Joule from the identity directory.

In the |+ Single Sign-On window » Attributes tab, 3 ensure that the values indicated for the Self-Defined
attributes match these ones:

Name Source Value

email Identity Directory Email

For more information, see Configure User Attributes for Joule from the Identity Directory [page 19].

® Note

You must log in to your SAP Signavio workspace at least once before using Joule. This ensures that
SAP Signavio has received the Global User ID from the Identity Authentication service and is able to
identify the user.

7. Inthe SAP BTP cockpit, configure the destinations for using the navigation service in your SAP BTP
subaccount. For more information, see Configure Destination Service and Destinations [page 104].

8. Inthe SAP BTP cockpit, run the Joule booster:
On the Select Integrations screen, select SAP Signavio as the SAP Solution. You can select other products
in combination with the SAP Signavio Process Transformation Suite if you have appropriate licenses and
entitlements. For more information, see Run the Joule Booster.
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->Tip

Check that the Joule integration completed successfully. Log in to SAP Signavio Process Collaboration
Hub and look for the Joule icon (usually in the top/right area). Select the icon and test a simple prompt.

SAP Cloud Identity Services Additional Configurations

Some Joule skills require that you create a user group in SAP Cloud Identity Services and you need an
administrator role in the tenant connected to Joule with SAP Signavio solutions. Follow this procedure:

1. In SAP Cloud Identity Services, go to | Users & Authorizations » Groups. 3
2. Create agroup and enter grp_joule_skills_personal_data_restricted inthe Name field. You may
enter the name of your choice in the Display Name field.

® Note

* To provide your end users visibility and access to base Joule capabilities, you must also create
another group titled sap.sig.base as explained above and add users to it.

* To provide Joule users visibility and access to premium features as well, you must use the group
sap.sig-premium.

3. Optional: Search for Joule application to be attached to this group and give read/write access in the
Supported Operations field.

4. Add users to the group.
For more information about how to create a user group, see Create a Group.

® Note

Personally Identifiable Information (PII) may be processed for those skills, but it is not stored.

Base and Premium Capabilities for Joule with SAP Signavio Solutions

Depending on the licenses that you hold or permissions that you have, you may have access to Base Joule
capabilities. The prerequisite for Premium Joule capabilities is the ownership of Al units. You can check if the
feature you would like to activate is listed as Premium or Base on this page: Joule in SAP Signavio Solutions.

1. Base Joule capabilities: Base Joule offerings include Joule Base capabilities that offer navigational,
informational, and transactional capabilities, as well as offerings that are already licensed as part of your
SAP Signavio solutions. No Al units are required to activate or use Base Al offerings.

2. Premium Joule capabilities: Premium Joule offerings are advanced Al offerings that are paid for with
Al units, for example Joule Premium capabilities including some transactional and analytical skills. No
additional approval of the SAP Al Terms is required, but you have to create a ticket with the support
component BPI-S1G-CA-Al in SAP for Me. For more information about how to buy and activate Premium
Al capabilities, see SAP Business Al Catalog #rand SAP Business Al Estimator .

Set Up Document Grounding (Optional)

To use the document grounding capability (informational type) and add context to Joule's answers with your
own documents, you can set up document grounding. For more information, see Set Up Document Grounding
[page 166].
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Results

Once you run the Joule booster, an additional application is created automatically within SAP Cloud Identity
Services. It is, by default, a Charged application. To change it into a bundled application, follow these steps:

1. Inthe SAP Cloud Identity Services, navigate to | Applications & Resources » Applications 3

2. Choose the automatically created application and select Edit. Enter the following parameter in the Edit

Application window:

Type:

SAP Signavio solution

Protocol Type:

OpenlD Connect

3. Save your settings. The application moves to Bundled Applications.

Troubleshooting

Symptom

Possible Cause

Action

Joule shows blank screen

User is not authenticated properly via
IAS

Make sure you use the right URL for
logging into your SAP Signavio account.
The right URL will navigate you to login
via IAS.

Browser compatibility check

Joule uses an iframe and also re-

quires access to cookies in browser.
Please allow third party cookies for
Chrome browser. If you are using Sa-
fari, you must disable Prevent Cross Site
Tracking under the Privacy settings of
your browser. For more information, see
Supported Browsers.

IAS domain mismatch (e.g. onde-
mand.com vs cloud.sap), SAP Signavio
solutions URL not trusted in BTP

Check trusted domains in BTP and IAS,
re-download metadata with correct do-
main

Joule icon not visible in SAP Signavio
solutions

SAP Signavio solutions not added to
formation, or formation still “Synchro-
nizing”

Goto |} BTP > Formations > Check
Status > Re-include Signavio }

User can log in to SAP Signavio solu-
tions but Joule fails

Different IAS used for Joule and SAP
Signavio solutions

Make sure the same IAS is used all
across

SSO fails after setup

Metadata is out of sync

Re-download SP metadata from Signa-
vio and re-upload to IAS
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4.9.1 Configure Destination Service and Destinations

Steps to configure the destinations for using the navigation service.
- Remember

Configuring destination service and destinations is currently a mandatory step. However, once Joule for
SAP Signavio solutions migrates to work zone, these steps won't be required and you'll simply need to

run the Joule booster again. You can do so easily by excluding SAP Signavio workspace from Formation in
BTP and including it once more. For more information about running the booster, see Integration with SAP
Signavio Solutions [page 99].

In your SAP BTP subaccount provisioned for Joule, you need to configure destinations SIGNAVIO_WZ_CONFIG
and SIGNAVIO_WZ_RUNT IME to use the navigation service.

Procedure

Open the SAP BTP Cockpit.
Find the Destination Service in the Service Marketplace.
Select Create.

Select the lite plan and choose an instance name in the New Instance or Subscription window.

o M w e

Create a new service binding with the name of your choice in |l INTEGRATION - Instances and
Subscriptions » Instances » Joule-Signavio-DS 3.

6. Select the newly created service binding.

7. Navigate to the JSON tab.

Find and copy the values between quotation marks for the clientid, clientsecret, and uri keys:

( Credentials ]
sk w
Form | JSON )
"clientid" 1 x
"E lientsecr‘et“- |
5
|-
8
12
11
12
* I"ur'i" [ I u:
Copy JSON Download Close
4
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8. Onthe left pane, navigate to [ Connectivity » Destination 3 and create the new SIGNAVIO_WZ_CONFIG

destination with the following information:

Field Value

Name SIGNAVIO_WZ_CONFIG

Type HTTP

Description Destination Service Configuration

URL URL from the service key created for the service in-
stance of SAP Signavio (paste here the address you
copied step in 7, then add the suffix /destination-
configuration/vl/destinations/).

Proxy Type Internet

Authentication

OAuth2UserTokenExchange

Client ID

Client ID from the service key created for the service in-
stance of SAP Signavio (located in the JSON file, see step
7)

Client Secret

Client Secret from the service key created for the service
instance of SAP Signavio (located in the JSON file, see
step 7)

Token Service URL Type

Dedicated

Token Service URL

Enter the URL to the OAuth2 token service in the following
format:

https://<my-
subdomain>.authentication.<region>_hana
-ondemand . com/oauth/token

9. Inthe Additional Properties section, verify that the checkbox Use default JDK trust store is selected.
10. Create another new destination SIGNAVIO_WZ_RUNT IME, with the following information:

Field Value

Name SIGNAVIO_WZ_RUNTIME

Type HTTP

Description Signavio WZ Runtime URL

URL Base URL of your Signavio client from your Signavio work-
space, example: https://editor.signavio.com

Proxy Type Internet
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Field Value

Authentication NoAuthentication

11. Like in the previously configured destination, verify that the checkbox Use default JDK trust store is
selected in the Additional Properties section.

4.10 Integration with SAP Ariba

This topic describes the steps on how to integrate Joule with SAP Ariba procurement, sourcing, and supplier
management solutions.

To access Joule within SAP Ariba solutions, an additional entitlement and authorization may be required.
Please consult your account executive for more information.

Prerequisites

* You've reviewed and carried out the steps described in Initial Setup.

* You've referred to the security related information for Joule.

A Caution

Joule must not be used in shared desktop environments where different users share the same Web
browser (so-called “kiosk mode™). To prevent unauthorized access to conversations, for example, if a
session is not terminated properly, each user must use a separate session at the operating system
level. We strongly recommend not relying on browser logout only

* You've fulfilled the necessary prerequisites as mentioned in Prerequisites.

* You have integrated the SAP Ariba solution with Identity Authentication as Joule leverages the IAS setup of
the SAP solution for user login. For integration information, refer to SAP Ariba Integration Scenario
You can also refer to the following blog posts for more information:

* Overview: SAP Ariba SSO with SAP Cloud Identity Services - Identity Authentication
* Configuration: SAP Ariba SSO with SAP Cloud Identity Services - Identity Authentication#e
* |dentity Federation: SAP Ariba SSO with SAP Cloud Identity Services - Identity Authentication

Integration Steps

The integration process involves the following steps:

1. Configure Trust to the Identity Authentication Tenant
2. Configure Trusted Domain in SAP BTP
3. Configure User Attributes for Joule from the Identity Directory
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4. Configure Trusted Domains in Identity Authentication
5. Runthe Joule Booster

® Note

Since you can connect only one instance of each system type to a single Joule instance, you must run
the Joule booster separately for each child realm in an FCP/Multi-ERP setup with multiple child realms.
Consequently, if you work across multiple child realms, you will access a different Joule instance in
each child realm. In addition, navigational pattern use cases might be impacted if you work across child
realms having different permissions in each child.

Configure Destination to Use Navigation Service
Create OAuth Credentials for the CDM API [page 107]
Configure Destinations [page 108]

© 0 N O

Configure Identity Provisioning Service From SAP Ariba Applications to IAS [page 113]
10. Configure Identity Provisioning Service from IAS to SAP Build Work Zone [page 114]

® Note

* If you've enabled IAS manually, you must create a Support ticket requesting for onboarding Joule.
* Due to ICM auto-enablement limitations, Joule is not supported in TDD/Dev or Supplemental realms.

4.10.1 Create OAuth Credentials for the CDM API

You must create the OAuth credentials in the SAP Ariba Developer Portal of your data center.

Context

The credentials that you create in the SAP Ariba Developer Portal will be used during the configuration of
design and runtime destinations.

Procedure

1. Signinto the SAP Ariba Developer Portal (https:/developer.ariba.com/api/homef) as a user with the
Organisation admin role and select your data center.

Navigate to [» Manage » Applications J.

Locate the desired application in the application list on the left.

Click |+ Actions » Request API Access 3.
Select one of the APls:

o A~ WD

* For SAP Ariba Strategic Sourcing Solutions, select SAP Build Work Zone CDM Content API for Sourcing.
* For SAP Ariba Procurement solutions, select SAP Build Work Zone CDM Content API for Procurement.
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6. Choose one of the following tenants:

* For SAP Ariba Strategic Sourcing Solutions, select Sourcing .
* For SAP Ariba Procurement solutions, select Procurement .
7. Select all the realms and submit the request.
The request must be approved by the Open APl team. Once approved, go to Actions and generate the
OAuth secret.
For more information on creating APlIs, see
* Administrator Functions Related to Applications on the SAP Ariba Developer Portal
* Finding Your Application's Application Key and OAuth Client ID
* Generating the OAuth Secret and Base64 Encoded Client ID and Secret
* OAuth Access Token Request and Receipt

4.10.2 Configure Destinations

This topic provides you with the information to configure design-time destinations and runtime destinations.

To integrate the content you exposed on the SAP Ariba system into SAP Build Work Zone, standard edition, you
need to configure a design-time destination to define the location from which to fetch the exposed content. In
addition, you configure the runtime destinations to obtain the resources needed to run the federated apps in
runtime. For more information, see Configure Destinations.

Design-Time Destination for SAP Ariba Strategic Sourcing Solutions

1. Inthe SAP BTP cockpit, in your subaccount, navigate to |+ Connectivity ¥ Destinations 3.
2. Use the following properties to define the design-time destination:

Property Value
Name We recommend to add the suffix dt to the name.
® Note

The name must contain only lowercase letters.

Type HTTP
Description Enter a description
URL The URL of the Virtual Host of your Cloud Connector: https://

<data center>.openapi.ariba.com/api/sourcing-cdm-
content/v1l/prod/cdmForJoule?realm=<realm name> For
example, https://eu.openapi.ariba.com/api/sourcing-cdm-content/vl/prod/
cdmForJoule?realm=<realm name>

Proxy Type Internet
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Property

Value

Authentication Method

OAuth2ClientCredentials

Client ID

<Client ID>

Copy the clientid field value from the SAP Ariba Developer Portal for

CDM APL.

Client Secret

<Client ID>

Copy the clientid field value from the SAP Ariba Developer Portal for CDM

APIL.

Token Service URL

<Token Service URL>

Copy the token service URL from the SAP Ariba Developer Portal for CDM

API.

3. Inthe Additional Properties section, enter the following information:

Field

Value

URL.headers.apiKey

Copy the APl key from the SAP Ariba Developer Portal for

CDM API

Runtime Destination for SAP Ariba Strategic Sourcing Solutions

1. The runtime destination defines the location from which to obtain the resources needed to run the

federated apps in runtime.

Property Value
Name We recommend to add the suffix rt to the name.
® Note
The name must contain only lowercase letters and must not contain the
underscore (_) character.
Type HTTP
Description Enter a description.
URL The URL of the Virtual Host of your data center:
https://sl-<data center>.ariba.com
For example, https://sl-eu.ariba.com, or https://sl-us.ariba.com
Proxy Type Internet
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Property Value

Authentication Method NoAuthentication

2. Add the following additional properties:

Property Value
sap-start true
ariba.realm <realm name>

Create a Content Provider for SAP Ariba Strategic Sourcing Solutions

In SAP Build Work Zone, standard edition, in the Channel Manager, define the SAP Ariba sourcing system as
content provider. For more information, see Manage Content Providers.

1. Inthe SAP BTP cockpit, log on to your subaccount as administrator.

2. Inyour subaccount, go to Instances and Subscriptions and launch SAP Build Work Zone, standard edition.

3. In SAP Build Work Zone, standard edition, go to Channel Manager.

4. Choose + New to add a new content provider.

Field Value

Title SAP Ariba Strategic Sourcing solution orany other mean-
ingful name

ID ariba_sourcing

Design-Time Destination Select the design time destination

Runtime Destination Select the runtime destination

Runtime Destination for Dynamic Data The runtime destination for retrieving dynamic data to display on dynamic
tiles. By default, the default runtime destination is used.

Automatically add all content items to true

subaccount

Use the Identity Provisioning service to true

provision user authorizations

A new row is added to the Content Channels table, with the status Creating.
When the content provider is ready, the status changes to Created.

Click the Report link to see the number of roles, apps, groups, catalogs, spaces, pages, and URL templates that
are included in the content provider.

The content provider is now visible also in the Content Explorer.
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Design-Time Destination for SAP Ariba Procurement solutions

1. Inthe SAP BTP cockpit, in your subaccount, navigate to |+ Connectivity » Destinations J.

2. Use the following properties to define the design-time destination:

Property Value
Name We recommend to add the suffix dt to the name.
® Note
The name must contain only lowercase letters.
Type HTTP
Description Enter a description
URL The URL of the Virtual Host of your Cloud Connector: https://
<data center>.openapi.ariba.com/api/procurement-
cdm-content/v1/prod/cdmForJoule?realm=<realm name>
For example, https://eu.openapi.ariba.com/api/procurement-cdm-con-
tent/vl/prod/cdmForJoule?realm=<realm name>.
Proxy Type Internet

Authentication Method

OAuth2ClientCredentials

Client ID

<Client ID>

Copy the clientid field value from the SAP Ariba Developer Portal for
CDM API.

Client Secret

<Client Secret>

Copy the clientsecret field value from the SAP Ariba Developer Portal
for CDM API.

Token Service URL

<Token Service URL>

Copy the token service URL from the SAP Ariba Developer Portal for CDM
API.

3. Inthe Additional Properties section, enter the following information:

Field

Value

URL.headers.apiKey

Copy the API key from the SAP Ariba Developer Portal for

CDM API

Runtime Destination for SAP Ariba Procurement solutions
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1. The runtime destination defines the location from which to obtain the resources needed to run the
federated apps in runtime.

Property Value
Name We recommend to add the suffix rt to the name.
® Note

The name must contain only lowercase letters and must not contain the
underscore (_) character.

Type HTTP
Description Enter a description.
URL The URL of the Virtual Host of your data center:

https://sl-<data center>_.ariba.com

For example, https://sl-eu.ariba.com, or https://sl-us.ariba.com

Proxy Type Internet

Authentication Method NoAuthentication

2. Add the following additional properties:

Property Value
sap-start true
ariba.realm <realm name>

Create a Content Provider for SAP Ariba Procurement solutions

In SAP Build Work Zone, standard edition, in the Channel Manager, define the SAP Ariba procurement system
as content provider. For more information, seeManage Content Providers.

1. Inthe SAP BTP cockpit, log on to your subaccount as administrator.

2. Inyour subaccount, go to Instances and Subscriptions and launch SAP Build Work Zone, standard edition.
3. In SAP Build Work Zone, standard edition, go to Channel Manager.

4. Choose + New to add a new content provider.

Field Value

Title SAP Ariba Procurement solution orany other meaningful name
ID ariba_buyer

Design-Time Destination Select the design time destination

Runtime Destination Select the runtime destination
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Field Value

Runtime Destination for Dynamic Data The runtime destination for retrieving dynamic data to display on dynamic
tiles. By default, the default runtime destination is used.

Automatically add all content items to true
subaccount
Use the Identity Provisioning service to true

provision user authorizations

A new row is added to the Content Channels table, with the status Creating.
When the content provider is ready, the status changes to Created.

Click the Report link to see the number of roles, apps, groups, catalogs, spaces, pages, and URL templates that
are included in the content provider.

The content provider is now visible also in the Content Explorer.

4.10.3 Configure Identity Provisioning Service From SAP
Ariba Applications to IAS

Follow the steps explained in the following topics to configure Identity Provisioning Service from SAP Ariba
Applications to IAS.

¢ Configure SAP Ariba Applications as source system. For instructions, see SAP Ariba Applications.

® Note

Do the following steps in addition to the steps mentioned in this link:
* Remove Fami lyName from the transformation.

* Addthe filter ariba.applications.user.filter to filter only selected few Users during the
sync. Enter the user name in the format "John.Doe".

¢ Configure SAP Cloud Identity Service — Identity Authentication as a target system. For instructions, see
Identity Authentication.

® Note

Do the following steps in addition to the steps mentioned in this link:

* Remove givenName, Fami lyName, middleName, and honorificPrefix from the
transformation.

* Set ias.support.patch.operation to True.
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4.10.4 Configure Identity Provisioning Service from IAS to
SAP Build Work Zone

Configure the Identity Provisioning service to provision identities and their authorizations to SAP Build Work
Zone, standard edition.

Navigation service of SAP Build Work Zone, standard edition service uses ldentity Provisioning service (IPS)
that is used to provision identities and their authorizations between source and target systems.

This section describes the steps to configure the source system (Identity Authentication) and target systems
(SAP Build Work Zone, standard edition) in the Identity Provisioning of your IAS application user interface. For
some customers, the Identity Authentication and SAP Build Work Zone systems are already configured as the
source and target system by the Upgrade Center.

The following configurations are required to provision:

1. Configure the Identity Provisioning service to provision identities and their authorizations to SAP Build
Work Zone, standard edition.

2. User details like user email, Global User ID and group memberships from IAS to SAP Build Work Zone,
standard edition.

® Note

You must have the administrative access to your Identity Provisioning tenant and you need to enable the
Manage Identity Provisioning role for your user. For more information, see Manage Authorizations in SAP
Cloud Identity Infrastructure.

Configure the Source System

Login to your Identity Authentication tenant.

Navigate to | Identity Provisioning # Source System 3.
Add IAS as a source system. For more information, see Add New Systems.

AW

Select the source system configured for IAS from the left panel and go to the Transformations tab. You can
switch to the JSON editor by choosing the code-bracket icon.

5. Ensure that the group entity has following configuration:

Property Value Description

Ignore false Ensures that the SCIM entity of the
groups is considered during the provi-
sioning of jobs.
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Property

Value

Description

Mappings

¢3 Sample Code

“'sourcePath™:
"$.i1d",

"targetVariable™:
"$.entityldSourceSys
tem™

}.

Ensures that the source ID field of
the SCIM entity groups is set to
entitylDSourceSystem

6. Switch to Properties tab and add or verify that the following properties are available using service key
generated earlier for the SAP Build Work Zone, standard edition (foundation or standard plan):

Field

Value

URL

portal-service field value under endpoints node

from the service key

Authentication

BasicAuthentication

User clientid field value under uaa node from the service
key

Password clientsecret field value under uaa node from the
service key

ProxyType Internet

Type HTTP

ias.api.version 2

ips.failed.request.retry.attempts 2

ips.failed.request.retry.attempts.interval 60

ips.trace.created.entity true

ips.trace.failed.entity true

ips.trace.failed.entity.content false

ips.trace.skipped.entity true

ips.trace.skipped.entity.content false

ips.trace.updated.entity true
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Configure Target Systems

1. Create a new target system with following information:

Field Value

Type SAP Build Work Zone, standard edition

Name Any meaningful name (Work Zone-Target)
Description Any meaningful description

Source System Select the IAS source system created previously.

2. Select the target system that you created from the left panel and go to the Transformations tab. You can
switch to the JSON editor by choosing the code-bracket icon.

3. Choose Edit. Add the following attribute mapping for the group entity.

Property Value Description
Mapping {3 Sample Code Ensures the external Id field of
the SCIM entity groups is set to
{ externalld
"'sourcePath": '
"$_displayName™,
“optional™:
true,
""targetPath™:

"$._externalld",
“functions™: [

{

"function':
“replaceAllString”,

“"regex": " ",
“"replacement': *_*
}

1
}

4. Switch to Properties tab and add or confirm if the following properties are available using service key
generated earlier for the SAP Build Work Zone, standard edition (foundation or standard plan):

Field Value
URL IAS URL under endpoints node from the service key
Authentication BasicAuthentication
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Field

Value

User clientid field value under uaa node from the service
key

Password clientsecret field value under uaa node from the
service key

ProxyType Internet

Type HTTP

OAuth2TokenServiceURL https://<uaa url>/oauth/token

cflp.group.unique.attribute

externalld,
[Furn:ietf:params:scim:schemas:extensio
n:2.0:mapping"]["providerlid™]

cflp.patch.group.members.above.threshold

5000

cflp.providerld

ariba_buyer

cflp.user.unique.attribute

emails[0] -value,
[Furn:ietf:params:scim:schemas:extensio
n:2.0:mapping”]
[“providerld®],externalld

ips.trace.failed.entity.content

true

5. Create another target system for sourcing applications and ensure that the cflp.providerld field value
is setto ariba_sourcing.
You can export the previously created target system, import the file, and make necessary changes.

Run Replication in IPS

1. Navigate to | Identity Provisioning ¥ Source System 4.
2. Select the source system configured for IAS and switch to the Jobs tab.

3. RunaRead or aResync job as per your requirements to provision IAS users and roles to SAP Build Work
Zone (Navigation Service).

® Note

Depending on the job schedules and configuration, it may take twenty four to forty eight hours for the roles
to reflect in the navigation service from IAS.
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4.11 Integration with Next-Gen SAP Ariba

This topic describes the steps on how to integrate Joule with next-gen SAP Ariba solutions.

To access Joule within next-gen SAP Ariba solutions, an additional entitlement and authorization may be
required. Please consult your account executive for more information.

A Caution

Joule must not be used in shared desktop environments where different users share the same Web browser
(so-called “kiosk mode"). To prevent unauthorized access to conversations, for example, if a session is not
terminated properly, each user must use a separate session at the operating system level. We strongly
recommend not relying on browser logout only

Integration Steps

The integration process involves the following steps:

1. Configure Single Logout for Joule
2. Runthe Joule Booster [page 20]

4.12 Integration with SAP Intelligent Clinical Supply
Management

This section explains how to integrate Joule with SAP Intelligent Clinical Supply Management.
Prerequisites

* You have reviewed the Joule Onboarding Guide including the Joule-specific Prerequisites.
* You have an SAP BTP subaccount.
* You have the global account administrator role.

* You have an entitlement for Joule in the same global account on SAP BTP, Cloud Foundry, as your
entitlement for SAP Intelligent Clinical Supply Management.

* You have subscribed to SAP Intelligent Clinical Supply Management.
* Youridentity provider uses the OpenlID Connect (OIDC) protocol.

Integration Steps

Log in to your SAP BTP account as the global account administrator.

In the left navigation pane of the global account, choose Boosters.

In the Boosters screen, search for Setting up Joule and choose Start.

Select a subaccount with Cloud Foundry enabled and the required space created.

N

Ensure this subaccount has Joule entitlements and trusts the Identity Authentication Tenant using OpenlID
Connect.
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Select the same subaccount where SAP Intelligent Clinical Supply Management is subscribed. Ensure
the trust configuration is OpenlID Connect (OIDC) because Joule requires it for subscription. For more
information, see Constraints for Joule. If you need a cross-subaccount setup or if SAP Intelligent Clinical
Supply Management has an SAML trust configuration, select a different subaccount in the booster.
Ensure the selected Joule subaccount has OIDC trust configured with the same IAS tenant linked to SAP
Intelligent Clinical Supply Management. If your subaccount uses SAML, consider migrating to OIDC. SAML
and OIDC cannot coexist in the same IAS tenant on SAP BTP.

6. Choose the Select Integrations tab and select the product SAP Intelligent Clinical Supply Management
from the dropdown.

7. Choose the Setup Integrations tab and in the Include Systems section, choose the system where Joule
appears.

8. Configure trusted domains in Identity Authentication for the selected SAP Intelligent Clinical Supply
Management domain.
For more information see Configure Trust to the Identity Authentication Tenant.

9. Configure the Trusted Domain in SAP BTP for the sameSAP Intelligent Clinical Supply Management.
For more information, see Configure Trusted Domain in SAP BTP.

Integration Steps

Log in to your SAP BTP account as the global account administrator.

In the left navigation pane of the global account, choose Boosters.

In the Boosters screen, search for Setting up Joule and choose Start.

Select a subaccount with Cloud Foundry enabled and the required space created.

o s W e

Ensure this subaccount has Joule entitlements and trusts the Identity Authentication Tenant using OpenID

Connect.

Select the same subaccount where SAP Intelligent Clinical Supply Management is subscribed. Ensure

the trust configuration is OpenlID Connect (OIDC) because Joule requires it for subscription. For more

information, see Constraints for Joule [page 220].

If you need a cross-subaccount setup or if SAP Intelligent Clinical Supply Management has a SAML trust

configuration, select a different subaccount in the booster. Ensure the selected Joule subaccount has OIDC

trust configured with the same IAS tenant linked to SAP Intelligent Clinical Supply Management.

If your subaccount uses SAML, consider migrating to OIDC. SAML and OIDC cannot coexist in the same

IAS tenant on SAP BTP.

6. Choose the Select Integrations tab, and then select the product SAP Intelligent Clinical Supply Management
from the dropdown.

7. Choose the Setup Integrations tab, and then in the Include Systems section, choose the system where
Joule appears.

8. Configure trusted domains in Identity Authentication for the selected SAP Intelligent Clinical Supply
Management domain.
For more information see Configure Trust to the Identity Authentication Tenant [page 18].

9. Configure the Trusted Domain in SAP BTP for the same SAP Intelligent Clinical Supply Management

system.

For more information, see Configure Trusted Domain in SAP BTP [page 26].
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4.13 Integration with SAP Ariba Intake Management

This topic describes how you can integrate Joule with SAP Ariba Intake Management.

Prerequisites

You've reviewed and carried out the steps described in Initial Setup.
You've referred to the Security related information for Joule.
You've fulfilled the necessary prerequisites as mentioned in Prerequisites.

You've created a subaccount for Joule provisioning and configurations in your global account using the SAP
BTP cockpit.

The SAP Cloud Identity Services tenant you configure as an identity provider in the subaccount you're
using for the Joule provisioning and configurations is the same SAP Cloud Identity Services tenant you're
using as an identity provider for SAP Ariba Intake Management.

Setting Up the Integration

To integrate Joule with SAP Ariba Intake Management, run the booster to set up Joule. For more information,
see Run the Joule Booster [page 20].

4.14 Integrating Joule with Microsoft 365 Copilot

Prerequisites

120

You have at least one SAP business tenant (Such as SAP S/4HANA Private Cloud, SAP SuccessFactors)
integrated with Joule.

You have set up trust between Entra and SAP Cloud Identity Services - Identity Authentication, registering
Entra as the Corporate IdP based on OIDC. For more information, see Configuring SAP Cloud Identity
Services and Microsoft Entra ID for Joule .

All users that shall be able to use Joule from within Microsoft 365 Copilot have been created / replicated to
the SAP Cloud Identity Services User Store.

You have a Microsoft M365 Copilot license and have rolled out M365 Copilot to the intended user base. For
more information, see Getting Started with Microsoft 365 Copilot # .
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Integration Steps

Entra Application Registration for the Federation with IAS
® Note

Joule maintains a 1:1 relationship with a Microsoft Entra ID tenant. Hence, a single Entra ID tenant cannot
be used for configuring multiple Joule environments. In which case, your development and production
tenants cannot use the same Microsoft Entra ID tenant. Therefore, to establish a testing environment for
the Microsoft 365 Copilot integration, it is recommended to utilize a dedicated M365 tenant for testing
purposes.

The Entra Application used for integrating Entra with IAS must be enhanced to cover the permissions and APIs
for the Joule Integration.
This is documented in the following blog post: Enable Microsoft 365 Copilot and Teams to Pass Requests to

Joule#r.

Joule
- Tip

Note down your Microsoft M365 Tenant Id corresponding to your productive Microsoft M365 Copilot/
Teams deployment. You'll need to provide this during the Joule landscape setup.

* Inthe BTP Cockpit, go the system landscape and add a system of type M365 Copilot for SAP Joule. Enter
the tenant ID you noted down before.

¢ If you are setting up Joule for the first time you can activate the Microsoft 365 Copilot integration when
running the Joule Booster.

¢ If you already have a running Joule setup, include the newly created system to the formation via the BTP
cockpit.

® Note

Joule is powered by Generative Al and all output should be reviewed before use. Please do not enter any
sensitive personal data, and avoid entering any other personal data you do not wish to be processed.

Connecting Microsoft M365 Copilot to Joule

* |nstall the SAP Joule app # via the Microsoft 365 Admin Center.

® Note

After installing the M365 Custom Engine Agent via the M365 Admin Center and doing all setup steps, it
may take up to two hours until the Joule Agent can be accessed from within M365 Copilot Chat.

® Note

SAP does not control data processed by Microsoft 365 Copilot, the decision to use Microsoft 365 Copilot is
up the customer and all use of Microsoft 365 Copilot is subject to the terms of the agreement between the
customer and Microsoft.
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Connecting from Joule to Microsoft 365 Copilot

To connect from Joule to Microsoft 365 Copilot, see the following information Enable Joule to Pass Requests to
Microsoft 365 Copilot#r.

4.15 Integration with SAP Datasphere

View the steps required to integrate Joule with SAP Datasphere.

Prerequisites

* You have met the required prerequisites for your product, SAP Datasphere, and the Joule-specific
prerequisites. For more information, see Prerequisites for Customer Managed Provisioning [page 9].

* You have set entitlements for the foundation plan of SAP Build Work Zone, standard edition. For more
information, see Create SAP Build Work Zone Application and Instance [page 14].

* Have the role of DW Joule Consumer or a global role that has the Joule privilege (not a scoped role) to use
Joule features.

* Have the SAP Datasphere tenant administrator activate Joule. For more information, see Enable SAP
Business Al and Joule for SAP Datasphere.

Integration Steps

1. Create a SAP BTP global account with a Cloud Foundry-enabled subaccount on a landscape that supports
Joule. The administrator needs these roles:
* Global Account Administrator on the global account
* Subaccount Administrator on the Joule subaccount
* Org Manager as a Cloud Foundry Org member
* Space Manager as a Cloud Foundry space member of the Joule space
2. Have a subscription-based CPEA or SAP-managed SAP Datasphere tenant with at least one free OAuth
client slot available.
3. Set entitlements for das-service and das-application (standard plans for both).
4. Create the SAP Identity Authentication Service (IAS) tenant:
1. Useyour IAS tenant that is assigned to the CRM ID of your global account for the SAP Datasphere
tenant. If you do not have an IAS tenant, create one with a CRM ID attached to the global account (or
SAP internally on the same cost center as the global account).
2. Set the subject name identifier for the subaccount XSUAA application to match the one configured for
the SAP Datasphere tenant IdP, such as email.
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ET cloud identity services

@ Home  £; Users & Authorizations | v

Applications

Applications (8)

Bundied Applications

SAP BTP subaccount
XSUAA_cd

System Applications

= Applications & Resources | v {3 Identity Providers | v

SAP BTP subaccount

Application type: Bundied

Trust

e e o

I&d Monitoring & Reporting | v

Edt

Subject Name Identifier

Gancel

© Global User ID, User ID, Login Name and Email are unique for the tenant.

Configuration

is used by the appl a
‘Configure a fallback attrbute for cases where the primary atrbute returns no value.

Primary Attribute

Fallback Atribute

Application APIs

Glient Authentication

Configure how clients authenticate with the applcation.

3. Add the following SAP Datasphere trusted domains to the Joule IAS:

*cfapps.orca.dev.sap
*hcs.cloud.sap
*ondemand.com

* projectorca.cloud
*datawarehouse.cloud.sap
*hanacloudservices.cloud.sap

® Note

There are additional entries for Trusted IdP and OAuth Client after Joule provisioning has run. Do
not delete them.

4. Add the preconfigured IAS as OIDC trust to the Joule subaccount. For more information, see Configure
Trust to the Identity Authentication Tenant [page 18].

5. Configure the following SAML assertion attributes in IAS:

Assertion Attribute User Attribute Name
Groups (For details about how sac

and why to set the Groups

attribute, see Enable a custom

SAML Identity Provider.)

Email Email
Email_verified Email Verified
family_name Last Name
given_name First Name
groups Groups
user_uuid Global User Id
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Applications

Applications (7) s.

SAP BTP subaccount e s

XSUAA_afc043:

E‘ ¥ Cloud Identity Services [Germany/Netherlands]

SAP BTP subaccount s Edit

Q | create Application type: Bundled
Name Type: SAP BTP solution
Application ID: (s = =
URL: Home URL not configured
Protocol Type: OpenlD Connect

AHR
Trust v

Single Sign-On

Multitenant Application

S )

Allow application to be used in
multiple tenants. Multitenant Application
OpeniD Connect Configuration

Configure trust with a service provider for
web-based authentication.

System Applications
Administration Console

oac.accounts.sap.com

User Profile

sp.accounts.sap.com

Subject Name Identifier
Configure the attribute which the application
uses to identify the users. Identity
Authentication sends the attribute to the
application as subject in OpeniD Connect
tokens.

> Apply Function to Subject Name Identifier
Convert the subject name identifier to
uppercase or lowercase.

Attributes
—* Configure user attributes sent to the
application.

Application APIs

@ Home & Users &Authorizations | v [ Applications & Resources |v £ Identity Providers | v |&] Monitoring & Reporting | v

@ NO custavokath @

&2 ox
Attributes Cancel
Self-defined Attributes Collapse Al Expand All  Add
me Source Value
Groups +
Expression sac o
email +
Identity Directory Email v o
email_verified +
Identity Directory Email Verified v o
family_name +
Identity Directory Last Name v W
given_name +
Identity Directory First Name v o
groups +
Identity Directory Groups. v o
user_uuid +
Identity Directory Global User ID v o

For more information, please see Identity Authentication Documentation.

4.15.1 Synchronize Roles and Provision Users to SAP Build
Work Zone

After you've successfully added the SAP Datasphere capability package to a new or existing Joule formation,
Datasphere insights and various Al augmented user flows are available in Joule. Next steps are to sync your
application user roles and permissions with SAP Build Work Zone, and then provision your SAP Datasphere
users to SAP Build Work Zone so they have access to the features.

Consume Role Definition Content from SAP Datasphere

Learn how to consume user role definitions from SAP Datasphere as Common Data Model (CDM) content in

SAP Build Work Zone.

Prerequisites

* Ensure that you have an entitlement for application build-workzone-standard, foundation plan or higher, in
your Joule subaccount.

¢ Ensure that the same SAP Build Work Zone instance is also included in the Joule formation together with
the same SAP Datasphere tenant.

If SAP Build Work Zone was not already added during Joule provisioning, you must add the identical SAP Build
Work Zone instance to the Joule formation using the same SAP Datasphere tenant before proceeding. Using
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different SAP Build Work Zone instances or different Datasphere tenants is not supported for this integration
scenario.

Context

To enable your users to access SAP Datasphere content in Joule, their SAP Datasphere user accounts, roles,
and permissions need to be synchronized with SAP Build Work Zone using the Identity Provisioning Service
(IPS). Before syncing, user role definitions from SAP Datasphere need to be made available in SAP Build Work
Zone as CDM content. To accomplish this, you'll create a formation between your SAP Build Work Zone and
SAP Datasphere systems. This process creates all required destinations to SAP Datasphere and automatically
imports the application's CDM into your SAP Build Work Zone instance.

® Note

The SAP Build Work Zone instance used here must be the same instance that is part of the Joule formation
with the same SAP Datasphere tenant.

Procedure

1. Signinas an account administrator to your global account in SAP BTP Cockpit and navigate to the System
Landscape page.

2. Click the Formations menu and click Create Formation.

3. Enter a formation name.
->Tip

Use a combination of the BWZ prefix and the host name of your SAP Datasphere tenant. For example,
bwz-my-datasphere-host.

4. Inthe Formation Type option, choose Integration with SAP Build Work Zone.
5. Click Next Step to move to Include Systems.

6. Select the SAP Build Work Zone system and the SAP Datasphere system (my-datasphere-host). If you're

unsure which SAP Build Work Zone instance to choose, click the @ icon in the Actions column for details
on the subaccount.
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Create Formation
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7. Click Next Step to move to Review. After confirming the systems are correct, click Create.
Wait for the formation to complete. After successful completion, the Joule subaccount shows three new
destinations:

°  [xxx]_dt
* [xxx]_rt_data
*  [xxx]_rt_default

The prefix [xxx] is the subaccount that includes a part of the subaccount name and a generated UUID.

8. Login to your SAP Build Work Zone Site Manager application as an administrator. Navigate to the Channel
Manager, and verify that a new content provider for SAP Datasphere is available with a status of Created or
Updated.

= Site Manager - Channel Manager ® O
L4 Content Channels (3) N’
Q
| A Title & Description [ Destinations | Source () Last Modified  Version = Status Actions
]
SAP Datasphere content prov... (D
Design Time: D
% sapstart October 7, 2025 at 11:18:00 AM s
© Automatic Mode Runtime: P r—
@® Synchronize authorizations
SAP Start Content Package ()
Source: Content Package - T bor 23, 2025 =
S sap.start.cpkg et Last Septemt B at.. = Cat
@ Synchronize authorizations
HTMLS Apps (D
Subdomain: saas_approuter Source: HTMLS App Repository September 15, 2025 at 10:18:05 AM Vi 2

2:Repont
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Results

After the content provider is created, the role definitions from SAP Datasphere will be imported into SAP
Build Work Zone. If you have a subscription to SAP Build Work Zone with a standard plan or higher, you
can check the definitions by choosing Content Manager from the side navigation and observe that roles
have been imported from channel SAP Datasphere content provider. Changes to roles and permissions
in the linked SAP Datasphere tenant are automatically and promptly reflected in SAP Build Work Zone.

Site Manager - Content Manager

e Content Manager
L3
Search in Title, Description, 1D Q  Allltems b
4
~
e
All Items (98) Create ~ | Content Explorer | Im
) Type Title Description (o] Channel L
i &  noTranslation ~sap.stan. _noTranslation SAP Datasphere content provider (4
8  SAP Start Role (All content) ~sap.stan.cpkg_sap.start.cpkg.role SAP Start Content Package 1
[J 8 DataWarehouse Cloud Space Administrator ~sap.start _Data_Warehouse_Clo... SAP Datasphere content provider 1
& Data Warehouse Cloud Extended Viewer ~sap.start. _Data_Warehouse_Clo.. SAP Datasphere content provider 1

Now that the role definitions are available, the next step is to provision your users from SAP Datasphere into
SAP Build Work Zone using Identity Provisioning Service (IPS).

Provision Users from SAP Datasphere to SAP Build Work
Zone Using IPS

Provision and synchronize users from SAP Datasphere to SAP Build Work Zone using IPS so they have access
to Joule scenarios inside Datasphere.

Context

For application users to have access to Joule augmented content inside Datasphere, their user accounts,
application roles, and permissions need to be imported and kept synchronized with the linked Build Work Zone
instance using the identity Provisioning Service (IPS). The steps to set up this data flow are as follows:

Procedure

Create an OAuth client for the IPS in SAP Datasphere.
Create an instance of the SAP Build Work Zone service and a service key in your Joule subaccount.
Set up the SAP Datasphere tenant as a source system in IPS.

Set up SAP Build Work Zone as a target system in IPS.

o woN e

Simulate, run, and validate user and group provisioning from your source SAP Datasphere tenant to the
target SAP Build Work Zone system.
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6. Schedule user provisioning updates in IPS to automate future synchronization.

Create an OAuth client for the IPS in SAP Datasphere

Follow these steps to create an OAuth client for IPS with access permissions to the SCIM API of SAP
Datasphere User Management.

1. Login to the SAP Datasphere tenant with administrator permissions and navigate to [ System
» Administration » App Integration 3 and note the Token URL in the list of URLS at the top of the page.
You will need this URL later for the definition of the source system connection to SAP Datasphere.

= < E!, 3 Administration

Home System Configuration ~ TenantLinks  Data Source Configuration  Security  App integration]  Notifications

()]
[@ Repository Explorer

@ Catalog & Marketplace > )
OAuth Clients The OAuth autharization and token services for your tenant are available from the URLs below. Your

Ao developers will need these URLS, as well as the details about the OAuth client(s) that you create below.
ps
Authorization URL

Semantic Onboarding https://e Vauthorize
p:

Token UR
Business Builder n URL
https:i/ Ioauthitoken

2]

OAUth2SAML Token URL

B Data Builder
foauthitoken/alias/s
Integr n Monitor
B  Data Integration Monito! OAUth2SAML Audience
https:i/
89 cConnections

Configured Clients @©

2. Scroll down and click the link + Add an OAuth Client to start the OAuth client creation wizard.
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3. Enter aunique name. For example, use the prefix BWZ_IPS_<UUID> using the UUID copied from the other
OAuth clients, BWZ_dt or BWZ_rt_data that were created in the formation with SAP Build Work Zone.

Mew OAuth Client

Name:*
BWZ_IPS_23107

OAuth Client ID:
Clignt 1D will be generated once the Oduth client is created,

Purpose:
AP| Access

Access:*

User Pravisioning X

Security

Authorization Grant:
Client Credentials

Secret:
Secret will be generated once the OAuth cifent is created,

Token Details

Token Lifetime: (i)
Days (0 - 1) Hours (0 - 23): Minutes (0 - 59):
0 A 1 L [4]

Duration (max 1440 minutes):. &0 minutes

Add Cancel

In the Purpose drop-down, select APl Access.

In the Access drop-down, select User Provisioning.

In the Authorization Grant drop-down, select Client Credentials and click Add.
Copy and save the OAuth Client ID and the Secret ID of the created OAuth client.

N o o s

Create an instance of the SAP Build Work Zone service and a
service key in your Joule subaccount

Ensure that you have an entitlement for service build-workzone-standard, foundation plan or higher in your
Joule subaccount.
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Navigate to the Joule space in your subaccount, and create a new instance of the build-workzone-standard
service.

2. After the service instance is created, create a new service key for the IPS client, for example, ips-
integration. Open or download the content of the new key and write down following properties:

r Credentials ‘]
bwz-dev -
Farm ( JSON )
i
" o pEe=r_Jd
I "portal-semvice™: “hEtps://portal-service- |, o™ I
« C0Em

“token-service™: “https:/fportal-service-
SuFf/token”
}.
“formardiostoken™ true,
“htmlS-oppa-repa” {
“app_hait_id"; "

}l

“tnstaonce_id": = B
"spasregistryenabled™: true,

"sop. cloud. service™: “com, sap.ul.portal”,

g, cloud, service alias™: “cp”,

“age: f
Tellentid™: "sSh-4bcdadS Iportal-cf-service
785",

“clientsecret”: “Fcd

HiHgh=",

"url®: “https:i// ondenard

JEOm"
T
“identityzoneid™: © o
“tenantid®; * 5
“tenantmode™: “dedicated”,
"sburl®: “https:/Sinternal-xsuco.cuthentication l.com™,
"apiurl™: "https:/Yopl.outhentication. «hana, ondemand . com ™,
“verifleationkey™: "-----BEGIM PUBLIC KEY

----- T TR ANBghqhkf COwBBAQEFAADC ADRAME TEC gkC AGE Aut 4PNV Emeva fhi

----- END PUBLIC KEY-----%,
*xsoppnome”;

Copy JSON  Download  Close

Set up the SAP Datasphere tenant as a source system in IPS

Set the system connection in IPS for user and role replication.

The source system connection in IPS to your SAP Datasphere tenant needs to be set differently for user and
role replication to SAP Build Work Zone from the setup described at SAP Datasphere in SAP Cloud Identity
Services. The new connection that you will create is unique and dedicated to the integration of SAP Build Work
Zone with SAP Datasphere.

1. InIPS, create a new source system connection with the type SAP Analytics Cloud.

2. Setthe sac.api.version property to 2.
3. After saving the source system configuration, navigate to properties and complete these fields:
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Name Value

OAuth2TokenServiceURL Enter the token URL from the SAP Datasphere App Integration page.
Password Enter the BWZ_IPS Oauth client secret.

URL Enter the SAP Datasphere Tenant URL.

User Enter the BWZ_IPS Oauth client ID.

e ot |

Type: SAP Analytics Cloud

© ©

Disable

Reset  Delete

Properties Export
Name Value Detete
Authentication BasicAuthentication
Ips hitp heador. x-sap-scim-groups-v3 true
Im.wm:la_ileu.er@_y.cmhem false _ B o o Token URL from SAP Datasphere App
OAuth2TokenServiceURL it i /
Passward PP — BWZ_IPS Cauth client seoret
ProxyType Intermet
sac_:npi.‘_ersinn . 2
Type HTTE
URL ttpesait, SAP Datasphere Tenant UDL
User SES11Gh3 e m— e - — BWZ_IPS Cauth client ID
4. Click the Transformation tab and open it in text (JSON) mode.
5. Select all of the code and delete it.
6. Copy the following code and paste it where the previous code was, and then save the changes.
"user': {
“"mappings": [
{
"sourcePath™: "$.schemas",
"preserveArrayWithSingleElement™:
"targetPath": "$.schemas"
3
{ ]
“sourcePath™: "$.id",
"targetVariable: "entityldSourceSystem"
3
{
"sourcePath": "$.userName",
""targetPath": "$.userName",
"correlationAttribute™: true
X
{
"sourcePath™: "$._name",
"targetPath": "$._name"
X
{ ]
"sourcePath': "$.displayName",
"targetPath™: "$.displayName"
X,
Integrating Joule with SAP Solutions
Integrating Your SAP Solution PUBLIC

131



132

"sourcePath: "$.active",
“targetPath™: "$_active"”
3.
{ _
"sourcePath™: "$.emails",
“preserveArrayWithSingleElement™: true,
“targetPath™: "$._emails"”
3,
{ i i
"sourcePath™: "$._emails[?(@-primary== true)].value”,
"correlationAttribute™: true
3,
{
“sourcePath": "$.roles",
"preserveArrayWithSingleElement™: true,
"optional': true,
"targetPath": "$.roles"
3.
{
"sourcePath™: "$.groups",
"preserveArrayWithSingleElement™: true,
“optional*: true,
“targetPath™: "$.groups”,
“functions": [
{
“function”: "concatString",
“condition™: ""%sac.group.prefix%® == "null™",
"applyOnElements': true,
"applyOnAttribute': "display"”,
“"prefix': "Y%sac.group.prefix%’
}
1
3.
{ i ] i
"sourcePath™: "$["urn:scim:schemas:extension:enterprise:1.0"]

["manager®]["managerld®]",

"optional': true,

"targetPath™: "$["urn:ietf:params:scim:schemas:extension:enterprise:2.0:User"]
["manager®]["“value®]"

}

"’roup": {
"“ignore": false,
“mappings”: [
{
"sourcePath™: "$.schemas",
"preserveArrayWithSingleElement™: true,
“targetPath”: "$.schemas"
e
{ )
"sourcePath™: "$.id",
“"targetVariable™: “entityldSourceSystem"
e
{ _
"sourcePath”: "$.displayName",
"targetPath™: "$._displayName™,
"functions": [
"function": '"concatString",
“condition: ""%sac.group.prefix%”
"prefix": "%sac.group.prefix%"
¥
1
3
{
PUBLIC

I== "null™",
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"sourcePath": "$.members",
"preserveArrayWithSingleElement™: true,
“optional™: true,

“targetPath™: "$.members™

3,

{
“sourcePath": "$.roles",
"preserveArrayWithSingleElement™: true,
"optional': true,
"targetPath™: "$.roles"

3.

{ . _
“condition": ""%ips.application.id%" == "null®",
“constant": "%ips.application.id%",

"targetPath”: "$
[“urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]["applicationid™]

{
sourcePath”: "$
[“urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]["type"]",
"optional': true,
“targetPath”: "'$
[Turn:ietf:params:scim:schemas:extension:sap:2.0:Group®]["type"]"

"sourcePath™: "$["urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]
[ supportedOperations™]",
"optional': true,

"targetPath™: "$["urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]
[ supportedOperations™]"
¥
1
}
}

Set up SAP Build Work Zone as a target system in IPS

Create a new SAP Build Work Zone connection as a target system in IPS using the these instructions SAP Build
Work Zone, standard edition. There are a few modifications to the procedure in the SAP Build Work Zone topic,
that are detailed here.

1. Inthe Details area for source systems, choose the SAP Datasphere source system you created. Make sure
this is distinct from other SAP Datasphere soure systems already in IPS.

2. Inthe Properties tab, configure these settings:

Name Value

cflp.providerld Enter the ID of the content provider channel for SAP Datasphere that was created during
the setup of SAP Datasphere with SAP Build Work Zone; this ID can be found in the
Channel Manager within the SAP Build Work Zone administration cockpit.

OAuth2TokenServiceURL Enter the URL(under the uaa property) from the build-work-zone-standard service key,
replacing <ServiceKey> in this URL: https://<ServiceKey>/oauth/token

Password Enter the client secret from the build-work-zone-standard service key.

URL Enter the portal service URL from the build-work-zone-standard service key.
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Name Value

User Enter the client ID from the build-work-zone-standard service key.

— — i g S -—m Conabls  Rwsm  Daletw

Type: SAF Buld Won Fore, siandard sdition

® 6 @O

Properties m -
v e Doetate

Aathersicason Basichumerticaton

£ e o et 100

P LTLD i) TDete T [ VT T D BTV LN BT SR1NSI0n 2 O mappeng I provase ]

i prich grous Simbed shove Srrificld 5000

chp providerid g e TSR Content provider channel 1D

efip seppen bl aperston e

TG il UTeli8 MRS ST vebes [LIT) ST DBLAITYL SOV WP BN T [ e T D] sutiraila

o dimts Semboid oo 10000

AL et Sl . g URL from build-work-zone-standard service key

&% Tace faiked ectaty content e /

ihusthT Tokar SarviorLBiL hapa i oo

] Client seoret from build-wof-zone-standard service key

PocayTypd L

Type wre  Portal service URL from build-wode-zone-standard service key

—
uRL b iperisl penvice

riapes ara prdemand (om
Client ID from build-work-zone-standard service key

- — — Simulate
user and group provisioning in IPS

To ensure that user and group provisioning is set up correctly without making actual changes to the target
system, you can perform a simulation run. This allows you to validate the configuration and identify any
potential issues before executing a real provisioning job.

1. InIPS, navigate to the SAP Datasphere source system.
2. Click the Jobs tab.

3. Inthe Simulate Job row, click Run Now.

4

. To check the result, go to |# Identity Provisioning # Provisioning Logs 3.

Run user and group provisioning in IPS

After successfully simulating the provisioning process, the next step is to perform the actual user and group
provisioning. This action reads user and group data from the source system and begins the provisioning
process based on your configured settings.

1. Inthe SAP Datasphere source system, click the Jobs tab.

2. Inthe Read Job row, click Run Now.

3. To check the result, go to |+ Identity Provisioning ¥ Provisioning Logs 3.
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Validate Provisioning

After running the user and group provisioning job, it's important to validate that the users have been correctly
provisioned with the appropriate roles. This ensures that role assignments in SAP Datasphere are accurately
reflected in SAP Build Work Zone.

Open SAP Build Work Zone with the user role, Launchpad_Admin.
From the side navigation, choose Settings.
Click the Identity Provisioning tab.

2w

Enter the email address of a user in SAP Datasphere. Confirm that the user has all the roles assigned to
them as listed in the User Management page of SAP Datasphere.

® Note

If the role information hasn't synced, return to the Jobs tab of the SAP Datasphere source system and
select Run Now on the Resync Job row.

Schedule user and group provisioning in IPS

To automate the synchronization of users and groups between SAP Datasphere and SAP Build Work Zone,
you can schedule the provisioning job to run at regular intervals. This ensures that any updates in user or role
assignments are consistently reflected without manual intervention.

In IPS, sign into SAP Cloud Identity Services as an Administrator.

Click the Identity Provisioning tab, and then choose Source Systems.

Select your SAP Datasphere source system for user and group replication to SAP Build Work Zone.
Click the Jobs tab.

On the Read Job row, click Schedule and configure the recurrence options.

os W

4.16 Integration with SAP Field Service and Asset
Management

View the steps required to integrate Joule with SAP Field Service and Asset Management.

Prerequisites

* You have set up your SAP Field Service and Asset Management system and configured your SAP Field
Service and Asset Management company. For more information about getting started with SAP Field
Service and Asset Management, see SAP Field Service and Asset Management .

* You have completed steps for the initial setup for Joule. For more information, see Customer-Managed
Provisioning [page 8].
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* You fulfill the general prerequisites for Joule. For more information, see Prerequisites for Customer
Managed Provisioning [page 9].

* You have configured trust to the Identity Authentication tenant. For more information, see Configure Trust
to the Identity Authentication Tenant [page 18].

* Your SAP Field Service and Asset Management system is discovered in the SAP BTP system landscape.

* Your SAP Field Service and Asset Management system is configured for SSO with SAP IAS. For more
information, see Federated Authentication.

* You have configured open ID connect for SSO. For more information, see OpenlID Connect.

* You have the GENERATIVE_AI role assigned. For more information, see Required Authorizations for Al
Functionalities.

* You have enabled Intelligent Filtering for your SAP Field Service and Asset Management company. For more
information, see Enable Intelligent Filtering.

A Caution

To ensure the security of your application, we ask you to regularly change the client secret that is linked
to the <your account ID>-sap-joule client ID. You find the client ID in your BTP destination and your
SAP Field Service and Asset Management system.

Integration Steps

1. Runthe Joule Booster. For more information, see Run the Joule Booster [page 20].

® Note

Ensure the following:
* Instep 3, select SAP Field Service Management as the product for integration. Here is an example:

e E Setting Up Joule
= —
2 § (1) CheckPrerequisites | _2_ | SetUp Subaccaunt o Select Integrations \ 4 ) Select Capabilities |5 ) Setl
[ Resc
@ el Select Integrations
Select one or more SAP products from the list below where Joule should be enabled.
02 syst
55‘“ Products: SAP Field Service Management x v
Form This integration s used for.s ®) Production
Cong Testing
(5 Entit
A seeu

* Instep b, select your SAP Field Service and Asset Management account as listed in your SAP BTP
system landscape.

2. Configure the Joule user attributes in the Identity directory. For more informarion, see Configure User
Attributes for Joule from the Identity Directory [page 19].
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Results

Once you completed the integration steps, the following will be created for you:

* A system landscape formation including Joule and the SAP Field Service and Asset Management system
that you select for the integration.

* A subscription to Joule.

* A SAP BTP destination titled FSM_SSO0 to enable the communication from Joule to SAP Field Service and
Asset Management.

* Aclient titled -sap-joule in your SAP Field Service and Asset Management account.

* A SAP Field Service and Asset Management SAML configuration to establish trust for the SAP BTP
destination.

* A SAP Field Service and Asset Management account configuration titled sap. joule that references your
Joule application endpoint.

Verify the Results

After the integration process is complete, Joule should be available in your SAP Field Service and Asset
Management system including the Admin portal and be ready for use. To verify this, log in to your account and
check whether the Joule icon appears in the upper right bar. Here is an example for the Shell home screen:

*

-
' | .

Hello Stefan,

How can | guide you?

Talk to me naturally. For example, 'Show activities with
service call priority high'

Get started with Joule

Show priority high activities

[ Message Joule... @D)

Joule i powered by genor
Please do not enter any sen:
data you de nat with 1o be processed

all cutput should be reviewed before use
i data, and avoid entering any other perscnal
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4.17 Integration With SAP Concur

This topic describes the steps on how to integrate Joule with SAP Concur.

To access Joule within SAP Concur, an additional entitlement and authorization may be required. Please
consult your account executive for more information.

Prerequisites

* You've reviewed and carried out the steps described in Initial Setup.
* You've referred to the security related information for Joule.

* You've fulfilled the necessary prerequisites as mentioned in Prerequisites.

Integrations Steps

The integration process involves the following steps:

Configure Trust to the Identity Authentication Tenant
Configure Trusted Domain in SAP BTP

Configure User Attributes for Joule from the Identity Directory
Configure Trusted Domains in Identity Authentication

Run the Joule Booster

Getting Started with Joule Base [page 138]

Integrating Joule with SAP Concur [page 140]

N oA WN

4.17.1 Getting Started with Joule Base

Onboarding instructions for SAP Joule Base guide users through signing up, creating necessary SAP incidents,
and configuring SAP Cloud Identity Services for integration with SAP Concur.

Sign up

Sign up for the Joule Base SKU from the SAP Store using the onscreen instructions Joule Base product sales
page. .

During sign-up, select the SAP Business Technology Platform (BTP) tenant where Joule will be contracted.

If you are an SAP Concur-only customers without a BTP tenant, select New BTP Account to obtain a tenant. If
you already have an SAP BTP account, we recommend using the existing account.
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->Tip

New provisioning of BTP Accounts and Joule contract may take up to 48 hours.

Create an SAP Support Case

Once the contract is signed, create a support case in the SAP for Me Portal# to request SAP Cloud Identity
Services tenant provisioning for your SAP Concur entity. Use CON-INT-SS0 as a component and the following
subject line: Set up SAP Cloud Identity Services for Concur.

® Note

Create the case in the SAP for Me Portal, not in SAP Concur Support.

For information on what to include in your case to avoid delays, see the prerequisites section in SAP Concur
Integration Scenario.

For guidance on submitting a case in SAP for Me, see SAP Note 1296527 #r .
Alternatively, create an SAP Concur support case using Case Type = Single Sign On.

Use the following subject line: Set up SAP Cloud Identity Services for Concur. To help avoid delays, include
answers to the following questions in your case:

® Note

This step requires an S-user with authorization to open incidents in the SAP Support Portal. Access the
SAP Notes 1511008#% and 2891528 if you need to obtain or request authorization.

Configure SAP Cloud Identity Services

After your SAP incident is resolved, configure SAP Cloud Identity Services directly in SAP Concur:

1. Loginto SAP Concur with your Customer Admin account and navigate to [+ Home » Administration
» Company Admin 3.
2. Click SAP Cloud Identity Services, then go to Configure SAP Cloud Identity Services.
3. Click Select to choose one of the following authentication methods, then click Next:
¢ Basic Authentication — Migrates user authentication and password policy from SAP Concur to
Identity Authentication Service. You continue managing users in SAP Concur; administrators change
user passwords in Identity Authentication Service.
* SAP Identity Authentication Service — Identity Authentication Service manages both user
authentication and provisioning. Select this option if you are a new customer.
® Other Authentication Service — Identity Authentication Service acts as a proxy to your existing
third-party identity provider (such as Microsoft Entra or Okta). Users continue logging in through your
existing identity provider.
4. Select your SAP Cloud Identity Service tenant from the drop-down menu, then click Next. Click Refresh if
the tenant list does not appear.
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5. Review the configuration summary and click Finish, then click Configure tenant in the popup window and
wait for the request to complete.

After configuration is complete, identify the correct Identity Provisioning Services transformation for your
organization. For details, access Identity Provisioning Services Transformation topic.

® Note

* Qverview of SAP Cloud Identity Services

* SAP Help portal step-by-step guide: Concur SSO - Identity Authentication Service for SAP Cloud
Identity Services Setup

- Tip

Concur Integration Guide

4.17.2 Integrating Joule with SAP Concur

Integration guide for connecting Joule with SAP Concur provides step-by-step instructions for configuring SSO,
user mapping, and system setup to enable Joule features within SAP Concur.

SAP Concur SSO with SAP Cloud Identity Services

Ensure your SAP Concur users can log in via SAP Cloud Identity Services.

Global User ID (GUID) - User Mapping in SAP Concur

The Global User ID (GUID) must match across your SAP Concur system and SAP Cloud Identity Services for
Joule to be operational for your users.

® Note

If you configured SAP Cloud Identity Services using the SAP Identity Authentication Service option you will
have the Identity Provisioning Service (IPS) available for you to run. The IPS runs the imports automatically,
so manual import isn't required.

For more information, see Global User ID Integration Scenarios.

For setup instructions, see Configure SAP Cloud Identity Services.

Procedure

1. Export user data from SAP Identity Authentication Service to obtain each user's SAP Global ID. For
instructions, see User export from IAS.
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2. Create a text file in UTF-8 format format using the following structure. Replace
<YOUR_CLOUD_SERVICE_USER_1D>and <YOUR_SAP_CLOUD_SERVICES_GUID> with the values obtained
from IAS. Repeat the 315 record for each user.

100", "0,

® Note

"SSO™, "UPDATE™, "EN", "N, "N"
315", "<YOUR CLOUD SERVICE_USER_ ID>", "<YOUR_SAP_CLOUD SERVICES GUID>", ",

The first line (record 100) is mandatory. Do not modify it. For full flat file specifications, see SAP Concur

315 record type.

3.

4. Loginto|pk Tools » Import/Export Monitor » Import » Upload 3. Select your file and Upload.

Upioad File for: EMPLOYEE_

Click Browse ta locate the fila {with sxtension b or 7p) ta be
upinaded.

Employes_315 ref 2.t

| Sretmer 5 run wnis uplamded file immecianety (exchudes any fles sready

i the impent directony]

5. Set the Import Name to Employee and select Run Now.

Import/Extract Monitor
Scheduled Jobs | Km | User Data Extracts

[ uptonc )

Import Nama Import Typat® | Last Run Date | Last Run Status Run History Upload History | Run Now
| CC_SAMPLE_ Credit Card Feed View Run Now
I EMPLOYEE_ Employee Impart DHI12025 08:57 AM Success View Vi Fun Now
| EMCHANGE_RATE_ Exchange Rates igw Run Now

EXPENSE_PAY_FEEDBACK_ Expense Pay Feedback View Run Mow

LIST_ List import View Bun Now

LOCATION Location g iy Mow

EXTERMAL_VALIDATION_ oIB Impont View Run Now

TAXABILITY_IMPORT_ Taability Impon Mieswi R Mew

TRVL_ALLOWANCE v3_ Travel Allowance Impart Miew Rum Mow

Vendor Payment Confirmation Viendor Payment Confirmation View Eun Now

Results

The Last Run Status displays Success when the GUID mapping has been imported successfully.
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® Note

SAP Concur does not provide a built-in way to verify GUID mapping per user. Validation via APl requires the
Concur web service license. If you need to confirm the mapping, create a support ticket.

Joule Integration Scenarios

New Joule Setup

During the Joule Booster process, ensure to select the SAP Concur system. The Joule formation status should
display Ready.

This completes the setup process, and you should now be able to see the Joule icon in your SAP Concur tenant.

In case of a standalone setup of Joule with SAP Concur, you should be able to see the formation as below:

joule-concur-test-Ufsjjjx @ Include Systems  Delete
Formation Type: Integration with Joule

System Name System Type URL Discovery Actions

.. " SAP Cloud Identity Services hitpsi wm® ol sccounts.ondema. Auto-discovered = >
das-application-ias Joule https:lfconcur-test-ifsjjx.eul0.sapda Subaccount/Concur Agent = P >
o Wl SAP Concur hittps:ffeu2.concursolutions.com Auto-discovered = >
® Note

For more information on setting up Joule, access the Joule Setup — End-to-End Setup Guide (for all Line of
Business) Unified Approachblog.

Existing Joule Setup

To integrate your system, you can navigate to your SAP BTP Formations, look for the existing formation, and
click Include Systems.

® Note

Please ensure you have the same SAP Cloud Identity Services used for your Unified Setup, as shown in the
image below, and that the prerequisites are completed.
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Formaters T e

Delete

joule-unified-joule-am7whesw @

Formation Type: Integration with Joule

System Name System Type URL Discovery Actions
- - SAP Ariba Buyer § " ==mag owm s =m  Autodiscoversd T E >
- - SAP Ariba Sourcing j - ee——— - w Auto-discovered = [3 »
=n | ™=so=a amm m Auto-discovered =@ »
-y o= SAP Datasphere . =g « mag Auto-discovered = ] >
- -m - - SAP Signavio BN Auto-discovered =02 y
- x‘:‘:;:‘::;mms Incentive 13 - (] Auto-discovered TR >
= m m SAP SuccessFactors | == L] -- Auto-discovered =R >
omu m o mome = mm§ SAPBUd Process Automation I P = smmpm e A =8 >
E EIEEEEE W . SAP Sales and Service Cloud ] m=rms = == Auto-discovered =R ¥
B R — SAP S/4HANA Cloud g ™ = = = = =  puodiscovered =T E >
-- us SAP Analytics Cloud | ™ memm == = = Ago-discovered =@ »
- - o - SAP LeaniX ] = mass mmms Auto-discovered @ >
- oW W = mmomm; SAP integrated Product Development - mEm m - g‘g;‘g.?‘gg};:ﬂed sl B B »
Ba® LI " " _ % WP SAPBuild Work Zone W ETE PF. ) § JWccounUnfed Joue-preprod- = 4 >
- - mem mees om el ;ngs‘ggir:gm JoLAE - Pt T @B >
" " bl b ol D e mdl " 5AP Asset Performance Management =" mam mmam Subaccount/Unified Joule - APM T @ >

Integrating Joule with SAP Solutions
Integrating Your SAP Solution PUBLIC 143



If you have a large list of systems, you can filter it by SAP Concur, select
the system you would like to integrate with Joule, and click on Next Step.

Include Systems in Formation "joule-unified-joule-am7whesw"

Include . ) "
Systems 2  Integration Details 3 Review
Search Q | SAP Concur % v
Systems (222)
[+] System Name System Type System ID Actions
. L] L LB
] el o SAP Concur . e - i ]

=

Select the Enable Capability Deployment and Enable the Joule Icon in the Integrated Systemoptions and click
Review. This will deploy the Concur Scenarios and activate the Joule icon in the system.
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Please review the selections and click Include.

Include Systems in Formation "joule-unified-joule-am7whesw™

/7 Include 7 Integration . _ o ‘
l Systems 2 Details Review

1. Include Systems

System Name System Type System ID

L] L] SAP Concur - — =n C N N B

Edit

2. Integration Details

From SAP Concur = ==ssss o Joule "das-application-ias"

Enable Capability Deployment:
true

Enable the Joule Icon in the Integrated System:
true

Edit

Previous Step m Cancel
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The setup should normally take 5-8 minutes. You should be able to see a processing message and then finally
enter a ready state, as shown below.

System Landscape - Formations 5
R—— a ®
joule-unified-joule-am7whesw O I Include Systems  Delete

Formation Type: Integration with Joule

System Name System Type URL Discovery Actions
- ™" SAP Ariba Buyer s "R A o ma Auto-discovered 1 »
- ™" SAP Arlba Sourcing s "™ e = Auto-discovered T >
. - SAP Cloud Identity Services s "m " s - Auto-discovered =@ >
| " SAP Datasphere s "d fa . - Auto-discavered =@ >
s TEa " SAP Signavio T he E = Auto-discovered i ] »
= T s "la sn smm Auto-discovered =@ »
" a’;’;:;e"n‘::ﬁ':“m's Incentive LA des = Auto-discovered TR »
- - SAP SuccessFactors an"s momm s - Auto-discovered i pJ
" mmmssss = = = @ SAP Build Process Automation AN mEmE W e e g?:;‘;"ul';unwmle St Lmified =& >
- . * mam w SAP Sales and Service Cloud " s sE § oW Auto-discovered T E >
"= = SAP SM4HANA Cloud " w, mm oam - . Auto-discovered = >
Sas e SAP Analytics Cloud LRI o] Auto-discovered = [ 3
FEITETIY T T SAP Lean|x EE pEm W oEE mE Auto-discovered T @ >
" oam ma "EE moE SAP Integrated Product Development LI I LA g‘ab:({;?‘[';‘:;i"[':ed A pre-pa =@ >
mEEE W OF ES N N OE W SAP Build Work Zone LI A ] -m ;}‘Jnig?':ﬂtil;q:wo Joule - pre-prod - = 2 >
- Joule = m ® o oEE aEsE ;‘ah:'éf‘gg’t:__'}ged U= Fe 00~ T B >
- . - . SAP Asset Performance Management - wmEm [ ol Subaccount/Unified Joule - APM T @ >

This confirms that the setup has been completed, and you should be able to see the Joule icon in your system.
Please ensure you complete the next steps before you access Joule.

Post-integration checks

4.1 Validate Application List

Upon Joule integration, multiple background activities run to make the integration successful. You can navigate
to your SAP Cloud Identity Services to check if the following Applications are created.
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-__:'-', Cloud Identity Services cemay

Urified_PraProd_Landscaps

das-ias (Unified Joule - pee-prod)

Idenety-sbscription-efSa507-8c50-4cA1-#505-T4MBd T B6CEOE-n-6.

Documnent Grounding (Unified Joule - pre-peod)

identy-s 527051 1504-40-0bA1- 6911 8560308 in

SAP BTP subaccount Unified Jouie - pre-prod

XELIAL Bl

11d-4ele-Sell 200113 Tes

P o msemEm s o m o8 smm
R am  =m = am
- o wm owwom -

asquboas? & 0@ nc
(2) Home £, Users & Authorizations | B identity w = applications & Ry “ £ Weniity Providers |~ |g] Monitoring & Reponting | v

Applications ox
Applications (240) Sparct Q | Create das-las (Unified Joule - pre-prod)

@ This applicaion was creaied brom a source application. Same of he inheried configurations carn't be changed.

@ This is a child appiication with inherited configuration from “Urified_PreProd_Landscape”, You can change the configuration and it wan't affect the parent's ong.

Application fype: Bundied

Application I0: D7 C3448.B605-468c-90aa-34 3985 Tecd

e UL not canfigured

Protecol Type: OpeniD Connact

Organizaticn 1D giotial
AHR
Trust ~  Authentication and Access -

Provisining  Branding and Layout

Single Sign-On

Openil Cannect Configuration

Configure rust with a service provider for web-bnsed authentication

Subject Name iduntitier

4.2 Trusted Domains

To add SAP Concur systems to the Trusted Domain, click on |» Application & Resources » Tenant Settings
» Customization ¥ Trusted Domain 4, click on Add, enter your SAP Concur URL, and click on Save.

ET7 cloud identity Services ey

aithizfin -

Cosl Adbeticaion  SingleSigaon  Bssernst Services

Customization

Logn, Backgreund Inege and Facon

Truied Domairs
Comhigurs e dresin fox e temact

Eustem Damain

Tenam Defusl Values
anfigure values for language and counry

o = B ® o N

Home \, Users & Authorizations |« 8 Idensity Provisionng | ~ T Apphcatons & Respates D ientity Providers | = Monoring & Begarting |
Q & 8 " o I~ W

Trusted Domains
1 Fes b e o 10 Up 10 W e o E changed o sk pAace. ,

Trusted Domains:

St the trustind gemains for The lenant.

8
o choust vap f
em-e420 pecloud.sap fi
- arita.com a

Similar settings should be maintained in your SAP BTP Subaccount. Expand the Security option, click on
Settings, and Add the SAP Concur domain, as shown below.

= Z57 wP Cockpit

P — © 5P miemal - )G & Taaen &

A Dvmvien

Tramted Damaim Toben Vlidity

0 Services | -

Service Markeplace Trusted Domains
Veszances and Subscritions e i
ot oy | clude domains ths

*

) HTMLS Agplications

%y, Conmectivity |
—

Dustiration Cortficater.

Destination Trust

Dstiations [Legacy}

Cloud Comnecions

Token Validity

= -

Sigring Keyy

i ar Liser survesy 5

P B G O N

Subaccount: L. | B J 1

appiies 1o the login pege of the SAP Authorization and Tr

For more information, see the documentation

(G Eottimmmnin

4 Usags Analytics
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This completes the setup of Joule with your SAP Concur system.

Joule Test Scenarios

You can now log in to your SAP Concur system, and you should be able to see the Joule icon, click on it to

launch the Joule client as shown below.

ET¥concur  Home v

L5 concur

Trip Booking.
W e v, rroved v

experence. Fewer chcks Mot
1T o0 i maners.

““‘“"’“ ’

[+ ]

[P— 0

‘Company Notes

‘Simply connect your Cancur account m TApE.  Connect i Trgh  Sot right new

Fosa Msrn

Expense Reports (17) + Sl Approvals
TESTLZS 5.63
Test Agent PM $2,500.00
satmesber 18, 3
Test for RIG Concur PM $228.08
Sastembar 18, No Approvals

demesn oo hae pprovets. youl see them b

[F]e o &

Show M anaiabie ExpansE Do

Expenie Repors

TEST12Y et Subraied
ey :—.

To know the full list of Joule support scenarios and capabilities, you may check SAP Concur Solutions Al

Resources.

Create an SAP Incident post-implementation

After successfully enabling Joule and using the application, if you encounter any issues post-implementation
while utilizing Joule, please submit a support ticket in the SAP4Me Portal.

* When creating the case, make sure to include the following component: BNS-CON-JOULE.

* This ensures that your request is routed directly to the correct Support team for timely assistance.

4.17.3 Joule Selective Access - Pilot Mode Onboarding
Overview

Joule Pilot mode enables Concur administrators to grant selective access to Joule for a limited group of pilot
users in a production environment. After completing the Joule onboarding process and enabling Joule Pilot
mode at the company level, administrators can manage pilot users directly in SAP Concur or through their
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existing Identity Authentication service or Identity Provisioning service processes. This overview outlines the
available methods for managing Joule pilot users.

Overview

Joule Pilot mode allows Concur customers to enable Joule for a small, controlled set of pilot usersin a
production environment.

Joule Pilot mode can be activated before or after the remaining Joule activation steps:

* |If activated before, once Joule is fully enabled, then only users in the Joule Pilot User group will see the
Joule icon

¢ |f activated after, users who previously had access to Joule will no longer have that access unless added to
the Joule Pilot User group

This guide presents the available onboarding methods for managing Joule pilot users, allowing administrators
to:

¢ determine which onboarding method best fits their organization,
* manage pilot users directly in Concur Administration, or
¢ continue using the existing Identity Authentication service or Identity Provisioning service processes.

Depending on the onboarding method, administrators might require access to:

* SAP Cloud Identity Services
* Identity Authentication service
* Identity Provisioning service

4.17.3.1 Step 1: Enable Joule Pilot Mode for Your Company

Enable Joule Pilot mode to begin onboarding pilot users for your company.

Context

® Note

Joule Pilot mode must be enabled once per company.

Activation of Joule Pilot mode is required to onboard pilot users.
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Procedure

1. Open a Service Delivery request.

2. Request Joule Pilot mode enablement.

Results

After completing these steps, your company is ready to onboard pilot users.

4.17.3.2 Step 2: Select a Joule Pilot User Management
Method

Joule access is controlled through a dedicated group named Joule Pilot User.
Choose the management method that best matches your organization’s identity management configuration.

¢ Option A: Manage Pilot Users in Concur Administration - Use this option if you want to manage pilot
users directly in Concur Administration after Joule Pilot mode has been enabled for the company.

¢ Option B: Retrieve the Joule Pilot User Group from Concur - Use this option if Concur is the system
of record for users and you manage pilot users through SAP Cloud Identity Services by using |dentity
Provisioning service.

* Option C: Manual Creation of the Joule Pilot User Group in SAP Cloud ldentity Services — Use this
option if users are already managed in SAP Cloud Identity Services from another source, such as SAP
SuccessFactors.

Select the option that best matches your organization’s environment, then complete the corresponding
procedure.

4.17.3.2.1 Option A: Manage Pilot Users in Concur
Administration

After Joule Pilot mode is enabled for the company, administrators can manage pilot users directly in Concur
Administration.

Within a pilot-enabled company:

1. Navigate to |» Administration » Company Admin » User Administration » View Users
2. Search for and open the appropriate user profile.

3. Locate the Joule Pilot section.

4. Select Enable Joule pilot for this user.

5. Save the user profile.
Result
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The selected user is enabled for Joule pilot and can access Joule.

® Note

The Enable Joule pilot for this user option is available only after Joule Pilot mode has been enabled for the

company.

4.17.3.2.2 Option B: Retrieve the Joule Pilot User Group from

Concur

Configuration of Identity Provisioning service with Concur enables the retrieval, management, and

synchronization of the Joule Pilot User Group and its members between Concur and Identity Authentication

service, automating group-based access for pilot users. This process is essential for efficiently managing pilot

user participation and access control in SAP Joule pilots.

Step 1: Identity Provisioning Service Configuration

Follow when Concur is the user source
Identity Provisioning Service Configuration

Log in to Cloud Identity Services
Open Identity Provisioning service
Set Concur as the Source System

AW

Use your existing user transformation or setup using below
1. Extend the transformation to include group replication:

{ 1] 1]
user':
"mappings':
{ )
"sourcePath™: "$.id",
"targetVariable™: "entityldSourceSystem"
3
{
"sourcePath™: "$.schemas",
"preserveArrayWithSingleElement™: true,
"targetPath": "$.schemas"
¥
{
"sourcePath": "$.userName",
""targetPath": "$.userName",
"correlationAttribute": true
X
"sourcePath™: "$._name",
"targetPath™: "$_name"
X
“"targetPath": "$.name.honorificPrefix",
""type'': "remove"
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3.

"sourcePath: "$.active",

“targetPath™: "$._active"
¥,

"sourcePath": "$.emails",

"preserveArrayWithSingleElement™: true,
"optional': true,
“targetPath”: "$.emails”

Ho
"targetPath": "$.emails[*].notifications",
""type'': "remove"
}
1
Ho
"'group™:
"mappings'':
{ )
"sourcePath: "$.id",
"targetVariable": "entityldSourceSystem"
Fo
{
"sourcePath': "$.schemas",

"preserveArrayWithSingleElement: true,
"targetPath": "$.schemas"

e
{ _
sourcePath™: "$._displayName™,
"targetPath™: "$.displayName",
"functions':
L
“condition": ""%concur.group.prefix%® == "null®",
"function": '"concatString",
“prefix': "Y%concur.group.-prefix%"
}
1
e
"sourcePath": "$

[Furn:ietf:params:scim:schemas:extension:sap:2.0:Group®"]["type"]",
"optional': true,
"targetPath: "'$
[“urn:ietf:params:scim:schemas:extension:sap:2.0:Group® ][ "type"]"

{

“sourcePath™: "$["urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]
[ " supportedOperations®]",
"optional': true,

“targetPath™: "$["urn:ietf:params:scim:schemas:extension:sap:2.0:Group™]
[ " supportedOperations™]"

"sourcePath": "$
[Furn:ietf:params:scim:schemas:extension:sap:2.0:Group”]["externalName"]",

"optional': true,

"targetPath: "'$
[“urn:ietf:params:scim:schemas:extension:sap:2.0:Group®]["externalName"]"

“condition: ""%ips.application.id%® == "null®",
"constant: "%ips.application.id%",
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"targetPath™: "'$

[Furn:ietf:params:scim:schemas:extension:sap:2.0:Group®"]["applicationld®]"

"sourcePath": "$.members",
"preserveArrayWithSingleElement™: true,
“optional™: true,

“targetPath™: "$.members™

}
1
}
}

5. Configure the group filter so that the only the pilot group is replicated: concur.group.filter =

displayName eq Joule Pilot User
6. Setthe Target Systemto IAS / Local Directory

1. Use the default transformation, as described in the official Identity Provisioning service documentation

@ Home 8. Users & Authorizations v A Identity Provisioning v = Applications & Resources v £ Identity Providers v
Source Systems Add
Concur_Source EID
Search Q
Properties
Customer Managed (3)
Concur_Source
>
Concur as source with minim... ~ Enabled
Name

Authentication
GUUID_Local_Directory_Source !

N
Enabled
concur.apiversion

1AS_Source concur.company.id

>
1AS as Source for Concur Disabled

concur.datacenter
‘concur.groupfilter
concur.refresh.token
concur.userfilter
ips.trace.created.entity
ips.trace.created entity.content
ips.trace.failed.entity.content
ips.trace.skipped.entity
ips.trace.skipped.entity. content

ips.trace.updated.entity

ine traco undarod

& Monitoring & Reporting v

Value
BasicAuthentication

3

INT

displayName eq "Joule Pilot User"

userName co "IPS"
true
false
false
true
false
true

£al

English Only

Result

The Joule Pilot User group becomes visible in Identity Authentication service under

Authorizations » Group

Users &

Step 2: Add Pilot Users in Identity Authentication service

Select the users who should participate in the Joule pilot

1. Loginto Identity Authentication service
2. Goto|p Users & Authorizations ¥ Groups
3. Open Joule Pilot User

4. Choose + Add

5.

6.

Save your changes
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->Tip
These users are now designated as Joule pilot users

lsAp4

ELl Cloud Identity Services Europe (Frankfurt/ Amsterdam)

@ Home &, Users & Authorizations v

azllobkav

© o a
B Identity Provisioning v =) Applications & Resources v £ Identity Providers v & Monitoring & Reporting v
Groups Show Filter Bars  Import o ox
P: P 3
Joule Pilot User Edk) Delete
Groups
Joule Pilot User
Search by Group ID, Display Name or Name Q
LR Group ID: Display Name: Joule Pilot User Description:
Type: User Group Name: Joule Pilot User
Groups (2) Create ] ~ %
— User Members.
() DisplayName  Application Na... Type Group ID
Ol Joute pitot user User Group > | Users (2 out of 2) Search by SCIM ID, Login Name or Email Q @
() First Name Last Name Email Login Name SCIMID
() MS Test Group User Group >
.}
I o

English Only

Step 3: Sync Pilot Users Back to Concur

After adding users, sync them back to Concur.

In IPS, set IAS / Local Directory as the Source System

Assignment.

1. Hereis the transformation if it needs to be setup:
“user': {
“skipOperations™: [
“create",
"delete"
1

’appings": L
{

2. Use your existing Identity Provisioning service job that does user transformation and Global ID

"sourceVariable": "entityldTargetSystem",

"targetPath": "$.id"
Ho
{

“"constant": [

“"urn:ietf:params:scim:schemas:core:2.0:User",

“urn:ietf:params:scim:schemas:extension:sap:2.0:User"

1.
"targetPath": "$.schemas"
¥
"sourcePath": "$.userName",
“"targetPath': "$.userName"

3.

"sourcePath": "'$

[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]",

“optional™: true,
"targetPath": "$

[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]"
}

1
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}

"group™: {

ignore': false,

“condition™: “"isAttributeWithOptionalPrefix($.displayName,
concur.group.prefix) && isAttributeWithOptionalPrefix($
["urn:sap:cloud:scim:schemas:extension:custom:2.0:Group®"][“"name®"],
concur .group.prefix) && (isRegularGroup() ||
isApplicationSpecificGroup())",

“"mappings": [
{

"sourceVariable™: "entityldTargetSystem™,
“targetPath™: “$.id"

3

{

“constant: [
"urn:ietf:params:scim:schemas:core:2.0:Group"”,
"urn:ietf:params:scim:schemas:extension:sap:2.0:Group™

1

3.
{

"sourcePath": "$.displayName™,
“targetPath™: "$._displayName™,
"functions™: [

,argetPath": ""$.schemas"

"function": "replaceFirstString”,

“condition": "isAttributeWithMandatoryPrefix(@,
concur .group.prefix)",

"regex': "%concur.group.prefix%",
“"replacement': """

}
1

3.
{

"sourcePath™: "$.members[*].value™,
"preserveArrayWithSingleElement”: true,
"optional': true,

“functions™: [

"function”: "resolveEntitylds"

3. Filter the sync to include only the pilot group: dds.group.filter = displayName eq Joule Pilot
User If you also want to restrict the provisioning to the users in this group, then add as well the property
idds.user.filter = groups.display eq "Joule Pilot User"

4. Set Concur as the Target System

5. Run the Identity Provisioning service job
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Cloud Identity Services Europe (Frankfurt / Amsterdam)

Home 8. Users & Authorizations v Identit ioning v B i & v &2 Identity Providers v
] a y B Yy

Source Systems Add .
V! GUUID_Local_Directory_Source @
Search Q
Customer Managed (3) @
Details Transformat... Properties Outbound C... Jobs
Concur_Source
Concur as source with minim...  Enabled Properties
GUUID_Local_Directory_Source
Enabled
Name
IAS_Source idds.group.filter
IAS as Source for Concur Disabled

idds.userfilter
ips.trace.failed.entity.content
ips.trace skipped.entity
ips.trace.skipped.entity.content
ips.trace.updated.entity

ips.trace.updated.entity.content

azllobkqyv

& Monitoring & Reporting v

Value

userName co "IPS"

false

true

false

true

false

English Only

==-':;' Cloud Identity Services Europe (Frankfurt / Amsterdam)
(@ Home £- Users & Authorizations v # Identity Provisioning [ Applications & Resources v

Target Systems Add
get sy Concur_Target E0
Search Q
Customer Managed (3) @ ®
Details AL perti c...
Concur_Target
Concur as Target Enabled Transformations
Local_ldentity_Directory_Target i ;
z “user”:
Enabled 3 "skipOperations”: [
4 “create”,
b "delete"
IAS_Target 6 o
IAS as Target Disabled ; mup:;mgs e
9 "sourcevariabl "entityIdTargetSystem"”,
iz “targetPath":
11 s
12 {
13 "constant”: [
14 “urn:ietf:params:scim:schemas:core:2.0:User”,
15 "urn:ietf:params:scim:schemas:extension:sap:2.8:User"”
16 1,
17 "targetPath": "$.schemas"
18 s
19
F{:} “sourcePath”: "$.userName",
21 "targetPath": "$.userName"
22 s
23 {
24 "sourcePath": "S$['urn:ietf:params:scim:schemas:extension:sap:2.@:User']['usertuid’]",
25 "optional": N

azllobkgv

1% Identity Providers v |2 Monitoring & Reporting

English Only

Result
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4.17.3.2.3 Option C: Manual Creation of the Joule Pilot User
Group in SAP Cloud Identity Services

Manual creation and configuration of a Joule Pilot User group in the SAP Cloud Identity Services tenant enables
targeted user and group provisioning for pilot mode, supporting proper synchronization and restricted user
replication to Concur. This process is essential for controlled testing and role assignment in SAP environments.

1. Create Joule Pilot User group in |+ Users & Authorizations » Groups J. The exact name needs to be Joule
Pilot User

W Cloud Identity Services Germany (Frankfurt)

(@ Home B= Users & Authorizations v A Identity Provi:

User Management
Users & Al groups
User Mana Administrators Admi
lrvarmesrt | leare
English Only
Gvnruns(l) ) 7ﬂ ! @@= @
English Only

2. Addusers to the group in [ Users & Authorizations # Groups 4
3. Configure in SAP Cloud Identity Services: LID as Source System
1. Default transformation
2. Properties:

Name Value

idds.group.filter displayName eq "Joule Pilot User"

idds.user filter userName eq "1760015407@t1302426x7zf"
ips.trace.created.entity true

ips.trace.created.entity.content false

ips.trace.deleted.entity true

ips.trace.failed.entity.content false
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Name Value

ips.trace.skipped.entity true

ips.trace.skipped.entity.content false

ips.trace.updated.entity true

ips.trace.updated.entity.content false
® Note

Make sure to add the idds.group.filter. If you wish to replicate only limited number of users
to Concur, user also filter idds.user.filter

4. Configure in SAP Cloud Identity Services: Concur as Target System (to provision the Group + Pilot users)
1. Source System: LID
2. Transformation:

“user': {
"skipOperations™: [
“'create",
"delete™
1.
“"mappings": [

"sourceVariable': "entityldTargetSystem",
"targetPath": "$.id"

3.

“constant™: [
“urn:ietf:params:scim:schemas:core:2.0:User",
"urn:ietf:params:scim:schemas:extension:sap:2.0:User"

"iargetPath": "$.schemas"
¥,

"sourcePath™: "$.userName",

"targetPath": "$.userName"
¥,

"sourcePath™: "$

[furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]",
“optional™: true,
“targetPath™: "$
[Furn:ietf:params:scim:schemas:extension:sap:2.0:User"][“userUuid"]"

1
e
"group™: {
"ignore': false,
"condition”: "isAttributeWithOptionalPrefix($.displayName,

concur .group.prefix) && isAttributeWithOptionalPrefix($
["urn:sap:cloud:scim:schemas:extension:custom:2.0:Group®"][“name"],
concur .group.prefix) && (isRegularGroup() ||
isApplicationSpecificGroup())",

“"mappings": [

"sourceVariable': "entityldTargetSystem",
"targetPath": "$.id"

3.
{
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“constant": [
"urn:ietf:params:scim:schemas:core:2.0:Group",
“urn:ietf:params:scim:schemas:extension:sap:2.0:Group™

"fargetPath": "$.schemas"

3.

sourcePath™: "$._displayName™,
"targetPath™: "$.displayName",
"functions™: [

"function: "replaceFirstString",
"condition": "isAttributeWithMandatoryPrefix(@,
concur .group.prefix)",
“regex: "%concur.group.prefix%”,
"replacement': """
}
1
3,

"sourcePath": "$.members[*].value",
"preserveArrayWithSingleElement™: true,
“optional™: true,

“targetPath™: "$._.members[?(@-value)]"”,
"functions™: [

“function”: "resolveEntitylds"
}
1
}
1
}
}
5. Properties:
Name Value
Authentication BasicAuthentication
concur.api.version 3
concur.company.domain T1302426x7zf.com
concur.company.id 4497ed48-0d44-4461-bb63-c4a5a64984b0
concur.datacenter EU2
concur.refresh.token HHREXXHHRIXHHHX
concur.support.patch.operation true
concur.user.unique.attribute userName
ips.trace.failed.entity.content false
ProxyType Internet
Type HTTP

® Note

This SAP Cloud Identity Services setup will provision the Group (required for Joule Pilot mode) and
Pilot users as per Properties filter in your Source tenant in SAP Cloud Identity Services.
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4.17.3.3 Step 3: Pilot Users Access Joule

Pilot users gain access to Joule features in Concur after provisioning, with no further configuration required,
allowing for immediate feature evaluation.

Once provisioning is complete:

¢ Pilot users canloginto Concur
¢ Joule features are available only to users in the Joule Pilot User group

¢ No additional configuration in Concur is required

4.17.3.4 Key Notes & Guardrails

Key notes and guardrails outline precise group membership requirements and filter recommendations for
secure, controlled access to Joule Pilot, which is not intended for broad deployment. Use this guidance to
prevent unintended user provisioning and maintain appropriate access control.
* The group name must be exactly Joule Pilot User
* Administrators can manage Joule Pilot users either:
¢ directly in Concur Administration, or

* through the Joule Pilot User group by using Identity Authentication service or Identity Provisioning
service.

¢ Company-level Joule Pilot mode must be enabled before administrators can manage pilot users using
either method.

* Joule Pilot mode is not intended for broad rollout. Disable pilot mode if you would like to enable Joule for all
users at your company.

* Filters (idds.group.filter, idds.user.filter) are strongly recommended to avoid unintended
provisioning

4.18 Integrating with SAP Fieldglass

Joule enablement requires single sign-on authentication and integrations with SAP solutions. These items are
necessary for companies to fully implement and utilize Joule for their business needs.

-> Remember

In the sandbox environments, IAS/IPS configuration process takes approximately 24 hours to complete.
After initiating the IAS/IPS integration, you must wait until the configuration is fully completed, as the
integration is not immediate.

To begin using Joule your company will need to first meet the setup requirements.

Prerequisites

Authentication is required to use Joule. Therefore, the following prerequisites must be met:
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¢ Single sign-on (SSO) must be configured for your company.
* The SAP Fieldglass and SAP Cloud Identity Services Integration must be configured. This integration
supports the use of SAP Identity Authentication Service (IAS).
SAP Identity Authentication Service (IAS)
The SAP Identity Authentication Service (IAS) is responsible for:
¢ User Management — the user community is loaded into IAS for distribution to SAP Cloud Applications, in

this case SAP Fieldglass.

¢ Login Management — all users, when calling the SAP Fieldglass URL, are routed to the SAP Identity
Authentication Service (IAS), which validates the user either through single sign-on with the buyer’'s own
identity management system or through username and password.

The SAP Identity Provisioning Service (IPS) is responsible for provisioning users from the SAP Identity
Authentication Service (IAS) to SAP Fieldglass, and for updating those records as and when they change

in the SAP Identity Authentication Service (IAS). For more information regarding IAS/IPS integration, refer to
IAS/IPS Integration.

® Note

All users need to be created and managed within the SAP Identity Authentication Service (IAS) and there's
no ability to create a user through the SAP Fieldglass user interface. Editing of users within SAP Fieldglass
is restricted to only those fields/attributes that aren't captured within IAS.

Use the links below to set up identity provisioning with SAP Cloud Identity Services. These steps ensure that
administrators have the required access, roles, and reference information in place before starting. Together,
they describe the end-to-end process for configuring, executing, and validating user synchronization:

¢ SAP Fieldglass — Source system configuration.
¢ SAP Build Work Zone, standard edition — Target system configuration.
¢ Start and Stop Provisioning Jobs — IAS/IPS job configuration.

SAP Product Enablement

The Joule service is enabled through SAP Business Technology Platform, therefore you must have an
enterprise global account on SAP BTP.

You must subscribe to SAP Build Work Zone, standard edition.

® Note

After you subscribe to SAP Build Work Zone, standard edition, you must configure the navigation service by
creating and setting up the required destinations. For more information, refer to Configure Destination to
Use Navigation Service.

Enable Joule in Your Company

To enable Joule, customers must take the following actions:

® Note

Setup actions are required by you and SAP Fieldglass to fully implement Joule. Work with your company's
Product Support team to complete the necessary steps.
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For information about all steps required to fully integrate with Joule, see Integrating Joule with SAP Solutions.

1. Create a formation that includes the following systems:
* SAP Fieldglass
* SAP Cloud Identity Services

* SAP Build Work Zone
Ensure that the formation is in Ready state. For more information, refer to Formations.

2. Create the Joule formation using either of the following options:
* Run the Joule Booster from the BTP Global Account:
* Set Formation Type to Integration with Joule.

* Include SAP Build Work Zone in this formation.
To include SAP Build Work Zone in the formation, refer to Run the Joule Booster and Formations.

¢ Create a new formation that includes the following systems:

* Joule
* SAP Fieldglass
¢ SAP Cloud Identity Services

* SAP Build Work Zone
For more information, refer to Formations.

- Remember
If a Joule-based formation already exists, ensure that SAP Fieldglass and SAP Build Work Zone are

included. Add them to the formation if they are not already present.

3. Enable the | Use Joule J permission for all user roles that should be allowed to use the Joule assistant.

4.19 Integration with SAP Risk and Assurance Management

You can use Joule for several navigational and informational use cases.

Setup Steps

1. Complete Joule Onboarding

2. Setup Capabilities

3. Configure Single Logout

For more information about how to onboard and setup Joule with SAP Risk and Assurance Management,
see Joule with SAP Risk and Assurance Management. (You need to log on with a valid S-user to access the
Administration Guide for SAP Risk and Assurance Management.)

For more information about the capabilities, see Joule in SAP Risk and Assurance Management.
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https://help.sap.com/docs/JOULE/6189c8655c484916bb8eb767126a653a/702f3db8996a4a5bbceb6abd33c3ec69.html?version=CLOUD
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https://help.sap.com/docs/joule/integrating-joule-with-sap/run-booster?version=CLOUD
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https://help.sap.com/viewer/82a14f108cfa4d4788244d81371e072b/CLOUD/en-US/cdb012aefb5142949134c0a0b27a94e1.html

® Note

To access Joule within SAP Risk and Assurance Management, an additional entitlement may be required.
For more information, please consult your account executive and see https:/www.sap.com/products/
artificial-intelligence/joule-base.htm| .

4.20 Integration with SAP Sports One

An integration with SAP Sports One enables staff members within your club or association to use the
supported Joule capabilities for SAP Sports One.

Prerequisites

* You have checked which integration path you need to follow. For more information, see Customer-Managed
Provisioning [page 8].

* You fulfill the general prerequisites for Joule. For more information, see Prerequisites for Customer
Managed Provisioning [page 9]

* You have configured trust to the Identity Authentication tenant. For more information, see Configure Trust
to the Identity Authentication Tenant [page 18]

* Your SAP Sports One system is discovered in the SAP BTP system landscape.

Run the Joule Booster

For step-by-step instructions, see Run the Joule Booster [page 20].

4.21 Integration with SAP Batch Release Hub for Life
Sciences

This section explains how to integrate Joule with SAP Batch Release Hub for Life Sciences.

For SAP Batch Release Hub for Life Sciences, you need to set up both a preview landscape and a production
landscape for Joule. You can use the preview landscape to test and validate content and framework updates
before they are rolled out to production. For more information about the preview landscape, see Joule Preview
Landscape [page 7].

To set up Joule as a preview landscape, you run the booster Setting Up Joule - Preview. To set up Joule as a
production landscape, you run the booster Setting Up Joule. The steps for running the booster are the same
regardless of which type of landscape you are setting up.
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Prerequisites

You have reviewed the Joule Onboarding Guide [page 8] including the Joule-specific Prerequisites for
Customer Managed Provisioning [page 9].

You have an SAP BTP subaccount.

You have the global account administrator role.

You have an entitlement for Joule in the same global account on SAP BTP, Cloud Foundry, as your
entitlement for SAP Batch Release Hub for Life Sciences.

You have subscribed to SAP Batch Release Hub for Life Sciences.

Your identity provider uses the OpenlD Connect (OIDC) protocol.

Joule subscription requires OIDC trust. Note that the same IAS tenant in SAP BTP cannot have both SAML
and OIDC trust configurations. If you currently use the SAML protocol and want to learn how to migrate
from SAML to OIDC, see SAP Note 3416734 .

You have added enriched assertion attributes in the identity provider configuration in SAP Cloud Identity
Services as follows:
1. In SAP Cloud Identity Services, go to the Identity Providers tab.

2. Choose the provider, and then choose | Trust » Enriched Assertion Attributes 3.
3. Add the following attributes:

Attribute Value
first_name ${first_name}
last_name ${last_name}

For more information, see Enrich Assertion Attributes Coming from Corporate IdP.

Integration Steps

o
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Log in to your SAP BTP account as the global account administrator.
In the left navigation pane of the global account, choose Boosters.
In the Boosters screen, search for the booster for the landscape you are setting up:

* For preview, search for Setting Up Joule - Preview

* For production, search for Setting up Joule
Choose Start.
Select a subaccount with Cloud Foundry enabled and the required space created.
Ensure this subaccount has Joule entitlements and trusts the Identity Authentication Tenant using OpenID
Connect.
Select the same subaccount where SAP Batch Release Hub for Life Sciences is subscribed. Ensure
the trust configuration is OpenlID Connect (OIDC) because Joule requires it for subscription. For more
information, see Constraints for Joule [page 220].

If you need a cross-subaccount setup or if SAP Batch Release Hub for Life Sciences has a SAML trust
configuration, select a different subaccount in the booster. Ensure the selected Joule subaccount has OIDC
trust configured with the same IAS tenant linked to SAP Batch Release Hub for Life Sciences.
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If your subaccount uses SAML, consider migrating to OIDC. SAML and OIDC cannot coexist in the same
IAS tenant on SAP BTP.

7. Choose the Select Integrations tab, and then select the product SAP Batch Release Hub for Life Sciences.

8. Choose the Setup Integrations tab, and then in the Include Systems section, choose the system where
Joule appears.

9. Configure trusted domains in Identity Authentication for the selected SAP Batch Release Hub for Life
Sciences domain.
For more information see Configure Trust to the Identity Authentication Tenant [page 18].

10. Configure the trusted domain in SAP BTP for the same SAP Batch Release Hub for Life Sciences system.

For more information, see Configure Trusted Domain in SAP BTP [page 26].

4.22 Integration with SAP Incentive Management

Joule Al capabilities are available in SAP Incentive Management on Hyperscalers and SAP Incentive
Management, enterprise edition.

For details on prerequisites and integration steps, refer to:

¢ SAP Incentive Management on Hyperscalers

¢ SAP Incentive Management, enterprise edition
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5 Set Up Document Grounding

The document grounding capability uses information gathered from documents that you upload to the service
and the SAP Help Portal to add context to Joule answers. To make this optional capability available, first
complete the integration steps between Joule and the SAP solution that you want to use to consume Joule.
Then, set up document grounding as described here.

Prerequisites

Before triggering the setup process, make sure that you've done the following for your global account and
subaccount:

* You've purchased the Al Unit SKU (8019164) and Al units. After you've done so, the entitlements for
document grounding are automatically added to your global account. For more information, contact your
account executive.

* You've added the entitlements for document grounding to the subaccount where you've subscribed to
Joule. For more information, see Managing Entitlements and Quotas Using the Cockpit.

* You've enabled Identity Authentication. For more information, see What Are Cloud Identity Services?.
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Scope

The scope of the document grounding capability is as follows:

Data Repository and Content Type

Data Repository Content Type

Google Drive * DOCX

*  HTML (Static)
* JPEG

* JPG

* JSON

* PDF

* PNG

* PPTX

* TIFF

* TXT

® Note
Google GDOC files are remapped to DOCX.

Google GSLIDES files are remapped to PPTX.

Microsoft SharePoint * DOCX

*  HTML (Static)
* JPEG

* JPG

* JSON

* PDF

* PNG

* PPTX

* TIFF

* TXT

SAP Build Work Zone, advanced edition * Blog posts

* DOCX

* JPEG

* JPG

® Knowledge Base Articles
* PDF

* PNG

* TIFF

* TXT

®  Wiki pages

® Workpages

ServiceNow (SNOW) Knowledge Base Articles in HTML format
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® Note

The document grounding capability supports documents in JSON and PPTX file formats for the following
providers and regions:
* Amazon Web Services
* eulO - Europe (Frankfurt)
® eull - Europe (Frankfurt) EU Access
* uslO-US East (VA)
* Google Cloud
* eu30 - Europe (Frankfurt)
* us30 - US Central (IA)
* Microsoft Azure
* eu20 - Europe (Netherlands)
* us2l-US East (VA)

Content Update
Automatic and default behavior is the content update of the pipelines that you've created once every day.
You have the following options to trigger the content update of a pipeline:
¢ To manually trigger a pipeline to start the content update process, send a POST request to the endpoint
<url>/pipeline/api/vl/pipeline/trigger.
* When setting up a pipeline, you can schedule it to be automatically triggered at a frequency of your choice.

You do so using cronExpression.

For more information, see Set Up Content Ingestion [page 178].

Document Content
Plain text

The document grounding capability supports the following types of images and tables embedded in PPTX
documents:

* HEIC

* HEIF

* JPEG

* JPG

* PNG

The document grounding capability supports images and tables embedded in PPTX documents for the
following providers and regions:
* Amazon Web Services
* eulO - Europe (Frankfurt)
* eull - Europe (Frankfurt) EU Access
* uslO-US East (VA)
* Google Cloud
* eu30 - Europe (Frankfurt)
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¢ us30-US Central (1A)
Microsoft Azure

¢ eu20 - Europe (Netherlands)
* us2l-USEast(VA)

A Caution

The document grounding capability has no mechanism for determining the type of data that it processes.
The capability therefore can't determine whether this data includes personal data, which is subject to the
data protection laws applicable in specific countries/regions.

Any ingested documents are available to all Joule business users in the given Joule tenant. We therefore
recommend that you don't expose confidential or other privileged documents.

® Note

For now, the response from Joule doesn't take context information into consideration, for example, user
location and user permission.

The setup process involves the following steps:

Configure User Authentication [page 169]

Set Up Data Repository Integration [page 172]
Configure Access from SAP BTP [page 174]
Set Up Content Ingestion [page 178]

Manage Metadata Configurations [page 200]

See also the blog post Joule - Getting Started with Document Grounding .

Related Information

Metering and Pricing [page 206]

Supported Regions [page 208]

5.1 Configure User Authentication

Configure user authentication and access the document grounding capability.

To access the document grounding capability, complete the following configuration steps:

s wN e

Open the SAP BTP cockpit and go to the subaccount where you've subscribed to Joule.

Navigate to | Services » Service Marketplace 3.

Search for document grounding and choose the tile.

Choose Create.

Choose Other as Runtime Environment. Enter an Instance Name, copy it, and paste it into a text editor.

Integrating Joule with SAP Solutions
Set Up Document Grounding PUBLIC

169


http://help.sap.com/disclaimer?site=https%3A%2F%2Fcommunity.sap.com%2Ft5%2Ftechnology-blogs-by-sap%2Fsap-btp-onboarding-series-joule-getting-started-with-document-grounding-for%2Fba-p%2F13739501
https://account.hana.ondemand.com/cockpit/#/home/allaccounts

You need the instance name in step 12.
Choose Create.

6. Choose View Instance.

10.

11.

12.

13.
14.
15.

16.

17.

18.

19.
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Select the instance and create a service binding. Enter a Service Binding Name.

Choose Create. Once the service binding is created, choose its name to display the details. Copy the
service binding URL and paste it into a text editor.

You need this URL in step 21.

Again, navigate to |+ Services » Service Marketplace .

Search for Cloud Identity Services and choose the tile.

Choose Create.

Choose application as Plan and Other as Runtime Environment. Enter an Instance Name.
Choose Next.

In Parameters, enter the following parameter, using the Instance Name that you created for document
grounding in step 5 as the "service-instance-name" value:

"'consumed-services": [

{
}

"service-instance-name':""<doc-grounding-instance-name>"

1
}

Choose Create.
Choose View Instance.

Select the instance and create a service binding. Enter a Service Binding Name and the following
parameters:

"credential-type'": "X509_ GENERATED",
“validity'": 365,
"validity-type": "DAYS"

¥

-> Remember

SAP Cloud Identity Services triggers an automatic e-mail when the certificate is nearing its expiration
date. To generate the new certificate, re-create the service binding.

Choose Create.
Once the service binding is created, choose its name to display the details.

Copy the values for "clientid" and "authorization_endpoint" from the service binding and paste them into a
text editor.

® Note

Edit the "authorization_endpoint" value by replacing the ending .../oauth2/authorize with .../oauth2/
token.

You need the values for "clientid" and "authorization_endpoint" in step 20.
Create two files (for example, doc-grounding.crt and doc-grounding.key) using the service binding
values for "certificate" and "key". The files can have any name.
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® Note

The service binding values are generated with the characters "\n" representing new lines, instead of
actual line breaks. To use the doc-grounding.crt and doc-grounding.key files, convert the "\n"
characters into real line breaks. You can do so either manually, replacing each "\n" with a line break, or
using a bash function, as in the following examples:

For MacOS:

sed "s/\\n/\n/g" doc-grounding.crt > temp.crt && mv temp.crt doc-
grounding.crt

sed "s/\\n/\n/g" doc-grounding.key > temp.key && mv temp.key doc-
grounding.key

For Windows PowerShell:

(Get-Content -Path doc-grounding.crt -Raw) -replace "\\n", ""n" |
Set-Content -Path temp.crt; Move-ltem -Path temp.crt -Destination doc-
grounding.crt -Force

(Get-Content -Path doc-grounding.key -Raw) -replace "\\n", ""n"
Set-Content -Path temp.key; Move-ltem -Path temp.key -Destination doc-
grounding.key -Force

20.To get a token, submit the following request in the same folder you downloaded the doc-grounding.crt
and doc-grounding.key files:

curl \

--request POST \

--url <edited authorization_endpoint> \

--header "accept: application/json®™ \

--header "content-type: application/x-www-form-urlencoded® \
--data "client_id=<clientid>" \

--data "grant_type=client_credentials®™ \

--cert <file_with_certificate> \

--key <file_with_key>

Placeholder Description

<edited_authorization_endpoint> The "authorization_endpoint" value that you obtained in
step 18, edited as described in step 18

<clientid> The "clientid" value that you obtained in step 18

<file_with_certificate> The doc-grounding.crtfile, edited with line breaks
as described in step 19

<file_with_key> The doc-grounding.key file, edited with line breaks
as described in step 19

You should receive a response like the following:

{
"access_token":"eyJq........ L1-L8Ks0QVv593dmtPUlg™,
"token_type':"Bearer",
"expires_in":3600

¥
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® Note

You need the token to Set Up Content Ingestion [page 178].

21. Use the service binding URL, the token, and the doc-grounding.crt and doc-grounding.key files to

call the document grounding endpoints:

curl \

--request GET \

—--url “<url>/pipeline/api/vl/pipeline” \

--header "accept: application/json®™ \

--header "Authorization: Bearer <access_token>" \
--cert <file_with_certificate> \

--key <file_with_key>

Placeholder Description

<url> The service binding URL value for document grounding
that you obtained in step 8

<file_with_certificate> The doc-grounding.crtfile, edited with line breaks
as described in step 19

<file_with_key> The doc-grounding.key file, edited with line breaks
as described in step 19

You should receive a response with an empty list [] since the pipeline hasn't been created yet.

5.2 Set Up Data Repository Integration

Choose your data repository type and set up the integration with either Google Drive, Microsoft SharePoint,
SAP Build Work Zone, or ServiceNow (SNOW).

Google Drive

o

172

Create a service account user in Google Cloud Identity and Access Management (IAM). For more
information, see the IAM guide Create service accounts # .

Generate a certificate-based private key (OAuth 2.0 JWT) and download the service account key JSON
from the GCP project. For more information, see the IAM guide Create a service account key #* .

In Google Drive, open the My Drive Shared Folder or Shared Drive that you want document grounding to
ingest.

Choose View Details and then Manage Access.

Add the client_email value from the JSON key as a member and grant it the Viewer permission.
Save your entries. The pipeline now only sees files and folders that are shared with this service account.
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Microsoft SharePoint

Create a user and register the application in Microsoft Entra ID. For the SharePoint integration, you need a valid
Microsoft SharePoint site, a Microsoft Azure application through which SharePoint can be accessed, and admin
rights to the Microsoft Azure application. The steps and Microsoft Entra documentation articles listed in the
following are for your reference only.

1. Create a technical user. For more information, see the Microsoft Entra documentation article Quickstart:
Create and assign a user account #*

2. Register an application. For more information, see the Microsoft Entra documentation article Quickstart:
Register an application with the Microsoft identity platform # .

® Note

In APl permissions:

* If you configure access from SAP BTP with OAuth2Password authentication, use the permission
name Sites.Read.All with type Delegated

* If you configure access from SAP BTP with OAuth2ClientCredentials authentication, use the
permission name Sites.Selected for Graph with type Application

For more information, see Configure Access from SAP BTP [page 174].

3. Add a scope to the application that you've registered. For more information, see the Microsoft Entra
documentation article Quickstart: Configure an application to expose a web AP| # .

SAP Build Work Zone

To integrate SAP Build Work Zone, advanced edition with document grounding, follow the steps described in
Integration With Document Grounding.

ServiceNow (SNOW)

1. Create a service account user in the target SNOW instance. Ensure that a password isn't created for this
user, and that it has read-only admin access.

2. The following is the minimal list of required roles for your service account:
* knowledge_admin
* user_admin
® user_criteria_admin
® snc_read_only
* web_service_admin
* snc_internal

3. Next, generate a PFX certificate bundle based on the PKI policy for your organization. Encrypt the
certificate with a password. Intermediate certificates are optional. Ensure that the certificate is associated
with the service account you created in step 1.
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4. Make sure that your target SNOW instance supports mTLS authentication and that the V2 Table API
is available. For more information, see the SNOW article How to configure inbound Certificate Based
Authentication (mutual authentication) in ServiceNow # .

You're now able to read all rows under the table kb_knowledge and all inherited child tables as this table is the
centralized store for all HTML content of these articles. Contact your account executive, if the target SNOW
instance has customized this target table with a different name.

5.3 Configure Access from SAP BTP

Create a destination configuration in the SAP BTP cockpit using the available authentication methods for each
data repository type.

Google Drive

Create destination with oAuth2ClientCredentials Authentication
1. Open the SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose | Connectivity » Destinations 3, and
create a new destination with the following information:

Main Properties

Field Value

Name <NAME_OF_DEST INATION>

Type HTTP

URL https://googleapis.com/drive/v3

Proxy Type Internet

Authentication OAuth2ClientCredentials

Client ID <Client ID from the service account key
JSON>

Client Secret Leave empty.

Token Service URL https://oauth2_googleapis.com/token
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Additional Properties

Field Value

private_key <Private key from the service account
key JSON>

client_email <Client email from the service account
key JSON>

auth_uri <Auth URI from the service account key
JSON>

® Note

You've downloaded the service account key JSON in step 3 in the Google Drive section in Set Up Data
Repository Integration [page 172].

3. Save your entries.
4. Choose Check Connection to check whether the basic configuration is working.

Microsoft SharePoint

Create destination with OAuth2ClientCredentials Authentication
1. Openthe SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose [ Connectivity # Destinations 3, and
create a new destination with the following information:

Field Value

Name <NAME_OF_DEST INATION>

Type HTTP

URL https://<SHAREPOINT_DOMAIN>/sites/

<ID_OF_SHAREPOINT_SITE>

Proxy Type Internet

Authentication OAuth2ClientCredentials

Client ID Microsoft Entra ID Application credentials
Client Secret Microsoft Entra ID Application credentials
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Field Value

Token Service URL https://login.microsoft.com/
<TENANT_ID>/o0auth2/v2.0/token
(or https://login.microsoftonline.com/
<TENANT_ID>/0auth2/v2.0/token), where
<TENANT_ID> is the tenant ID
of the Microsoft Entra ID Application

3. Inthe Additional Properties section, enter the following information:

Field Value

scope https://graph.microsoft.com/.default

4. Save your entries.
5. Choose Check Connection to check whether the basic configuration is working.

Create destination with oAuth2Password Authentication
1. Openthe SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose | Connectivity » Destinations 3, and
create a new destination with the following information:

Field Value

Name <NAME_OF_DEST INAT ION>

Type HTTP

URL https://graph.microsoft.com

Proxy Type Internet

Authentication OAuth2Password

User The technical user that you've created in Microsoft Entra
ID

Password The password that you've created in Microsoft Entra ID

Client ID Microsoft Entra ID Application credentials

Client Secret Microsoft Entra ID Application credentials
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Field Value

Token Service URL https://login.microsoft.com/
<TENANT_ID>/o0auth2/v2.0/token
(or https://login.microsoftonline.com/
<TENANT_ID>/0auth2/v2.0/token), where
<TENANT_ID> is the tenant ID
of the Microsoft Entra ID Application

3. Inthe Additional Properties section, enter the following information:

Field Value

scope https://graph.microsoft.com/.default

4. Save your entries.
5. Choose Check Connection to check whether the basic configuration is working.

SAP Build Work Zone

To create a destination configuration in the SAP BTP cockpit for the integration of SAP Build Work Zone,
advanced edition with document grounding, follow the steps described in Integration With Document
Grounding.

ServiceNow (SNOW)

Upload Certificate
1. Open the SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose | Connectivity  Destination
Certificates 3.

3. Choose Create.

4. Select Import and Upload the PFX certificate bundle you generated in Set Up Data Repository Integration

[page 172].
Create destination with ClientCertificateAuthentication Authentication
1. Openthe SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose || Connectivity » Destinations 3, and
create a new destination with the following information:

® Note

The authentication type ClientCertificateAuthentication is only available in the Authentication
dropdown after you enter the URL value that starts with https://.
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Field Value

Name <NAME_OF_DEST INAT ION>

Type HTTP

URL <TARGET_SERVICENOW_INSTANCE_URL>

Proxy Type Internet

Authentication ClientCertificateAuthentication

Use client provided certificate Leave the checkbox empty.

Key Store Location Select the certificate you uploaded in |} Connectivity >

Destination Certificates ]

Key Store Password <ENCRYPTED_CERTIFICATE_PASSWORD>

Use default JDK truststore Select the checkbox.

3. Save your entries.
4. Choose Check Connection to check whether the basic configuration is working.

54 Set Up Content Ingestion

Create a pipeline for ingesting documents.

Register Pipeline

To register a new data pipeline, send a POST request to the endpoint <urI>/pipeline/api/vl/pipeline
with the desired configuration parameters in the request body.

- Tip

The <url> value is the service key URL value for document grounding that you obtained in step 8 in
Configure User Authentication [page 169].

You can upload a maximum number of 8000 documents per pipeline. Each document in the following file
formats can have a maximum file size of 40 MB:

* DOCX
* HTML
* JSON
* PDF
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© TXT

® Note

Once you've uploaded documents to a pipeline, charges apply as detailed in Metering and Pricing [page
206].

To avoid extra charges, consider using the parameter includePaths to ingest only the required
documents based on your needs. By default, leaving out this parameter, makes available all data, until
the maximum number of documents per pipeline is reached.

Schedule Pipeline Content Update

When setting up a pipeline, you can schedule it to be automatically triggered at a frequency of your choice. You
do so using cronExpression.

Cron expressions have 5 fields denoted by a string asterisks, as shown in the following tables and request
examples for each data repository type. The values for these fields are as follows:

Pipeline Scheduling: Fields and Values

* * * * *
Minute (0-59) Hour (0-23) Day of the month (1- Month (1-12) Day of the week (0-6)
31

Pipeline Scheduling Fields: Example Values

Expression Schedule

QFxxx Every hour

00*** Every day at 12:00 a.m.

00**FRI At 12:00 a.m. only on Friday

001** At 12:00 a.m. on the first day of the month

The following examples show POST <url>/pipeline/api/v1l/pipeline requests and responses for each
data repository type:

Google Drive

Configuration Options

Google Drive pipelines support the following configuration options:

Parameter Required Allowed Values Description

destination Yes String Name of the destination cre-

ated with the service ac-
count.
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Parameter Required Allowed Values Description

resourceType Yes Either SHARED_DRIVE or
SHARED_FOLDER

Defines whether the source
is an organization-owned
shared drive or a user-owned
shared folder.

resourceld No String (ID from Google Drive

Refers to a specific
URL)

shared drive (when
resourceTypeis
SHARED_DRIVE) or a spe-
cific folder or subfolder
(when resourceType is
SHARED_FOLDER).

If left empty, the pipeline
defaults to auto-discovery
mode, retrieving all shared
drives and shared folders
that the service account has
permission to read.

includePaths No Array of path strings Restricts ingestion to one or

more specific subfolders. Re-
quired when targeting a sub-
folder inside a shared drive.

Request Example

The following shows an example of a Google Drive ingestion using the resourceType SHARED_DRIVE:

¢3 Sample Code

curl \

--request POST \

--url “<url>/pipeline/api/vl/pipeline” \

--header "Authorization: Bearer <access_token>" \
--header "content-type: application/json® \

--data "{'"type":"GoogleDrive","configuration':
{"'destination':""<NAME_OF_ DESTINATION>",""googleDrive™:
{""resourceType":""SHARED_DRIVE","resourceld":"1W-
BOCLIYdKescVSVdwcz_ VYAFz69Uqtw'", " includePaths':['<PATH_TO_ SUBFOLDER>"]}}}" \
--cert <file_with_certificate> \

--key <file_with_key>

The following shows an example of a Google Drive ingestion using the resourceType SHARED_FOLDER:

¢3 Sample Code

curl \

--request POST \

—-url “<url>/pipeline/api/vl/pipeline” \

--header "Authorization: Bearer <access_token>" \
--header "content-type: application/json® \

--data "{'"type":"GoogleDrive","configuration":
{"'destination':""<NAME_OF DESTINATION>",""googleDrive":

Integrating Joule with SAP Solutions
180 PUBLIC Set Up Document Grounding



{"resourceType':""SHARED_FOLDER","'resourceld":"1W-
BIOCLIYdKescVSVdwcz_vYAFz69Uqtw™, " includePaths': [""<PATH_TO_SUBFOLDER>"13}}}" \
--cert <file with _certificate> \

--key <file_with_key>

® Note

A Google Drive pipeline has a maximum folder depth of 5: In other words, it supports up to 5 levels in the

folder hierarchy.

Response Example

The response is given as a JSON file that contains the ID of the created pipeline.

"pipelineld":"4cfd0478-29ea-45c2-bc40-d3817621744e""

The created pipeline starts ingesting the data in the provided Google Drive and updates the content daily.

Supported Metadata

During ingestion, the pipeline automatically extracts the following metadata for each document:

¢ fileld: The unique Google Drive file identifier.

* webUrl: The direct link to the file in the Google Drive web interface.

* TFilePath: The hierarchical path (for example, /InnerFolder/Document.pdf).
* mimeType: The file's MIME type.

Identifying the resourceType

Use the following definitions and the Google Drive Ul to determine the correct value.
SHARED_DRIVE

* The shared drive is owned by the organization, not an individual user.

* Access is managed at shared drive level.

* Visible under Shared drives on the panel on the left of the screen of Google Drive.
* In General, shared drive resource IDs begin with "OA" (for example, OACRMxxxx).

SHARED_FOLDER

* The folder is owned by an individual user and has been shared with other users.
* Visible under My Drive or Shared with me on the panel on the left of the screen of Google Drive.
* Resource IDs in general don't start with "OA".

->Tip
For a quick identification, check the panel on the left of the screen of Google Drive:

* If your Google drive appears under Shared drives, use SHARED_DRIVE as your resourceType

* If your Google drive appears under My Drive or Shared with me, use SHARED_FOLDER as your
resourceType
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When and How to Use the Optional Parameter resourceld

The purpose of the parameter resourceld depends on the resourceType.
When resourceType is SHARED_DRIVE:

* resourceld can only be used to point to a specific shared drive. It can't point to a subfolder inside a
shared drive.

* Use resourceld when there are multiple shared drives and you want to restrict ingestion to one of them.

* To target a specific subfolder within a shared drive, use includePaths instead.

-> Remember

Don't use a subfolder ID as the resourceld when resourceType is SHARED_DRIVE. Use includePaths
to target subfolders within a shared drive.

When resourceType is SHARED_FOLDER:

* resourceld can point to the top-level shared folder or any specific subfolder within it.
¢ Alternatively, you can use includePaths to target a subfolder.

¢ |If the shared folder contains Folder A and Folder B, and Folder A contains Folder 1, you can set
resourceld to Folder 1's ID to ingest only that subfolder.

How to Find the resourceld

The resource ID is embedded in the Google Drive URL. Navigate to the shared drive or folder in your browser
and copy the ID from the URL. For example, if the shared drive URL is "https://drive.google.com/drive/folders/
OACRMxxxx", the resourceld is "OACRMxxxx". If the shared folder URL is "https://drive.google.com/drive/
folders/1a2B3cDeFgHiJkLmNoPgRsTuV", the resourceld is "1a2B3cDeFgHiJkLmNoPgRsTuV".

When and How to Use the Optional Parameter includePaths

The parameter includePaths restricts ingestion to one or more specific subfolders. Paths must always start
from the root shared drive or folder name, never with a leading forward slash (/).

Path format: "includePaths": ["<RootName>/<FolderA>/<FolderB>"]

¢ Start from the root shared drive name or root shared folder name.
¢ Each segment must exactly match the folder name as it appears in Google Drive.

* Don't add a leading forward slash (/).

% Example
Given the following structure inside a shared drive with the name "CustomerSharedDrive":

* CustomerSharedDrive (root)

* FolderA
* FolderB (target folder)
¢ filel.docx
¢ file2.docx

Path format: "includePaths": ["CustomerSharedDrive/FolderA/FolderB"]
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Choosing the resourceType: SHARED_DRIVE or SHARED_FOLDER

Scenario

Recommended Approach

Notes

Ingest an entire shared drive

resourceType: SHARED_DRIVE (no
resourceldor includePaths
needed)

Pipeline ingests everything that the
service account can access.

Ingest a specific shared drive (multiple
drives exist)

resourceType: SHARED_DRIVE

resourceld: <drive ID starting with
OA>

resourceld selects which drive.
Leave it empty to ingest all accessible
drives.

Ingest a specific subfolder inside a
shared drive

resourceType: SHARED_DRIVE

resourceld: <drive ID starting with
0A>

includePaths: ["DriveName/Fol-
derA/FolderB"]

resource ld must be the drive

ID (not the folder ID). Use
includePaths to target the sub-
folder.

Ingest an entire shared folder

resourceType: SHARED_FOLDER

resourceld: <folder ID from URL>

resourceld points to the top-level
shared folder.

Ingest a specific subfolder inside a
shared folder

Option A:

®* resourceType:
SHARED_FOLDER

®* resourceld: <subfolder ID from
URL>

Option B:

®* resourceType:
SHARED_FOLDER

* resourceld: <parent folder ID>

* includePaths:["Paren-
tFolder/SubFolder"]

Both approaches work for
SHARED_FOLDER. Use the one that is
more convenient for you.

Microsoft SharePoint

Request Example

The following shows an example of a SharePoint site ingestion:

¢3 Sample Code

curl \
--request POST \
—-url

"<url>/pipeline/api/vl/pipeline” \

--header "Authorization: Bearer <access_token>" \
--header "content-type: application/json® \
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--data "{'"type":'"MSSharePoint", " configuration':
{""destination':"<NAME_OF_DESTINATION>","sharePoint":

{"site":{"name" :""<ID_OF_SHAREPOINT_SITE>","includePaths™:
[""/<NAME_OF_SHAREPOINT_FOLDER_1>","/
<NAME_OF_SHAREPOINT_FOLDER_2>"]}}, " cronExpression':"'0 */23 * * *"}1" \
--cert <file_with_certificate> \

--key <file_with_key>

® Note

In the request, the parameter includePaths is optional. Use it if you want to add specific SharePoint
folders from the SharePoint site to the data pipeline.

The cronExpression parameter is also optional.

Nested folders are also supported. Use "includePaths': [""/<NAME_OF_SHAREPOINT_FOLDER_1>/
<NAME_OF_SHAREPOINT_FOLDER_2>'"] if <NAME_OF_SHAREPOINT_FOLDER_2> is a subfolder of
<NAME_OF_ SHAREPOINT_FOLDER_1>. SharePoint has a folder depth of 5: In other words, it supports up to
5 levels in the folder hierarchy.

Use the parameter includePaths only to specify folder paths within the default document folder from
the SharePoint site. Drive, document library paths, or any other formats other than folder paths aren't
supported.

Response Example

The response is given as a JSON file that contains the ID of the created pipeline.

"pipelineld":"4cfd0478-29ea-45c2-bc40-d3817621744e""

The created pipeline starts ingesting the data in the provided SharePoint site and updates the content daily.

SAP Build Work Zone

Request Example

The following shows an example of an SAP Build Work Zone, advanced edition ingestion:
¢3 Sample Code

curl \

--request POST \

—--url “<url>/pipeline/api/vl/pipeline” \

--header "Authorization: Bearer <access_token>" \

--header "content-type: application/json® \

--data "{"type":"WorkZone","metadata™:

{"'destination':""<NAME_OF DESTINATION>"},"configuration”:{" cronExpression":"0
*/23 * * *"}}- \

--cert <file_with_certificate> \

--key <file_with_key>
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® Note

The cronExpression parameter is optional.

Response Example

The response is given as a JSON file that contains the ID of the created pipeline.

{
“pipelineld”:"4cfd0478-29ea-45c2-bc40-d3817621744e""

The created pipeline starts ingesting the data in the provided WorkZone and updates the content daily.

ServiceNow (SNOW)

Request Example

The following shows an example of a SNOW instance ingestion:

¢3 Sample Code

curl \

--request POST \

--url “<url>/pipeline/api/vl/pipeline” \

--header “Authorization: Bearer <access_token>" \

--header "content-type: application/json® \

--data "{'"type":"ServiceNow","configuration':
{"'destination':""<NAME_OF DESTINATION>","serviceNow" :{"includePaths":
["<valid_sysparm_query>'"]},""cronExpression™:"0 */23 * * *"}1" \
—--cert <file_with_certificate> \

--key <file_with_key>

® Note
In the request, the parameters cronExpression and includePaths are optional.

The includePaths parameter accepts a list of valid sysparm_query, and combines the queries in a
singular AND query. For more information, see Operators available for filters and queries # in the SNOW
documentation.

Use the includePaths parameter to target Knowledge Base Articles based on your needs. By default,
leaving out this parameter, makes available all articles in the instance that are published, active, and under
the root domain, until the maximum number of documents per pipeline is reached.

Response Example

The response is given as a JSON file that contains the ID of the created pipeline.

{
"pipelineld":"4a289d413-d377-4406-9837-be5e6fd4799e""

The created pipeline starts ingesting the data in the provided SNOW instance and updates the content daily.
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Configure Pipeline Chunk Size

Use the chunkSize parameter to configure how ingested documents are split into chunks during pipeline
processing. Smaller chunks yield more precise retrieval results, while larger chunks preserve more context per
chunk. If this parameter isn't specified, the system uses the default chunk size of 1000 tokens.

Supported Connectors

The chunkSize field is available in the configuration object for the following pipeline types:

Pipeline Type Description

GoogleDrive Google Drive connector

MSSharePoint Microsoft SharePoint connector

ServiceNow ServiceNow connector

WorkZone WorkZone connector (uses CommonConfigurationStruct)

Field Reference

Field Type Allowed Values Default
chunkSize integer 100, 500, 1000, 1500, 2000, 2500 1000
® Note

If the provided value isn't supported — for example, 5000, the system falls back to the environment-level
default of 1000 tokens.

API Usage

Include the chunkSize parameter inside the configuration object when creating a pipeline. The endpoint
POST <url>/pipeline/api/vl/pipeline supports this parameter.

Sample Payload for a GoogleDrive Pipeline

{
"pipelineType":"GoogleDrive",
""name":"Google Drive Pipeline”,
"configuration':{
"destination':"destination-name",
"isCronEnabled":true,
"chunkSize™:100
s
s

Sample Payload for a MSSharePoint Pipeline

{
"pipelineType":""MSSharePoint™",

“name' :"SharePoint Ingestion Pipeline™,

"configuration':{
"destination':"destination-name",
"isCronEnabled":true,
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"chunkSize'" :500

}
}

Sample Payload for a ServiceNow Pipeline

{
“"pipelineType":"ServiceNow",
"name' :"ServiceNow Knowledge Base Pipeline™,
"configuration':{
"destination':""destination-name",
"isCronEnabled":true,
""chunkSize'":1000
}
3

Sample Payload for a WorkZone Pipeline

{
"type':"WorkZone",

“configuration':{
"chunkSize™:1500
¥

" etadata':{
"destination':""destination-name",
""dataRepositoryMetadata': [

{
"key":"pipeline/purpose",
“value™: [
"'demonstration
1

}
1
}
}

-> Remember

* If omitted, chunkSize defaults to 1000 tokens.

* Invalid values are rejected with an HTTP 400 error.
* Chunk overlap is fixed and can't be configured.

* Changes take effect on the next pipeline run.

Common Status and Error Codes

Code Reason

400 Invalid value. The chunkSi ze must be one of: 100, 500, 1000, 1500, 2000,
2500

400 Non-integer. The chunkSize must be an integer

Related Information

Create and Search Pipelines with Metadata [page 188]
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Update Pipelines [page 192]

Get Pipeline Status [page 193]

Delete Pipelines [page 196]

Enable Document Access Control for Microsoft SharePoint [page 197]

5.4.1 Create and Search Pipelines with Metadata

Create a pipeline with metadata using a dedicated destination and then see a list of pipelines that match the
metadata specified in the request body.

Step 1: Create Metadata Destination

1. Openthe SAP BTP cockpit.

2. Go to the subaccount where you've subscribed to Joule, choose | Connectivity # Destinations 3, and
create a new destination with the following information:

Field Value

Name <NAME_OF_METADATA_DESTINAT ION>
Type HTTP

URL <METADATA_URL>

For example: https://<API_HOST>/rest/
foundation/intelligence/generativeai/
explainpay/vl/dg-pipeline/metadata?
aiUseCase=HR%20Pol icy%20QA

Proxy Type Internet

Authentication OAuth2ClientCredentials

Client ID <CLIENT_ID> (from IAS tenant)

Client Secret <CLIENT_SECRET> (from IAS tenant)

Token Service URL Type Dedicated

Token Service URL IAS tenant token authorization URL

For example: https://<1AS_TENANT>/oauth2/
token

3. Inthe Additional Properties section, enter the following information:
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Field

Value

tokenService.body.resource:urn:sap:identity:application:pr

ovider:name:

<DEPENDENCY_NAME> (created in IAS)

pageSize

100

4. Save your entries.

5. Choose Check Connection to check whether the basic configuration is working.

Step 2: Create Pipeline with Metadata

Create a pipeline using metadata observing the following:

Duplicated parameters aren't allowed

The parameter value item can't be null or empty
The value array can't be empty

The maximum length of a parameter value is 1024 characters
The maximum parameter value pair is 20

The maximum number of items in the value array is 20

To create your pipelines, send a POST request to the endpoint <url>/pipeline/api/v1l/pipeline adding

the configuration parameter metadata in the request body.

- Tip

Use the parameter isCronEnabled to specify whether you want the pipeline to run automatically based
on a user-defined or system-calculated cronExpression. Set to true to enable scheduled (automatic)
executions. Set to false to disable scheduling and allow only manual triggering of the pipeline.

Request Body Example

{

"type':""MSSharePoint",

“configuration':{
"“destination:""<NAME_OF_DESTINATION>",
"sharePoint":{

"site":{

}

’ronExpression":"o *[23 * K* xkv
"isCronEnabled":"true"

"name" :"'<ID_OF_SHAREPOINT_SITE>"

}

"rhetadata" {
"dataRepositoryMetadata': [

"key":"pipeline/agent-id",
"value™:[

"dispute-agent"
1

3.
{ -
"key'":"pipeline/sf.Ims._key",
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“value":[

"Coursel™,
"Course5"
1
3
{ o )
"key":"pipeline/ariba.test_key",
"value™: [
“aribal™
1
] }
"’estination":"<NAME_OF_METADATA_DESTINATION>"
}
}
® Note

The "destination":"<NAME_OF_DESTINATION>" refers to the destination created as described in Configure
Access from SAP BTP [page 174]. The "destination":"<NAME_OF_METADATA_DESTINATION>" refers to
the metadata destination created as described in the previous section.

Response Example

201 “Returns pipeline ID."

"pipelineld":"4cfd0478-29ea-45c2-bc40-d3817621744e""

Step 3: Search Pipelines with Metadata

To see the list of pipelines, send a POST request to the endpoint <url>/pipeline/api/vl/pipeline/
search with the desired optional parameters and the required request body.

->Tip
For pagination support, use the optional header parameters $top and $skip.

The optional header parameter $count is also available.

Request Body Example

{
"dataRepositoryMetadata': [

"key'" :"pipeline/purpose",

“value": [
"demonstration"

1

3.

{ -
"key":"pipeline/sample-key",
“value™: [

"sample-valuel™,
"sample-value2"

1
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Response Example

200 “Returns pipelines.”

“'count™:6,
"resources": [

{
"id":"3478el7a-90ad-4b2f-al3d-e440c0341d81",

""status':"" INPROGRESS",
“type':""SDM",
"metadata':true
%,
"i1d":""38305435-0c9f-44fb-8fcl1-49a721124a2e"",
"status':" INPROGRESS™",
"type':""MSSharePoint",
"configuration':{

"sharePoint':{
"i1d":""'sap.sharepoint.com,2871e865-2041-4qa9-

bacc-46d09cc3249f,c031f3c0-6634-445a-9f63-92fFc5ad0ee21™,
""name' :""'210295",
"includePaths'": [
"/asift-test"
1

}
}
3

{
"id":"b763bc3e-cee7-4199-b79e-7c2311165198",

"status':"FINISHED",
"type':"'S3",
"configuration':{
"s3":{
"includePaths": [
"/test”
1

}
}

"id":""d766Fa0c-3ed0-4b1b-90d3-247293d22bb"",
"status':"" INPROGRESS",

“type":"SDM",

"metadata’:true

"id":""df98edbl1-a05b-49f2-afda-07b7b227F34d",
"status':" INPROGRESS",

""type":"WorkZone",

"metadata' :true

"id":"dfc58108-f07b-4fdd-9cd3-53831ad26e40",
"status':"FINISHED",
"type":"SFTP",
"configuration':{
"step':{
"includePaths'": [
"/test”
1

}
}
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5.4.2 Update Pipelines

Find out how to update pipelines.

Update Pipeline Content and Metadata

To manually trigger a pipeline to start the content update process, send a POST request to the endpoint
<url>/pipeline/api/vl/pipeline/trigger.

This endpoint supports 5 calls in 1 minute per tenant.

Request Body Example

¢3 Sample Code

{
"pipelineld":"4cf1049p-29ea-45c2-bc40-d3817621744e"",
"metadataOnly' :true
}
® Note

If metadataOnly isn't included or is set to false, both the content and the metadata are updated for the
specified pipeline.

If metadataOnly is set to true, only the metadata is updated.

Response Example

202 “Accepted”

Update Pipeline cronExpression and dataRepositoryMetadata
To update the cronExpression and the dataRepositoryMetadata of the pipeline, send a PATCH request to
the endpoint <url>/pipeline/api/vl/pipeline/{pipelineld}.
Request Body Example
¢3 Sample Code

{

"configuration™:{
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cronExpression™:"1 * * 1 *"

T
"metadata’:{

""dataRepositoryMetadata™: [

"key'":""purpose",
“value™: [
"updated-purpose"
1
}

1
}

Response Example

200 “Successfully updated pipeline”

5.4.3 Get Pipeline Status

See the list of all possible pipeline processing statuses and find out how to use the related Pipeline API

endpoints to get the current status for pipelines, executions, and documents.

Pipeline Status

The available statuses for pipelines are the following:

* NEW

* UNKNOWN

* INPROGRESS

* FINISHED

* FINISHEDWITHERRORS
* TIMEOUT

Pipeline Status Endpoint

GET <url>/pipeline/api/vl/pipeline/{pipelineld}/status

Response Example

200 “Returns the pipeline status for a pipeline ID”

"lastStarted":''2024-02-15T12:45:00Z2",

“"status':" INPROGRESS",

""createdAt' :"'2024-02-15T12:45:00Z2",
"lastCompletedAt' :"'2024-02-15T12:45:00Z2"

}
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Execution Status

The available statuses for executions are the following:

* NEW

* UNKNOWN

* INPROGRESS

* FINISHED

* FINISHEDWITHERRORS
* TIMEOUT

Execution Status Endpoints
GET <url>/pipeline/api/vl/pipeline/{pipelineld}/executions
->Tip

The optional header parameter lastExecution is also available.

Response Example

200 “Returns all executions in a specific pipeline”

{
"resources™: [
{ .. ]
“id":"uuid™,
""status':"" INPROGRESS",
"createdAt'':""2024-02-15T12:45:00Z",
"modifiedAt'":""'2024-02-15T12:45:00Z"
3
1.
"count':1
}

GET <url>/pipeline/api/vl/pipeline/{pipelineld}/executions/{executionld}
Response Example
200 “Returns the details for an execution ID in a specific pipeline”

Ilidll : lluuidll ,

"createdAt'':""2024-02-15T12:45:00Z",

"modifiedAt:"2024-02-15T12:45:00Z2",
"'status':" INPROGRESS"

Document Status

The available statuses for documents are the following:
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* TO_BE_PROCESSED

* INDEXED

* REINDEXED
* DEINDEXED
* FAILED

* FAILED_TO_BE_RETRIED

* TO_BE_SCHEDULED

Document Status Endpoints

GET <url>/pipeline/api/vl/pipeline/{pipelineld}/executions/{executionld}/documents
->Tip
For pagination support, use the optional header parameters $top and $skip

The optional header parameter $count is also available.

Response Example

200 “Returns the statuses for all documents in a specific pipeline and execution”

{
"resources™: [
"id"z"uuid"”,
"status'":"INDEXED",
"absoluteUrl*:"string",
“title”:"string”,
"metadatald”:"string",
"createdTimestamp':''2024-02-15T12:45:00Z2",
"lastUpdatedTimestamp':"'2024-02-15T12:45:00Z"
1,
"count':1
}

GET <url>/pipeline/api/vl/pipeline/{pipelineld}/executions/{executionld}/documents/
{documentld}

Response Example

200 “Returns the details for a document ID in a specific pipeline and execution”

"id":"uuid",

""viewLocation'":"location",
""downloadLocation":"location",
"status':"INDEXED",

"absoluteUrl*:"string",

“title":"string",

“"metadatald”:"'string",
"createdTimestamp':''2024-02-15T12:45:00Z",
"lastUpdatedTimestamp':"'2024-02-15T12:45:00Z2"

}
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GET <url>/pipeline/api/vl/pipeline/{pipelineld}/documents
->Tip
For pagination support, use the optional header parameters $top and $skip.

The optional header parameter $count is also available.

Response Example

200 “Returns the statuses for all documents in a specific pipeline”

{
"resources": [
{ .. ]
“id":"uuid",
"status':"INDEXED",
"absoluteUrl™:"string",
"title":"string",
"metadatald”:"string",
""createdTimestamp':"'2024-02-15T12:45:00Z",
"lastUpdatedTimestamp':"'2024-02-15T12:45:00Z"
1.
"count':1
}

Get <url>/pipeline/api/vl/pipeline/{pipelineld}/documents/{documentlid}
Response Example

200 “Returns the details for a document ID in a specific pipeline”

"id":"uuid™,

"viewLocation'":"location",
"downloadLocation':"location",

""'status' :""INDEXED",

"absoluteUrl™:"string",

“title":"string",

"metadatald":"string",
"createdTimestamp':''2024-02-15T12:45:00Z2",
"lastUpdatedTimestamp':"'2024-02-15T12:45:00Z2"

}

5.4.4 Delete Pipelines

Find out how to delete pipelines. Deletion is typically done when a pipeline is no longer required or needs to be

re-created with different settings.

To permanently delete a specific document grounding pipeline by its unique pipelineld, send a DELETE
request to the endpoint <url>/pipeline/api/vl/pipeline/{pipelineld}. After deletion, the pipeline,

its index content, and its configurations are irreversibly removed.

Integrating Joule with SAP Solutions
196 PUBLIC Set Up Document Grounding



Response Example

202 “Deletion request accepted and initiated successfully”

5.4.5 Enable Document Access Control for Microsoft
SharePoint

Find out how to enable document access control for the data repository Microsoft SharePoint.

The document grounding capability can mirror the access permissions from your data repository into the
grounding index. When you query Joule, document grounding returns only the documents that you're allowed
to see in the source system.

® Note

Document access control can be enabled only when using Microsoft SharePoint as your data repository.
Only the Saa$S version of Microsoft SharePoint is supported. On premise versions aren't supported.

This feature is only available with the following providers and regions:

* Amazon Web Services

* eulO - Europe (Frankfurt)
* Google Cloud

* eu30 - Europe (Frankfurt)

Additional Permissions

Access control requires additional Microsoft Graph permissions granted to your Entra ID app registration.
Before enabling access control for a pipeline, check if the following permissions are in place:

Microsoft Graph Permission Purpose Consent Required
Group.-Read.All Get security groups assigned to documents Admin
User.Read.All Resolve group membership for permission checks Admin

® Note

Group.Read.All User .Read.All are application permissions (not delegated). Both require admin
consent in your Entra ID tenant. They're required on top of the standard SharePoint pipeline permissions —
for example, Sites.Read.All.
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Enable Access Control for a Pipeline

Configuration Options

Set the parameter accessControlEnabled to true when creating a SharePoint pipeline. See also Set Up
Content Ingestion [page 178].

The following table describes the parameter accessControlEnabled:

Parameter Required Default Value Description

accessControlEnable No false Set to true to enable access control syn-

d chronization. If not enabled, the content is
publicly accessible by default. You can't set
accessControlEnabled back to false
once enabled.

A Caution

The default value of the parameter accessControlEnabled is false. If omitted, all indexed documents
are publicly accessible to any authenticated user. This parameter can't be changed after enabled — once
set to true for a pipeline, it can't be changed back to false.

Request Example

The following shows an example of a SharePoint pipeline with access control enabled:
¢3 Sample Code

curl \

--request POST \

—--url “<url>/pipeline/api/vl/pipeline” \

--header "Authorization: Bearer <access_token>" \

--header "content-type: application/json® \

--data "{'"type":"MSSharePoint", " configuration”:{" destination”:"<btp-
destination-name>","sharePoint":{"site":{""name':"'<sharepoint-site-
name>""}}, "accessControlEnabled" :true}}" \

—--cert <file_with_certificate> \

--key <file_with_key>

Response Example

The response is given as a JSON file that contains the ID of the created pipeline.

"pipelineld":"4cfd0478-29ea-45c2-bc40-d3817621744e™

The created pipeline starts ingesting data from the provided SharePoint site and synchronizes access
permissions on every pipeline run.
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Permission Updates

Permission data is refreshed on every pipeline run. If the pipeline runs daily, a permission change in SharePoint
(such as removing a user from a group) is reflected in document grounding within one day.

To synchronize permission changes more frequently, configure a shorter cronExpression interval for the
pipeline. For information on how to configure a cron schedule, see Set Up Content Ingestion [page 178].

Authorization

When you query Joule, document grounding checks the signed-in user's identity against the permissions
synchronized from SharePoint. Only the documents you're allowed to see in SharePoint are returned. Users
without access to any documents receive an empty result set — no authorization error is shown to the caller.

® Note

The signed-in user's IAS email address must match their email address in the Entra ID tenant. If they differ,
you can't access the documents you're otherwise allowed to view in SharePoint.

Permission Types

The following permission types are synchronized from SharePoint:

Permission Type More Information

Entra ID security groups Group object IDs and their members

Direct user assignments Individual user email addresses

Inherited permissions Effective permissions per item, including the permissions inherited from a

parent folder or site

® Note

Only the permission types listed in the preceding table are supported. Permission types such as classic
SharePoint groups, default sensitivity labels, and conditional access policies aren't supported.

Technical Constraints

The following technical limits apply to access control synchronization:
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Variable Maximum Limit More Information

Documents per pipeline run 1000 Documents beyond this limit aren't ingested in that run
Direct viewers per document 50 Individual user email addresses stored per document
Viewer groups per document 50 Entra ID groups stored per document

Total viewer groups per collection 50 Across all documents in the collection

Total viewers per collection 10,000 Direct viewers and group members combined
Members per viewer group 1000 Members stored per resolved Entra ID group

5.5 Manage Metadata Configurations

Find out how to use the Metadata Management API.

Use the Metadata Management API to manage data repository configurations and add custom metadata to
documents within each configuration. Once the pipeline is created with metadata configuration, documents
are stored with the added custom metadata.

® Note

For now, metadata configurations can be created only when using Microsoft SharePoint as your data
repository.

Related Information

Metadata Configuration [page 200]
Metadata Configuration Documents [page 203]
Create Pipelines with Metadata Configuration [page 205]

5.5.1 Metadata Configuration

Find out how to create and manage your metadata configurations.

Create Metadata Configuration

To create a new configuration for the data repository, send a POST request to the endpoint <url>/pipeline/
metadata/api/vl/configurations. This configuration can be created with labels, which are custom
metadata that can be linked to each pipeline's metadata and further the collection level metadata. The labels
are optional fields.
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Request Body Example
{

"id":"'string",
“name':"'string”,
"destinationName":"string",
"dataRepositoryType':""MSSharePoint",
"includePaths": [

""/site/documents’,

""/shared/team"

"iabels":[

"key' :"department",
"value":"finance"

}
1
}

Response Example
202 "Accepted”

- Tip

See the metadata configuration ID in the Location header.

400 “The specification of the resource was incorrect’

Get All Metadata Configurations

To list all metadata configurations created, send a GET request to the endpoint <urll>/pipeline/

metadata/api/vl/configurations

Request Example
Request Parameters:
* $top (integer)

¢ $skip (integer)

* S$count (boolean)
Response Example

200 “Paginated list of configurations”

“count'':1,
"resources": [
{

"id":"string"”,
"name':"'string”,

"destinationName'":"string",

"dataRepositoryType':""MSSharePoint",

“includePaths: [
""/site/documents™,
""/shared/team"

1.
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"labels": [
{

“"key'':"'department™,
“value':"finance"

3
1. ]
“"enumerationStatus':""IN_PROGRESS™"

}
1
}

400 “The specification of the resource was incorrect”

Get Metadata Configuration Details

To get the details that are associated with a specific metadata configuration ID, send a GET request to the
endpoint <url>/pipeline/metadata/api/vl/configurations/{metadataConfigld}.

Request Example

Request Parameters: metadataConfigld (string)

Response Example

200 “Configuration found”

{ .. ]

"id":'string”,
"name":"string",
"destinationName":"string",
"dataRepositoryType':""MSSharePoint",
"includePaths: [

"/site/documents',

"'/shared/team"
1

"’abels":[

"key' :"department",
"value™:"finance"
] ¥
e numerationStatus':" IN_PROGRESS"
3

400 “The specification of the resource was incorrect”

404 “Configuration not found”

Delete Metadata Configuration

To delete a metadata configuration created, send a DELETE request to the endpoint <url>/pipeline/
metadata/api/vl/configurations/{metadataConfigld}.

Request Example

Request Parameters: metadataConfigld (string)
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Response Example

202 “Configuration deletion initiated”

404 “Configuration not found”

409 “Pipelines exist for this configuration. Delete the pipelines before deleting the configuration”

500 “Internal server error during deletion of configuration”

5.5.2 Metadata Configuration Documents

Find out how to manage the documents that are associated with your metadata configurations.

Get All Metadata Configuration Documents

To list all documents that are associated with a specific metadata configuration ID, send a GET

request to the endpoint <url>/pipeline/metadata/api/vl/configurations/{metadataConfigld}/
documents. The valid document details from the data repository configured are extracted and saved for that
metadata configuration.

Request Example
Request Parameters:

* metadataConfigld (string)
* absolutePath (string)

* $top (integer)

¢ $skip (integer)

* S$count (boolean)

Response Example

200 “List of documents”

{

“"count'':1,
“resources™: [

"id":"3cbha7512-b07a-58e6-a442-c83996a0b3bb",
“title":"Quarterly Report",
"absoluteFilePath:""/sites/team/finance/Ql/report._pdf",
"createdTimestamp':'"2025-08-28T06:15:30Z",

""type' :"FOLDER",

"metadata: [

"key'":"contentObjectld",
“value": [
"some-id"

15
"matchMode’ : ""ANY""

}
1

Integrating Joule with SAP Solutions
Set Up Document Grounding PUBLIC 203



Get Details of a Metadata Configuration Document

To get the details of a specific document ID that is associated with a specific metadata configuration
ID, send a GET request to the endpoint <url>/pipeline/metadata/api/vl/configurations/
{metadataConfigld}/documents/{documentid}.

Request Example

Request Parameters:

* metadataConfigld
* documentlid

Response Example

200 “Document details”

{
"id":"3cba7512-b07a-58e6-a442-c83996a0b3bb",
"title":"Quarterly Report",
"absoluteFilePath:"/sites/team/finance/Q1l/report.pdf",
“createdTimestamp™:""2025-08-28T06:15:30Z2",
""type" :""FOLDER",
"metadata:[
{
"key':"contentObjectld"”,
“value™: [
"'some-id"
1.
“matchMode™ - ""ANY""
3
1
3

400 “The specification of the resource was incorrect”

404 “Document or configuration not found”

Add Custom Metadata to Document

To add custom metadata at document level, send a PATCH request to the endpoint <url>/pipeline/
metadata/api/vl/configurations/{metadataConfigld}/documents. After a pipeline is created for
the metadata configuration, the custom metadata added is automatically attached to the document's
metadata when it's indexed, vectorized, and stored in the vector database.

Request Example

Request Parameters: metadataConfigld
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-> Remember

Set the Content-Type request header to "application/merge-patch+json".

Request Body Example:

{

“value™: [

"i1d":""550e8400-e29b-41d4-a716-446655440000"",
"metadata: [

{
""key'" :"contentObjectld",
“value": [
"'some-id"
1.
""matchMode™ - ""ANY""
3

1
}
1
}

Response Example

200 " Batch patch applied successfully”

L
"id":""'550e8400-e29b-41d4-a716-446655440000",
"metadata’: [

"key'":"contentObjectid",
“value™: [
"some-id"
1.
“"matchMode™ : ""ANY""
}
1
}
1

400 “The specification of the resource was incorrect”

5.5.3 Create Pipelines with Metadata Configuration

Use the parameter metadataConfigld to create pipelines with metadata configuration.

The pipeline is created using the configured data repository for the metadata configuration ID. The documents
are indexed and vectorized from the data repository. The custom metadata added at document level during
metadata configuration is also saved as the document's metadata in the vector database.

To create your pipelines, send a POST request to the endpoint <url>/pipeline/api/vl/pipeline adding
the configuration parameter metadataConfigld in the request body.

Request Body Example
{
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"type'':"metadata",

"configuration':{
"metadataConfigld":""'550e8400-e29b-41d4-a716-446655440000",
""cronExpression':"0 */23 * * *"

}
}

-> Remember

The cronExpression parameter is optional.

Response Example

201 “Returns pipeline ID.”

“pipelineld”:"4cfd0478-29ea-45c2-bc40-d3817621744e""

5.6 Metering and Pricing

Find out about metering and pricing for the document grounding capability.
->Tip

The metering and pricing details presented here are relevant only to users of the data-manager service
plan for enterprise accounts.

Usage Metric

The document grounding capability is metered monthly based on the predefined usage metric — records.

One record corresponds to one 50-MB block of data uploaded to the cloud service. For pricing purposes, one
record is equivalent to 0.005 Al units.

The following table shows examples of how the size of an uploaded document determines the number of
records:

Document Size Number of Records
45MB 1
80MB 2
105 MB 3
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® Note

For the ServiceNow (SNOW) data repository, each uploaded Knowledge Base Article in HTML format (less
than 50 MB) is charged as 1 record.

Price Calculation

The total monthly price for the document grounding capability is calculated as follows:

¢ Number of records for the month * 0.005 * price per Al unit

® Note

The number of records for the month is the total number of records added to the cloud service during that
month plus any records carried forward from the preceding month. Records remaining in the cloud service
at the end of one month are automatically carried forward to the next.

If you delete uploaded documents, they're removed from the cloud service. However, they're not deducted
from the total number of chargeable records for the month in which you delete them. Deleted documents
aren't carried forward to the following month.

Examples

Key Elements of the Monthly Price Calculation

The following table illustrates how the number, size, and deletion of documents affect the number of records
used in the monthly price calculation.

Number of Docu-

ments Uploaded in Number of Docu- Calculation of

Month Size Per Document ments Deleted Number of Records Monthly Price

1 50 MB 0 1 1% 0.005 * price per Al
unit

1 52 MB 0 2 2 *0.005 * price per Al
unit

10 5MB 0 10 10 * 0.005 * price per
Al unit

25 50 MB 10 25 25*0.005 * price per
Al unit

25 51 MB 10 50 50 * 0.005 * price per
Al unit
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Monthly Price Calculation Including Records from Earlier Months

Let's say you start using the cloud service in June. At the outset, there are no documents in the service. Over
the course of the month, you upload documents equivalent to a total of 10 records. Before the end of June, you
delete documents equivalent to 5 records, leaving 5 records in the cloud service at the end of the month.

In this case, the monthly charge for June is calculated as follows:

¢ Total number of records added to cloud service in current month (10) * 0.005 * price per Al unit

-> Remember
Deleting documents reduces the number of records in the cloud service. But it doesn’t change the total
number of records for the current month.
The 5 records in the cloud service at the end of June are carried forward to the following month. These records
now count toward the total number of records for July.
In July, you again upload documents equivalent to a total of 10 records and delete the equivalent of 5.
The monthly charge for July is calculated as follows:

* (Number of records carried over from previous month (5) + total number of records added to cloud service
in current month (10) = 15) * 0.005 * price per Al unit

The number of records remaining at the end of July is calculated as follows:

¢ (Number of records carried over from previous month (5) + total number of records added to cloud service
in current month (10) = 15) — number of records deleted during month (5) =10

These 10 records are carried forward to August.
This process applies for all subsequent months.
- Tip

Use the Al Estimate .

Related Information

SAP Al Services List#
SAP Discovery Center

5.7 Supported Regions

Find out in which providers and regions the document grounding capability is available.
The document grounding capability is available in the following Amazon Web Services regions:

* aplO - Australia (Sydney)
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¢ apll - Asia Pacific (Singapore)

* brlO - Brazil (Sdo Paulo)

¢ eulO - Europe (Frankfurt)

* eull - Europe (Frankfurt) - EU Access Only
* jpl0 - Japan (Tokyo)

¢ uslO-USEast (VA)

The document grounding capability is available in the following Google Cloud regions:

¢ ap30 - Australia (Sydney)
* eu30 - Europe (Frankfurt)
® in30 - India (Mumbai)

* jp31- Japan (Tokyo)

* sa30 - KSA (Dammam)

A Caution

For now, the large language models (LLMs) used by the document grounding capability are deployed
outside of the Google Cloud sa30 region.

* us30 - US Central (IA)
The document grounding capability is available in the following Microsoft Azure regions:

* ap20 - Australia (Sydney)

® ap2l- Singapore

¢ ¢eu20 - Europe (Netherlands)
* us2l-USEast (VA)

The document grounding capability is available in the following SAP Cloud Infrastructure regions:
¢ euOl - Europe (Frankfurt) - EU Access Only
->Tip

For more information, see Regions in the SAP BTP documentation.
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6 Multi-System Support

Joule can connect to multiple SAP back-end systems simultaneously, enabling users to work across different
environments from a single interface.

Multi-system support allows Joule to integrate with multiple SAP systems of the same type, such as
development, test, and production environments, or multiple production systems serving different regions,
brands, or business units.

Organizations typically operate multiple SAP systems to support their business operations. Employees often
need access to several systems simultaneously to perform their daily tasks.

Business Scenarios

Common scenarios include:

* Multiple Production Environments
Global organizations may operate separate production systems for different regions, business units, or
product brands. For example, a manufacturing company might maintain distinct systems for European
and North American operations, each handling financial transactions, procurement, and inventory
management for their respective markets.

¢ Multiple Clients Within Systems
A single physical system can host multiple logical clients (such as client 001 for one business area
and client 002 for another), each representing a separate business environment with its own data and
configurations.

Without multi-system support, Joule would be limited to connecting to a single system, restricting its
usefulness for organizations with complex system landscapes.

How Multi-System Support Works

Multi-system support relies on the integration between Joule, SAP BTP formations, and SAP Build Work Zone:

1. Formation Configuration
Systems are registered in the SAP BTP account using the formations mechanism. The formation defines
which back-end systems are connected to the Joule tenant.

2. System Information Distribution
Joule retrieves system information from the formation configuration, including which systems are available
and what scenarios (actions) users can execute in each system.

3. Role and Permission Mapping
User roles and permissions are identified from the back-end systems and matched with available
scenarios. Joule determines which systems each user has authorization to access based on their role
assignments.

Integrating Joule with SAP Solutions
210 PUBLIC Multi-System Support



4. Work Zone Integration
SAP Build Work Zone provides content metadata (Common Data Model) that includes user information,
roles, navigation targets, and other metadata. The formation mechanism links the Work Zone environment
to Joule, enabling access to this content.

When a user makes a request, Joule identifies which systems the user can access and which scenarios are
available in those systems, then routes the request to the appropriate back-end system.

System Disambiguation

When a user has permission to execute the same scenario in multiple systems (for example, creating a sales
order in both European and North American systems), Joule must determine which system to use. This
process is called system disambiguation.

Joule attempts to automatically identify the correct system based on conversation context, user input, and
configured system metadata. If automatic selection is not possible, Joule prompts the user to select the target
system.

For more information about how system selection works, see Multi-System Disambiguation [page 214].

Prerequisites

Before configuring multi-system support, ensure:

* Multiple systems of the same type are available and ready for integration with Joule.
¢ All systems are connected to the same SAP Cloud Identity Services tenant.

¢ SAP Build Work Zone is properly configured and integrated with your systems.

* Required SAP BTP destinations are configured for each system.

¢ Userroles and permissions are assigned in each back-end system.

Supported Systems

Multi-system support is currently available for SAP S/4HANA Cloud Private Edition systems.

® Note

Contact your administrator or refer to the latest release information to confirm which system types are
supported in your environment.
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Configuration Overview

Setting up multi-system support involves:

Including systems in the Joule formation
Configuring SAP BTP destinations for each additional system
Mapping system names to Work Zone content provider identifiers

~ow oo

Configuring system metadata to support automatic disambiguation (optional but recommended)

For detailed setup instructions, see Setting up Additional SAP S/4HANA Cloud Edition Systems [page 212].

6.1 Setting up Additional SAP S/4HANA Cloud Edition
Systems

With the multi-system support, Joule can be integrated with more than one SAP S/4HANA Cloud Edition
Systems.

This procedure describes how to set up additional SAP S/4HANA Cloud Edition Systems or clients to work with
Joule.

® Note

Multi-system support is available for SAP S/4HANA Cloud Private Edition. Contact your administrator or
refer to the latest release information to confirm which system types are supported in your environment.

Setting up Additional SAP S/4HANA Cloud Private Edition Systems

Configure multiple SAP S/4HANA Cloud Private Edition systems to enable Joule multi-system support.

To enable Joule multi-system support, you must configure SAP BTP destinations for each additional system,
include the systems in the Joule formation, and map system names to SAP Build Work Zone content provider
identifiers.

This procedure describes how to set up additional SAP S/4HANA Cloud Private Edition systems or clients to
work with Joule.

A Caution

Do not re-run the Joule Booster for the any additional SAP S/4HANA Cloud Private Edition.

Prerequisites

¢ Asingle system or client must be configured within the SAP S/4HANA Cloud Private Edition system. For
more information, see Integration with SAP S/4HANA Cloud Private Edition [page 56].
To confirm your setup, see Include or Exclude a System in the Joule Formation in Run the Joule Booster
[page 20].
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* Follow the steps outlined for Integration with SAP S/4HANA Cloud Private Edition , from the Integration
Steps, skip the step number 8 Run the Joule Booster & 9 Configure Destinations.

Steps

1. With the multi-system support, each additional SAP S/4HANA Cloud Private Edition system in Joule
requires the same number of SAP BTP destinations to be configured to point to their respective SAP
S/4HANA Cloud Private Edition system or client.

SAP BTP Destinations do not allow destinations with the same name, therefore it is required to create
new SAP BTP destinations with the SAP S/4HANA Cloud Private Edition system name as a suffix. This is
required to ensure that the destination name remains consistent and identifiable by administrators.

2. Rename the default destination S4HANA_PCE_SSO created for the Joule integration.

For example, if the system name is QZ2002, then put QZ2002 as suffix to the destination, new destination
name: S4HANA PCE_SSO_Qz2002.
Leave all other configurations as they are.

® Note

For the additional destinations, follow a similar approach placing the system name as the suffix. For
example, if the additional SAP S/4HANA Cloud Private Edition system is QT6970, then ensure that new
destination follows the same naming convention: S4HANA_PCE_SSO_QT6970.

3. Enable the multi-system Joule integration by including the additional systems into the Joule Formation, so
that the Joule Integration will be enabled with multi-system connectivity. Follow the steps to include a new
system as outlined Include or Exclude a System in the Joule Formation.

4. Once the system has been included and the formation has been synchronized, the newly selected system
will be added to the formation.

5. Repeat steps 3 to include additional SAP S/4HANA Cloud Private Edition systems / clients in Joule.
6. Mapping the Custom System Name.

® Note

The system name is a Joule concept, which is used to identify the SAP S/4HANA Cloud Private Edition
system/client that is integrated with Joule. For existing customers, it is possible that the system name
doesn't match the CDM Content provider identifier.

How to fetch the CDM content provider identifier:

1. Get the CDM Provider details from SAP Build Work Zone by navigating to the Instances and
Subscriptions screen in the SAP BTP subaccount.

2. Select the link to SAP Build Work Zone subscription under the application list, the instance which was
created as part of Create SAP Build Work Zone Application and Instance.

3. Inside the SAP Build Work Zone, select Channel Manager in the left pane. It will launch the Content
Channels screen.

4. Note the ID of the SAP S/4HANA Cloud Private Edition system which has been configured during the
content provider creation Create a Content Provider.

7. Update the custom system name in the Joule Admin Center.

® Note

Ensure that the Joule tenant admin roles are assigned to launch the Joule Admin Center. For more
information, see Joule Admin Center.
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After the roles have been assigned, launch the Joule Admin Center and get the URL as outlined in Joule
Admin Center.

Select the Digital Assistant, in the Digital Assistant view and choose Edit in the top-right corner.
Select the System Name.
Under Select System Type, select sap.s4pce.

In the Edit view, enter the Custom System Name which is the Content Channel ID from the list of
content channels displayed in SAP Build Work Zone.
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5. After you have entered all values, choose Save, the updated mapping will appear in the screen.
8. Update the custom destination name in the Joule Admin Center.

1. Select the Digital Assistant (sap_digital_assistant), in the Digital Assistant view and choose Edit in the
top-right corner.

2. Select the Destination.

3. Inthe Edit view, for the System Type sap.s4pce, select the Custom Destination from the drop down
which was created in the Step 2 above.

4. After you have selected the Destinations for all required Systems, choose Save, the updated mapping
will appear in the screen.

Joule is now ready to support a multi-system environment and has been enabled to connect to multiple SAP
S/4HANA Cloud Private Edition systems or clients. You can now start a conversation using Joule (Joule plugin
that was activated as part of the setup) on the SAP Fiori launchpad.

When multiple SAP S/4HANA Cloud Private Edition systems are connected and a user is assigned identical
roles in more than one system, Joule performs system disambiguation. For more information, see Multi-
System Disambiguation.

If a user request can be executed in multiple systems, Joule prompts the user to select the appropriate target
system before continuing. This ensures that the request is processed in the correct system context.

6.2 Multi-System Disambiguation

Joule automatically identifies the correct system for user requests or prompts users to select when multiple
systems are available.

How Joule Selects Systems

When a request is made in Joule (for example, Show my expenses), Joule determines which back-end system
to use through the following process:

Automatic System Selection
Joule uses artificial intelligence to automatically select the correct system when:

* System context is clear: The user's request matches a specific system's purpose or location

* Conversation history: Previous interactions in the conversation indicate which system the user is working
with
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* Access permissions: Based on which systems the user has authorization to use
¢ Additional system metadata: Metadata provided by system administrator.

Example: If a user requests, Show expenses for the Munich office, Joule intelligently identifies the
appropriate finance system for Munich operations and automatically routes the request to the authorized
back-end source based on the user's access rights.

System Selection Messages

When Joule automatically selects a system, the user will see a system selection message indicating which
system is being used : Using Orion Finance for this request.

Users will always know which system Joule is interacting with on their behalf.

Manual System Selection

When Joule cannot confidently determine the correct system, the user will be presented with a system
selection card. This occurs when:

* Multiple systems can fulfill the user's request
* Theuser's request is ambiguous regarding which system to use

* System context information is not sufficient for automatic resolution
System Selection Card

The selection card displays available systems with the following information:

Field Description Example
System Title User-friendly name for the system Orion Finance
System Description Purpose and context of the system Financial system for EMEA region,

Mini brand transactions

System ID Technical identifier ccs

To select a system: Choose the system card that matches the intended target.

Combined Scenario and System Disambiguation

In some cases, both selections may be required:

* The action (scenario) to perform
* The system on which to perform it

Joule handles this sequentially:

* Select the scenario if multiple actions match the request
* Select the system if multiple systems are available for the action
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Tips for Better Results

Help Joule select automatically

To help Joule identify the correct system, users should include the relevant context in their request:

Instead of... Try...

Show my expenses Show my expenses for the Munich office
Create a purchase order Create a purchase order in the EMEA system
Check inventory Check inventory for the Mini brand

System selection behavior

1. The available systems are determined by access permissions. Only systems for which the user is
authorized will be visible

2. System selection persists within a conversation: Once a system is selected, subsequent related requests
may continue using that system

3. The system can be verified by checking system selection messages to confirm which system is being used
4. If needed, a new conversation can be started to reset any previous system selections

Troubleshooting

The required system is not being displayed

* Access to the system may not have been granted

* The administrator should be contacted to verify access rights
Joule keeps selecting the wrong system

* The request should be made more explicit by including the location, brand, or system name
* A new conversation should be started to reset the context
* The administrator should be contacted to review system descriptions

No system selection messages are being displayed

* The feature may not have been enabled in the current environment

¢ The administrator should be contacted to verify that the feature is active

6.2.1 Configuring System Descriptions

Configure system titles and descriptions to help Joule automatically identify the correct system for user
requests.

When a user makes a request that can be executed in multiple systems, Joule first attempts to automatically
identify the correct system based on context information from the conversation history and memory. Only if
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automatic selection is not possible does Joule present the user with a disambiguation request to manually

select a system.

The automatic system selection process interprets system metadata configured by administrators. Well-
defined system titles and descriptions significantly improve Joule ability to automatically route requests to
the correct back-end system, reducing the need for manual user intervention.

Prerequisites

Before configuring Joule multi-system disambiguation, ensure:

¢ Joule Multi-System Enablement is Active

* Multiple systems of the same type are connected to your Joule tenant. For more information, see
Setting up Additional SAP S/4HANA Cloud Edition Systems [page 212].

* System Infrastructure Requirements

* All' systems are connected to the same SAP Cloud Identity Services tenant. For more information
about configuring SAP Cloud Identity Services, see Configure Trust to the Identity Authentication

Tenant.

® Your systems are integrated with SAP Build Work Zone. For more information about SAP Build Work
Zone integration, see SAP Build Work Zone and SAP Start .

* Role-Based Access

¢ Joule system IDs align with the SAP Build Work Zone content provider IDs. For more information about
mapping system names to content provider identifiers, see Setting up Additional SAP S/4HANA Cloud
Edition Systems [page 212].

* Users have appropriate permissions configured per system.

* Role-based filtering is applied correctly for each system.

Configuring System Metadata

To configure system metadata, open the Joule Admin Center, navigate to Systems Configuration, and configure

the following attributes.

System Context Fields
Field

Source

Description

Example

System ID

Auto-populated from Provi-
sioning Service

Unique technical identifier

CC3

System Title

Manually configured

User-friendly display name

Orion Finance

System Description

Manually configured

Detailed context for LLM

Financial system for EMEA
region
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Best Practices for System Descriptions

The automatic system selection process uses artificial intelligence to interpret system descriptions and match
them against user requests. The more specific and differentiated your descriptions, the better Joule can

automatically select the correct system.
Effective system descriptions should include:

* Geographic Information
* Located in Munich, Germany
* Serves the EMEA region
* North America operations
* Business Purpose
* Handles all financial transactions for the brand
* HR system for manufacturing employees
* Procurement system for raw materials
* Organizational Context
* Company code 1000
* Legal entity ABC GmbH

¢ Division: Automotive

Example Descriptions

* Good Description: Financial system for EMEA region, handles accounts payable and receivable for the

automotive brand. Located in Munich, Germany. Company code 1000.

* Poor Description: Finance system

Too generic - doesn't differentiate from other finance systems.

* Good Description: HR system for North American manufacturing employees. Handles payroll, benefits, and

time tracking for plants in Detroit, Chicago, and Toronto.

* Poor Description: HR system for NA
Too brief - missing key differentiating details.
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7  Troubleshooting

This section contains information that helps you troubleshoot problems in Joule.

Joule screen is blank

Root Cause

You are using Corporate Identity Provider (like Azure AD or OKTA) for user login.

Solution

* Make sure you have set your Corporate Identity Provider as the Default Identity Provider for Joule
application in the Identity Authentication.
For more information, see Choose Default Identity Provider for an Application.

Joule Navigation button is missing after a successful Jobrun or Jobsync

Solution

* Open SAP Build Work Zone application in your SAP BTP subaccount and select Content Channel that you
have created for your product integration.

* Ensure to select the Token Service URL Type as Dedicated.
* Manually refresh SAP Build Work Zone application to check if service provider details are updated.

Joule is in a different BTP subaccount than SAP Build Work Zone

* Forthe integration of Joule with SAP Build Work Zone, if Joule is subscribed in one subaccount and
SAP Build Work Zone is subscribed in another one, to seamlessly be able to allow this cross-subaccount
configuration Joule configures the navigation service of SAP Build Work Zone.

* | ®Note

For Joule setup post October 13, 2025, you don't need to configure the navigation service destination
and this behavior is be supported. For more information, see Run the Joule Booster [page 20].

* Inthe case you have the navigation service destination already configured, please refer to User Propagation
between Cloud Foundry Applications to allow support for user propagation support.
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8 Constraints for Joule

All constraints applicable to Joule are listed in this section. These constrains will provide you better
understandability of Joule.

The following constraints apply for Joule:
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Joule requires a trust configuration of type OpenID Connect with your Identity Authentication tenant.
SAML based trust is not supported.

The domain of the Identity Authentication tenant used for setting up trust configuration in SAP BTP
subaccount should be same as the IAS domain for the SAP product.

It is not possible to create trust to the same Identity Authentication tenant based on SAML and OIDC in
parallel. If you have to set up SAML trust to your application, you can create the Joule subscriptionina
different subaccount and set up OIDC trust with the same IAS tenant that is linked with the application.

® Note

The domain of the Identity Authentication tenant used for setting up trust configuration in the SAP BTP
subaccount should be the same as the IAS domain used for integration with the parent SAP product.

Joule uses SAP Build Work Zone for navigational scenarios. This implies that Identity Provisioning Service
(IPS) must be enabled and configured for user assignment to the navigation content.

Users can send up to three thousand requests per minute to Joule. Once the rate limit is reached, any
subsequent requests will return an error code until enough time has passed for the call count to drop below
the limit.

Joule can be integrated with different editions of SAP Build Work Zone, however you can only integrate

one Joule instance with one SAP Build Work Zone instance. When running the Joule booster, you cannot
include multiple Work Zone instances to the same Joule setup.

® Note

To integrate Joule with both standard and advanced SAP Build Work Zone editions, you can create an
additional subscription to Joule in another subaccount and use one edition per subaccount.

If you have a subscription to both SAP Build Work Zone standard edition and SAP Build Work Zone
advanced edition on the same subaccount, you might notice that the after integrating Joule with one
edition, the Joule site setting becomes enabled on the other edition. Please note, that running Joule on the
other edition is not supported and might yield unexpected results.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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