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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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Home Page 

**Ongoing ** SAP Concur Homepage Changes 
 

Information First Published Information Last Modified Feature Target Release Date 

December 4, 2020 January 19, 2024 Q4 2021 – January/February 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q4, 2021, SAP Concur began redirecting clients to a new homepage. The 
appearance of the new homepage is identical to the previous SAP Concur homepage. 
The new homepage has enhanced functionality when services become temporarily 
unavailable. 

The roll out of the new homepage is phased: 

Phase 1: In October of 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the US Datacenter to the new 
homepage.  

Phase 2: In December 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the EU Datacenter to the new 
homepage. 

Phase 3: In late January/early February 2024, SAP Concur will begin 
redirecting the remaining clients in the US and EU datacenters to the new 
homepage. The remaining clients include those with Concur Travel standalone 
or Concur Travel with Expense, Invoice, and/or Request. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change ensures that the SAP Concur homepage is available even when some 
services are unavailable and improves the consistency of the sign in experience. 

What the User Sees 

With the old homepage, when a user signs into their SAP Concur products, they see 
their homepage. 

NOTE: The appearance of the homepage varies depending on which products and 
services are enabled for the client and the permissions assigned to the user. 
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Example Home Page 

 

If some products or services are unavailable while other products and services are up 
and running, a modified version of the user’s homepage similar to the following 
appears:  
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After a client is migrated to the new homepage, if one or more services are 
unavailable, when a user signs in to their SAP Concur products, they will see the 
usual homepage, but if the user navigates to a page for a service that is unavailable, 
they will see a page similar to the following: 

 

After migration to the new homepage, if all services are available, this change is 
transparent to the user and they see a homepage that is identical to the pre-
migration homepage. 

Configuration / Feature Activation 

This change occurs automatically; there are no configuration or activation steps.  

In-Product Help 

Link to Service Description Guide to be Removed from Help 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 January 12, 2024 January 16 – 19, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Between January 16 and January 19, 2024, SAP Concur will remove the link to the 
Service Description Guide from the Help menu in SAP Concur solutions. 

BUSINESS PURPOSE / CLIENT BENEFIT 

The SAP Concur Service Description guide is now available from the SAP Trust 
Center, so the link within SAP Concur Solutions is no longer necessary. 

https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?sort=latest_desc&tag=agreements:product-use-support-terms/service-description-guides
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?sort=latest_desc&tag=agreements:product-use-support-terms/service-description-guides
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End-User Experience 

The end user will no longer see a link to the SAP Concur Service Description Guide in 
Help. 

Before Example 

 

After Example 

 

Configuration / Feature Activation 

This change will occur automatically. 
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Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense, Invoice, Request | Professional & Standard 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.  

SAP Concur Integrations 

Microsoft Dynamics 365 Business Central Fields Updated 
 

Information First Published Information Last Modified Feature Target Release Date 
January 19, 2024 -- Late 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Professional & Standard 

Overview 

For clients with the Microsoft Dynamics 365 Business Central integration with SAP 
Concur, the accounting fields on the Accounting page have been updated. 

 For more information, refer to the Shared: Microsoft Dynamics 365 Business 
Central Integration setup guide. 

BUSINESS PURPOSE / CLIENT BENEFIT 

The updated fields better support the Microsoft Dynamics 365 Business Central 
integration with SAP Concur solutions. 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
https://www.concurtraining.com/customers/tech_pubs/Integration/Shr_SG_Microsoft_365_Business_Central.pdf
https://www.concurtraining.com/customers/tech_pubs/Integration/Shr_SG_Microsoft_365_Business_Central.pdf
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Admin Experience 

When the admin navigates to the Accounting page in SAP Concur solutions, they 
see the new field labels. 

Example of Previous Fields 

 

Example of Updated Fields 

 

Configuration / Feature Activation 

This change occurred automatically. 
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SAP Cloud Identity Services into SAP Concur 
 
Information First Published Information Last Modified Feature Target Release Date 

November 9, 2023 January 19, 2024 Phase 1 - January 16, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

 

Applies to: 

Expense, Invoice, Request, Travel & Expense | Professional & Standard 

Overview 

SAP is making it easier for you to integrate identity and access management (IAM) 
between systems. As of January 16, 2024, SAP Cloud Identity Services, including 
Identity Authentication and Identity Provisioning, are now available to SAP Concur 
customers who have purchased one of the SAP cloud solutions which bundle Identity 
Authentication and Identity Provisioning. The goal is to provide a seamless single 
sign-on (SSO) experience across SAP systems while ensuring that system and data 
access are secure. Both customers who use their own identity provider (third-party 
IdP) and those who don't have their own IdP can integrate with SAP Cloud Identity 
Services. 

The provisioning of a tenant with Identity Authentication and Identity 
Provisioning services is triggered when a customer creates a case. Before creating a 
case, customers need to check with their SAP Concur account team to determine if 
they are eligible for provisioning of a tenant with Identity Authentication and Identity 
Provisioning services.  

Once the tenant provisioning is completed, the customer can complete the 
configuration of Identity Authentication as SSO for SAP Concur and Identity 
Provisioning for SAP Concur as a target system from within the SAP Cloud Identity 
Services administration console. 

NOTE: You must create a case to set up Identity Authentication and Identity 
Provisioning tenant provisioning for your SAP Concur entity even if you 
already have existing Identity Authentication and Identity Provisioning 
tenants from other SAP solutions. 

For customers that have an existing tenant with Identity Authentication and Identity 
Provisioning services, the tenant will be reused. With the Identity Authentication and 
Identity Provisioning services, customers can configure Identity Authentication as 
single sign-on for centralized authentication and Identity Provisioning for seamless 
user management with SAP Concur products. This configuration will enable the 
creation and provisioning of users, as well as single sign-on (SSO) functionality to all 
SAP business applications. 

This process supports the following configurations: 

New or existing Concur Expense, Concur Request, Concur Invoice, and/or 
Concur Travel & Expense customers that have at least one existing tenant of 
SAP Cloud Identity Services 
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NOTE: Concur Travel-only is not supported for Phase 1. 

BUSINESS PURPOSE / CLIENT BENEFIT 

Identity Authentication enables authentication and SSO for users in the cloud, 
simplifying user experience. Business users in cross-application business scenarios 
will only need to log in once versus maintaining a login for each application. Identity 
Authentication offers centralized security for authentication and SSO for protecting 
system-to-system communication.  

Identity Provisioning manages identity lifecycle processes seamlessly by allowing 
clients to provision identities/users from a source system to SAP Concur. Maintaining 
users in multiple systems across a heterogeneous landscape will be obsolete.  

Identity Provisioning is a centrally administered user management and identity 
provisioning service which is key for an end-to-end integration. Global User ID (or 
User UUID) is a unique id that helps to integrate user-related data across system 
boundaries seamlessly. Global User ID can either be created by the customer using 
Identity Authentication or it can be provided by the customer. Customers will benefit 
from the simple configuration and the central user management.  

Configuration / Feature Activation 

This integration is available for new or existing SAP Concur customers with 
Professional Edition or Standard Edition that also have existing SAP Cloud Identity 
Services.  

 For more information about SAP Cloud Identity Services into SAP Concur, 
including information about creating a case, refer to the SAP Concur Bundle 
and SAP Concur Integration Scenario topics in the SAP Help Portal.   

SAP Concur User Assistance 

**Ongoing** Links From the SAP Concur Solutions UI to Product 
Documentation Being Removed 

 

Information First Published Information Last Modified Feature Target Release Date 
May 12, 2023 January 12, 2024 Ongoing in 2023-2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Some pages in the SAP Concur solutions UI include links to product documentation 
or other content. In June 2023, SAP Concur began removing these links. Work to 
remove the links will continue in 2024. 

https://help.sap.com/docs/identity-provisioning/identity-provisioning/sap-concur-bundle?q=sap%20concur%20bundle
https://help.sap.com/docs/cloud-identity/system-integration-guide/sap-concur-integration-scenario
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The SAP Help Portal is the central source for all product documentation, release 
notes, and other content. SAP Concur clients can use the SAP Concur page on the 
SAP Help Portal to find the complete library of SAP Concur solutions documentation.  

BUSINESS PURPOSE / CLIENT BENEFIT 

Because the links to product documentation from the SAP Concur solutions UI point 
to English-only content, the experience is not optimal for users that view the UI in 
languages other than English. In addition, direct links to a single document prevent 
the user from viewing and navigating the entire content library.  

To align with SAP best practices, in June 2023, SAP Concur began removing direct 
links from the SAP Concur solutions UI that point to product documentation on 
concurtraining.com. This process will continue in 2024. 

Admin and End-User Experience 

SAP Concur solutions UI pages with links to product documentation will be updated 
to remove the links.  

Example 

 

Configuration / Feature Activation 

This change is being made in phases, starting in 2023 and continuing in 2024. 

https://help.sap.com/docs/SAP_CONCUR
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Translations Available for Security Content 
 

Information First Published Information Last Modified Feature Target Release Date 
January 19, 2024 -- February 5, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

When the January translations are published, typically two weeks after the English 
content is published, the Protect Your SAP Concur Cloud deliverable will be available 
in six additional languages: 

• Chinese Simplified 

• French 

• German 

• Japanese 

• Portuguese for Brazil 

• Spanish 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the usability of the content. 

End-User Experience 

When a customer chooses a language from the language list, the content on the 
page will be presented in the chosen language. 

 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/9c81735f180a4fe380d05549f6d32d12.html
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Configuration / Feature Activation 

This change occurs automatically. 

SAP Fiori Themes 

**Ongoing** SAP Fiori Horizon Themes for Concur Mobile and Web  
 

Information First Published Information Last Modified Feature Target Release Date 

February 10, 2023 January 19, 2024 Phased release: May 2023 
through April 10, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur has adopted the SAP Fiori with Horizon visual design theme family as the 
default appearance for SAP Concur solutions.  

Implementation of the SAP Fiori with Horizon visual design theme impacts the look 
and feel of SAP Concur solutions by updating fonts, font sizes, icons, colors, and 
shapes. In addition, in both the SAP Concur mobile and web UI, navigation from the 
home page is slightly modified. 

Introduction of the new design themes has been phased beginning on May 20, 2023. 
SAP Concur plans to fully implement the new themes, decommissioning the current, 
legacy (Gateway) theme, on April 10, 2024. 

NOTE: The legacy (Gateway) theme is not available to new clients. New clients 
automatically default to the Fiori for Horizon Morning Horizon theme. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the overall user experience, better support accessibility 
features, and help provide a consistent user experience across all SAP products. 

Admin Experience 

MOBILE 

SAP Concur has implemented SAP Fiori with Horizon in the Mobile app. 

WEB UI 

SAP Concur began implementing SAP Fiori with Horizon themes in phases beginning 
in May 2023: 
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Phase 1 – May 20, 2023, and June 22, 2023: On May 20, 2023, SAP Concur 
implemented Theme Settings for SAP Concur Professional edition clients and for 
most Standard edition clients. On June 22, 2023, Theme Settings were enabled for 
the remaining Standard edition clients.  

During phase 1, admins with the required permissions accessed Theme Settings to 
choose between the following options: 

• Legacy Concur UI: End users only see the legacy Concur Gateway theme. 

• Legacy Concur UI and Fiori Horizon: End users see the legacy Concur 
Gateway theme by default. On the Profile Settings > System Settings 
page, they can choose between the Concur Gateway theme, Morning Horizon, 
Evening Horizon, and high contrast themes. 

• Fiori Horizon: End users see Morning Horizon by default. On the Profile 
Settings > System Settings page they can choose between the Morning 
Horizon, Evening Horizon, and high contrast themes. 

 

Phase 2 – Beginning October 2, 2023: On October 2, 2023, SAP Concur began 
setting Morning Horizon as the default SAP Concur UI theme for most clients.  

NOTE: Clients in the China Datacenter entered Phase 2 on January 8, 2024. As of 
January 8, 2024, these clients will proceed to Phase 3 on April 10, 2024, as 
documented in the sections that follow.   

New clients automatically default to the Morning Horizon theme. Existing SAP Concur 
client admins have access to Theme Settings and can revert to the legacy Concur 
Gateway theme.  

NOTE: Admins for preexisting Concur entities can choose either the legacy Concur 
Gateway theme or SAP Horizon for Fiori themes. A hybrid option that enables 
both sets of themes is not available. 

Phase 3 – April 10, 2024: SAP Concur plans to decommission the legacy Concur 
Gateway theme. When it is decommissioned, Morning Horizon will become the 
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default theme and end users will be able to choose between Morning Horizon, 
Evening Horizon, and high contrast themes. The Gateway theme and Theme 
Settings will no longer be available. Users who have not yet enabled Horizon for 
Fiori themes will automatically be switch to Morning Horizon. 

NOTE: Clients with SAP Fiori Quartz themes: On October 2, 2023, SAP Concur 
will decommission the SAP Fiori 3 Quartz themes and clients with SAP Fiori 3 
Quartz themes will automatically default to the SAP Fiori with Horizon visual 
themes. 

Implementation Schedule for Clients with Concur Budget 

Currently, some screens in Budget are not fully compatible with Horizon for Fiori 
themes.  

NOTE: This does not impact SAP Concur mobile app. Budget clients already have 
access to the new theme on the mobile app. 

To address this issue, clients with Budget will be migrated to the new themes on the 
following schedule: 

Phase 1 – October 2023: During phase 1, Budget clients can opt in to the Horizon 
for Fiori themes. The opt-in phase will last approximately 90 days. 

Phase 2 – January 8, 2024: on January 8, 2024, Morning Horizon will become the 
default SAP Concur UI theme for clients with Budget. The process of updating all 
existing SAP Concur clients to the new default setting might take some time.  

NOTE: New clients with Budget will automatically default to the Morning Horizon 
theme. The legacy (Gateway) theme is not available to new clients. 

When Morning Horizon becomes the default UI theme for clients with Budget in 
January, existing SAP Concur client admins will have access to Theme Settings and 
will be able to revert to the legacy Concur Gateway theme.  

NOTE: As of January 8, when Morning Horizon becomes the default UI theme for 
clients with Budget, there will no longer be a hybrid option in Theme 
Settings. Client must configure either the legacy (Gateway) theme or the 
default Horizon for Fiori themes. 

Phase 3 – April 10, 2024: On April 10, 2024, SAP Concur plans to decommission 
the legacy Concur Gateway theme for all clients, including clients with Budget. When 
it is decommissioned, Morning Horizon will become the default theme and end users 
will be able to choose between Morning Horizon, Evening Horizon, and high contrast 
themes. 

TMC Experience 

The Theme Settings page is available in Global View. 
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End User Experience 

With the SAP Fiori with Horizon visual design themes, the overall look of SAP Concur 
solutions is updated with new fonts, icons, colors, and shape design. 

LEGACY PAGE DESIGN EXAMPLE 

 

SAP FIORI WITH HORIZON DESIGN EXAMPLE 

 

Navigation from the SAP Concur home page is also slightly modified so that it is 
simpler and more consistent with other SAP products.  

LEGACY HOME PAGE NAVIGATION 

With the legacy theme, navigation from the home page relies on product tabs and 
the Administration menu. 

 

SAP FIORI WITH HORIZON HOME PAGE NAVIGATION 

With the SAP Fiori with Horizon visual design theme, navigation from the Concur 
home page to Concur product and administration pages is consolidated in the Home 
menu. 
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Configuration / Feature Activation 

SAP Concur is implementing these changes through a phased approach that began in 
May 2023 and is targeted to be completed in April 2024. 
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 -- Q3 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. In Q3 of 2024 the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned in Q3 of 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned in Q3 of 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Configuration / Feature Activation 

This change will occur automatically. 

More information about this change will be provided in future release notes. 

Import/Extract 

**Planned Changes** User Data Extract Feature 
 

Information First Published Information Last Modified Feature Target Release Date 
January 19, 2024 -- Future Release 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel w/Expense, Expense, Invoice, Request | Professional & Standard 

Overview 

In a future release, SAP Concur plans to implement a feature that enables a 
company administrator with either the Import/Extract Administrator or 
Import/Extract Monitor role to extract user data. The user data extract feature will 
be available from the User Data Extracts tab on the Import/Extract Monitor and 
Import/Extract Administrator pages. 

NOTE: With the January 2024 release, in preparation for the release of the user data 
extract feature, the User Data Extracts tab was added to the 
Import/Extract Monitor and Import/Extract Administrator pages and is 
visible to administrators with permission to view those pages. This tab is not 
currently functional. 

BUSINESS PURPOSE / CLIENT BENEFIT 

When it becomes available, the user data extract feature will enable client 
administrators to request and download user data without requiring that they contact 
SAP Concur support for assistance. 

Configuration / Feature Activation 

This change will occur automatically; The new tab and future feature are only visible 
to client administrators with the required roles. 

 More information about this feature will be added in future release notes. 
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SAP Concur 

**Planned Changes** New SAP Concur Brand Logo 
 

Information First Published Information Last Modified Feature Target Release Date 
January 12, 2024 -- February 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 16, 2024, SAP plans to update the SAP Concur brand logo. The new 
logo will appear in all UI themes including the legacy Concur Gateway theme and all 
SAP Fiori with Horizon themes for SAP Concur. 

BUSINESS PURPOSE / CLIENT BENEFIT 

With this update, the SAP Concur logo will better align with SAP branding. 

User Experience 

Users will see the updated logo in the SAP Concur UI. 

NOTE: The SAP Concur logo differs slightly depending on the part of the UI you are 
viewing and the configured visual theme. For example, the background color 
will change if you switch from Fiori for Horizon Morning to Fiori for Horizon 
Evening. 

Current Logo Example 

 

Updated Logo Example 

 

Configuration / Feature Activation 

This change occurs automatically. 
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NOTE: SAP Concur will make this change on February 16, 2024, however, it might 
take a few days for the change to be deployed to all data centers. 

SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 September 15, 2023 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting the third quarter of 
2024 to publish all product documentation (such as setup and user guides) to the 
SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com so clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

BUSINESS PURPOSE / CLIENT BENEFIT 

The SAP Help Portal has improved search capabilities and there is a mechanism for 
clients to provide feedback. This change also aligns with SAP best practices for the 
publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

ACTION ITEM 

Ensure that you update any custom configuration that you may have that references 
the tech_pubs folder on concurtraining.com 
(https://www.concurtraining.com/customers/tech_pubs/*) to point to the SAP Help 
Portal (https://help.sap.com/docs/SAP_CONCUR) instead. Custom configuration that 
may be impacted by this change can come from several sources such as Training 
Admin, Company Info, and the new travel experience Configurable Message Boards. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

DOWNLOADING PDFS 

Content available from the SAP Help Portal can be selected and downloaded as a 
custom PDF file. From the SAP Help Portal, click Download PDF > Create Custom 
PDF, select the desired topics from the left navigation pane, and click Create PDF. 

https://help.sap.com/docs/SAP_CONCUR
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For a video that includes these clicks, refer to the Using Online Help topic 
available from the SAP Help Portal. 

Example 

 

Configuration / Feature Activation 

The location change will happen automatically; there are no configuration or 
activation steps. 

The exact date that the product documentation will be available from the SAP Help 
Portal will be provided in future release notes. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Sign-In Page 

**Planned Changes** Hide/Show Password Icon 
 

Information First Published Information Last Modified Feature Target Release Date 
January 12, 2024 -- Q1 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q1 of 2024, SAP Concur plans to add an icon to the SAP Concur Sign-In page that 
will enable users to hide or show their password when they enter it during sign in. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables users to view the password they are entering to ensure it is 
correct or hide the password to ensure it cannot be seen by others. 

End-User Experience 

Users will see an “eye” icon near the password field. Clicking the icon will hide 
(display as asterisks) or show their password. 

  

Configuration / Feature Activation 

This change occurs automatically. 
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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File Transfer 

**Ongoing** New IP Addresses for DNS Endpoints 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 -- February 17 and April 27, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 17, 2024, the DNS Endpoint IP addresses assigned to EU2 (mft-
eu2.concursolutions.com) were changed to the following: 

• 35.158.86.168 

• 52.57.240.84 

• 3.78.40.190 

On April 27, 2024, the DNS Endpoint IP addresses assigned to US2 (mft-
us2.concursolutions.com) will be changed to the following: 

• 54.218.238.142 

• 35.81.128.239 

• 44.240.39.69 

NOTE: Because IP addresses are subject to change, for clients who allow list 
incoming network traffic, SAP Concur recommends allow-listing the DNS 
endpoint rather than the associated IP addresses. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change helps to improve the security of SAP Concur solutions. 

Admin Experience 

This change is transparent to most clients. 

Clients who allow-list IP addresses, must update their allow lists.  

Configuration / Feature Activation 

This change occurs automatically.  

If your company uses allow lists and you have allow-listed the previous IP addresses, 
you must update your allow list. SAP Concur recommends allow-listing the file 
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transfer DNS endpoint (mft-eu2.concursolutions.com or mft-
us2.concursolutions.com) rather than allow-listing the associated IP addresses. 

Financial Integration 

Manually Resync Large Amounts of Xero and QuickBooks Online 
Data 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- February 24, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur has added the ability to manually resync large amounts of Xero and 
QuickBooks Online financial data. This feature enables clients to clear and refresh 
large amounts of data through the Accounting page in SAP Concur solutions.  

BUSINESS PURPOSE / CLIENT BENEFIT 

With this addition, clients will no longer have to create a support ticket to refresh 
large amounts of Xero or QuickBooks Online data. 

Admin Experience 

The admin has access to the data sync feature on the Accounting page in SAP 
Concur solutions. They can choose to resync all or some of the following data 
objects: 

• All objects 

• Accounts 

• Vendors 

• Lists 
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Configuration / Feature Activation 

This feature is automatically available to all clients with Xero and to QuickBooks 
Online client with more than 5000 vendors or 5000 accounts. 

Home Page 

**Ongoing ** SAP Concur Homepage Changes 
 

Information First Published Information Last Modified Feature Target Release Date 

December 4, 2020 January 19, 2024 Q4 2021 – January/February 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q4, 2021, SAP Concur began redirecting clients to a new homepage. The 
appearance of the new homepage is identical to the previous SAP Concur homepage. 
The new homepage has enhanced functionality when services become temporarily 
unavailable. 

The roll out of the new homepage is phased: 

Phase 1: In October of 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the US Datacenter to the new 
homepage.  

Phase 2: In December 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the EU Datacenter to the new 
homepage. 
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Phase 3: In late January/early February 2024, SAP Concur will begin 
redirecting the remaining clients in the US and EU datacenters to the new 
homepage. The remaining clients include those with Concur Travel standalone 
or Concur Travel with Expense, Invoice, and/or Request. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change ensures that the SAP Concur homepage is available even when some 
services are unavailable and improves the consistency of the sign in experience. 

What the User Sees 

With the old homepage, when a user signs into their SAP Concur products, they see 
their homepage. 

NOTE: The appearance of the homepage varies depending on which products and 
services are enabled for the client and the permissions assigned to the user. 

Example Home Page 
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If some products or services are unavailable while other products and services are up 
and running, a modified version of the user’s homepage similar to the following 
appears:  

 

After a client is migrated to the new homepage, if one or more services are 
unavailable, when a user signs in to their SAP Concur products, they will see the 
usual homepage, but if the user navigates to a page for a service that is unavailable, 
they will see a page similar to the following: 

 

After migration to the new homepage, if all services are available, this change is 
transparent to the user and they see a homepage that is identical to the pre-
migration homepage. 

Configuration / Feature Activation 

This change occurs automatically; there are no configuration or activation steps.  
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Import/Extract 

Add Test User Account Through Employee Import Record 305 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 -- Late February / Early March 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice, Request | Professional Edition 

Overview 

In late February/early March, SAP Concur plans to add an Is Test User field to 
Employee Import record type 305. 

 For information about Employee Import record type 305, refer to Shared: 
Employee Import Specification.  

The Is Test User field enables admins to create test user accounts through the 
Employee Import feature.  

 For more information about test user accounts, refer to the Shared: Test User 
Setup Guide. 

NOTE: A test user can only be configured when the user account is created. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables admins to create test users through the Employee Import 
feature.  

Previously, test users could be created manually by selecting the Is a Test User 
option during user account creation and via the User Provisioning Service (UPS) API. 

 For information about manually creating a test user, refer to the Shared: Test 
User Setup Guide. For information about the UPS API, refer to User 
Provisioning Service on the SAP Concur developer portal.  

Admin Experience 

When formatting the employee import file, position number 99 (Is Test User) of the 
305 record type can be set to Y. When set to Y the relevant user account is set to Is 
Test User.  

The Is Test User field has the following characteristics: 

• If the field is set to Y, the new user account is a test user account. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Emp_Imp.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Emp_Imp.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://developer.concur.com/api-reference/user-provisioning/v4.user-provisioning.html
https://developer.concur.com/api-reference/user-provisioning/v4.user-provisioning.html
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• If the field is set to N, the new user account is not a test user. 

• If the field is left blank, the new user account is not a test user. 

• The Is Test User field can only be set to Y when the user account is created.  

♦ An existing user account cannot be converted to a test user account. 

♦ A test user account cannot be converted to a user account. 

After the account is imported, the Is a Test User field on the user account page in 
SAP Concur is checked (enabled). 

 

Configuration / Feature Activation 

This change occurs automatically. 

Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense, Invoice, Request | Professional & Standard 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
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the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.   

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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SAP Concur 

New SAP Concur Brand Logo 
 

Information First Published Information Last Modified Feature Target Release Date 
January 12, 2024 February 09, 2024 February 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 16, 2024, SAP plans to update the SAP Concur brand logo. The new 
logo appears in all UI themes including the legacy Concur Gateway theme and all 
SAP Fiori with Horizon themes for SAP Concur. 

BUSINESS PURPOSE / CLIENT BENEFIT 

With this update, the SAP Concur logo better aligns with SAP branding. 

User Experience 

The updated logo appears in the SAP Concur UI. 

NOTE: The SAP Concur logo differs slightly depending on the part of the UI you are 
viewing and the configured visual theme. For example, the background color 
will change if you switch from Fiori for Horizon Morning to Fiori for Horizon 
Evening. 

Current Logo Example 

 

Updated Logo Example 

 

Configuration / Feature Activation 

This change occurs automatically. 
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NOTE: SAP Concur plans to make this change on February 16, 2024, however, it 
might take a few days for the change to be deployed to all data centers. 

SAP Concur Integrations 

Funds and Grants Integration with Concur Solutions Now Supports 
SAP S/4HANA Cloud Public Edition 

 
Information First Published Information Last Modified Feature Target Release Date 

February 23, 2024 -- February 2, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Request | Professional Edition 

Overview 

With the October 2023 release, the Funds and Grants Integration with Concur 
Solutions SAP was released for certain SAP S/4HANA editions and versions. With the 
February 2024 release, the Funds and Grants Integration with Concur Solutions is 
now also available for SAP S/4HANA Cloud Public Edition. 

The Funds and Grants Integration with Concur Solutions enables automatic funds 
check and funds reservation against funds, grants, and budgets maintained within 
SAP.   

BUSINESS PURPOSE / CLIENT BENEFIT 

This change expands the SAP S/4HANA editions supported by the Funds and Grants 
Integration with Concur Solutions.  

Prerequisites 

The following prerequisites are required to use the Funds and Grants Integration with 
Concur Solutions: 

• Financial integration with SAP Integration with Concur Solutions (ICS) 

• Concur Expense Professional/Premium Edition 

• (Optional) Concur Request Professional/Premium Edition (if your organization 
wants to use pre-spend reservations of funds) 

• SAP S/4HANA 2023 with Public Sector Management, SAP S/4HANA Cloud 
Private Edition 2023 with Public Sector Management, or SAP S/4HANA Cloud 
Public Edition 

NOTE: The SAP Funds and Grants integration with Concur Solutions cannot be used 
concurrently with Concur Budget. 
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Configuration / Feature Activation 

Refer to your SAP S/4HANA documentation for information about the SAP S/4HANA 
editions and versions. 

 For more information about the SAP Funds and Grants integration with Concur 
Solutions, refer to the Shared: Funds and Grants Integration with Concur 
Solutions Setup Guide for Professional Edition. 

SAP Concur User Assistance 

**Ongoing** Links From the SAP Concur Solutions UI to Product 
Documentation Being Removed 

 

Information First Published Information Last Modified Feature Target Release Date 
May 12, 2023 January 12, 2024 Ongoing in 2023-2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Some pages in the SAP Concur solutions UI include links to product documentation 
or other content. In June 2023, SAP Concur began removing these links. Work to 
remove the links will continue in 2024. 

The SAP Help Portal is the central source for all product documentation, release 
notes, and other content. SAP Concur clients can use the SAP Concur page on the 
SAP Help Portal to find the complete library of SAP Concur solutions documentation.  

BUSINESS PURPOSE / CLIENT BENEFIT 

Because the links to product documentation from the SAP Concur solutions UI point 
to English-only content, the experience is not optimal for users that view the UI in 
languages other than English. In addition, direct links to a single document prevent 
the user from viewing and navigating the entire content library.  

To align with SAP best practices, in June 2023, SAP Concur began removing direct 
links from the SAP Concur solutions UI that point to product documentation on 
concurtraining.com. This process will continue in 2024. 

Admin and End-User Experience 

SAP Concur solutions UI pages with links to product documentation will be updated 
to remove the links.  

https://help.sap.com/docs/SAP_CONCUR
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Example 

 

Configuration / Feature Activation 

This change is being made in phases, starting in 2023 and continuing in 2024. 

SAP Fiori Themes 

**Ongoing** SAP Fiori Horizon Themes for Concur Mobile and Web  
 

Information First Published Information Last Modified Feature Target Release Date 

February 10, 2023 January 19, 2024 Phased release: May 2023 
through April 10, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur has adopted the SAP Fiori with Horizon visual design theme family as the 
default appearance for SAP Concur solutions.  

Implementation of the SAP Fiori with Horizon visual design theme impacts the look 
and feel of SAP Concur solutions by updating fonts, font sizes, icons, colors, and 
shapes. In addition, in both the SAP Concur mobile and web UI, navigation from the 
home page is slightly modified. 

Introduction of the new design themes has been phased beginning on May 20, 2023. 
SAP Concur plans to fully implement the new themes, decommissioning the current, 
legacy (Gateway) theme, on April 10, 2024. 
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NOTE: The legacy (Gateway) theme is not available to new clients. New clients 
automatically default to the Fiori for Horizon Morning Horizon theme. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the overall user experience, better support accessibility 
features, and help provide a consistent user experience across all SAP products. 

Admin Experience 

MOBILE 

SAP Concur has implemented SAP Fiori with Horizon in the Mobile app. 

WEB UI 

SAP Concur began implementing SAP Fiori with Horizon themes in phases beginning 
in May 2023: 

Phase 1 – May 20, 2023, and June 22, 2023: On May 20, 2023, SAP Concur 
implemented Theme Settings for SAP Concur Professional edition clients and for 
most Standard edition clients. On June 22, 2023, Theme Settings were enabled for 
the remaining Standard edition clients.  

During phase 1, admins with the required permissions accessed Theme Settings to 
choose between the following options: 

• Legacy Concur UI: End users only see the legacy Concur Gateway theme. 

• Legacy Concur UI and Fiori Horizon: End users see the legacy Concur 
Gateway theme by default. On the Profile Settings > System Settings 
page, they can choose between the Concur Gateway theme, Morning Horizon, 
Evening Horizon, and high contrast themes. 

• Fiori Horizon: End users see Morning Horizon by default. On the Profile 
Settings > System Settings page they can choose between the Morning 
Horizon, Evening Horizon, and high contrast themes. 

 



 

SAP Concur Release Notes Page 15 Shared Changes 
Release Date: February 24, 2024  Client FINAL 
Initial Post: Friday, February 23, 2024 

Phase 2 – Beginning October 2, 2023: On October 2, 2023, SAP Concur began 
setting Morning Horizon as the default SAP Concur UI theme for most clients.  

NOTE: Clients in the China Datacenter entered Phase 2 on January 8, 2024. As of 
January 8, 2024, these clients will proceed to Phase 3 on April 10, 2024, as 
documented in the sections that follow.   

New clients automatically default to the Morning Horizon theme. Existing SAP Concur 
client admins have access to Theme Settings and can revert to the legacy Concur 
Gateway theme.  

NOTE: Admins for preexisting Concur entities can choose either the legacy Concur 
Gateway theme or SAP Horizon for Fiori themes. A hybrid option that enables 
both sets of themes is not available. 

Phase 3 – April 10, 2024: SAP Concur plans to decommission the legacy Concur 
Gateway theme. When it is decommissioned, Morning Horizon will become the 
default theme and end users will be able to choose between Morning Horizon, 
Evening Horizon, and high contrast themes. The Gateway theme and Theme 
Settings will no longer be available. Users who have not yet enabled Horizon for 
Fiori themes will automatically be switch to Morning Horizon. 

NOTE: Clients with SAP Fiori Quartz themes: On October 2, 2023, SAP Concur 
will decommission the SAP Fiori 3 Quartz themes and clients with SAP Fiori 3 
Quartz themes will automatically default to the SAP Fiori with Horizon visual 
themes. 

Implementation Schedule for Clients with Concur Budget 

Currently, some screens in Budget are not fully compatible with Horizon for Fiori 
themes.  

NOTE: This does not impact SAP Concur mobile app. Budget clients already have 
access to the new theme on the mobile app. 

To address this issue, clients with Budget will be migrated to the new themes on the 
following schedule: 

Phase 1 – October 2023: During phase 1, Budget clients can opt in to the Horizon 
for Fiori themes. The opt-in phase will last approximately 90 days. 

Phase 2 – January 8, 2024: on January 8, 2024, Morning Horizon will become the 
default SAP Concur UI theme for clients with Budget. The process of updating all 
existing SAP Concur clients to the new default setting might take some time.  

NOTE: New clients with Budget will automatically default to the Morning Horizon 
theme. The legacy (Gateway) theme is not available to new clients. 



 

SAP Concur Release Notes Page 16 Shared Changes 
Release Date: February 24, 2024  Client FINAL 
Initial Post: Friday, February 23, 2024 

When Morning Horizon becomes the default UI theme for clients with Budget in 
January, existing SAP Concur client admins will have access to Theme Settings and 
will be able to revert to the legacy Concur Gateway theme.  

NOTE: As of January 8, when Morning Horizon becomes the default UI theme for 
clients with Budget, there will no longer be a hybrid option in Theme 
Settings. Client must configure either the legacy (Gateway) theme or the 
default Horizon for Fiori themes. 

Phase 3 – April 10, 2024: On April 10, 2024, SAP Concur plans to decommission 
the legacy Concur Gateway theme for all clients, including clients with Budget. When 
it is decommissioned, Morning Horizon will become the default theme and end users 
will be able to choose between Morning Horizon, Evening Horizon, and high contrast 
themes. 

TMC Experience 

The Theme Settings page is available in Global View. 

End User Experience 

With the SAP Fiori with Horizon visual design themes, the overall look of SAP Concur 
solutions is updated with new fonts, icons, colors, and shape design. 

LEGACY PAGE DESIGN EXAMPLE 

 

SAP FIORI WITH HORIZON DESIGN EXAMPLE 

 

Navigation from the SAP Concur home page is also slightly modified so that it is 
simpler and more consistent with other SAP products.  

LEGACY HOME PAGE NAVIGATION 

With the legacy theme, navigation from the home page relies on product tabs and 
the Administration menu. 
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SAP FIORI WITH HORIZON HOME PAGE NAVIGATION 

With the SAP Fiori with Horizon visual design theme, navigation from the Concur 
home page to Concur product and administration pages is consolidated in the Home 
menu. 

 

Configuration / Feature Activation 

SAP Concur is implementing these changes through a phased approach that began in 
May 2023 and is targeted to be completed in April 2024. 

Sign-In Page 

Hide/Show Password Icon 
 

Information First Published Information Last Modified Feature Target Release Date 
January 12, 2024 February 23, 2024 February 19, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 19, 2024, SAP Concur added an icon to the SAP Concur Sign-In page. 
The new icon enables users to hide or show their password during sign in. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables users to view the password they are entering to ensure it is 
correct or to hide the password to ensure it cannot be seen by others. 

End-User Experience 

An eye icon is available to the right of the password field. Clicking the icon hides 
(displays as asterisks) or shows the password. 

Examples 

  

Configuration / Feature Activation 

This change occurred automatically. 
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User Administration 

Preferred Name Field to be Added to User Admin Pages and 
Imports 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 February 23, 2024 February 28, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 28, 2024, SAP Concur plans to add a Preferred Name field to the user 
account management pages in SAP Concur Standard edition and to the user 
import/export spreadsheets in both Standard and Professional editions. 

NOTE: The Preferred Name field is already available on the user administration 
pages in SAP Concur Professional Edition. 

BUSINESS PURPOSE / CLIENT BENEFIT 

The preferred name field enables an admin to specify the name by which a user 
prefers to be referred when their preferred name differs from their given name. 

Admin Experience 

The preferred name field is available on the Add User and Edit User pages in 
Standard edition. The Preferred Name column replaces the Nickname column in 
the user import spreadsheet in both Standard and Professional edition. 

NOTE: If an admin imports users with an older version of the spreadsheet that has 
the Nickname column, entries in the Nickname column will be added to the 
Preferred Name field. 

Configuration / Feature Activation 

This change occurs automatically. 
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 -- Q3 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. In Q3 of 2024 the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned in Q3 of 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned in Q3 of 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Configuration / Feature Activation 

This change will occur automatically. 

 More information about this change will be provided in future release notes. 

**Planned Changes** Sign In To SAP Concur Without a Password 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to enable users who sign in to SAP Concur solutions 
with a username and password to sign in without a password. When the feature is 
enabled, a user who does not want to enter a password during sign in will have the 
option to send a one-time link to the email address associated with their SAP Concur 
personal profile. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 

End-User Experience 

During the sign-in process, users will have the option to send a sign-in link to the 
Email 1 and/or Email 2 email address configured in the Email Addresses section 
of the My Profile – Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Configuration / Feature Activation 

This change will occur automatically. 
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File Transfer 

**Planned Changes** Cipher Security Policy Change for Clients and 
Vendors 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- April 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

This release note is intended for technical staff responsible for file transmissions with 
SAP Concur solutions. For our clients and vendors participating in data exchange 
through SFTP, SAP Concur plans to make changes that provide greater security for 
those file transfers. 

On April 16, 2024, SAP Concur plans to update its file transfer security policy from 
TransferSecurityPolicy-2020-06 to TransferSecurityPolicy-2022-03.  

This release note pertains to the following file transfer DNS endpoints: 

• EU2 AWS Transfer Site: mft-eu2.concursolutions.com 

• US2 AWS Transfer Site: mft-us2.concursolutions.com 

! IMPORTANT: If you are using client software that does not support 
TransferSecurityPolicy-2022-03, you must move to supported SFTP client 
software before April 16, 2024. 

 For more information about transfer security policies, including a list of 
supported cryptographic algorithms, refer to Security polices for AWS 
Transfer Family and Cryptographic Algorithms on the AWS documentation 
web site. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides greater security for file transfers. 

Configuration / Feature Activation 

This change occurs automatically. 

 For more information about SAP Concur file transfers, refer to Shared: AWS 
File Transfer for Clients and Vendors. 

https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html#cryptographic-algorithms
https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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Import/Extract 

**Planned Changes** User Data Extract Feature 
 

Information First Published Information Last Modified Feature Target Release Date 
January 19, 2024 -- Future Release 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel w/Expense, Expense, Invoice, Request | Professional & Standard 

Overview 

In a future release, SAP Concur plans to implement a feature that enables a 
company administrator with either the Import/Extract Administrator or 
Import/Extract Monitor role to extract user data. The user data extract feature will 
be available from the User Data Extracts tab on the Import/Extract Monitor and 
Import/Extract Administrator pages. 

NOTE: With the January 2024 release, in preparation for the release of the user data 
extract feature, the User Data Extracts tab was added to the 
Import/Extract Monitor and Import/Extract Administrator pages and is 
visible to administrators with permission to view those pages. This tab is not 
currently functional. 

BUSINESS PURPOSE / CLIENT BENEFIT 

When it becomes available, the user data extract feature will enable client 
administrators to request and download user data without requiring that they contact 
SAP Concur support for assistance. 

Configuration / Feature Activation 

This change will occur automatically; The new tab and future feature are only visible 
to client administrators with the required roles. 

 More information about this feature will be added in future release notes. 
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SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- Mid-May 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In mid-May 2024, SAP Concur plans to increase the outbound IP addresses used to 
transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 September 15, 2023 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting the third quarter of 
2024 to publish all product documentation (such as setup and user guides) to the 
SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com so clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

BUSINESS PURPOSE / CLIENT BENEFIT 

The SAP Help Portal has improved search capabilities and there is a mechanism for 
clients to provide feedback. This change also aligns with SAP best practices for the 
publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

ACTION ITEM 

Ensure that you update any custom configuration that you may have that references 
the tech_pubs folder on concurtraining.com 
(https://www.concurtraining.com/customers/tech_pubs/*) to point to the SAP Help 
Portal (https://help.sap.com/docs/SAP_CONCUR) instead. Custom configuration that 
may be impacted by this change can come from several sources such as Training 
Admin, Company Info, and the new travel experience Configurable Message Boards. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

DOWNLOADING PDFS 

Content available from the SAP Help Portal can be selected and downloaded as a 
custom PDF file. From the SAP Help Portal, click Download PDF > Create Custom 
PDF, select the desired topics from the left navigation pane, and click Create PDF. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For a video that includes these clicks, refer to the Using Online Help topic 
available from the SAP Help Portal. 

Example 

 

Configuration / Feature Activation 

The location change will happen automatically; there are no configuration or 
activation steps. 

The exact date that the product documentation will be available from the SAP Help 
Portal will be provided in future release notes. 

 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm


 

SAP Concur Release Notes Page 2 Shared Changes 
Release Date: March 23, 2024  Client FINAL 
Initial Post: Friday, March 22, 2024 

Data Retention 

**Ongoing** Pause and Resume Data Retention Site-Wide 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 March 22, 2024 March 31, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On March 31, 2024, SAP Concur plans to implement the Data Retention pause and 
resume feature. This feature enables data retention administrators to pause and 
resume data retention activity site wide. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides the data retention administrator more flexibility and control 
over the SAP Concur data retention feature. 

Admin Experience 

After they have configured the data retention feature for their site, the data retention 
administrator can pause and resume the SAP Concur Data Retention feature. This 
option pauses data retention activity for the entire site.  

Before pausing or resuming data retention: 

• Administrators from different parts of the client’s business should coordinate 
with each other. 

• Client administrators should consider the impact of pausing or resuming data 
retention on policies with different timeframes. 

! IMPORTANT: To avoid non-compliance with internal or external Data Protection 
and Privacy requirements, Data Retention should not be paused for periods of 
time longer than is necessary. The client administrator is responsible for pausing 
and resuming their data retention activity. 
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NOTE: The Data Retention pause and resume feature is only intended for short term 
use. When applicable, the Hold User feature, which pauses data retention for 
a specific user, should be used. 

Configuration / Feature Activation 

After they have configured SAP Concur data retention, this option is automatically 
available to the data retention administrator. 

File Transfer 

**Ongoing** New IP Addresses for DNS Endpoints 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 -- February 17 and April 27, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On February 17, 2024, the DNS Endpoint IP addresses assigned to EU2 (mft-
eu2.concursolutions.com) were changed to the following: 

• 35.158.86.168 

• 52.57.240.84 

• 3.78.40.190 

On April 27, 2024, the DNS Endpoint IP addresses assigned to US2 (mft-
us2.concursolutions.com) will be changed to the following: 

• 54.218.238.142 

• 35.81.128.239 

• 44.240.39.69 

NOTE: Because IP addresses are subject to change, for clients who allow list 
incoming network traffic, SAP Concur recommends allow-listing the DNS 
endpoint rather than the associated IP addresses. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change helps to improve the security of SAP Concur solutions. 
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Admin Experience 

This change is transparent to most clients. 

Clients who allow-list IP addresses, must update their allow lists.  

Configuration / Feature Activation 

This change occurs automatically.  

If your company uses allow lists and you have allow-listed the previous IP addresses, 
you must update your allow list. SAP Concur recommends allow-listing the file 
transfer DNS endpoint (mft-eu2.concursolutions.com or mft-
us2.concursolutions.com) rather than allow-listing the associated IP addresses. 

Financial Integration 

Drop-down List in Employee ID Field  
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- March 15, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel w/Spend, Expense, Invoice | Standard Edition 

Overview 

For some clients with Standard Edition who are connected to QuickBooks, Xero, or 
Sage Intacct, the Employee ID field on the Travel user account page is now a drop-
down list field.  

This change impacts clients with Expense or Invoice Standard edition combined with 
Travel Professional edition who are also integrated with QuickBooks Online, Xero, or 
Sage Intacct. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change supports a future feature targeted for Q3 of 2024.  

 More information about the planned feature will be included in future release 
notes. 
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Manually Synchronize List Items Between SAP Concur and Sage 
Intacct 

 

Information First Published Information Last Modified Feature Target Release Date 
March 8, 2024 -- March 8, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

Beginning on March 8, 2024, clients with the Sage Intacct integration will be able to 
manually import list items from Sage Intacct into their SAP Concur solutions. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to synchronize list items between Sage Intacct and SAP 
Concur solutions. 

Admin Experience 

A new List Item Import section is available on the Accounting page.  

 

In the List Item Import section, the administrator can click Start Import List 
Items to synchronize list items between Sage Intacct and SAP Concur solutions. 

NOTE: The list items can only be synchronized once every 24 hours. 

Configuration / Feature Activation 

The new option is automatically available to clients with the Sage Intacct integration. 
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Help Menu 

Contact Support Link in Help Menu 
 

Information First Published Information Last Modified Feature Target Release Date 
March 8, 2024 -- Late February 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In late February 2024, SAP Concur updated the Contact Support link so that when 
it is available, it is available in the SAP Concur solutions Help menu. Prior to this 
change, the Contact Support link was sometimes available from the Home menu. 

NOTE: The Contact Support link is only available to users with the SAP Concur ASC 
role. 

 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change helps to ensure a consistent user experience when accessing the 
Contact Support link. 

Configuration / Feature Activation 

This change occurred automatically. 
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Home Page 

**Ongoing ** SAP Concur Homepage Changes 
 

Information First Published Information Last Modified Feature Target Release Date 

December 4, 2020 January 19, 2024 Q4 2021 – January/February 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q4, 2021, SAP Concur began redirecting clients to a new homepage. The 
appearance of the new homepage is identical to the previous SAP Concur homepage. 
The new homepage has enhanced functionality when services become temporarily 
unavailable. 

The roll out of the new homepage is phased: 

Phase 1: In October of 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the US Datacenter to the new 
homepage.  

Phase 2: In December 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the EU Datacenter to the new 
homepage. 

Phase 3: In late January/early February 2024, SAP Concur will begin 
redirecting the remaining clients in the US and EU datacenters to the new 
homepage. The remaining clients include those with Concur Travel standalone 
or Concur Travel with Expense, Invoice, and/or Request. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change ensures that the SAP Concur homepage is available even when some 
services are unavailable and improves the consistency of the sign in experience. 

What the User Sees 

With the old homepage, when a user signs into their SAP Concur products, they see 
their homepage. 

NOTE: The appearance of the homepage varies depending on which products and 
services are enabled for the client and the permissions assigned to the user. 
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Example Home Page 

 

If some products or services are unavailable while other products and services are up 
and running, a modified version of the user’s homepage similar to the following 
appears:  
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After a client is migrated to the new homepage, if one or more services are 
unavailable, when a user signs in to their SAP Concur products, they see the usual 
homepage, but if the user navigates to a page for a service that is unavailable, they 
will see a page similar to the following: 

 

After migration to the new homepage, if all services are available, this change is 
transparent to the user and they see a homepage that is identical to the pre-
migration homepage. 

Configuration / Feature Activation 

This change occurs automatically; there are no configuration or activation steps.  

Import/Extract 

Add Test User Account Through Employee Import Record 305 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 -- Late February / Early March 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice, Request | Professional Edition 

Overview 

In late February/early March, SAP Concur plans to add an Is Test User field to 
Employee Import record type 305. 

 For information about Employee Import record type 305, refer to Shared: 
Employee Import Specification.  

The Is Test User field enables admins to create test user accounts through the 
Employee Import feature.  

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Emp_Imp.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Emp_Imp.pdf
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 For more information about test user accounts, refer to the Shared: Test User 
Setup Guide. 

NOTE: A test user can only be configured when the user account is created. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables admins to create test users through the Employee Import 
feature.  

Previously, test users could be created manually by selecting the Is a Test User 
option during user account creation and via the User Provisioning Service (UPS) API. 

 For information about manually creating a test user, refer to the Shared: Test 
User Setup Guide. For information about the UPS API, refer to User 
Provisioning Service on the SAP Concur developer portal.  

Admin Experience 

When formatting the employee import file, position number 99 (Is Test User) of the 
305 record type can be set to Y. When set to Y the relevant user account is set to Is 
Test User.  

The Is Test User field has the following characteristics: 

• If the field is set to Y, the new user account is a test user account. 

• If the field is set to N, the new user account is not a test user. 

• If the field is left blank, the new user account is not a test user. 

• The Is Test User field can only be set to Y when the user account is created.  

♦ An existing user account cannot be converted to a test user account. 

♦ A test user account cannot be converted to a user account. 

After the account is imported, the Is a Test User field on the user account page in 
SAP Concur is checked (enabled). 

 

Configuration / Feature Activation 

This change occurs automatically. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_Test_User.pdf
https://developer.concur.com/api-reference/user-provisioning/v4.user-provisioning.html
https://developer.concur.com/api-reference/user-provisioning/v4.user-provisioning.html
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User Data Extract Feature 
 

Information First Published Information Last Modified Feature Target Release Date 
January 19, 2024 -- March 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel w/Expense, Expense, Invoice, Request | Professional & Standard 

Overview 

On March 16, 2024, SAP Concur plans to implement a feature that enables a 
company administrator with either the Import/Extract Administrator or 
Import/Extract Monitor role to download extracted user data. The user data extract 
feature will be available from the User Data Extracts tab on the Import/Extract 
Monitor and Import/Extract Administrator pages. 

BUSINESS PURPOSE / CLIENT BENEFIT 

The user data extract feature enables client administrators to download extracted 
user data after the data is made available on the User Data Extracts tab.  

NOTE: This feature requires that a request for user data be submitted by a client’s 
Authorized Support Contact (ASC). This data is typically requested with 
relation to GDPR requirements. This feature is not intended for general use.  

Admin Experience 

An admin with the required role can access the User Data Extracts tab on the 
Import/Extract Monitor or Import/Extract Administrator page. 

NOTE: User data will not appear on the User Data Extracts page until a client ASC 
has requested the data and the request has been processed by SAP Concur 
internal staff. 

 To access the User Data Extracts page and download available user data: 

1. Under Administration click Tools and then click Import/Extract Monitor 
or Import/Extract Administrator. 

2. On the Import/Extract Monitor or Import/Extract Administrator page, 
click the User Data Extracts tab. 
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3. In the Download File column, in the row for the data you want to download, 
click Download. 

 

NOTE: After downloading the extracted user data, you are responsible for 
appropriate handling of the user’s data and delivery of the data to the 
user. 

Configuration / Feature Activation 

This change occurs automatically; The feature is only visible to client administrators 
with the required roles. 

Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense, Invoice, Request | Professional & Standard 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 
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• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.   

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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SAP Concur User Assistance 

**Ongoing** Links From the SAP Concur Solutions UI to Product 
Documentation Removed 

 

Information First Published Information Last Modified Feature Target Release Date 
May 12, 2023 March 09, 2024 End of March 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Some pages in the SAP Concur solutions UI included links to product documentation 
or other content. To better align with SAP best practices, in June 2023, SAP Concur 
began removing direct links from the SAP Concur solutions UI that point to product 
documentation on concurtraining.com. This process will be completed at the end of 
March 2024. 

NOTE: The SAP Help Portal is the central source for all product documentation, 
release notes, and other content. SAP Concur clients can use the SAP Concur 
page on the SAP Help Portal to find the complete library of SAP Concur 
solutions documentation.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change is being made for the following reasons: 

• This change better aligns with SAP best practices.  

• Links to product documentation from the SAP Concur solutions UI point to 
English-only content. This experience is not optimal for users that view the UI 
in languages other than English.  

• Direct links to a single document prevent the user from viewing and 
navigating the entire content library.  

• SAP Concur plans to move its product documentation from 
concursolutions.com to the SAP Help Portal.  

 For more information, refer to the **Planned Changes** SAP Concur 
Product Documentation Moving to the SAP Help Portal release note in 
this document. 

Admin and End-User Experience 

Links to product documentation on concursolutions.com—for example, links to SAP 
Concur user and setup guides—will be removed from SAP Concur solutions UI pages.  

https://help.sap.com/docs/SAP_CONCUR
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Example  

 

Configuration / Feature Activation 

This change was made in phases, starting in 2023. The process of removing the links 
will be completed at the end of March 2024. 

SAP Fiori Themes 

**Ongoing** SAP Fiori Horizon Themes for Concur Mobile and Web  
 

Information First Published Information Last Modified Feature Target Release Date 

February 10, 2023 January 19, 2024 Phased release: May 2023 
through April 10, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur has adopted the SAP Fiori with Horizon visual design theme family as the 
default appearance for SAP Concur solutions.  

Implementation of the SAP Fiori with Horizon visual design theme impacts the look 
and feel of SAP Concur solutions by updating fonts, font sizes, icons, colors, and 
shapes. In addition, in both the SAP Concur mobile and web UI, navigation from the 
home page is slightly modified. 
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Introduction of the new design themes has been phased beginning on May 20, 2023. 
SAP Concur plans to fully implement the new themes, decommissioning the current, 
legacy (Gateway) theme, on April 10, 2024. 

NOTE: The legacy (Gateway) theme is not available to new clients. New clients 
automatically default to the Fiori for Horizon Morning Horizon theme. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the overall user experience, better support accessibility 
features, and help provide a consistent user experience across all SAP products. 

Admin Experience 

MOBILE 

SAP Concur has implemented SAP Fiori with Horizon in the Mobile app. 

WEB UI 

SAP Concur began implementing SAP Fiori with Horizon themes in phases beginning 
in May 2023: 

Phase 1 – May 20, 2023, and June 22, 2023: On May 20, 2023, SAP Concur 
implemented Theme Settings for SAP Concur Professional edition clients and for 
most Standard edition clients. On June 22, 2023, Theme Settings were enabled for 
the remaining Standard edition clients.  

During phase 1, admins with the required permissions accessed Theme Settings to 
choose between the following options: 

• Legacy Concur UI: End users only see the legacy Concur Gateway theme. 

• Legacy Concur UI and Fiori Horizon: End users see the legacy Concur 
Gateway theme by default. On the Profile Settings > System Settings 
page, they can choose between the Concur Gateway theme, Morning Horizon, 
Evening Horizon, and high contrast themes. 

• Fiori Horizon: End users see Morning Horizon by default. On the Profile 
Settings > System Settings page they can choose between the Morning 
Horizon, Evening Horizon, and high contrast themes. 
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Phase 2 – Beginning October 2, 2023: On October 2, 2023, SAP Concur began 
setting Morning Horizon as the default SAP Concur UI theme for most clients.  

NOTE: Clients in the China Datacenter entered Phase 2 on January 8, 2024. As of 
January 8, 2024, these clients will proceed to Phase 3 on April 10, 2024, as 
documented in the sections that follow.   

New clients automatically default to the Morning Horizon theme. Existing SAP Concur 
client admins have access to Theme Settings and can revert to the legacy Concur 
Gateway theme.  

NOTE: Admins for preexisting Concur entities can choose either the legacy Concur 
Gateway theme or SAP Horizon for Fiori themes. A hybrid option that enables 
both sets of themes is not available. 

Phase 3 – April 10, 2024: SAP Concur plans to decommission the legacy Concur 
Gateway theme. When it is decommissioned, Morning Horizon will become the 
default theme and end users will be able to choose between Morning Horizon, 
Evening Horizon, and high contrast themes. The Gateway theme and Theme 
Settings will no longer be available. Users who have not yet enabled Horizon for 
Fiori themes will automatically be switch to Morning Horizon. 

NOTE: Clients with SAP Fiori Quartz themes: On October 2, 2023, SAP Concur 
will decommission the SAP Fiori 3 Quartz themes and clients with SAP Fiori 3 
Quartz themes will automatically default to the SAP Fiori with Horizon visual 
themes. 

Implementation Schedule for Clients with Concur Budget 

Currently, some screens in Budget are not fully compatible with Horizon for Fiori 
themes.  
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NOTE: This does not impact SAP Concur mobile app. Budget clients already have 
access to the new theme on the mobile app. 

To address this issue, clients with Budget will be migrated to the new themes on the 
following schedule: 

Phase 1 – October 2023: During phase 1, Budget clients can opt in to the Horizon 
for Fiori themes. The opt-in phase will last approximately 90 days. 

Phase 2 – January 8, 2024: on January 8, 2024, Morning Horizon will become the 
default SAP Concur UI theme for clients with Budget. The process of updating all 
existing SAP Concur clients to the new default setting might take some time.  

NOTE: New clients with Budget will automatically default to the Morning Horizon 
theme. The legacy (Gateway) theme is not available to new clients. 

When Morning Horizon becomes the default UI theme for clients with Budget in 
January, existing SAP Concur client admins will have access to Theme Settings and 
will be able to revert to the legacy Concur Gateway theme.  

NOTE: As of January 8, when Morning Horizon becomes the default UI theme for 
clients with Budget, there will no longer be a hybrid option in Theme 
Settings. Client must configure either the legacy (Gateway) theme or the 
default Horizon for Fiori themes. 

Phase 3 – April 10, 2024: On April 10, 2024, SAP Concur plans to decommission 
the legacy Concur Gateway theme for all clients, including clients with Budget. When 
it is decommissioned, Morning Horizon will become the default theme and end users 
will be able to choose between Morning Horizon, Evening Horizon, and high contrast 
themes. 

TMC Experience 

The Theme Settings page is available in Global View. 

End User Experience 

With the SAP Fiori with Horizon visual design themes, the overall look of SAP Concur 
solutions is updated with new fonts, icons, colors, and shape design. 

LEGACY PAGE DESIGN EXAMPLE 
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SAP FIORI WITH HORIZON DESIGN EXAMPLE 

 

Navigation from the SAP Concur home page is also slightly modified so that it is 
simpler and more consistent with other SAP products.  

LEGACY HOME PAGE NAVIGATION 

With the legacy theme, navigation from the home page relies on product tabs and 
the Administration menu. 

 

SAP FIORI WITH HORIZON HOME PAGE NAVIGATION 

With the SAP Fiori with Horizon visual design theme, navigation from the Concur 
home page to Concur product and administration pages is consolidated in the Home 
menu. 

 

Configuration / Feature Activation 

SAP Concur is implementing these changes through a phased approach that began in 
May 2023 and is targeted to be completed in April 2024. 
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 -- Q3 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. In Q3 of 2024 the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned in Q3 of 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned in Q3 of 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Configuration / Feature Activation 

This change will occur automatically. 

 More information about this change will be provided in future release notes. 

**Planned Changes** Legacy Authentication Retirement 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- July 11, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Legacy Authentication was deprecated on February 4, 2017: 

Pre-2017 Authorization Deprecated 

SAP Concur plans to discontinue all support for this authentication method on July 
11, 2024. To avoid disruption of service, clients who currently use Legacy 
Authentication should take immediate action to transition to JSON Web Token (JWT) 
authentication. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the security of SAP Concur solutions. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Sign In To SAP Concur Without a Password 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to enable users who sign in to SAP Concur solutions 
with a username and password to sign in without a password. When the feature is 
enabled, a user who does not want to enter a password during sign in will have the 

https://developer.concur.com/api-reference/authentication/authorization-pre-2017.html
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option to send a one-time link to the email address associated with their SAP Concur 
personal profile. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 

End-User Experience 

During the sign-in process, users will have the option to send a sign-in link to the 
Email 1 and/or Email 2 email address configured in the Email Addresses section 
of the My Profile – Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Two-Factor Authentication Enhancements 
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to implement enhancements to the instruction for the 
Two-Factor Authentication setup process. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the on-screen instructions when setting up Two-Factor 
Authentication. 

End-User Experience 

Users will be presented with more clear and concise instructions when setting up 
Two-Factor Authentication. For example, the setup screen will be updated to provide 
step-by-step instructions. 
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Before Example   After Example 

  

Configuration / Feature Activation 

This change will occur automatically. 

 More information about these changes will be included in future release notes. 

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
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the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 

! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 
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File Transfer 

**Planned Changes** Cipher Security Policy Change for Clients and 
Vendors 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 -- April 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

This release note is intended for technical staff responsible for file transmissions with 
SAP Concur solutions. For our clients and vendors participating in data exchange 
through SFTP, SAP Concur plans to make changes that provide greater security for 
those file transfers. 

On April 16, 2024, SAP Concur plans to update its file transfer security policy from 
TransferSecurityPolicy-2020-06 to TransferSecurityPolicy-2022-03.  

This release note pertains to the following file transfer DNS endpoints: 

• EU2 AWS Transfer Site: mft-eu2.concursolutions.com 

• US2 AWS Transfer Site: mft-us2.concursolutions.com 

! IMPORTANT: If you are using client software that does not support 
TransferSecurityPolicy-2022-03, you must move to supported SFTP client 
software before April 16, 2024. 

 For more information about transfer security policies, including a list of 
supported cryptographic algorithms, refer to Security polices for AWS 
Transfer Family and Cryptographic Algorithms on the AWS documentation 
web site. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides greater security for file transfers. 

Configuration / Feature Activation 

This change occurs automatically. 

 For more information about SAP Concur file transfers, refer to Shared: AWS 
File Transfer for Clients and Vendors. 

https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html#cryptographic-algorithms
https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 March 22, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 2024, SAP Concur plans to increase the outbound IP addresses used to 
transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 September 15, 2023 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting the third quarter of 
2024 to publish all product documentation (such as setup and user guides) to the 
SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com so clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

BUSINESS PURPOSE / CLIENT BENEFIT 

The SAP Help Portal has improved search capabilities and there is a mechanism for 
clients to provide feedback. This change also aligns with SAP best practices for the 
publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

ACTION ITEM 

Ensure that you update any custom configuration that you may have that references 
the tech_pubs folder on concurtraining.com 
(https://www.concurtraining.com/customers/tech_pubs/*) to point to the SAP Help 
Portal (https://help.sap.com/docs/SAP_CONCUR) instead. Custom configuration that 
may be impacted by this change can come from several sources such as Training 
Admin, Company Info, and the new travel experience Configurable Message Boards. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

DOWNLOADING PDFS 

Content available from the SAP Help Portal can be selected and downloaded as a 
custom PDF file. From the SAP Help Portal, click Download PDF > Create Custom 
PDF, select the desired topics from the left navigation pane, and click Create PDF. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For a video that includes these clicks, refer to the Using Online Help topic 
available from the SAP Help Portal. 

Example 

 

Configuration / Feature Activation 

The location change will happen automatically; there are no configuration or 
activation steps. 

The exact date that the product documentation will be available from the SAP Help 
Portal will be provided in future release notes. 

 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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Data Retention 

**Ongoing** Pause and Resume Data Retention Site-Wide 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 April 12, 2024 March 31, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On March 31, 2024, SAP Concur implemented the Data Retention pause and resume 
feature. This feature enables data retention administrators to pause and resume data 
retention activity site wide.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides the data retention administrator more flexibility and control 
over the SAP Concur data retention feature. 

Admin Experience 

After they have configured the data retention feature for their site, the data retention 
administrator can pause and resume the SAP Concur Data Retention feature. This 
option pauses data retention activity for the entire site.  

Before pausing or resuming data retention: 

• Administrators from different parts of the client’s business should coordinate 
with each other. 

• Client administrators should consider the impact of pausing or resuming data 
retention on policies with different timeframes. 

! IMPORTANT: To avoid non-compliance with internal or external Data Protection 
and Privacy requirements, Data Retention should not be paused for periods of 
time longer than is necessary. The client administrator is responsible for pausing 
and resuming their data retention activity. 
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NOTE: The Data Retention pause and resume feature is only intended for short term 
use. When applicable, the Hold User feature, which pauses data retention for 
a specific user, should be used. 

Configuration / Feature Activation 

After they have configured SAP Concur data retention, this option is automatically 
available to the data retention administrator. 

File Transfer 

Cipher Security Policy Change for Clients and Vendors (Postponed) 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 April 19, 2024 To Be Determined 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

This release note is intended for technical staff responsible for file transmissions with 
SAP Concur solutions. For our clients and vendors participating in data exchange 
through SFTP, SAP Concur plans to make changes that provide greater security for 
those file transfers. 

On April 16, 2024, between 9:30 AM – 10 AM ET, SAP Concur updated its file 
transfer security policy from TransferSecurityPolicy-2020-06 to 
TransferSecurityPolicy-2022-03. Due to the volume of clients not prepared for the 
new security policy, at approximately 11:35 AM ET on April 17, 2024, SAP Concur 
rolled back to TransferSecurityPolicy-2020-06.   

NOTE:  A new timeline will be determined and published in future release notes. 

This release note pertains to the following file transfer DNS endpoints: 

• EU2 AWS Transfer Site: mft-eu2.concursolutions.com 

• US2 AWS Transfer Site: mft-us2.concursolutions.com 

 For more information about transfer security policies, including a list of 
supported cryptographic algorithms, refer to Security polices for AWS 
Transfer Family and Cryptographic Algorithms on the AWS documentation 
web site. 

https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html#cryptographic-algorithms
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Configuration / Feature Activation 

A new timeline for this change will be published in future release notes. Before this 
change is implemented, clients must move to supported SFTP client software.  

 For more information about SAP Concur file transfers, refer to Shared: AWS 
File Transfer for Clients and Vendors. 

Financial Integration 

Liability Account Mapping Removed (Xero) 
 

Information First Published Information Last Modified Feature Target Release Date 
April 19,2024 -- April 25, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

Because SAP Concur does not use the accounts payable liability account to post 
reports or invoices to Xero, the liability account mapping function has been removed 
from these areas of the SAP Concur integration with Xero accounting. 

This change reduces the number of steps required to implement the Xero accounting 
integration. 

Admin Experience 

CONCUR EXPENSE 

The ERP Liability Account Code field is no longer present on the Employee 
Reimbursements page. 

 

https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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CONCUR INVOICE 

The Invoice ERP Liability Account Code field is no longer present on the 
Accounting page in Product Settings. 

 

Configuration / Feature Activation 

This change occurs automatically. 

Home Page 

**Ongoing ** SAP Concur Homepage Changes 
 

Information First Published Information Last Modified Feature Target Release Date 
December 4, 2020 April 12, 2024 Ongoing 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q4, 2021, SAP Concur began redirecting clients to a new homepage. The 
appearance of the new homepage is identical to the previous SAP Concur homepage. 
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The new homepage has enhanced functionality when services become temporarily 
unavailable. 

The roll out of the new homepage is phased: 

Phase 1: In October of 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the US Datacenter to the new 
homepage.  

Phase 2: In December 2021, SAP Concur began redirecting Concur Expense, 
Concur Invoice, and Concur Request clients in the EU Datacenter to the new 
homepage. 

Phase 3: In Q1 2024, SAP Concur began redirecting the remaining clients in 
the US and EU datacenters to the new homepage. This process is ongoing. 
The remaining clients include those with Concur Travel standalone or Concur 
Travel with Expense, Invoice, and/or Request. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change ensures that the SAP Concur homepage is available even when some 
services are unavailable and improves the consistency of the sign in experience. 

What the User Sees 

With the old homepage, when a user signs into their SAP Concur products, they see 
their homepage. 

NOTE: The appearance of the homepage varies depending on which products and 
services are enabled for the client and the permissions assigned to the user. 

Example Home Page 
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If some products or services are unavailable while other products and services are up 
and running, a modified version of the user’s homepage similar to the following 
appears:  

 

After a client is migrated to the new homepage, if one or more services are 
unavailable, when a user signs in to their SAP Concur products, they see the usual 
homepage, but if the user navigates to a page for a service that is unavailable, they 
will see a page similar to the following: 

 

After migration to the new homepage, if all services are available, this change is 
transparent to the user and they see a homepage that is identical to the pre-
migration homepage. 

Configuration / Feature Activation 

This change occurs automatically; there are no configuration or activation steps.  
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Import/Extract 

Attendee Import Updated 
 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- April 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice, Request | Professional Edition 

Overview 

Beginning on April 18, 2024, when the Attendee Import job is run and Attendee 
Import data is imported, data in the YTD Total field is not updated. 

Previously, the YTD Total field was updated when the job was run.  

Configuration / Feature Activation 

This change occurs automatically. 

 For more information about the Attendee Import job, refer to the Shared: 
Attendee Import V2 Specification. 

SAP Concur Integrations 

Allocation Mapping for Funds and Grants Integration with Concur 
Solutions 

 
Information First Published Information Last Modified Feature Target Release Date 

April 19, 2024 -- April 20, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Request | Professional Edition 

Overview 

Allocation mapping is now available for the Funds and Grants Integration with Concur 
Solutions. The Funds and Grants Integration with Concur Solutions enables 
automatic funds check and funds reservation against funds, grants, and budgets 
maintained within SAP.   

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Attendee_Imp_V2.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Attendee_Imp_V2.pdf
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When the Funds and Grants Integration with Concur Solutions creates an obligation, 
the funds in the SAP financial system are reserved at the allocation level. Allocation 
mapping ensures the cost objects for allocations are mapped to the correct custom 
fields used for funds reservations in Concur Request and Concur Expense, so that 
data flows correctly from Concur Request to Concur Expense to the SAP financial 
system to properly create funds reservations.  

Sometimes the allocation forms and information collected in Concur Expense and 
Concur Request are not an exact match. Allocation fields are not always relevant to 
the funds reservations. Allocation mapping allows the administrator to define 
elements that are relevant to the funds reservation, and then map these definitions 
to the custom fields on allocation forms.  

Allocation mappings are managed on the new Allocation Mapping tab on the 
Funds and Grants Integration page in Tools (Administration > Tools > 
Configuration).  

Users assigned to the Expense Configuration Administrator user role can access the 
new Allocation Mapping tab on the Funds and Grants Integration page in Tools. 

Administrator Experience 

With this update, a new tab, Allocation Mapping, is added to the Funds and 
Grants Integration page in Tools (Administration > Tools > Configuration). 
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NOTE: Each allocation form must have allocation mappings defined for the cost 
objects and Concur Expense and Concur Request custom fields associated 
with the funds reservations.  

On the Allocation Mapping tab, you can add, edit, and delete allocation mappings. 
Once the allocation mappings are completed, you can activate the allocation 
mappings by clicking the Activate Allocation Mapping button. 

New allocation mappings are created by clicking the Add Mapping button. Clicking 
the Add Mapping button opens the Create New Mappings dialog, where you can 
add an individual allocation mapping. 
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The functionality previously available on the Configuration page is now available on 
the Financial Systems tab on the Funds and Grants Integration page.  

BEFORE: 

 

AFTER: 
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You can access the Funds and Grants Integration page in Tools by clicking the 
Configuration link in the Funds and Grants Integration section.  

 

Configuration / Feature Activation 

These changes occur automatically. In order to access the Allocation Mapping tab, 
the Funds and Grants Integration must be enabled for your organization, and you 
must be assigned to the applicable user roles. 

 For more information about the SAP Funds and Grants integration with Concur 
Solutions, refer to the Shared: Funds and Grants Integration with Concur 
Solutions Setup Guide for Professional Edition. 
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Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense, Invoice, Request | Professional & Standard 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.   

SAP Concur User Assistance 

**Ongoing** Links From the SAP Concur Solutions UI to Product 
Documentation Removed 

 

Information First Published Information Last Modified Feature Target Release Date 
May 12, 2023 March 09, 2024 End of March 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Some pages in the SAP Concur solutions UI included links to product documentation 
or other content. To better align with SAP best practices, in June 2023, SAP Concur 
began removing direct links from the SAP Concur solutions UI that point to product 
documentation on concurtraining.com. This process will be completed at the end of 
March 2024. 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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NOTE: The SAP Help Portal is the central source for all product documentation, 
release notes, and other content. SAP Concur clients can use the SAP Concur 
page on the SAP Help Portal to find the complete library of SAP Concur 
solutions documentation.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change is being made for the following reasons: 

• This change better aligns with SAP best practices.  

• Links to product documentation from the SAP Concur solutions UI point to 
English-only content. This experience is not optimal for users that view the UI 
in languages other than English.  

• Direct links to a single document prevent the user from viewing and 
navigating the entire content library.  

• SAP Concur plans to move its product documentation from 
concursolutions.com to the SAP Help Portal.  

 For more information, refer to the **Planned Changes** SAP Concur 
Product Documentation Moving to the SAP Help Portal release note in 
this document. 

Admin and End-User Experience 

Links to product documentation on concursolutions.com—for example, links to SAP 
Concur user and setup guides—will be removed from SAP Concur solutions UI pages.  

Example  

 

https://help.sap.com/docs/SAP_CONCUR
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Configuration / Feature Activation 

This change was made in phases, starting in 2023. The process of removing the links 
will be completed at the end of March 2024. 

SAP Fiori Themes 

**Ongoing** SAP Fiori Horizon Themes for Concur Mobile and Web  
 

Information First Published Information Last Modified Feature Target Release Date 
February 10, 2023 April 12, 2024 April 10 - 22, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur has adopted the SAP Fiori with Horizon visual design theme family as the 
default appearance for SAP Concur solutions.  

Implementation of the SAP Fiori with Horizon visual design theme impacts the look 
and feel of SAP Concur solutions by updating fonts, font sizes, icons, colors, and 
shapes. In addition, in both the SAP Concur mobile and web UI, navigation from the 
home page is slightly modified. 

Introduction of the new design themes was phased and began on May 20, 2023. The 
new themes will be fully implemented between April 10 and April 22, 2024. With the 
implementation of the new themes, the legacy (Gateway) theme will be 
decommissioned. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the overall user experience, better support accessibility 
features, and help provide a consistent user experience across all SAP products. 

Admin Experience 

MOBILE 

SAP Concur has implemented SAP Fiori with Horizon in the Mobile app. 

WEB UI 

SAP Concur began implementing SAP Fiori with Horizon themes in phases beginning 
in May 2023 

Between April 10 and April 22, SAP Concur will decommission the legacy Concur 
Gateway theme. When it is decommissioned, Morning Horizon becomes the default 
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theme and end users can choose between Morning Horizon, Evening Horizon, and 
high contrast themes. The Gateway theme and Theme Settings are no longer 
available. Users who have not yet enabled Horizon for Fiori themes are automatically 
switched to Morning Horizon. 

NOTE: Clients with SAP Fiori Quartz themes: On October 2, 2023, SAP Concur 
decommissioned the SAP Fiori 3 Quartz themes and clients with SAP Fiori 3 
Quartz themes were automatically switched to the SAP Fiori with Horizon 
visual themes. 

End User Experience 

With the SAP Fiori with Horizon visual design themes, the overall look of SAP Concur 
solutions is updated with new fonts, icons, colors, and shape design. 

LEGACY PAGE DESIGN EXAMPLE 

 

SAP FIORI WITH HORIZON DESIGN EXAMPLE 

 

Navigation from the SAP Concur home page is also slightly modified so that it is 
simpler and more consistent with other SAP products.  
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LEGACY HOME PAGE NAVIGATION 

With the legacy theme, navigation from the home page relied on product tabs and 
the Administration menu. 

 

SAP FIORI WITH HORIZON HOME PAGE NAVIGATION 

With the SAP Fiori with Horizon visual design theme, navigation from the Concur 
home page to Concur product and administration pages is consolidated in the Home 
menu. 

 

Configuration / Feature Activation 

SAP Concur implemented these changes through a phased approach that began in 
May 2023 and will be completed between April 10 and April 22, 2024. 
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 -- Q3 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. In Q3 of 2024 the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned in Q3 of 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned in Q3 of 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Configuration / Feature Activation 

This change will occur automatically. 

 More information about this change will be provided in future release notes. 

**Planned Changes** Legacy Authentication Retirement 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- July 11, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Legacy Authentication was deprecated on February 4, 2017: 

Pre-2017 Authorization Deprecated 

SAP Concur plans to discontinue all support for this authentication method on July 
11, 2024. To avoid disruption of service, clients who currently use Legacy 
Authentication should take immediate action to transition to JSON Web Token (JWT) 
authentication. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the security of SAP Concur solutions. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Sign In To SAP Concur Without a Password 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 April 12, 2024 Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to enable users who sign in to SAP Concur solutions 
with a username and password to sign in without a password. When the feature is 

https://developer.concur.com/api-reference/authentication/authorization-pre-2017.html
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enabled, a user who does not want to enter a password during sign in can send a 
one-time link to the email address associated with their SAP Concur personal profile. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 

End-User Experience 

After they enter their username, users have the option to sign in with an email link.  

 

If they click Sign in with an Email Link, a sign-in link is sent to the Email 1 and/or 
Email 2 email address configured in the Email Addresses section of the My Profile 
– Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Configuration / Feature Activation 

This change will occur automatically. 
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**Planned Changes** Two-Factor Authentication Enhancements 
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to implement enhancements to the instruction for the 
Two-Factor Authentication setup process. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the on-screen instructions when setting up Two-Factor 
Authentication. 

End-User Experience 

Users will be presented with more clear and concise instructions when setting up 
Two-Factor Authentication. For example, the setup screen will be updated to provide 
step-by-step instructions. 

Before Example   After Example 
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Configuration / Feature Activation 

This change will occur automatically. 

 More information about these changes will be included in future release notes. 

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 
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! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 

File Transfer 

**Planned Changes** New IP Addresses for DNS Endpoints 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 April 12, 2024 Future Release 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In a future release, the DNS Endpoint IP addresses assigned to US2 (mft-
us2.concursolutions.com) will be changed. This change was originally targeted for 
April 27, 2024, but it has been postponed to a future release. Information about the 
new release target will be included in future release notes. 

NOTE: On February 17, 2024, the DNS Endpoint IP addresses assigned to EU2 (mft-
eu2.concursolutions.com) were changed. For additional information, refer to 
the March 2024 Shared Changes release notes. 

Because IP addresses are subject to change, for clients who allow list incoming 
network traffic, SAP Concur recommends allow-listing the DNS endpoint (mft-
us2.concursolutions.com) rather than the associated IP addresses. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change helps to improve the security of SAP Concur solutions. 
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Admin Experience 

This change is transparent to most clients. 

Clients who allow-list IP addresses, must update their allow lists.  

Configuration / Feature Activation 

This change occurs automatically. 

Financial Integration 

**Planned Changes** QuickBooks Online Legacy Integration 
Migration 

 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- October 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur plans to decommission the QuickBooks Online (QBO) legacy integration 
on October 18, 2024. Clients with QBO legacy must upgrade to the new QBO 
integration before the legacy integration is decommissioned. 

The new QBO integration enables clients to fix posting issues and to post expense 
and invoice images. The QBO legacy integration does not provide these features.  

 For information about upgrading from QBO legacy integration to the newer 
QBO integration, refer to the following knowledge base article: 
How to move from QuickBooks Online Legacy to the Financial Integration 
Upgrade? 

 For more information about QBO integration with SAP Concur, refer to the 
Concur Financial integration Resources page. 

End-user Experience 

Beginning on May 9, 2024, In-product messaging will be presented to clients with 
the QBO legacy integration. The messaging will include a link to the “how to” guide 
for upgrading to the newer QBO integration.  

https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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Configuration / Feature Activation 

Clients must upgrade to the newer QBO integration before October 18, 2024.  

NOTE: All inflight expenses, reports, and invoices must be processed or deleted 
before the system can be upgraded. 

SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 March 22, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 2024, SAP Concur plans to increase the outbound IP addresses used to 
transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 April 12, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting the third quarter of 
2024 to publish all SAP Concur product documentation to the SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com. Clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

The SAP Help Portal has improved search capabilities and there is a mechanism for 
customers to provide feedback. This change also aligns with SAP best practices for 
the publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

TERMINOLOGY 
 
Term Details 

Draft A document version (for Release Notes and other content such as guides 
or SAP Help Portal topics) that contains text that has yet to be finalized.  
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Draft content to customers. 

Final A document version (for Release Notes and other content such as guides 
or SAP Help Portal topics) that contains text that has been finalized.  
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Final content to customers. 

Production A location where content is visible to everyone, specifically the SAP Help 
Portal. 
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Draft content to customers. 

Preview Release Notes that describe product changes, for which customers 
should prepare, that have a target date in the future. Formerly known 
as Planned Changes release notes. 

Planned Changes This term will be replaced with Preview after the migration. 

Target Date The date when SAP Concur plans to make a product change available to 
customers. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

Configuration / Feature Activation 

The location change will happen automatically. In most cases, there are no 
configuration or activation steps. 

ACTION ITEM 

Update any custom configuration you have that references the tech_pubs folder on 
concurtraining.com (https://www.concurtraining.com/customers/tech_pubs/*) to 
point to the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR) instead. 
Custom configurations that might be impacted by this change can come from several 
sources such as Training Admin, Company Info, and the new travel evolution 
Configurable Message Boards. 

The exact date that the product documentation will be available on the SAP Help 
Portal will be provided in future release notes. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR


 

SAP Concur Release Notes Page 29 Shared Changes 
Release Date: April 20, 2024  Client FINAL 
Initial Post: Friday, April 19, 2024 

Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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File Transfer 

Cipher Security Policy Change for Clients and Vendors (Postponed) 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 May 10, 2024 To Be Determined 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur is currently in the process of re-evaluating this change. With the next 
release, this information will be removed. If this change is again considered, 
information will appear in the release notes document. 

**Ongoing** PGP Key for File Transfers to be Replaced 
 

Information First Published Information Last Modified Feature Target Release Date 

May 17, 2024 -- May 24, 2024 - September 4, 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Files transferred to SAP Concur solutions must be encrypted with the SAP Concur 
public PGP key.  

• A new PGP key, key ID 8C51C89E, will be available in the client’s root folder 
beginning on or before May 24, 2024. The file name will be 
concursolutions.asc. 

• The current key, key ID 9AFF10B5, will expire on September 4, 2024, and 
should no longer be used. 

 More information about migrating from the legacy key (key ID D4D727C0) to 
the new key (key ID 8C51C89E), will be provided in the June 2024 release 
notes. 

The expiration date of the current key (key ID 9AFF10B5) cannot be changed. To 
ensure that file uploads continue to be processed after the key expires on September 
4, 2024, clients must migrate to the new PGP key (key ID 8C51C89E) before the 
expiration date.  
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If you are unable to migrate to the new key (key ID 8C51C89E) before September 4, 
2024, you can manually upload files using the Import / Extract Monitor feature. 

 For more information about the Import / Extract Monitor feature, refer to the 
Shared: Import/Extract Monitor User Guide. 

Admin Experience 

When it becomes available, an administrator with the required file transfer 
credentials can log into the file transfer site to retrieve the public PGP key, 
concursolutions.asc, from the root directory. 

Configuration / Feature Activation 

When it becomes available, your internal file transfer administrator can add the new 
key to their PGP keyring and start using it to encrypt files being transferred to SAP 
Concur.  

If you require assistance, please contact SAP Concur support. 

 For more information, refer to the Shared: File Transfer for Customers and 
Vendors User Guide. 

Localization 

Translation Term Updates in Brazilian Portuguese 
 

Applies to: 

All Products | All Editions 

Overview 

Starting with the May release, SAP Concur is changing the following term in the 
Brazilian Portuguese version of the SAP Concur user interface to bring consistency in 
translation: 
 

English Term Current Brazilian Portuguese Updated Brazilian Portuguese 

departure embarque partida 

NOTE: Please keep track of this change as it might impact your company’s internal 
documentation or training materials. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/UG_Shr/Shr_UG_IE_Monitor.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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End-User Experience 

The user sees the updated term for departure in the Brazilian Portuguese version of 
the SAP Concur user interface. 

Configuration / Feature Activation 

This change occurs automatically; No configuration steps are required. 

Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
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Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.   

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Annual Certificate Renewal 

**Planned Changes** New SSL certificate for 
*.concursolutions.com and *api.concursolutions.com 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 -- June 20 and July 25, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

To ensure the ongoing security of our products and services, the 
*concursolutions.com and *api.concursolutions.com SSL certificates are updated on
an annual basis. The current certificates will expire as follows:

• 23:59 GMT on July 11, 2024 (*.concursolutions.com)

• 23:59 GMT on August 11, 2024 (*.api.concursolutions.com)

SAP Concur plans to issue new certificates as follows: 

• 6PM PDT on June 20, 2024 
(*.concursolutions.com)

• 6PM PDT July 25, 2024 (*.api.concursolutions.com)
Clients who have not pinned the expiring certificate do not need to take any action 
as their expiring certificate will be renewed automatically. Most clients do not pin 
the certificate. 

NOTE: SAP ICS customers who follow the certificate handling processes described in 
the following note do not need to take any action: 
2914977 - FAQ: Concur Certificates, Authentication, and Connectivity. 

Clients who have pinned an expiring certificate must update to the new certificate 
before the new certificate is issued at 6PM PDT on June 20, 2024 
(*.concursolutions.com) or at 6PM PDT on July 25, 2024 
(*.api.concursolutions.com). 

Clients who have pinned the certificate and who do not update it with the new 
certificate before it is renewed, will experience disruption to SAP Concur products 
and services. 

https://launchpad.support.sap.com/#/notes/2914977
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Configuration / Feature Activation 

! IMPORTANT: Certificate pinning is not recommended, and you do so at your
own risk.

To support security for SAP Concur solutions, security certificates are renewed
regularly. Pinned certificates are not renewed automatically and, if a pinned
certificate is not renewed before it expires, the pinned certificate can cause a
disruption of service.

To avoid disruption of service, clients who pin their security certificates must pin 
both the RSA and ECDSA certificates. Clients can obtain the new certificates from the 
following web pages: 

*.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_ECDSA.pem   

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_RSA.pem 

*.api.concursolutions.com 

New certificates will be provided in June 2024. 

NOTE: If you are not sure whether your concursolutions.com certificate is pinned, 
consult with your IT department. 

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 May 10, 2024 July 17, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. On July 17, 2024, the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 
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SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned on July 17, 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned on July 17, 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Legacy Authentication Retirement 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- July 11, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Legacy Authentication was deprecated on February 4, 2017: 

Pre-2017 Authorization Deprecated 

SAP Concur plans to discontinue all support for this authentication method on July 
11, 2024. To avoid disruption of service, clients who currently use Legacy 
Authentication should take immediate action to transition to JSON Web Token (JWT) 
authentication. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://developer.concur.com/api-reference/authentication/authorization-pre-2017.html
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BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the security of SAP Concur solutions. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Sign In To SAP Concur Without a Password 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 April 12, 2024 Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to enable users who sign in to SAP Concur solutions 
with a username and password to sign in without a password. When the feature is 
enabled, a user who does not want to enter a password during sign in can send a 
one-time link to the email address associated with their SAP Concur personal profile. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 

End-User Experience 

After they enter their username, users have the option to sign in with an email link.  
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If they click Sign in with an Email Link, a sign-in link is sent to the Email 1 and/or 
Email 2 email address configured in the Email Addresses section of the My Profile 
– Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Two-Factor Authentication Enhancements 
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 2024, SAP Concur plans to implement enhancements to the instruction for the 
Two-Factor Authentication setup process. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the on-screen instructions when setting up Two-Factor 
Authentication. 

End-User Experience 

Users will be presented with more clear and concise instructions when setting up 
Two-Factor Authentication. For example, the setup screen will be updated to provide 
step-by-step instructions. 
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Before Example   After Example 

  

Configuration / Feature Activation 

This change will occur automatically. 

 More information about these changes will be included in future release notes. 

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 -- Q2 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q2 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
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the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 

! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 
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File Transfer 

**Planned Changes** New IP Addresses for DNS Endpoints 
 

Information First Published Information Last Modified Feature Target Release Date 
February 23, 2024 May 10, 2024 To be determined 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur is currently in the process of re-evaluating this change. With the next 
release, this information will be removed. If this change is again considered, 
information will appear in the release notes document. 

Financial Integration 

**Planned Changes** QuickBooks Online Legacy Integration 
Migration 

 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- October 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur plans to decommission the QuickBooks Online (QBO) legacy integration 
on October 18, 2024. Clients with QBO legacy must upgrade to the new QBO 
integration before the legacy integration is decommissioned. 

The new QBO integration enables clients to fix posting issues and to post expense 
and invoice images. The QBO legacy integration does not provide these features.  

 For information about upgrading from QBO legacy integration to the newer 
QBO integration, refer to the following knowledge base article: 
How to move from QuickBooks Online Legacy to the Financial Integration 
Upgrade? 

 For more information about QBO integration with SAP Concur, refer to the 
Concur Financial integration Resources page. 

https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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End-user Experience 

Beginning on May 9, 2024, In-product messaging will be presented to clients with 
the QBO legacy integration. The messaging will include a link to the “how to” guide 
for upgrading to the newer QBO integration.  

Configuration / Feature Activation 

Clients must upgrade to the newer QBO integration before October 18, 2024.  

NOTE: All inflight expenses, reports, and invoices must be processed or deleted 
before the system can be upgraded. 

SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 March 22, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 2024, SAP Concur plans to increase the outbound IP addresses used to 
transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 April 12, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting the third quarter of 
2024 to publish all SAP Concur product documentation to the SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com. Clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

The SAP Help Portal has improved search capabilities and there is a mechanism for 
customers to provide feedback. This change also aligns with SAP best practices for 
the publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

TERMINOLOGY 
 
Term Details 

Draft A document version (for Release Notes and other content such as guides 
or SAP Help Portal topics) that contains text that has yet to be finalized.  
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Draft content to customers. 

Final A document version (for Release Notes and other content such as guides 
or SAP Help Portal topics) that contains text that has been finalized.  
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Final content to customers. 

Production A location where content is visible to everyone, specifically the SAP Help 
Portal. 
Note: The Release Calendar provides the dates for when SAP Concur 
plans to publish Draft content to customers. 

Preview Release Notes that describe product changes, for which customers 
should prepare, that have a target date in the future. Formerly known 
as Planned Changes release notes. 

Planned Changes This term will be replaced with Preview after the migration. 

Target Date The date when SAP Concur plans to make a product change available to 
customers. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

Configuration / Feature Activation 

The location change will happen automatically. In most cases, there are no 
configuration or activation steps. 

ACTION ITEM 

Update any custom configuration you have that references the tech_pubs folder on 
concurtraining.com (https://www.concurtraining.com/customers/tech_pubs/*) to 
point to the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR) instead. 
Custom configurations that might be impacted by this change can come from several 
sources such as Training Admin, Company Info, and the new travel evolution 
Configurable Message Boards. 

The exact date that the product documentation will be available on the SAP Help 
Portal will be provided in future release notes. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Security 

**Planned Changes** Update to SAP Concur Security 
Recommendations Table 

 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 -- June 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

In June 2024, SAP plans to remove index entry CON-AUT-0003 from the SAP Concur 
Security Recommendations table. Index entry CON-AUT-0003 provided the following 
information: 

• Topic 
Two-Factor Authentication (2FA) 

• Default Setting or Behavior 
There is no option to disable the 2FA feature. All SAP Concur users on Web or 
Mobile are required to use 2FA. All SAP Concur users using Concur Username 
and Password to login on Web or Mobile are required to use 2FA. 

• Recommendation 
Customer should ensure that all users follow the system prompt and enroll in 
2FA at their initial sign-in. 

The information is accurate; however, because the feature cannot be disabled, this 
entry does not fit the definition of a recommendation. 

NOTE: This statement is still available on the Two-Factor Authentication Feature 
page within Protect Your SAP Concur Cloud. 

Configuration / Feature Activation 

This change will occur automatically. No action is required. 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/69d0d3f920594b5aa782a384f22e1f41.html?q=concur%20security
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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Annual Certificate Renewal 

**Ongoing** New SSL certificate for *.concursolutions.com and 
*api.concursolutions.com 

 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 July 2, 2024 June 20 and July 25, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

To ensure the ongoing security of our products and services, the 
*concursolutions.com and *api.concursolutions.com SSL certificates are updated on 
an annual basis. The current certificates will expire as follows: 

• 23:59 GMT on July 11, 2024 (*.concursolutions.com) 

• 23:59 GMT on August 11, 2024 (*.api.concursolutions.com)  

SAP Concur plans to issue new certificates as follows: 

• 6PM PDT on June 20, 2024 (*.concursolutions.com) 

• 6PM PDT July 25, 2024 (*.api.concursolutions.com) 

Clients who have not pinned the expiring certificate do not need to take any action 
as their expiring certificate will be renewed automatically. Most clients do not pin 
the certificate. 

NOTE: SAP ICS customers who follow the certificate handling processes described in 
the following note do not need to take any action: 
2914977 - FAQ: Concur Certificates, Authentication, and Connectivity. 

Clients who have pinned an expiring certificate must update to the new certificate 
before the new certificate is issued at 6PM PDT on June 20, 2024 
(*.concursolutions.com) or at 6PM PDT on July 25, 2024 
(*.api.concursolutions.com).  

Clients who have pinned the certificate and who do not update it with the new 
certificate before it is renewed, will experience disruption to SAP Concur products 
and services. 

https://launchpad.support.sap.com/#/notes/2914977
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Configuration / Feature Activation 

! IMPORTANT: Certificate pinning is not recommended, and you do so at your 
own risk.  
 
To support security for SAP Concur solutions, security certificates are renewed 
regularly. Pinned certificates are not renewed automatically and, if a pinned 
certificate is not renewed before it expires, the pinned certificate can cause a 
disruption of service.  

To avoid disruption of service, clients who pin their security certificates must pin 
both the RSA and ECDSA certificates. Clients can obtain the new certificates from the 
following web pages: 

*.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_ECDSA.pem   

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_RSA.pem 

*.api.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_RSA.pem 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_ECDSA.pem 

NOTE: If you pin your certificates and you downloaded the updated 
*api.concursolutions.com certificate between June 14, 2024, and July 2, 
2024, you might need to re-download the certificate.  
 
To verify whether you need to re-download your certificate, check the 
expiration date of the certificate you downloaded. The expiration date for your 
new certificate should be August 2, 2025, 23:59 GMT. If the expiration date 
of your certificate is earlier than August 2, 2025, 23:59 GMT, re-download the 
certificate. 

NOTE: If you are not sure whether your concursolutions.com certificate is pinned, 
consult with your IT department. 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
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Authentication 

Two-Factor Authentication Enhancements 
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- Late June 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In late June 2024, SAP Concur will implement enhancements to the instructions for 
the Two-Factor Authentication setup process. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the on-screen instructions when setting up Two-Factor 
Authentication. 

End-User Experience 

Users will be presented with more clear and concise instructions when setting up 
Two-Factor Authentication. For example, the setup screen will be updated to provide 
step-by-step instructions. 

Before Example   After Example 
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Configuration / Feature Activation 

This change occurs automatically. 

File Transfer 

**Ongoing** PGP Key for File Transfers to be Replaced 
 

Information First Published Information Last Modified Feature Target Release Date 

May 17, 2024 -- May 24, 2024 - September 4, 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Files transferred to SAP Concur solutions must be encrypted with the SAP Concur 
public PGP key.  

• A new PGP key, key ID 8C51C89E, will be available in the client’s root folder 
beginning on or before May 24, 2024. The file name will be 
concursolutions.asc. 

• The current key, key ID 9AFF10B5, will expire on September 4, 2024, and 
should no longer be used. 

The expiration date of the current key (key ID 9AFF10B5) cannot be changed. To 
ensure that file uploads continue to be processed after the key expires on September 
4, 2024, clients must migrate to the new PGP key (key ID 8C51C89E) before the 
expiration date.  

If you are unable to migrate to the new key (key ID 8C51C89E) before September 4, 
2024, you can manually upload files using the Import / Extract Monitor feature. 

 For more information about the Import / Extract Monitor feature, refer to the 
Shared: Import/Extract Monitor User Guide. 

Admin Experience 

When it becomes available, an administrator with the required file transfer 
credentials can log into the file transfer site to retrieve the public PGP key, 
concursolutions.asc, from the root directory. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/UG_Shr/Shr_UG_IE_Monitor.pdf
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Configuration / Feature Activation 

When it becomes available, your internal file transfer administrator can add the new 
key to their PGP keyring and start using it to encrypt files being transferred to SAP 
Concur.  

If you require assistance, please contact SAP Concur support. 

 For more information, refer to the Shared: File Transfer for Customers and 
Vendors User Guide. 

Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf


 

SAP Concur Release Notes Page 7 Shared Changes 
Release: June 2024  Client FINAL 
Update #1: Tuesday, July 2, 2024 

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.  

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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Security 

**Ongoing** Malicious Domains Alert 
 

Information First Published Information Last Modified Feature Target Release Date 
June 14, 2024 -- Ongoing 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Malicious sites often use a false derivative of the SAP Concur solutions brand as part 
of the domain name. Avoid unknown domains when working with SAP Concur 
solutions.  

The following table contains a list (non-inclusive) of potential malicious domains.  
 

Malicious Domains (Not Inclusive) 

c0ncur.com concrusolutions.com concur.agency 

concur.cfd concur.eg concur.life 

concur.one concur.pm concur.re 

concur.skin concura.com concuroslutions.com 

concursolufions.com concursoluions.com concursolutios.com 

concursolutuions.com concurssolutions.com concusolutions.com 

concussolutions.com concuw.com contcur.com 

councursolutions.com oncur.com sapconcur.pro 

2concursolutions.com conchur.com concura.it 

! IMPORTANT: The list is meant as an initial warning about the existence of 
possible fraudulent sites. It is not exhaustive and new malicious domains are 
created over time. 

RECOMMENDATION 

Avoid malicious domains when working with SAP Concur solutions. While some 
domains might be registered, it is recommended to err on the side of caution. If you 
are unsure whether a domain is a legitimate SAP Concur domain, refer to the list of 
web domains in the Concur Travel & Expense Supported Configurations guide. 

https://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Update to Data Retention Feature Page on SAP Help Portal 
 

Information First Published Information Last Modified Feature Target Release Date 
June 14, 2024 -- June 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In June 2024, SAP will remove the following text from the Protect Your SAP 
Concur Cloud > Data Retention > Data Retention Features page on the SAP 
Help portal.: 

• Removal of Specific User The ability to remove the data of a specific user, 
independent of the company-wide data retention configuration. 

NOTE: With the removal of the Purge User feature in September 2023, 
removal of an individual user’s data through the data retention feature 
is no longer possible. 

• Summary of Events The ability to view a high-level summary of events to 
monitor data retention activities. 

NOTE: The Summary of Events feature is under development. More 
information about this feature will be available in future release notes. 

Configuration / Feature Activation 

This change occurs automatically. No action is required. 

Update to SAP Concur Security Recommendations Table 
 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 June 14, 2024 June 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In June 2024, SAP plans to remove index entries CON-AUT-0003, CON-EML-0001, 
CON-EML-0002, CON-EML-0003, and CON-EML-0004 from the SAP Concur Security 
Recommendations table. These entries provide the following information:  

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/333863b50e2342bd95c61dcfd1c8df6c.html?q=concur%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/333863b50e2342bd95c61dcfd1c8df6c.html?q=concur%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/80a4fbd48e7d4337ad80171f0ca52cf9.html?q=SAP%20Concur%20cloud%20security&locale=en-US
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/80a4fbd48e7d4337ad80171f0ca52cf9.html?q=SAP%20Concur%20cloud%20security&locale=en-US
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• CON-AUT-0003: 

♦ Topic  
Two-Factor Authentication (2FA) 

♦ Default Setting or Behavior  
There is no option to disable the 2FA feature. All SAP Concur users on 
Web or Mobile are required to use 2FA. All SAP Concur users 
using Concur Username and Password to login on Web or Mobile are 
required to use 2FA.  

♦ Recommendation  
Ensure that all users follow the system prompt and enroll in 2FA at their 
initial sign-in. 

 This statement is still available on the Two-Factor Authentication 
Feature page within Protect Your SAP Concur Cloud.  

• CON-EML-0001: 

♦ Topic  
Phishing 

♦ Default Setting or Behavior  
Sender Policy Framework (SPF): SAP Concur can provide SPF records that 
list which IP addresses are authorized to send an e-mail on behalf of our 
domains.  

♦ Recommendation  
Implement SPF checks. SPF checks are run based on the path the e-mail 
took to get from its origin to its destination. Although SPF has some 
limitations, it helps mailbox providers and filtering systems recognize the 
difference between forged and legitimate e-mails. 

 This statement is available on the Phishing page within Protect Your 
SAP Concur Cloud.  

• CON-EML-0002: 

♦ Topic  
Phishing  

♦ Default Setting or Behavior  
DomainKeys Identified Mail (DKIM): SAP Concur uses DKIM on all 
outgoing email. DKIM is an authentication protocol that adds a digital 
signature to every sent e-mail message. 

♦ Recommendation  
Implement DKIM verification. When a message has been signed using 
DKIM, mailbox providers that successfully validate the signature can use 
information about the signer as part of protection from spoofing and 
phishing. Although DKIM doesn't tell mailbox providers how to treat a 
message if the signature can't be validated, it is still an essential part of e-
mail authentication. 

 This statement is available on the Phishing page within Protect Your 
SAP Concur Cloud. 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/69d0d3f920594b5aa782a384f22e1f41.html?q=concur%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/69d0d3f920594b5aa782a384f22e1f41.html?q=concur%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/da6facf13dfe49fc958640176e4f0b3e.html?q=SAP%20Concur%20cloud%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/da6facf13dfe49fc958640176e4f0b3e.html?q=SAP%20Concur%20cloud%20security
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• CON-EML-0003: 

♦ Topic  
Phishing  

♦ Default Setting or Behavior  
Domain-based Message Authentication, Reporting & Conformance 
(DMARC): SAP Concur uses DMARC to prevent unauthorized use of our 
domains in the "From" address of e-mail messages. 

♦ Recommendation  
Implement DMARC verification. It is a framework that sits atop SPF and 
DKIM authentication, rather than working in silo alongside it. DMARC 
allows the sender to specify how unauthenticated or suspicious messages 
should be treated by mailbox providers. Implementing DMARC is crucial as 
it helps prevent hackers and other attackers from spoofing your 
organization and domain. 

 This statement is available on the Phishing page within Protect Your 
SAP Concur Cloud. 

• CON-EML-0004: 

♦ Topic  
Phishing  

♦ Default Setting or Behavior  
General Phishing Prevention: SAP Concur supports our customers using 
standard phishing prevention techniques.  

♦ Recommendation  
Implement best practices to defend against email phishing attempts by 
taking the following actions: 

• Never click on links or attachments in suspicious emails. 

• Consider hovering over links before clicking. The hypertext should 
be taking you to a familiar page you know to be associated with 
the sender’s company. 

• Consider manually visiting the web site instead of clicking on links. 

• Regularly update your devices and security patches. 

 This statement is available on the Phishing page within Protect Your 
SAP Concur Cloud. 

NOTE: The information provided by these index entries is accurate; however, 
because these are not configurable features of SAP Concur solutions, these 
entries do not fit the definition of an SAP Concur security recommendation. 

Configuration / Feature Activation 

This change occurs automatically. No action is required. 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/da6facf13dfe49fc958640176e4f0b3e.html?q=SAP%20Concur%20cloud%20security
https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/da6facf13dfe49fc958640176e4f0b3e.html?q=SAP%20Concur%20cloud%20security


 

SAP Concur Release Notes Page 12 Shared Changes 
Release: June 2024  Client FINAL 
Update #1: Tuesday, July 2, 2024 

User Administration 

Active/Inactive Filter Available on User Permissions Page 
 

Information First Published Information Last Modified Feature Target Release Date 
June 21, 2024 -- Released 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel w/Spend, Expense, Invoice, Request, Reporting | Professional 
Edition 

Overview 

SAP Concur has added the Active Status field to the User Permissions page. The 
Active Status field enables a permissions administrator to filter search results by 
active or inactive users. 

Admin Experience 

The administrator can select All, Active, or Inactive from the Active Status field. 
All is the default status.  

If the administrator selects Active or Inactive, the search returns users with the 
selected status. 

 

Configuration / Feature Activation 

This change occurred automatically. 
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** HMAC Authentication to be Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 May 10, 2024 July 17, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. On July 17, 2024, the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned on July 17, 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned on July 17, 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Configuration / Feature Activation 

This change will occur automatically. 

**Planned Changes** Legacy Authentication Retirement 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 June 21, 2024 July 11, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Legacy Authentication was deprecated on February 4, 2017: 

Pre-2017 Authorization Deprecated 

SAP Concur plans to discontinue all support for this authentication method on July 
11, 2024. To avoid disruption of service, clients who currently use Legacy 
Authentication should take immediate action to transition to JSON Web Token (JWT) 
authentication. 

MIGRATE TO OAUTH2 TOKENS 

Existing applications that use the Pre-2017 Authorization (Deprecated) framework 
must move to support the new OAuth2 Bearer Tokens. For details, refer to the 
Migrating to OAuth2 Tokens page on the SAP Concur developer portal: 

Migrating to OAuth2 Tokens   

 For steps to implement the SAP Concur OAuth2 framework, refer to the 
Getting Started page on the developer portal. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the security of SAP Concur solutions. 

Configuration / Feature Activation 

This change will occur automatically. 

https://developer.concur.com/api-reference/authentication/authorization-pre-2017.html
https://developer.concur.com/api-reference/authentication/migrationguide.html
https://developer.concur.com/api-reference/authentication/getting-started.html
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**Planned Changes** Sign In To SAP Concur With an Email Link 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 June 14, 2024 August 14, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On August 14, 2024, SAP Concur plans to enable users to sign in to SAP Concur 
solutions with an email link. When the feature is enabled, a user who does not want 
to enter a password during sign in can send a one-time link to the email address 
associated with their SAP Concur personal profile. 

Additional Details 

• The email link expires after one hour.  

• The one-hour expiration limit is not configurable. 

• The email link can only be used to sign in once. 

• Sign in with an email link does not require two-factor authentication. 

• If IP restrictions are configured, sign in with an email link must adhere to 
these restrictions. 

• Sign in with an email link is not available through the Mobile app. 

• If a user forwards the email link to another email address, the link will work if 
it is used within the one-hour expiration window. 

• Sign in with an email link is available on all entities. On entities where SSO 
sign-in is required, sin in with an email link is disabled by default. On all other 
entities, sign in with an email link is enabled by default. 

• At any time, a company administrator can enable or disable this feature on 
the Sign In Settings page. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 
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End-User Experience 

After they enter their username, users have the option to sign in with an email link.  

 

If they click Sign in with an Email Link, a sign-in link is sent to the Email 1 and/or 
Email 2 email address configured in the Email Addresses section of the My Profile 
– Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Admin Experience 

Unless SSO is required, the option to sign in with an email link will be enabled by 
default. 

The option to sign in with an email link is disabled by default on entities that are 
configured to require SSO.  

After the feature is available, an admin can enable or disable the sign in with an 
email link feature by checking (enabling) or unchecking (disabling) the Allow users 
to sign in using an email link option on the Sign-In Settings page. 
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Configuration / Feature Activation 

This feature is automatically available. Admins can enable or disable the option on 
the Sign-In Settings page. 

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 June 14, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 

! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 

End-User Survey 

**Planned Changes** End-User Feedback Survey Improvements 
 

Information First Published Information Last Modified Feature Target Release Date 
June 21, 2024 -- Future release 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense | All Editions 

Overview 

In a future release, SAP Concur plans to remove the introductory screen that 
precedes the end-user feedback survey.  
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End-User Experience 

The end-user survey appears intermittently. Survey results help SAP Concur improve 
the end-user experience by gathering feedback immediately after the end-user 
performs one of several specified tasks. For example, the survey might be presented 
after an end-user books a trip in Concur Travel or submits an expense report in 
Concur Expense.  

Currently, before the survey begins, the end user is presented with an introductory 
screen.  

 

This screen will be removed and, when the survey is presented, the user will see the 
first survey question and an option to opt-out of the survey.  

Configuration / Feature Activation 

This change occurs automatically. 

NOTE: Clients can opt-out of the end-user survey experience. If your company has 
opted out, the survey will not be presented to your users. If your company 
has opted out and wishes to opt back in, contact your SAP Concur 
representative.  
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Financial Integration 

**Planned Changes** QuickBooks Online Legacy Integration 
Migration 

 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- October 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur plans to decommission the QuickBooks Online (QBO) legacy integration 
on October 18, 2024. Clients with QBO legacy must upgrade to the new QBO 
integration before the legacy integration is decommissioned. 

The new QBO integration enables clients to fix posting issues and to post expense 
and invoice images. The QBO legacy integration does not provide these features.  

 For information about upgrading from QBO legacy integration to the newer 
QBO integration, refer to the following knowledge base article: 
How to move from QuickBooks Online Legacy to the Financial Integration 
Upgrade? 

 For more information about QBO integration with SAP Concur, refer to the 
Concur Financial integration Resources page. 

End-user Experience 

Beginning on May 9, 2024, In-product messaging will be presented to clients with 
the QBO legacy integration. The messaging will include a link to the “how to” guide 
for upgrading to the newer QBO integration.  

Configuration / Feature Activation 

Clients must upgrade to the newer QBO integration before October 18, 2024.  

NOTE: All inflight expenses, reports, and invoices must be processed or deleted 
before the system can be upgraded. 

https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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Home Page 

**Planned Changes** SAP Concur Web Version Home Page 
Redesign 

 

Information First Published Information Last Modified Feature Target Release Date 

June 14, 2024 -- Phased: August 2024 – January 
2025 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur plans to redesign the SAP Concur web version home page. The home 
page redesign does not impact the mobile version and does not change any product 
functionality. 

SAP Concur plans to implement the following home page improvements: 

• Modernized user experience 

• Simplified navigation 

• Streamlined user workflows 

• Improved scalability, performance, and responsiveness 

• Brand alignment with other SAP products 

The new design will be implemented in three phases.  

NOTE: Each phase might take a few days to implement across all SAP Concur 
datacenters. 

Phase 1: The first phase of the release is targeted to begin in late August 2024. 
During this phase, clients can switch between the current home page design and the 
new home page design. The switch mechanism is targeted to be available via a 
banner on the home page. 

Phase 2: Phase 2 of the release is targeted for late October 2024. During this phase, 
clients can still switch between the old and new designs, but the new design will 
become the default experience.  

NOTE: When the new experience becomes the default, the new design will become 
the first experience for new/onboarding clients. 

Phase 3: In January 2025, the redesigned home page will become the only available 
version of the home page. Clients will no longer be able switch back to the old 
design. 
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Admin Experience 

ENABLE/DISABLE 

Admins cannot enable or disable the ability for end users to switch between the new 
and old home page designs. The ability to switch will be implemented only at the 
user level. 

PSES 

The redesign will be available for Product Sandbox Environments (PSEs). 
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End-User Experience 

REDESIGNED HOME PAGE EXAMPLE 

NOTE: The following screen shot provides an example of the new design for 
reference only. Elements in the screenshot might change before the new 
design is implemented. 
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ABILITY TO SWITCH BETWEEN EXPERIENCES 

During phases 1 and 2 of the release, end users can switch between the two designs.  

END USER GUIDANCE 

OEM WalkMe guidance will be available to help end users learn the redesigned home 
page. 

Configuration / Feature Activation 

Each phase of the release will be implemented automatically. There are no 
configuration or activation steps. 

SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 March 22, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 2024, SAP Concur plans to increase the outbound IP addresses used to 
transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 June 14, 2024 September 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting September 2024 to 
publish all SAP Concur product documentation to the SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com. Clients are encouraged to bookmark and 
start using the SAP Help Portal now to access product documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

The SAP Help Portal has improved search capabilities and there is a mechanism for 
customers to provide feedback. This change also aligns with SAP best practices for 
the publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup guides, user guides, and fact sheets will continue to 
be available from the concurtraining.com landing pages until the product 
documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

TERMINOLOGY 
 
Term Details 

Draft A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has yet to 
be finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Final A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has been 
finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Final content to customers. 

Production A location where content is visible to everyone, specifically the SAP 
Help Portal. 
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Preview Release Notes that describe product changes, for which customers 
should prepare, that have a target date in the future. Formerly 
known as Planned Changes release notes. 

Planned Changes This term will be replaced with Preview after the migration. 

Target Date The date when SAP Concur plans to make a product change 
available to customers. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

Configuration / Feature Activation 

The location change will happen automatically. In most cases, there are no 
configuration or activation steps. 

ACTION ITEM 

Update any custom configuration you have that references the tech_pubs folder on 
concurtraining.com (https://www.concurtraining.com/customers/tech_pubs/*) to 
point to the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR) instead. 
Custom configurations that might be impacted by this change can come from several 
sources such as Training Admin, Company Info, and the new travel evolution 
Configurable Message Boards. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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Annual Certificate Renewal 

**Ongoing** New SSL certificate for *.concursolutions.com and 
*api.concursolutions.com 

 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 July 2, 2024 June 20 and July 25, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

To ensure the ongoing security of our products and services, the 
*concursolutions.com and *api.concursolutions.com SSL certificates are updated on 
an annual basis. The current certificates will expire as follows: 

• 23:59 GMT on July 11, 2024 (*.concursolutions.com) 

• 23:59 GMT on August 11, 2024 (*.api.concursolutions.com)  

SAP Concur plans to issue new certificates as follows: 

• 6PM PDT on June 20, 2024 (*.concursolutions.com) 

• 6PM PDT July 25, 2024 (*.api.concursolutions.com) 

Clients who have not pinned the expiring certificate do not need to take any action 
as their expiring certificate will be renewed automatically. Most clients do not pin 
the certificate. 

NOTE: SAP ICS customers who follow the certificate handling processes described in 
the following note do not need to take any action: 
2914977 - FAQ: Concur Certificates, Authentication, and Connectivity. 

Clients who have pinned an expiring certificate must update to the new certificate 
before the new certificate is issued at 6PM PDT on June 20, 2024 
(*.concursolutions.com) or at 6PM PDT on July 25, 2024 
(*.api.concursolutions.com).  

Clients who have pinned the certificate and who do not update it with the new 
certificate before it is renewed, will experience disruption to SAP Concur products 
and services. 

https://launchpad.support.sap.com/#/notes/2914977


 

SAP Concur Release Notes Page 3 Shared Changes 
Release: July 2024  Client FINAL 
Initial Post: Friday, July 19, 2024 

Configuration / Feature Activation 

! IMPORTANT: Certificate pinning is not recommended, and you do so at your 
own risk.  
 
To support security for SAP Concur solutions, security certificates are renewed 
regularly. Pinned certificates are not renewed automatically and, if a pinned 
certificate is not renewed before it expires, the pinned certificate can cause a 
disruption of service.  

To avoid disruption of service, clients who pin their security certificates must pin 
both the RSA and ECDSA certificates. Clients can obtain the new certificates from the 
following web pages: 

*.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_ECDSA.pem   

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_RSA.pem 

*.api.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_RSA.pem 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_ECDSA.pem 

NOTE: If you pin your certificates and you downloaded the updated 
*api.concursolutions.com certificate between June 14, 2024, and July 2, 
2024, you might need to re-download the certificate.  
 
To verify whether you need to re-download your certificate, check the 
expiration date of the certificate you downloaded. The expiration date for your 
new certificate should be August 2, 2025, 23:59 GMT. If the expiration date 
of your certificate is earlier than August 2, 2025, 23:59 GMT, re-download the 
certificate. 

NOTE: If you are not sure whether your concursolutions.com certificate is pinned, 
consult with your IT department. 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
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Authentication 

HMAC Authentication Decommissioned 
 

Information First Published Information Last Modified Feature Target Release Date 
December 1, 2023 July 12, 2024 July 17, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur support for Hash-Based Message Authentication Code (HMAC) was 
deprecated in July 2021. On July 17, 2024, the HMAC service will be decommissioned 
and authentication to SAP Concur solutions through HMAC will no longer work. 

SAP Concur provides a Single Sign-On self-service option that enables client admins 
to setup their SAML v2 connections without involving an SAP Concur support 
representative. SAML v2 supports the use of multiple identity providers.  

 For more information about the Single Sign-On self-service option, refer to 
the Shared: Single Sign-On Overview and the Shared: Single Sign-On Setup 
Guide.  

ACTION REQUIRED 

If you are already using SSO or another supported authentication method other than 
HMAC, you do not need to take any action. 

If you are using only HMAC to access SAP Concur solutions, to avoid disruption of 
service, you must update your authentication method before HMAC is 
decommissioned on July 17, 2024.  

If users attempt to authenticate to SAP Concur solutions through HMAC after the 
HMAC service is decommissioned on July 17, 2024, they will be denied access.  

BUSINESS PURPOSE / CLIENT BENEFIT 

This change provides better security and improved support for users logging in to 
SAP Concur products and services. 

Configuration / Feature Activation 

This change occurs automatically. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SSO_Service_Overview.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SG_Shr/Shr_SG_SSO_Mgmt.pdf
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Legacy Authentication Retirement 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 July 12, 2024 July 11, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Legacy Authentication was deprecated on February 4, 2017: 

Pre-2017 Authorization Deprecated 

SAP Concur discontinued all support for this authentication method on July 11, 2024. 
To avoid disruption of service, clients who currently use Legacy Authentication 
should take immediate action to transition to JSON Web Token (JWT) authentication. 

MIGRATE TO OAUTH2 TOKENS 

Existing applications that use the Pre-2017 Authorization (Deprecated) framework 
must move to support the new OAuth2 Bearer Tokens. For details, refer to the 
Migrating to OAuth2 Tokens page on the SAP Concur developer portal: 

Migrating to OAuth2 Tokens   

 For steps to implement the SAP Concur OAuth2 framework, refer to the 
Getting Started page on the developer portal. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change improves the security of SAP Concur solutions. 

Configuration / Feature Activation 

This change occurred automatically. 

https://developer.concur.com/api-reference/authentication/authorization-pre-2017.html
https://developer.concur.com/api-reference/authentication/migrationguide.html
https://developer.concur.com/api-reference/authentication/getting-started.html


 

SAP Concur Release Notes Page 6 Shared Changes 
Release: July 2024  Client FINAL 
Initial Post: Friday, July 19, 2024 

Two-Factor Authentication Enhancements 
 

Information First Published Information Last Modified Feature Target Release Date 
March 22, 2024 -- Late June 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In late June 2024, SAP Concur will implement enhancements to the instructions for 
the Two-Factor Authentication setup process. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes improve the on-screen instructions when setting up Two-Factor 
Authentication. 

End-User Experience 

Users will be presented with more clear and concise instructions when setting up 
Two-Factor Authentication. For example, the setup screen will be updated to provide 
step-by-step instructions. 

Before Example   After Example 
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Configuration / Feature Activation 

This change occurs automatically. 

File Transfer 

**Ongoing** PGP Key for File Transfers to be Replaced 
 

Information First Published Information Last Modified Feature Target Release Date 

May 17, 2024 -- May 24, 2024 - September 4, 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Files transferred to SAP Concur solutions must be encrypted with the SAP Concur 
public PGP key.  

• A new PGP key, key ID 8C51C89E, will be available in the client’s root folder 
beginning on or before May 24, 2024. The file name will be 
concursolutions.asc. 

• The current key, key ID 9AFF10B5, will expire on September 4, 2024, and 
should no longer be used. 

The expiration date of the current key (key ID 9AFF10B5) cannot be changed. To 
ensure that file uploads continue to be processed after the key expires on September 
4, 2024, clients must migrate to the new PGP key (key ID 8C51C89E) before the 
expiration date.  

If you are unable to migrate to the new key (key ID 8C51C89E) before September 4, 
2024, you can manually upload files using the Import / Extract Monitor feature. 

 For more information about the Import / Extract Monitor feature, refer to the 
Shared: Import/Extract Monitor User Guide. 

Admin Experience 

When it becomes available, an administrator with the required file transfer 
credentials can log into the file transfer site to retrieve the public PGP key, 
concursolutions.asc, from the root directory. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/UG_Shr/Shr_UG_IE_Monitor.pdf
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Configuration / Feature Activation 

When it becomes available, your internal file transfer administrator can add the new 
key to their PGP keyring and start using it to encrypt files being transferred to SAP 
Concur.  

If you require assistance, please contact SAP Concur support. 

 For more information, refer to the Shared: File Transfer for Customers and 
Vendors User Guide. 

Localization 

**Ongoing** Translation Term Updates in French 
 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 -- August 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Starting from the July release, SAP Concur plans to change the following terms in the 
French version of the SAP Concur user interface. The changes apply to all products 
and will bring consistency in the audit and auditor terms translation. These changes 
will be done gradually and may span multiple releases. 
 

English Term Current French Term Updated French Term 

audit (verb) vérifier contrôler 

audit (noun) 
audit 
vérification 

contrôle 

auditor 
vérificateur 
auditeur 

contrôleur 

NOTE: Please keep track of these changes as they might impact your company’s 
internal documentation or training materials. 

End-User Experience 

The user will see the updated terms for audit and auditor in the French version of the 
SAP Concur user interface. 

http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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Configuration / Feature Activation 

This change occurs automatically; No configuration steps are required. 

Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 
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Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.  

SAP Concur Integrations 

Integration Monitor Settings for Funds and Grants Integration with 
SAP Concur Solutions 

 
Information First Published Information Last Modified Feature Target Release Date 

July 12, 2024 -- July 20, 2024 
Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Request | Professional Edition 

Overview 

The new Integration Monitor Settings tab is now available on the Funds and 
Grants Integration page (Administration > Tools > Configuration) for the 

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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Funds and Grants Integration with Concur Solutions. With the Integration Monitor 
Settings tab, you can configure when to alert the integration manager if a request 
or expense report has a particular status over a defined period of time.  

The alerts are displayed on the Monitor Integrations page in Tools 
(Administration > Tools > Monitor Integrations). 

The Funds and Grants Integration with Concur Solutions enables automatic funds 
check and funds reservation against funds, grants, and budgets maintained within 
SAP.   

Users assigned to the Expense Configuration Administrator user role can access the 
Integration Monitor Settings tab on the Funds and Grants Integration page 
and the Monitor Integrations page in Tools. 

Administrator Experience 

With this update, a new tab, Integration Monitor Settings, is added to the Funds 
and Grants Integration page in Tools. 

 

On the Integration Monitor Settings tab, you can define the number of minutes, 
hours, days, weeks, or months a request or expense report has been in the Ready, 
Action Required, or Reserved and Sent Back status before the integration manager is 
alerted. 

When a request or expense reports status exceeds the defined amount of time for 
the status, an alert for the status is automatically be displayed on the Monitor 
Integrations page. 
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In this example, a request has had the Action Required status for over 12 hours. At 
the top of the page on the Action Required view card, the alert Over 12 Hours: 
[number of requests and expense reports] is displayed for the integration manager. 

   

Configuration / Feature Activation 

These changes occur automatically. In order to access the Funds and Grants 
Integration and Monitor Integrations pages, the Funds and Grants Integration 
must be enabled for your organization, and you must be assigned to the applicable 
user roles. 

 For more information about the SAP Funds and Grants integration with Concur 
Solutions, refer to the Shared: Funds and Grants Integration with Concur 
Solutions Setup Guide for Professional Edition. 

Security 

Update to SAP Concur Security Recommendations Table 
 

Information First Published Information Last Modified Feature Target Release Date 
July 12, 2024 -- July 22, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In July 2024, SAP plans to add index entries CON-ACC-0001, CON-LEG-0001, and 
CON-DTR-0001 to the SAP Concur Security Recommendations table. These index 
entries provide the following information: 
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CON-ACC-0001 

• Topic 

Role-Based Access Control 

• Default Setting or Behavior 

Default Roles for a customer site can be defined during implementation. 

• Recommendation 

♦ When you are establishing roles and permissions, SAP Concur 
recommends adopting the principle of least privilege (PoLP). PoLP 
maintains that a user should be given the minimum levels of access and 
permissions required to perform the tasks associated with their roles and 
responsibilities within the organization. 

♦ SAP Concur also recommends applying the principle of separation of 
duties. This principle maintains that, to prevent potential misuse or errors, 
no user should have unchecked and/or unrestricted access to critical 
systems and data. 

CON-LEG-0001 

• Topic 

Customer-specific legal requirements 

• Default Setting or Behavior 

By default, custom fields are empty/blank.  

• Recommendation 

♦ Do not create a custom field that requires personally identifiable 
information (PII). 

♦ Create a custom field for a legal statement of Terms and Conditions and 
other similar inquiries. 

CON-DTR-0001 

• Topic 

Data Protection Policy (DPP) 

• Default Setting or Behavior 

Disabled  

• Recommendation 

Enable and configure the SAP Concur Data Retention feature according to 
your company’s written Data Retention Policy. 

Configuration / Feature Activation 

This change occurs automatically. No action is required. 
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User Provisioning 

User Provisioning Service Supports New Record Types 
 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 -- July 2 and July 3, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice, Request | All Editions 

Overview 

To improve feature parity between the SAP Concur import/extract feature and the 
User Provisioning Service (UPS), the UPS now supports provisioning and updating 
the attributes of the following record types: 

• Invoice Employee Import 

♦ Record Type 360 

• Authorized Approver Import 

♦ Record Type 700 

• Cost Object Approver Import 

♦ Record Type 710 

• Authorized Approver With Level Import 

♦ Record Type 720 

• Delete Authorized Approver Import 

♦ Record Type 750 

• Delete Cost Object Approver Import 

♦ Record Type 760 

End-User Experience 

These changes provide the following benefits: 

• Ability to provision identity, spend, and travel information from a single API  

• Reuse of existing SCIM APIs from other services  

• Real / Just-in-time provisioning 

• API support for delta differences in provisioning  

• In most cases, faster implementation time than flat files  

• Ability to update only impacted data rather than the full data record 
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Configuration / Feature Activation 

This change occurred automatically. 

 For more information about import / extract record types, refer to the 
Shared: Employee Import Specification. For more information about UPS, 
refer to User Provisioning v4 on the SAP Concur Developer Center. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/SPC/Spc_Shr/Shr_SPEC_Emp_Imp.pdf
https://developer.concur.com/api-reference/user-provisioning/v4.user-provisioning.html
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Authentication 

**Planned Changes** Sign In To SAP Concur With an Email Link 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 June 14, 2024 August 14, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On August 14, 2024, SAP Concur plans to enable users to sign in to SAP Concur 
solutions with an email link. When the feature is enabled, a user who does not want 
to enter a password during sign in can send a one-time link to the email address 
associated with their SAP Concur personal profile. 

Additional Details 

• The email link expires after one hour.  

• The one-hour expiration limit is not configurable. 

• The email link can only be used to sign in once. 

• Sign in with an email link does not require two-factor authentication. 

• If IP restrictions are configured, sign in with an email link must adhere to 
these restrictions. 

• Sign in with an email link is not available through the Mobile app. 

• If a user forwards the email link to another email address, the link will work if 
it is used within the one-hour expiration window. 

• Sign in with an email link is available on all entities. On entities where SSO 
sign-in is required, sin in with an email link is disabled by default. On all other 
entities, sign in with an email link is enabled by default. 

• At any time, a company administrator can enable or disable this feature on 
the Sign In Settings page. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 
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End-User Experience 

After they enter their username, users have the option to sign in with an email link.  

 

If they click Sign in with an Email Link, a sign-in link is sent to the Email 1 and/or 
Email 2 email address configured in the Email Addresses section of the My Profile 
– Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Admin Experience 

Unless SSO is required, the option to sign in with an email link will be enabled by 
default. 

The option to sign in with an email link is disabled by default on entities that are 
configured to require SSO.  

After the feature is available, an admin can enable or disable the sign in with an 
email link feature by checking (enabling) or unchecking (disabling) the Allow users 
to sign in using an email link option on the Sign-In Settings page. 
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Configuration / Feature Activation 

This feature is automatically available. Admins can enable or disable the option on 
the Sign-In Settings page. 

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 June 14, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 

! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 

End-User Survey 

**Planned Changes** End-User Feedback Survey Improvements 
 

Information First Published Information Last Modified Feature Target Release Date 
June 21, 2024 -- Future release 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense | All Editions 

Overview 

In a future release, SAP Concur plans to remove the introductory screen that 
precedes the end-user feedback survey.  
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End-User Experience 

The end-user survey appears intermittently. Survey results help SAP Concur improve 
the end-user experience by gathering feedback immediately after the end-user 
performs one of several specified tasks. For example, the survey might be presented 
after an end-user books a trip in Concur Travel or submits an expense report in 
Concur Expense.  

Currently, before the survey begins, the end user is presented with an introductory 
screen.  

 

This screen will be removed and, when the survey is presented, the user will see the 
first survey question and an option to opt-out of the survey.  

Configuration / Feature Activation 

This change occurs automatically. 

NOTE: Clients can opt-out of the end-user survey experience. If your company has 
opted out, the survey will not be presented to your users. If your company 
has opted out and wishes to opt back in, contact your SAP Concur 
representative.  
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Financial Integration 

**Planned Changes** Integrations for Expense and Invoice 
Professional Edition 

 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 -- August 23, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Professional Edition 

Overview 

SAP Concur currently supports integrations between Concur Expense Standard 
Edition and Concur Invoice Standard Edition with Xero, Sage Intacct, and Intuit 
QuickBooks Online. On August 23, 2024, SAP Concur plans to add support for these 
integrations with Concur Expense Professional Edition and Concur Invoice 
Professional Edition. 

Admin Experience 

This feature must be enabled by SAP Concur support. After it is enabled, the 
administrator will see a new link to Accounting Integration Settings on the Tools 
page. 
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On the Accounting Integration Settings page, the admin can set up a connection 
with Xero, Sage Intacct, or Intuit QuickBooks Online. 

 

Configuration / Feature Activation 

This change occurs automatically. 

 More information about these changes will be available in future release 
notes. For information about SAP Concur Standard Edition integrations, refer 
to the Concur Financial Integration Resources page. 

**Planned Changes** QuickBooks Online Legacy Integration 
Migration 
 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- October 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur plans to decommission the QuickBooks Online (QBO) legacy integration 
on October 18, 2024. Clients with QBO legacy must upgrade to the new QBO 
integration before the legacy integration is decommissioned. 

The new QBO integration enables clients to fix posting issues and to post expense 
and invoice images. The QBO legacy integration does not provide these features.  

https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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 For information about upgrading from QBO legacy integration to the newer 
QBO integration, refer to the following knowledge base article: 
How to move from QuickBooks Online Legacy to the Financial Integration 
Upgrade? 

 For more information about QBO integration with SAP Concur, refer to the 
Concur Financial integration Resources page. 

End-user Experience 

Beginning on May 9, 2024, In-product messaging will be presented to clients with 
the QBO legacy integration. The messaging will include a link to the “how to” guide 
for upgrading to the newer QBO integration.  

Configuration / Feature Activation 

Clients must upgrade to the newer QBO integration before October 18, 2024.  

NOTE: All inflight expenses, reports, and invoices must be processed or deleted 
before the system can be upgraded. 

Home Page 

**Planned Changes** SAP Concur Web Version Home Page 
Redesign 

 

Information First Published Information Last Modified Feature Target Release Date 

June 14, 2024 July 19, 2024 Phased: August 2024 – January 
2025 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

SAP Concur plans to redesign the SAP Concur web version home page. The home 
page redesign does not impact the mobile version and does not change any product 
functionality. 

SAP Concur plans to implement the following home page improvements: 

• Modernized user experience 

• Simplified navigation 

• Streamlined user workflows 

• Improved scalability, performance, and responsiveness 

https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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• Brand alignment with other SAP products 

The new design will be implemented in three phases.  

NOTE: Each phase might take a few days to implement across all SAP Concur 
datacenters. 

Phase 1: The first phase of the release is targeted to begin in late August 2024. 
During this phase, clients can switch between the current home page design and the 
new home page design. The option to switch between designs will be available via a 
banner on the current and new home pages. 

Legacy Home Page Banner 

 

On the legacy Home page, clicking Learn More in the banner opens the What’s 
New page.  

 

Clicking Enable on the What’s New page, changes the home page to the new 
design. 
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Redesigned Home Page Banner 

On the redesigned Home page, the banner enables you to provide feedback on the 
new design or switch back to the legacy design. 

 

Phase 2: Phase 2 of the release is targeted for late October 2024. During this phase, 
clients can still switch between the old and new designs, but the new design will 
become the default experience.  

NOTE: When the new experience becomes the default, the new design will become 
the first experience for new/onboarding clients. 

Phase 3: In January 2025, the redesigned home page will become the only available 
version of the home page. Clients will no longer be able switch back to the old 
design. 

Admin Experience 

ENABLE/DISABLE 

Admins cannot enable or disable the ability for end users to switch between the new 
and old home page designs. The ability to switch will be implemented only at the 
user level. 

PSES 

The redesign will be available for Product Sandbox Environments (PSEs). 
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End-User Experience 

REDESIGNED HOME PAGE EXAMPLE 

NOTE: The following screen shot provides an example of the new design for 
reference only. Elements in the screenshot might change before the new 
design is implemented. 
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ABILITY TO SWITCH BETWEEN EXPERIENCES 

During phases 1 and 2 of the release, end users can switch between the two designs.  

END USER GUIDANCE 

OEM WalkMe guidance will be available to help end users learn the redesigned home 
page. 

Configuration / Feature Activation 

Each phase of the release will be implemented automatically. There are no 
configuration or activation steps. 

Localization 

**Planned Changes** Translation Term Updates in Simplified 
Chinese 

 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 -- August 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Starting from the August release, SAP Concur plans to change the following terms in 
the Simplified Chinese version of the SAP Concur user interface. The changes will 
apply to all products and will bring consistency in the translation of the expense 
report, report and delegate terms. These changes will be done gradually and may 
span multiple releases. 

English Term Current Simplified 
Chinese Term 

Updated Simplified Chinese 
Term 

expense report  
费用报告 

报销申请 
报销单 

report (as a short form 
of “expense report”) 报告 报销单 

delegate 
受委托人 

委托人 
代理人 

NOTE: Please keep track of these changes as they might impact your company’s 
internal documentation or training materials. 
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End-User Experience 

The user will see the updated terms for expense report, report and delegate in the 
Simplified Chinese version of the SAP Concur user interface. 

Configuration / Feature Activation 

This change occurs automatically; No configuration steps are required. 

SAP Concur 

**Planned Changes** New SAP Concur Outbound IP Addresses to 
be Added 

 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 July 19, 2024 August 26, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On August 26, 2024, SAP Concur plans to increase the outbound IP addresses used 
to transfer data from SAP Concur to clients. 

Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 More information about this change, including information about how to get 
the new IP addresses, will be included in future release notes. 
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SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 July 12, 2024 September 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting September 2024 to 
publish all SAP Concur product documentation to the SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com. Clients are strongly encouraged to 
bookmark and start using the SAP Help Portal now to access product 
documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

The SAP Help Portal has improved search capabilities and there is a mechanism for 
customers to provide feedback. This change also aligns with SAP best practices for 
the publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup ("Admin") guides, user ("Tools") guides, and fact 
sheets will continue to be available from the concurtraining.com landing pages until 
the product documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

TERMINOLOGY 
 
Term Details 

Draft A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has yet to 
be finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Final A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has been 
finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Final content to customers. 

Production A location where content is visible to everyone, specifically the SAP 
Help Portal. 
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Preview Release Notes that describe product changes, for which customers 
should prepare, that have a target date in the future. Formerly 
known as Planned Changes release notes. 

Planned Changes This term will be replaced with Preview after the migration. 

Target Date The date when SAP Concur plans to make a product change 
available to customers. 

End-User Experience 

End users who access help topics from within SAP Concur solutions will not 
experience any changes because those help topics are already available from the  
SAP Help Portal through links provided in the products. 

Configuration / Feature Activation 

The location change will happen automatically. In most cases, there are no 
configuration or activation steps. 

ACTION ITEM 

Update any custom configuration you have that references the tech_pubs folder on 
concurtraining.com (https://www.concurtraining.com/customers/tech_pubs/*) to 
point to the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR) instead. 
Custom configurations that might be impacted by this change can come from several 
sources such as Training Admin, Company Info, and the new travel evolution 
Configurable Message Boards. 

https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf
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Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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Legal Disclaimer 
The information in this presentation is confidential and proprietary to SAP SE or an 
SAP affiliate company and may not be disclosed without the permission of SAP SE or 
the respective SAP affiliate company. This presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP SE or its 
affiliated companies. SAP SE and its affiliated companies have no obligation to 
pursue any course of business outlined in this document or any related presentation, 
or to develop or release any functionality mentioned therein. This document, or any 
related presentation and SAP SE or an SAP affiliate company’s strategy and possible 
future developments, products and or platforms directions and functionality are all 
subject to change and may be changed by SAP SE and its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise or legal obligation to deliver any material, code or 
functionality. This document is provided without a warranty of any kind, either 
express or implied, including but not limited to, the implied warranties of 
merchantability, fitness for a particular purpose, or non-infringement. This document 
is for informational purposes and may not be incorporated into a contract. SAP SE 
and its affiliated companies assume no responsibility for errors or omissions in this 
document, except if such damages were caused by SAP SE or an SAP affiliate 
company’s willful misconduct or gross negligence.  

All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making 
purchasing decisions. 
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Release Notes 
This document contains shared release notes and planned changes. Shared release 
notes and planned changes document features and changes that apply to SAP 
Concur solutions site-wide or to multiple SAP Concur products and services. They 
include but are not limited to: 

• Security-related features and changes such as annual security certificate 
renewals and changes in support for security ciphers and protocols. 

• Site-wide UI features and changes such as changes to the home page, 
changes to the site header or footer, or the implementation of new site-wide 
UI themes. 

• Sign-in process features and changes such as the addition or removal of sign-
in features, URL changes, and domain name changes. 

• Production and test environment features and changes. 

• Global settings or administration page features and changes such as the 
addition of new site-wide settings or changes to the design of the 
administration pages. 

• Changes to processes such as where and when release notes are published. 

For New Features and Changes that apply to a single product and/or service see the 
release notes for that product or service. Links to the product and service-specific 
release notes can be found on the following pages: 

• Professional Edition 

• Standard Edition 

 

 

 

 

 

 

 

 

 

 

 
  

https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_CPS.htm
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Annual Certificate Renewal 

**Ongoing** New SSL certificate for *.concursolutions.com and 
*api.concursolutions.com 

 

Information First Published Information Last Modified Feature Target Release Date 
May 17, 2024 July 2, 2024 June 20 and July 25, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

To ensure the ongoing security of our products and services, the 
*concursolutions.com and *api.concursolutions.com SSL certificates are updated on 
an annual basis. The current certificates will expire as follows: 

• 23:59 GMT on July 11, 2024 (*.concursolutions.com) 

• 23:59 GMT on August 11, 2024 (*.api.concursolutions.com)  

SAP Concur plans to issue new certificates as follows: 

• 6PM PDT on June 20, 2024 (*.concursolutions.com) 

• 6PM PDT July 25, 2024 (*.api.concursolutions.com) 

Clients who have not pinned the expiring certificate do not need to take any action 
as their expiring certificate will be renewed automatically. Most clients do not pin 
the certificate. 

NOTE: SAP ICS customers who follow the certificate handling processes described in 
the following note do not need to take any action: 
2914977 - FAQ: Concur Certificates, Authentication, and Connectivity. 

Clients who have pinned an expiring certificate must update to the new certificate 
before the new certificate is issued at 6PM PDT on June 20, 2024 
(*.concursolutions.com) or at 6PM PDT on July 25, 2024 
(*.api.concursolutions.com).  

Clients who have pinned the certificate and who do not update it with the new 
certificate before it is renewed, will experience disruption to SAP Concur products 
and services. 

https://launchpad.support.sap.com/#/notes/2914977
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Configuration / Feature Activation 

! IMPORTANT: Certificate pinning is not recommended, and you do so at your 
own risk.  
 
To support security for SAP Concur solutions, security certificates are renewed 
regularly. Pinned certificates are not renewed automatically and, if a pinned 
certificate is not renewed before it expires, the pinned certificate can cause a 
disruption of service.  

To avoid disruption of service, clients who pin their security certificates must pin 
both the RSA and ECDSA certificates. Clients can obtain the new certificates from the 
following web pages: 

*.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_ECDSA.pem   

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-
chain_RSA.pem 

*.api.concursolutions.com 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_RSA.pem 

https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-
chain_ECDSA.pem 

NOTE: If you pin your certificates and you downloaded the updated 
*api.concursolutions.com certificate between June 14, 2024, and July 2, 
2024, you might need to re-download the certificate.  
 
To verify whether you need to re-download your certificate, check the 
expiration date of the certificate you downloaded. The expiration date for your 
new certificate should be August 2, 2025, 23:59 GMT. If the expiration date 
of your certificate is earlier than August 2, 2025, 23:59 GMT, re-download the 
certificate. 

NOTE: If you are not sure whether your concursolutions.com certificate is pinned, 
consult with your IT department. 

https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_RSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
https://assets.concur.com/concurtraining/cte/en-us/api-concursolutions-com-chain_ECDSA.pem
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Authentication 

Sign In To SAP Concur With an Email Link 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 August 9, 2024 August 14, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On August 14, 2024, SAP Concur plans to enable users to sign in to SAP Concur 
solutions with an email link. When the feature is enabled, a user who does not want 
to enter a password during sign in can send a one-time link to the email address 
associated with their SAP Concur personal profile. 

Additional Details 

• The email link expires after one hour.  

• The one-hour expiration limit is not configurable. 

• The email link can only be used to sign in once. 

• Sign in with an email link does not require two-factor authentication. 

• If IP restrictions are configured, sign in with an email link must adhere to 
these restrictions. 

• Sign in with an email link is not available through the Mobile app. 

• If a user forwards the email link to another email address, the link will work if 
it is used within the one-hour expiration window. 

• Sign in with an email link is available on all entities. On entities where SSO 
sign-in is required, sin in with an email link is disabled by default. On all other 
entities, sign in with an email link is enabled by default. 

• At any time, a company administrator can enable or disable this feature on 
the Sign In Settings page. 

BUSINESS PURPOSE / CLIENT BENEFIT 

For users who do not want to enter a password during sign in, this feature enables 
the user to sign in quickly and efficiently through a one-time link. 
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End-User Experience 

After they enter their username, users have the option to sign in with an email link.  

 

If they click Sign in with an Email Link, a sign-in link is sent to the Email 1 and/or 
Email 2 email address configured in the Email Addresses section of the My Profile 
– Personal Information page in SAP Concur solutions. 

Users who do not have access to the Email Addresses section of the My Profile – 
Personal Information page—for example, invoice-only users—must have a valid 
email address associated with their user account. The email address associated with 
their account can be confirmed by their company’s Concur user administrator. 

Admin Experience 

Unless SSO is required, the option to sign in with an email link will be enabled by 
default. 

The option to sign in with an email link is disabled by default on entities that are 
configured to require SSO.  
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After the feature is available, an admin can enable or disable the sign in with an 
email link feature by checking (enabling) or unchecking (disabling) the Allow users 
to sign in using an email link option on the Sign-In Settings page. 

 

Configuration / Feature Activation 

This feature is automatically available. Admins can enable or disable the option on 
the Sign-In Settings page. 

File Transfer 

**Ongoing** PGP Key for File Transfers to be Replaced 
 

Information First Published Information Last Modified Feature Target Release Date 

May 17, 2024 -- May 24, 2024 - September 4, 
2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Files transferred to SAP Concur solutions must be encrypted with the SAP Concur 
public PGP key.  

• A new PGP key, key ID 8C51C89E, will be available in the client’s root folder 
beginning on or before May 24, 2024. The file name will be 
concursolutions.asc. 

• The current key, key ID 9AFF10B5, will expire on September 4, 2024, and 
should no longer be used. 

The expiration date of the current key (key ID 9AFF10B5) cannot be changed. To 
ensure that file uploads continue to be processed after it expires on September 4, 
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2024, clients must migrate to the new PGP key (key ID 8C51C89E) before the 
expiration date.  

If you are unable to migrate to the new key (key ID 8C51C89E) before September 4, 
2024, you can manually upload files using the Import / Extract Monitor feature. 

 For more information about the Import / Extract Monitor feature, refer to the 
Shared: Import/Extract Monitor User Guide. 

Admin Experience 

When it becomes available, an administrator with the required file transfer 
credentials can log into the file transfer site to retrieve the public PGP key, 
concursolutions.asc, from the root directory. 

Configuration / Feature Activation 

When it becomes available, your internal file transfer administrator can add the new 
key to their PGP keyring and start using it to encrypt files being transferred to SAP 
Concur.  

If you require assistance, please contact SAP Concur support. 

 For more information, refer to the Shared: File Transfer for Customers and 
Vendors User Guide. 

Financial Integration 

List Account Codes by Account Number or Account Name 
 

Information First Published Information Last Modified Feature Target Release Date 
August 9, 2024 -- August 17, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

With the August 2024 release, clients who have enabled an ERP with Concur Expense 
and/or Concur Invoice Standard Edition can choose to list either account numbers or 
account names in the Default Account Codes list on the Manage Expense Types 
page. 

https://www.concurtraining.com/customers/tech_pubs/Docs/_Current/UG_Shr/Shr_UG_IE_Monitor.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
http://www.concurtraining.com/customers/tech_pubs/Docs/ConcurPremier/UG_Shr/Shr_UG_FileTransfer.pdf
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Admin Experience 

 To choose how to display default account codes: 

1. On the Accounting page in Product Settings, under Choose how you 
want your GL account information to be displayed, choose either 
Account Number or Account Name. 

 

2. Based on the admin’s selection on the Accounting page, account codes are 
presented with the desired identifier (numbers or names) in the Default 
Account Code list on the Manage Expense Types page. 
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Example - Account Name 

 

Example – Account Number 

 

Configuration / Feature Activation 

This change occurs automatically. 
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Home Page 

**Ongoing** SAP Concur Web Version Home Page Redesign 
 

Information First Published Information Last Modified Feature Target Release Date 

June 14, 2024 August 16, 2024 Phased: August 2024 – January 
2025 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

SAP Concur plans to redesign the SAP Concur web version home page. The home 
page redesign does not impact the mobile version and does not change any product 
functionality. 

SAP Concur plans to implement the following home page improvements: 

• Modernized user experience 

• Simplified navigation 

• Streamlined user workflows 

• Improved scalability, performance, and responsiveness 

• Brand alignment with other SAP products 

The new design will be implemented in three phases.  

NOTE: Each phase might take a few days to implement across all SAP Concur 
datacenters. 

Phase 1: The first phase of the release is targeted to begin in late August 2024. 
During this phase, clients can switch between the current home page design and the 
new home page design. The option to switch between designs will be available via a 
banner on the current and new home pages. 

Legacy Home Page Banner 
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On the legacy Home page, clicking Learn More in the banner opens the What’s 
New page.  

 

Clicking Enable on the What’s New page, changes the home page to the new 
design. 

New Home Page Banner 

On the new Home page, the banner enables you to provide feedback on the new 
design or switch back to the legacy design. 

 

Phase 2: Phase 2 of the release is targeted for late October 2024. During this phase, 
clients can still switch between the old and new designs, but the new design will 
become the default experience.  

NOTE: When the new experience becomes the default, the new design will become 
the first experience for new/onboarding clients. 

Phase 3: In January 2025, the redesigned home page will become the only available 
version of the home page. Clients will no longer be able switch back to the old 
design. 
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End-User Experience 

REDESIGNED HOME PAGE EXAMPLE 

NOTE: The following screen shot provides an example of the new design for 
reference only. Elements in the screenshot might change before the new 
design is implemented. 

  

ABILITY TO SWITCH BETWEEN EXPERIENCES 

During phases 1 and 2 of the release, end users can switch between the two designs.  

END USER GUIDANCE 

OEM WalkMe guidance will be available to help end users learn the redesigned home 
page. 
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Admin Experience 

ENABLE/DISABLE 

Admins cannot enable or disable the ability for end users to switch between the new 
and old home page designs. The ability to switch will be implemented only at the 
user level. 

PSES 

The redesign will be available for Product Sandbox Environments (PSEs). 

Clients with Concur User Assistant by WalkMe 

NOTE: Please share this information with your WalkMe Administrator. 

With the home page redesign, custom content on your home page might not display 
properly and might need to be moved and/or edited. If you need assistance with 
your custom content: 

• Configuration Services customers can submit an SAP Concur support ticket. 

• Other customers can submit a WalkMe support ticket by going to 
https://community.walkme.com or https://eu-community.walkme.com 

♦ Use your Editor credentials to sign in. Go to Get Help > My Cases, and 
then click Create a Case. 

• If the previous options are not available, follow the support flow for your 
country. 

Configuration / Feature Activation 

Each phase of the release will be implemented automatically. There are no 
configuration or activation steps. 

 For more information about the new home page design, refer to the following 
video: 
New SAP Concur Home Page 

https://community.walkme.com/
https://eu-community.walkme.com/
https://dam.sap.com/mac/app/p/video/asset/preview/9vEcjdd?ltr=a&rc=10&doi=SAP1113738
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Localization 

Translation Term Updates in Simplified Chinese: Expense Report 
and Report 

 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 August 9, 2024 August 16, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Starting from the August release, SAP Concur plans to change the following terms in 
the Simplified Chinese version of the SAP Concur user interface. The changes will 
apply to all products and will bring consistency in the translation of the expense 
report and report terms. These changes will be done gradually and might span 
multiple releases. 

English Term Current Simplified Chinese 
Term 

Updated Simplified Chinese 
Term 

expense report  
费用报告 

报销申请 
报销单 

report (as a 
short form of 
“expense 
report”) 

报告 报销单 

NOTE: Please keep track of these changes as they might impact your company’s 
internal documentation or training materials. 

End-User Experience 

The user will see the updated terms for expense report and report in the Simplified 
Chinese version of the SAP Concur user interface. 

Configuration / Feature Activation 

This change occurs automatically; No configuration steps are required. 
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Translation Term Updates in French 
 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 -- August 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

Starting from the July release, SAP Concur plans to change the following terms in the 
French version of the SAP Concur user interface. The changes apply to all products 
and will bring consistency in the audit and auditor terms translation. These changes 
will be done gradually and may span multiple releases. 
 

English Term Current French Term Updated French Term 

audit (verb) vérifier contrôler 

audit (noun) 
audit 
vérification 

contrôle 

auditor 
vérificateur 
auditeur 

contrôleur 

NOTE: Please keep track of these changes as they might impact your company’s 
internal documentation or training materials. 

End-User Experience 

The user will see the updated terms for audit and auditor in the French version of the 
SAP Concur user interface. 

Configuration / Feature Activation 

This change occurs automatically; No configuration steps are required. 
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Profile Settings / Security 

**Ongoing** Temporary Security Changes to User Profile 
 

Information First Published Information Last Modified Feature Target Release Date 
July 6, 2023 December 8, 2023 June 28, 2023 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

The evolving cybersecurity landscape requires that SAP Concur temporarily adopt the 
following security measures when editing the following profile options for an end-
user: 

End User Experience 

Email 1 

• If an end user changes an email address in the Email Addresses section of 
the My Profile - Personal Information page, a confirmation email is sent to 
both the old and updated email addresses. For example, if a user changes the 
email address associated with Email 1, a confirmation email is sent to both 
the previous (changed) and new Email 1 addresses. And if the Email 2 email 
address is changed, a confirmation email is sent to both the old and new 
Email 2 email addresses. 

• Existing profile settings that prevent the email change notification from being 
sent are ignored and the emails are sent to the end-user as stated in the 
previous bullet. 

Last Name 

• End users who sign in via SSO: End users who sign in to SAP Concur 
Solutions via SSO can update the Last Name field on the My Profile - 
Personal Information page.  

• End users who sign in using a username and password: The system 
prevents users who sign in using a username and password from updating the 
Last Name field on the My Profile - Personal Information page. An 
administrator can change the information in the Last Name field through the 
User Administration page. 

Administrator Experience 

• Administrators can still change the Last Name field of a user’s profile 
through the User Administration page. 

• Administrators can also continue to update the Last Name field of a user’s 
profile through the Concur API, import file, and feed options. 
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BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the integrity of SAP Concur client data. 

Accounts Disabled by SAP Concur 

During routine monitoring activities, SAP Concur may notice abnormal changes to 
user profiles including name, primary email address, secondary email address, and 
potentially fraudulent travel bookings. The accounts within your environment that 
may be linked to fraudulent activity may be disabled. To reenable these accounts, 
please work directly with your account administrator, or SAP Concur Support. We 
encourage all clients to adhere to strong password security measures and 
configurations. For further information, please visit the Password Security article on 
the SAP Help Portal Password Security | SAP Help Portal.  

Configuration / Feature Activation 

This security change is enforced by default for all applicable products. No change to 
this behavior is available to the client at this time and the client will be notified of 
any changes they may need to make in a future release. 

! IMPORTANT: These changes are temporary and will be reversed in the future: 
clients will be informed of these changes in a subsequent release.  

SAP Concur  

New SAP Concur Outbound IP Addresses to be Added 
 

Information First Published Information Last Modified Feature Target Release Date 
February 9, 2024 August 9, 2024 August 26, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On August 26, 2024, SAP Concur plans to increase the outbound IP addresses used 
to transfer data from SAP Concur to clients. 
 
Most clients will not need to take any action when this change is made. However, 
clients who use IP address allow lists to restrict inbound traffic from SAP Concur 
solutions, will need to add the new IP addresses to their allow lists.  

https://help.sap.com/docs/SAP_CONCUR_SECURITY/b92b8c7fc75a4c8faf62a6584077b022/26c1f2d1d2d34f2d8cf8099ffc9aa965.html
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BUSINESS PURPOSE / CLIENT BENEFIT 

These changes help to ensure the stability, reliability, and availability of SAP Concur 
solutions. 

Configuration / Feature Activation 

This change will occur automatically. Most clients do not need to take an action. 
Clients who use allow lists must add the new IP Addresses to their allow lists. 

 For more information, refer to the following SAP Concur knowledgebase 
article: 
https://sapconcur.my.salesforce.com/articles/en_US/Article/What-IP-
addresses-are-used-by-SAP-Concur-for-outgoing-network-traffic 

NOTE: You must be an Authorized Support Contact (ASC) to access the SAP 
Concur knowledge base. 

https://sapconcur.my.salesforce.com/articles/en_US/Article/What-IP-addresses-are-used-by-SAP-Concur-for-outgoing-network-traffic
https://sapconcur.my.salesforce.com/articles/en_US/Article/What-IP-addresses-are-used-by-SAP-Concur-for-outgoing-network-traffic
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Planned Changes 
The following features and changes are targeted for future releases. SAP Concur 
solutions reserves the right to postpone implementation of – or completely remove – 
any enhancement/change mentioned here.  

Data Retention 

**Planned Changes** New Year-End Time Basis Option 
 

Information First Published Information Last Modified Feature Target Release Date 
March 18, 2024 June 14, 2024 Q3 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

In Q3 of 2024, SAP Concur plans to add a new site-wide data retention time basis 
option, Year-end Date. This option enables the client administrator to specify that 
the data retention period for their site begins at the end of the year in which data is 
received. 

Prior to this change, there was only one time basis for data retention, Record 
Anniversary Date (RAD). The RAD time-basis is based on each record’s actual Anchor 
Date, not the end of the year in which the Anchor Date occurred. RAD is the default 
setting.    

NOTE: There can only be one time basis selected for the entire SAP Concur entity. 

BUSINESS PURPOSE / CLIENT BENEFIT 

This change enables clients to align their data retention with regulations that 
stipulate that data retention periods begin at the end of the year data is received. 

Admin Experience 

When configuring the data retention feature, the administrator will choose which 
time basis to apply to their site. This setting can be changed but is always site wide. 

If the admin chooses Year-end Date, they are prompted to set the month and day for 
the year-end retention time basis. The year end month and date can be set per 
retention policy in the same way that different retention timeframes can be set per 
policy. 
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! IMPORTANT: If their retention configuration uses the Year-end time basis with 
different values per policy for the year-end month and date, client administrators 
should coordinate with each other when using the Data Retention pause and 
resume feature. 
 
To avoid non-compliance with internal or external Data Protection and Privacy 
requirements, data retention should not be paused for periods of time longer 
than is necessary.  
 
The client administrator is responsible for pausing and resuming their Data 
Retention activity. 

Configuration / Feature Activation 

The new option will automatically be available to the Data Retention administrator. 

End-User Survey 

**Planned Changes** End-User Feedback Survey Improvements 
 

Information First Published Information Last Modified Feature Target Release Date 
June 21, 2024 -- Future release 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Travel, Expense | All Editions 

Overview 

In a future release, SAP Concur plans to remove the introductory screen that 
precedes the end-user feedback survey.  

End-User Experience 

The end-user survey appears intermittently. Survey results help SAP Concur improve 
the end-user experience by gathering feedback immediately after the end-user 
performs one of several specified tasks. For example, the survey might be presented 
after an end-user books a trip in Concur Travel or submits an expense report in 
Concur Expense.  



 

SAP Concur Release Notes Page 21 Shared Changes 
Release: August 2024  Client FINAL 
Initial Post: Friday, August 16, 2024 

Currently, before the survey begins, the end user is presented with an introductory 
screen.  

 

This screen will be removed and, when the survey is presented, the user will see the 
first survey question and an option to opt-out of the survey.  

Configuration / Feature Activation 

This change occurs automatically. 

NOTE: Clients can opt-out of the end-user survey experience. If your company has 
opted out, the survey will not be presented to your users. If your company 
has opted out and wishes to opt back in, contact your SAP Concur 
representative.  
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Financial Integration 

**Planned Changes** Integrations for Expense and Invoice 
Professional Edition 

 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 August 9, 2024 Late September, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Professional Edition 

Overview 

SAP Concur currently supports integrations between Concur Expense Standard 
Edition and Concur Invoice Standard Edition with Xero, Sage Intacct, and Intuit 
QuickBooks Online. In late September 2024, SAP Concur plans to add support for 
these integrations with Concur Expense Professional Edition and Concur Invoice 
Professional Edition. 

Admin Experience 

This feature must be enabled by SAP Concur support. After it is enabled, the 
administrator will see a new link to Accounting Integration Settings on the Tools 
page. 
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On the Accounting Integration Settings page, the admin can set up a connection 
with Xero, Sage Intacct, or Intuit QuickBooks Online. 

 

Configuration / Feature Activation 

This change occurs automatically. 

 More information about these changes will be available in future release 
notes. For information about SAP Concur Standard Edition integrations, refer 
to the Concur Financial Integration Resources page. 

**Planned Changes** QuickBooks Online Legacy Integration 
Migration 
 

Information First Published Information Last Modified Feature Target Release Date 
April 19, 2024 -- October 18, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

Expense, Invoice | Standard Edition 

Overview 

SAP Concur plans to decommission the QuickBooks Online (QBO) legacy integration 
on October 18, 2024. Clients with QBO legacy must upgrade to the new QBO 
integration before the legacy integration is decommissioned. 

The new QBO integration enables clients to fix posting issues and to post expense 
and invoice images. The QBO legacy integration does not provide these features.  

https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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 For information about upgrading from QBO legacy integration to the newer 
QBO integration, refer to the following knowledge base article: 
How to move from QuickBooks Online Legacy to the Financial Integration 
Upgrade? 

 For more information about QBO integration with SAP Concur, refer to the 
Concur Financial integration Resources page. 

End-user Experience 

Beginning on May 9, 2024, In-product messaging will be presented to clients with 
the QBO legacy integration. The messaging will include a link to the “how to” guide 
for upgrading to the newer QBO integration.  

Configuration / Feature Activation 

Clients must upgrade to the newer QBO integration before October 18, 2024.  

NOTE: All inflight expenses, reports, and invoices must be processed or deleted 
before the system can be upgraded. 

Localization 

**Planned Changes** Translation Term Updates in Simplified 
Chinese: Delegate – STATUS UPDATE 

 

Information First Published Information Last Modified Feature Target Release Date 
July 19, 2024 August 9, 2024 Postponed 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

SAP Concur is currently in the process of re-evaluating this change. With the next 
release, this information will be removed. If this change is again considered, 
information will appear in the release notes document. 

The term delegate in Simplified Chinese will not be changed. See the table below. 
 

English Term Current Simplified Chinese Term 

delegate 
受委托人 

委托人 

https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://sapconcur.my.salesforce.com/kA07V000000g3QD?srKp=ka0&srPos=0&lang=en_US
https://www.concurtraining.com/customers/tech_pubs/_Docs_CCC_Financial_Integration_STD.htm
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SAP Concur Support 

**Planned Changes** Updated SAP Concur Support Experience 
 

Information First Published Information Last Modified Feature Target Release Date 
August 17, 2024 -- Mid-September 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

SAP Concur plans to update the SAP Concur Support portal. These updates help you 
to more quickly find answers and resolve issues. 

The updates include, but are not limited to: 

• An updated appearance 

• Improved navigation 

• AI assisted case type selection to help ensure cases are correctly routed 

End-user Experience 

The enhancements include an updated design that is easier to navigate and an 
integrated generative AI experience that enables you to find answers more quickly. 

NOTE: The screenshots that follow are examples. This feature is under development 
and some page elements or functionality might change before the changes 
are released. 
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Generative AI is more prominently featured, and clients can toggle the AI 
functionality on and off as desired. 

 

When using the generative AI feature, if thresholds for relevancy and accuracy are 
met, an answer will be generated, and the sources used to produce the answer will 
be listed under “Citations”. 

If you need further assistance finding an answer, you can click on the Contact 
Support button to consult with a support representative. 

 

Clicking the Contact Support button opens the Contact Support page where you 
can chat with support, create a case, or initiate a support call. 
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Chat with Support is available 24/7 and will connect you to a support engineer. 
During a critical issue that impacts all users, you can also connect with a support 
engineer by clicking Call Support to initiate a support call. 

If you have a complex case that cannot be addressed through chat or a support call, 
you can click Create a Case. Clicking Create a Case opens the Create a Case 
page. 

 

Based on the information you provide on the Create a Case page, AI will pre-
populate the Case Topic and Case Type fields. You can update those fields as 
needed if the pre-populated values do not correctly represent your issue. 
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Clicking Next on the Create a Case page opens the Helpful Resources page. After 
you review the resources, if your issue is not resolved or your question is not 
answered, clicking Next opens the Additional Details page where you can provide 
more information about your issues and upload relevant files.  

After entering all details, you can click Submit Case to create a support case. 

Configuration / Feature Activation 

This change occurs automatically. 

 For more information, refer to the following SAP Concur Community post: 
SAP Concur Support Portal Updated to Better Serve Customers 

SAP Concur User Assistance 

**Planned Changes** SAP Concur Product Documentation Moving 
to the SAP Help Portal 

 

Information First Published Information Last Modified Feature Target Release Date 
June 9, 2023 August 9, 2024 September 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Product | All Editions 

Overview 

Currently, most SAP Concur product documentation is published to 
concurtraining.com. SAP Concur User Assistance is targeting September 2024 to 
publish all SAP Concur product documentation to the SAP Help Portal.  

NOTE: Some SAP Concur product documentation, such as the monthly admin 
summaries and end user help topics, is already published to the SAP Help 
Portal. The SAP Help Portal also provides links to the product documentation 
published to concurtraining.com. Clients are strongly encouraged to 
bookmark and start using the SAP Help Portal now to access product 
documentation. 

! IMPORTANT: In 2024, after the product documentation is moved to the SAP 
Help Portal, links and bookmarks that point to the tech_pubs folder on 
concurtraining.com will stop working. Please update your links and bookmarks to 
the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR).  

The SAP Help Portal has improved search capabilities and there is a mechanism for 
customers to provide feedback. This change also aligns with SAP best practices for 

https://community.concur.com/t5/What-s-New-in-Product/SAP-Concur-Support-Portal-Updated-to-Better-Serve-Customers/ba-p/80899
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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the publication of product documentation and prepares the content for future user 
assistance innovations. 

Admin Experience 

The SAP Concur solutions setup ("Admin") guides, user ("Tools") guides, and fact 
sheets will continue to be available from the concurtraining.com landing pages until 
the product documentation is moved to the SAP Help Portal.  

Admins can find links to the full SAP Concur product documentation library from the 
SAP Help Portal. 

Please be aware that during this transition there will be procedures and images that 
do not precisely match your implementation. For example, when SAP Fiori UI themes 
are implemented, home page navigation is consolidated under the SAP Concur 
Home menu. 

 For more information, refer to the SAP Fiori with Horizon Visual Theme for 
SAP Concur Solutions FAQ. 

TERMINOLOGY 
 
Term Details 

Draft A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has yet to 
be finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Final A document version (for Release Notes and other content such as 
guides or SAP Help Portal topics) that contains text that has been 
finalized.  
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Final content to customers. 

Production A location where content is visible to everyone, specifically the SAP 
Help Portal. 
Note: The Release Calendar provides the dates for when SAP 
Concur plans to publish Draft content to customers. 

Preview Release Notes that describe product changes, for which customers 
should prepare, that have a target date in the future. Formerly 
known as Planned Changes release notes. 

Planned Changes This term will be replaced with Preview after the migration. 

Target Date The date when SAP Concur plans to make a product change 
available to customers. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://dam.sap.com/mac/app/e/pdf/preview/embed/213NGbS?ltr=a&rc=10&includeSapBrandedWraper=true
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/docs/SAP_CONCUR/aa1ad5ef38eb40c3abb4c87343d17a5a/4b44a99635954d8dbeb86030e0b88f07.html
https://help.sap.com/doc/2024-sap-concur-release-calendar/2024_01/en-US/2024-calendar-client.pdf
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SEARCHING 

The SAP Help Portal provides search functionality for a single guide, a single product, 
or the entire Concur solution. 

 To search for content by keyword 

1. From the Concur solution (main) page, in the Search field, enter a keyword of 
your choice. 

 

NOTE: If you use the Search field from a product-specific page, the search 
results will be limited to that product. There are four product-specific 
pages: Concur Expense, Concur Invoice, Concur Request, and Concur 
Travel. 

2. Press Enter or click the Search button. 

 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/CONCUR_EXPENSE/85f3db6f3c5945fe8414a08fc5f9e3fc/add4b94e8312439b9bc44b4834e22ed1.html
https://help.sap.com/docs/CONCUR_INVOICE
https://help.sap.com/docs/CONCUR_REQUEST
https://help.sap.com/docs/CONCUR_TRAVEL/178215a2a80f49689f5b7909d51a0e9e/bb4e99add95a497ab6fe4451cca1b39f.html?state=DRAFT
https://help.sap.com/docs/CONCUR_TRAVEL/178215a2a80f49689f5b7909d51a0e9e/bb4e99add95a497ab6fe4451cca1b39f.html?state=DRAFT
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The results show the solution or product along with the location of the 
content. In this example, that text is green. 

 

3. From the search results, click the topic of your choice, such as Profile - 
Overview. In this example, that text is blue. 

The selected content displays. 
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PDFS 

The SAP Help Portal provides the ability to create custom PDF files.  

 To create a custom PDF file 

1. While viewing the desired content, click Download PDF > Create Custom 
PDF. 

  

2. The left-hand navigation updates to include selectable checkboxes.  

3. Select up to 100 topics.  

4. Click Create PDF. 

The PDF will open in a new browser tab, in a pre-formatted template. 

TIP: Adobe Acrobat is capable of exporting content from .pdf to .doc. 

FAVORITES 

Favorites function similarly to bookmarks but are independent of the specific browser 
or computer being used. If you switch browsers or have another workflow that 
makes bookmarks less effective for you, then Favorites can be very helpful. Favorites 
are remembered by the SAP Help Portal, and so always available regardless of 
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browser or computer if you are logged in with an SAP ID. All you need to register for 
an SAP ID is an email address. 

 

NOTE: You do not need an SAP ID to access the product documentation.  

End-User Experience 

End users who access help topics f 

rom within SAP Concur solutions will not experience any changes because those help 
topics are already available from the  SAP Help Portal through links provided in the 
products. 

Configuration / Feature Activation 

The location change will happen automatically. In most cases, there are no 
configuration or activation steps. 

ACTION ITEM 

Update any custom configuration you have that references the tech_pubs folder on 
concurtraining.com (https://www.concurtraining.com/customers/tech_pubs/*) to 
point to the SAP Help Portal (https://help.sap.com/docs/SAP_CONCUR) instead. 
Custom configurations that might be impacted by this change can come from several 
sources such as Training Admin, Company Info, and the new travel evolution 
Configurable Message Boards. 

https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
https://help.sap.com/docs/SAP_CONCUR
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SAP Concur User Interface 

**Planned Changes** Updated Table Toolbar Design 
 

Information First Published Information Last Modified Feature Target Release Date 
August 9, 2024 -- October 14, 2024 

Any changes since the previous monthly release are highlighted in yellow in this release note. 

Applies to: 

All Products | All Editions 

Overview 

On October 14, 20204, SAP Concur plans to implement updates to the design of 
some buttons, in the SAP Concur user interface. These buttons are part of a UI 
element called the Table Toolbar. 

These changes to the Table Toolbar impact the appearance and, in some cases, the 
position and page alignment of some buttons or groups of buttons on pages 
throughout SAP Concur solutions including some admin pages and some end-user 
pages.  

Not all pages are impacted, and this change does not impact the functionality of the 
updated buttons only their visual design and, in some cases, their position on the 
page. 

These changes help to align the overall appearance of SAP Concur solutions with 
other SAP products. 

NOTE: These changes will only be implemented for new UI pages. Legacy pages are 
not impacted. 

End-User and Admin Experience 

On some pages in the SAP Concur UI, the appearance, page alignment, or order of 
some buttons will change. 

For example, in the Available Expenses section of the Manage Expenses page, 
the following changes will be implemented: 

• The page alignment of the View menu is changed from right-aligned (right 
side of page) to left-aligned (left side of page) 

• The page alignment of the View, Edit, Delete, Combine Expenses, and 
Move To buttons is changed from left-aligned to right-aligned.  

• The Upload Receipt button has been moved to align with the View, Edit, 
Delete, Combine Expenses, and Move To buttons. 
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Old Table Toolbar Example: Available Expenses 

 

Updated Table Toolbar Example: Available Expenses 

 

Configuration / Feature Activation 

This change will occur automatically. 
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Client Notifications 

Accessibility 

Accessibility Enhancements 

SAP implements changes to better meet current Web Content Accessibility Guidelines 
(WCAG). Information about accessibility-related changes made to SAP Concur 
solutions is published on a quarterly basis. You can review the quarterly updates on 
the Accessibility Updates page. 

Gender Diversity 

Gender Diversity Planned Features and Changes 

SAP Concur is committed to supporting gender diversity. Over time we plan to 
implement product changes to help ensure that SAP Concur solutions support gender 
non-binary users. These changes will include but are not limited to support for 
preferred names, non-binary gender options in travel preferences, and non-binary 
titles. 

These planned changes reflect SAP's commitment to supporting gender diversity and 
enable gender non-binary users to enter consistent information when making travel 
arrangements and entering personal information into SAP Concur solutions. 

Timelines and details about these ongoing changes will be provided in the SAP 
Concur release notes. 

In-Product User Assistance 

Client Customized Content 

If your company creates customized content for SAP Concur solutions through a user 
assistance tool such as SAP Enable Now or Concur User Assistant by WalkMe, the 
changes described in these release notes might affect your customized content. SAP 
Concur recommends reviewing the monthly release notes for all of your SAP Concur 
solutions as well as the Shared Changes Release Notes to confirm whether any of the 
planned or released changes might impact your internal, customized content. 

If any changes in a release impact your content, work with your internal teams to 
update your content accordingly. 

https://help.sap.com/docs/SAP_CONCUR/caf7d7289796414a91e130a5169d8e71/84234e2c0e844ca09e7a91213e6c8646.html
https://www.sap.com/about/company/diversity.html
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/_RN_CCC.htm
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
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Subprocessors 

SAP Concur Non-Affiliated Subprocessors 

The list of non-affiliated subprocessors is available from the SAP Sub-processors / 
Data Transfer Factsheets page. 
 

 To access the SAP Concur Sub-processors List: 

1. Click the following link to navigate to the SAP Sub-processors / Data Transfer 
Factsheets page: 
SAP Sub-processors / Data Transfer Factsheets 

2. Sign in to the SAP Support Portal using your Support User ID (S-user) and 
password. 

NOTE: SAP customers must sign in to the SAP Support Portal using their 
Support User ID (S-user) and password. For information about S-User 
IDs, Your New Support User ID (S-user) and to the Learn All About S-
User IDs blog post.  

3. On the SAP Sub-processors / Data Transfer Factsheets page, type "Concur" in 
the Search field. 

4. In the Title column, click SAP Concur Sub-processors List. 

If you have questions or comments, please reach out to: Privacy-
Request@Concur.com  

Supported Browsers 

Supported Browsers and Changes to Support 

When changes to browser support are planned, information about those changes will 
also appear in the Shared Planned Changes release notes. 

 For information about supported browsers and planned changes to supported 
browsers, refer to the Concur Travel & Expense Supported Configurations 
guide. 

https://support.sap.com/en/my-support/trust-center/subprocessors.html
https://support.sap.com/en/my-support/users/welcome.html
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
https://blogs.sap.com/2021/03/09/learn-all-about-s-user-ids/
mailto:Privacy-Request@Concur.com
mailto:Privacy-Request@Concur.com
https://www.concurtraining.com/customers/tech_pubs/RN_shared_planned/_client_shared_RN_all.htm
http://www.concurtraining.com/customers/tech_pubs/Docs/Z_SuppConfig/Supported_Configurations_for_Concur_Travel_and_Expense.pdf


 

SAP Concur Release Notes Page 38 Shared Changes 
Release: August 2024  Client FINAL 
Initial Post: Friday, August 16, 2024 

Additional Release Notes and Other Technical 
Documentation 

Online Help 

You can access release notes, setup guides, user guides, admin summaries, 
supported configurations, and other resources via the in-product Help menu or 
directly on the SAP Help Portal. 

To access the full set of documentation for your product, use the links in the SAP 
Concur Help menu, or visit the SAP Concur solutions page. 

 

SAP Concur Support Portal – Selected Users 

Access release notes, webinars, and other technical documentation on the SAP 
Concur support portal. 

If you have the required permissions, Contact Support is available on the SAP 
Concur Help menu and in the SAP Concur page footer.  

 

Click Contact Support to access the SAP Concur support portal, then click 
Resources.  

• Click Release/Tech Info for release notes, technical documents, etc.  

• Click Webinars for recorded and live webinars. 

https://help.sap.com/docs/SAP_CONCUR
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© 2024 SAP SE or an SAP affiliate company. All rights 
reserved. 

No part of this publication may be reproduced or transmitted in any form or for any 
purpose without the express permission of SAP SE or an SAP affiliate company.  

SAP and other SAP products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of SAP SE (or an SAP 
affiliate company) in Germany and other countries. Please see 
http://global12.sap.com/corporate-en/legal/copyright/index.epx for additional 
trademark information and notices.  

Some software products marketed by SAP SE and its distributors contain proprietary 
software components of other software vendors.  

National product specifications may vary.  

These materials are provided by SAP SE or an SAP affiliate company for 
informational purposes only, without representation or warranty of any kind, and 
SAP SE or its affiliated companies shall not be liable for errors or omissions with 
respect to the materials. The only warranties for SAP SE or SAP affiliate company 
products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should 
be construed as constituting an additional warranty.  

In particular, SAP SE or its affiliated companies have no obligation to pursue any 
course of business outlined in this document or any related presentation, or to 
develop or release any functionality mentioned therein. This document, or any 
related presentation, and SAP SE’s or its affiliated companies’ strategy and possible 
future developments, products, and/or platform directions and functionality are all 
subject to change and may be changed by SAP SE or its affiliated companies at any 
time for any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and 
uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking 
statements, which speak only as of their dates, and they should not be relied upon in 
making purchasing decisions. 
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