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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This 
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to 
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned 
therein. This document, or any related presentation, and SAP’s strategy and possible future developments, products, and platforms, directions, 
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 
document is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. This document is provided without a 
warranty of any kind, either express or implied, including but not limited to the implied warranties of merchantability, fitness for a particular 
purpose, or noninfringement. This document is for informational purposes and may not be incorporated into a contract. SAP assumes no 
responsibility for errors or omissions in this document, except if such damages were caused by SAP’s willful misconduct or gross negligence. 
All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ material ly from 
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and 
they should not be relied upon in making purchasing decisions. For all recent and planned innovations, potential data protection and privacy 
features include simplified deletion of personal data, reporting of personal data to an identified data subject, restricted access to personal 
data, masking of personal data, read access logging to special categories of personal data, change logging of personal data, and consent 
management mechanism.

Legal Disclaimer
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Regulatory Compliance Overview

GxP is a set of regulations and quality guidelines formulated to ensure the safety of life

sciences products while maintaining the quality of processes throughout every stage of

manufacturing, control, storage, and distribution. The GxP standards were established by the

Food and Drug Administration for a range of compliance related activities and are recognized

as:

G: Good

x: Variable

P: Stands for practices

The variable “x” depends on the application of the standards. The value of x can be M for
“Manufacturing”, C for “Clinical”, L for “Laboratory”, S for “Storage”, D for “Distribution”, R for
“Review”, etc. The purpose of the guidelines is to ensure that the regulated organizations
comply with the standard processes of various functions. GxPs are mostly similar across all
the countries.

The guidelines mainly focus on the following areas:

Traceability – ensuring that the development history of the product can be reverse 
engineered. (Requirements to Design Elements to Code to Testing to Reporting in User 
Documentation)

Accountability – Identifying the contribution of every individual involved in the 
development process. (Training of the employees)

Data Integrity – Ensuring the reliability of data. (Data Security)
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Definitions

Terms Definition

Change Management Process of creation, evaluation, implementation, and tracking of changes for the purposes of enhancing 
security and avoiding risks associated with such changes, like data loss and compromises. 

Infrastructure Qualification The process of demonstrating the ability to fulfill SAP-specified requirements of IT infrastructure 
components. 

Quality Management System 
(QMS)

A Quality Management System is SAP's policies, standards, systems, and processes relative to achieving 
quality objectives to protect Customer Data. Such protections include the controls, methods,  skills, and 
other quality management system elements used to design and execute consistent and reliable 
information results. 

Quality Management System 
Documents

General available information from SAP describing SAP's Quality Management System, plus additional 
technical and organizational measures described later. The Quality Management System Documents do 
not instruct customers on obtaining GxP compliance. 

Service Qualification Processes involving risk assessments, testing, and documenting the services running on the underlying 
platform to verify the qualified state. This can be performed as continuous assurance of the qualified state 
through risk-based service qualification runs.
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SAP Digital Manufacturing is a SaaS solution on SAP Business Technology 

Platform 

Hyperscalers

SAP Business 
Technology 
Platform

SAP Digital 
Manufacturing

SAP BUSINESS TECHNOLOGY PLATFORM

DATABASE & DATA 

MANAGEMENT

APPLICATION 

DEVELOPMENT & 
AUTOMATION

FOUNDATION INTEGRATION

SAP HANA Cloud
Redis, Hyperscaler
Option
…

Cloud Portal Service
Document 
Management Service
….

Application Logging
Audit Log Service
…

Advanced Event 
Mesh
Connectivity Service
… 

Open Runtime

Open API

Open 
Environment

Foundational 
services

Public 
Cloud

PaaS

IaaS

Servers & Storage Networking, 
Firewalls, & 

Security

Physical Data 
Center

Production 
Orchestration

Real-Time 
Monitoring

Traceability and 
Compliance

Continuous 
Qualification of 
Consumed SAP 
BTP Services
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Cloud Operations

▪ How is SAP Digital 

Manufacturing 

operated as a cloud 

(SaaS) product? 

Cloud Service Qualification

▪ What is needed in SAP Digital 

Manufacturing to enable GxP-

compliant processes?

SAP Processes

▪ How does SAP 

develop, document, 

and ensure the quality 

of SAP BTP and SAP 

Digital Manufacturing?

Compliance and validation complexity can hinder our customers in faster 

adoption of SAP Digital Manufacturing in Regulated industries. 

Customers see three common challenges:
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Quality Management Information provided by SAP Quality Requirement 

Schedule (1/3)

Area Description References

GxP Quality 
Guidelines

SAP's description of how quality is assured for the cloud services. It covers product specific 
quality policy and approach as well as its organization and implementation.

ISO 9001; Quality Management System for 
Development of Business Solutions, or its 
equivalent

Infrastructure 
Qualification

SAP Digital Manufacturing is developed for integration with SAP BTP. Certifications & Attestations available in 
SAP Trust Center

Infrastructure 
Installation 
Qualification

This document serves as a preliminary step for the documentation of infrastructure installation 
qualification during the establishment of new instances for our customers. While this document 
encompasses essential information typically found in an infrastructure installation qualification 
document, the current document is intended solely as a precursor, aiming to gather inputs for 
the infrastructure installation qualification documentation. 

Infrastructure Installation Qualification 
Precursor Documentation

Scope and Build 
of SAP Release 

For each release, SAP will provide: 
1) Details of the features present in the release 
2) Confirmation on the Testing/Qualification of the features in the solution 
3) Communication: 

• Timelines for Release 
• Required downtime (planned unavailability time) 
• Specific activities Customer needs to wrap up prior to the release date

Release Document (What’s New Viewer & 
SAP Notes)
Traceability in JIRA
SAP Digital Manufacturing Roadmap 
Explorer
Release Schedule and Dates
Service Catalog

https://www.sap.com/about/trust-center/certification-compliance/compliance-finder.html?sort=latest_desc&search=SOC2
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Quality Management Information provided by SAP Quality Requirement 

Schedule (2/3)

Area Description References

Bug Fix in SAP 
Release

SAP will follow Incident Management and Change Management process to fix and resolve 
bugs.

Incident Management
Change Management
Support Schedule for Cloud 
Services/Contractual Agreements

Promote to 
Quality/Promote 
to Production of 
Bug Fix in SAP 
Release

For each release, SAP will provide: 
1) Details of the features present in the release 
2) Confirmation on the Testing/Qualification of the new features in the solution 
3) Communication: 

• Timelines for Release 
• Required downtime (unavailability time) 
• Specific activities the customers needs to wrap up prior to the date 

Release Document
Traceability in JIRA
SAP Digital Manufacturing Roadmap 
Explorer
Release Schedule and Dates
Service Catalog

Security of 
Customer Data

Data Protection & Privacy, encryption of Personal Data, User Access Management See Data Processing Agreement
User Access Agreement for infrastructure 
(database, development platform) according 
to applicable reports

Access and 
Availability of 
Customer Data

Customer will always have access to Customer Data in accordance with the terms and 
conditions of the Agreement throughout the subscription term. 

Agreement - specifically, the “General Terms 
and Conditions” document, access and 
availability of customer data

Platform access 
management for 
change control

This includes SAP’s user access management controls and measures. User Access Management Memo
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Quality Management Information provided by SAP Quality Requirement 

Schedule (3/3)

Area Description References

Backup and 
Restore

The policy covers SAP’s Backup and Restore requirements applicable to the Cloud Services. Backup & Restore 

Business 
Continuity 
Management 
and Resiliency

The policy covers SAP’s Business Continuity and Management process requirements applicable 
to the Cloud Services.

Business Continuity Management & 
Resiliency 

Change 
Management

SAP will provide software development and operations lifecycle management documents 
related to the qualification of changes while following SAP Change Management Process.

Change Management 

Qualification of 
SAP Default 
functionality of 
the Cloud 
Service

Audit trails, electronic records descriptions, electronic signature process, (though not restricted 
to these alone) including changes.

Continuous Qualification Reports for 
Cloud Services 
SAP Digital Manufacturing Functional 
Testing 

Maintain Data 
Center 
Locations

SAP will provide necessary information of the Data Center locations – primary and secondary 
Data Center. 
Data Center: SAP Digital Manufacturing: EU-20, US-20 

Certifications & Attestations available in 
SAP Trust Center

Regulatory 
Traceability

Regulatory Requirements Traceability Matrix (RRTM) - This matrix contains a list of specific 
requirements traced to how Digital Manufacturing operationally, technically as well as 
functionally operate. 

Regulatory Requirements Traceability 
Matrix 

https://www.sap.com/about/trust-center/certification-compliance/compliance-finder.html?sort=latest_desc&search=SOC2


Frequently Asked Questions
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Frequently Asked Questions (1/2)

1
What does SAP Digital Manufacturing offer regarding GxP offerings/Validation Services?
SAP Digital Manufacturing doesn’t provide validation services. However, SAP Digital Manufacturing offers SAP Quality
Requirement Schedule. SAP Enterprise Support customers also get access to SAP Tricentis Test Automation for automating 
validation tests. SAP Digital Manufacturing collaborates with partners on validation services.

2
Is SAP Digital Manufacturing a Validated Software?
No - Validation involves testing software for its intended use, which can only be performed by customers as the business process
owners. SAP Digital Manufacturing is a qualified product, meaning it is tested for functionalities and features per release using a 
controlled Secure SDL process.

3

4
What do customers get with an SAP Quality Requirement Schedule?
The SAP Quality Requirement Schedule provides customers the right to audit the quality management system and change 
management documentation within the mutually agreed scope. 

Is SAP Digital Manufacturing 21 CFR Part 11 Compliant?
No - Compliance requires certifications, however, there is no GxP certifying authority for cloud vendors. Instead, SAP Digital 
Manufacturing is a "GxP capable" solution, meaning it supports compliance but is not certified.
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Frequently Asked Questions (2/2)

5
Provide details of your most recent certification audit by your certification body – If applicable.
Details of our certifications and attestations are available on the SAP Trust Center.

6
What are the Audit Log retention policies?
The standard SAP Digital Manufacturing License includes a basic version of the BTP Audit Log Viewer, which retains logs for 90 
days. To extend the retention period, customers can purchase the Premium Edition, which offers longer storage durations. Details
about the Premium Edition and its retention policies can be found on SAP Help Portal. Additionally, information on the objects 
included in the audit log is available here.

7
Does SAP Digital Manufacturing use sub-contractors and if so, in what capacity? How is the use of 
subcontract resources controlled?
Yes, SAP Digital Manufacturing uses third parties during its product lifecycle. A list of relevant third parties is maintained in the 
sub-processor list available on My Trust Center. The use of subcontractors is controlled through a standardized Supplier 
Management Process, which includes third-party risk management. This process is governed by Supplier Lifecycle Management 
(SLM) Controls, documented in the BTP SOC2 report. The SOC2 report can be requested via the SAP Trust Center.

8
What procedures and policies are implemented for release management, and what documentation 
is provided to customers prior to a release ?
SAP Digital Manufacturing follows a well-defined quarterly release management process, delivering new features each quarter. 
Before each release, SAP provides: 1. Requirement Precursors for APPs, PODs, Plugins, and APIs in the Service Catalog; 2. Feature 
Details in the release via "What’s New Viewer" in the Help Portal; 3. Release Communication on release timelines and planned 
downtime (if any) in the Help Portal.

https://www.sap.com/about/trust-center/certification-compliance/compliance-finder.html?search=ISO%209001&sort=latest_desc
https://help.sap.com/docs/btp/sap-business-technology-platform/retention-of-audit-data-written-from-sap-btp-applications-and-services?version=Cloud
https://help.sap.com/docs/sap-digital-manufacturing/security-guide/audit-logging
https://support.sap.com/en/my-support/trust-center/subprocessors.html?anchorId=section
https://www.sap.com/about/trust-center/certification-compliance/compliance-finder.html?sort=latest_desc&search=SOC2
https://help.sap.com/docs/sap-digital-manufacturing
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