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Flow Extension API

This guide is for a customer developer creating a client application that interrupts the normal flow of a document.

The customer developer creates a client application to intercept a document at specific points within its normal
flow. You can also temporarily suspend the flow of a document if desired. During this interception, you can

* Access data associated with the document
* Post attachments to the document

* Resume or halt the workflow entirely
The Flow Extension API can be used to intercept documents of the following types:

® purchase order

* order confirmation

¢ advanced ship notice

® invoice

* goods receipt notice

* payment receipt

The integrity of the original document is retained: No changes can be made directly to the document.

This guide applies to:

* SAP Ariba APIs
* SAP Ariba developer portal
¢ SAP Business Network

Prerequisites

To consume the Flow extension APl in a client application, you must first provide flow extension configurations for
each document type whose flow you wish to extend. These configurations can also specify additional conditions.
For example, a configuration might specify that invoices in excess of a certain amount will trigger a flow extension.
For details, see Configuration of Your Flow Extension [page 6].

Flow extension API applications must provide authentication credentials according to the HTTP Basic
Authentication Scheme.

Related Guides

Help for the SAP Ariba Developer Portal
Use Cases for the Flow Extension APl [page 4]
Endpoints Included in the Flow Extension API [page 5]

Flow Extension API
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Workflow for the Flow Extension API [page 6]

API-Specific Disclaimers and Legal Information [page 9]

Use Cases for the Flow Extension API

When to use the Flow Extension API.

Business Uses

Here are a few likely business uses for the Flow extension API:

* A purchase order-based financing application would involve three distinct flow extensions: one would stop the
flow of a purchase order for financial review, then attach financing approval notification. When the transaction
is approved and in process, a second flow extension would forward a copy of the goods receipt to the financing
company for auditing purposes. Finally, a third flow extension would redirect the invoice to the financing
company for enrichment on its way to the buyer.

* Anaccounting firm might use a flow extension to attach taxation advice to a financial document.

¢ Shipping notices are of interest not only to buyers, but also to logistics providers. When a supplier sends a
shipping notice to a buyer, a flow extension can be used to ensure that the shipping agent recieves a copy.

Use Cases

The Flow extension APl supports the following usages:

Use Case Description

simple flow extension In this simplest case, you temporarily suspend the document flow, optionally gather and analyze
data from the document, optionally post an attachment and a comment to the document, and then
instruct the flow to resume. A real-world example of this use case would be to detect when a buyer
sends a PO to a supplier, and attach a URL to a bar code site that allows the supplier to print shipping
labels.

halt flow extension This use case is similar to the simple flow extension, except that you have the option to halt the
approval flow rather than instructing it to resume. You might choose this case, for example, if you want
to approve invoices up to a certain amount, and cancel any that exceed that amount.

Flow Extension API
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Use Case Description

non-suspend flow ex-
tension

This use case grants access to the document data but does not suspend the document flow. Because
the flow is not suspended, this use case does not permit appending attachments to the document.

You might use a non-suspend flow extension, for example, for third-party archiving.

® Note

For the goods received notice (GRN) document type, non-suspend flow extension is the only

supported flow extension use case.

Endpoints Included in the Flow Extension API

Query these endpoints to interrupt the flow of a document using the Flow Extension API.

The Flow Extension APl includes the following endpoints:

Endpoint

Description

POST /action/flowextensions/
{flowExtensionld}/events/{eventld}/halt

POST /actions/flowextensions/
{flowExtensionld}/events/acknowledge

POST /action/flowextensions/
{flowExtensionld}/events/{eventld}/
complete

POST /action/flowextensions/
{flowExtensionld}/events/{eventld}/resume

POST /flowextensions/{flowExtensionld}/
events/{eventld}

GET /flowextensions/{flowExtensionld}/
events

GET /fTlowextensions/{flowExtensionld}/
events/{eventld}/eventdata

GET /flowextensions/{flowExtensionld}/
events/{eventld}/eventdata/attachment

Complete the flow extension and rejects the document by re-
turning it to the sender in 'FAILED' status.

Acknowledge receipt of an Event retrieved using the Get Next
Event API.

For flow extensions in the non-suspend use case. Indicate com-
pletion of the flow extension processing for the event.

Complete the flow extension and allows the document to con-
tinue with its normal processing flow.

Post a comment or attachments to a document event.

Retrieve the most recent events from Extension Queue.

Retrieve relevant document data from SAP Business Network
for a specific event that external party has received a notifica-
tion for.

Retrieve relevant document data for a specific document
based on the document contentid (cid) from SAP Business
Network for a specific event that external party has received a
notification for.

Flow Extension API
Flow Extension API

PUBLIC

5



Workflow for the Flow Extension API

1. Anevent that satisfies the criteria specified in your flow extension configuration triggers generation of a flow
extension event and adds the event to the flow extension event queue.

o bk~ W

The client application retrieves the event from the flow extension event queue and acknowledges receipt.
The client application retrieves data (and attachments, if desired) from the event.

Optionally, the intercepted document can be enriched with comments and attachments.

The client application triggers completion of the flow extension. The mechanism and consequences of flow

extension completion differ based on flow extension use case.

Configuration of Your Flow Extension [page 6]

Development of an Application That Consumes the Flow Extension API [page 7]

Error Messages Returned by the Flow Extension API [page 9]

Configuration of Your Flow Extension

Each application that uses the Flow extension APl must have an associated back-end XML configuration file. You
can create this configuration file from a template. Contact your SAP Ariba representative to receive this template.

To configure your flow extension, complete the configuration template with the following information:

At-

XML Ele-  trib
ment ute Description
FlowExt id The flow extension ID. This name must be unique across the SAP Business Network. The filename for your
ension configuration file should be this ID with the . xmI extension.
FIowExt ty Theuse case of your flow extension. Possible values are:
enston Pe . suspendresume - simple flow extension

* suspendresumehalt - halt flow extension

* nonsuspend - non-suspend flow extension
Stage na Indicates whether the flow extension takes place before or after the document has been transmitted to its

me intended recipient. Possible values are

* POST_PROPAGATION - use for non-suspend flow extension

®* PRE_PROPAGATION - use for all other use cases
GroupCo n/a Enter the match conditions that will trigger the flow extension. This is a URI drilling into the XML for a certain
ndition value. For example:
S

fn:compare($src/cXML/Request/OrderRequest/OrderRequestHeader/

Extrinsic[@name="name"], "My Financial Trade Company Name®")

In this example, the flow extension would trigger if the document contains an EXtrinsic elementin the
correct place and the value of its name attribute is "My Financial Trade Company Name".
Flow Extension API
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XML Ele-  trib
ment ute Description

Source n/a The document type you wish to intercept. Possible values are:

* ConfirmationDocument

* InvoiceDetai IDocument
* ShipNoticeDocument

* PurchaseOrder

* ReceiptDocument

* PaymentReceiptDocument

SLA n/a The maximum time in hours that can pass before your flow suspension expires and the document goes to its
recipient without APl intervention.

Outboun n/a This block defines the XML response template, which allows you to define whether the API responses will
d include all or only parts of the document, and which parts. You can use the following variables in the Source
sub-block nested within the Outbound element:

$src adds the body of the source cXML document to the response

$hdr Src adds the following header elements of the source cXML document to the response:
FromANId, ToANId, Systemld, Version, Payloadld, and Timestamp

$ref adds header elements of the reference document to the response
$hdr Ref adds header elements of the reference document to the response

$at t achnment | nf o adds attachment details of the source document

Development of an Application That Consumes the Flow
Extension API

® Note

In the sample URLs in this topic, replace {{runtime_url}} with the desired runtime URL from the
Environment Details table on the SAP Ariba developer portal discovery page for this API.

Once your flow extension configuration is complete, you can develop a client application that calls the APIs in the
Flow extension API, as follows:

1. If adocument being delivered satisfies the criteria specified in your flow extension configuration, a flow
extension event is generated and added to the flow extension event queue.

2. To retrieve events from the flow extension event queue, your application calls the flowextensions/
{flowExtensionlID}/events endpoint:

GET {{runtime_url}}/flowextensions/{flowExtensionlD}/events?count=n

3. To acknowledge receipt of the event or events retrieved, your client application calls the Zacknowledge
endpoint. Invoking this APl informs the flow extension service that the events have been successfully delivered,
preventing the service from returning the same events in response to a later request to retrieve events from

Flow Extension API
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4.

the flow extension event queue. Subsequent API calls for these events (for example requests to enrich the
document or resume the normal flow) will not function until after the /acknowledge call.

POST {{runtime_url}}/flowextensions/action/{flowExtensionlD}/events/acknowledge

<events>
<event><eventld>event_id</eventld></event>
</events>

}

To retrieve event data (and attachments, if desired) from a flow extension event, your client application
calls the Zeventdata endpoint. The exact structure of the output this API call returns is defined in your
configuration file.

* To retrieve data without downloading attachments:

GET {{runtime_url}}/flowextensions/{flowExtensionld}/events/{eventiD}/
eventdata

* You can use this APl to download one or more attachments. The maximum size for attachments is 20 mb.
To download a single attachment, call the API as follows:

GET {{runtime_url}}/flowextensions/{flowExtensionlD}/events/{eventiD}/
eventdata/attachment?cid={attachmentliD}

* To download all attachments, set the http Accept to multipart/mixed and call the API as follows:

GET {{runtime_url}}/flowextensions/{flowExtensionlD}/events/{eventiD}/
eventdata/attachment

{

“"Accept':"multipart/mixed”

Optional. To enrich the intercepted document, your client application calls the /{ext1d}/events/
{eventlID} endpoint. This APl lets you post a comment or attachments to the event. This APl is not supported
in the non-suspend flow extension use case. The maximum size for attachments is 20 mb.

POST {{runtime_url}}/{extld}/events/{eventiD}
{

‘comment':""'my comment here"

}

Depending on the use case, complete the flow extension by calling one of the following APls:

* in the simple flow extension use case and the halt flow extension use case, you can allow the normal
document flow to resume by having your client application call the Zresume endpoint.

POST {{runtime_url}}/flowextensions/action/{flowExtensionlD}/events/{eventlD}/
resume

* Inthe halt flow extension use case, you can complete the flow extension and reject the document,
returning it to the sender in FAILED status. to do so, the client application should call the Zhalt endpoint:

POST {{runtime_url}}/flowextensions/action/{flowExtensionlD}/events/{eventID}/
halt

* Inthe non-suspend flow extension use case, you can indicate completion of the flow extension processing
for the event by calling the /complete endpoint:

POST {{runtime_url}}/flowextensions/action/{flowExtensionlD}/events/{eventlD}/
complete

Flow Extension API
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Error Messages Returned by the Flow Extension API

Use this information to troubleshoot your queries to the Flow Extension API.

Error Code Message Description
400 The APl key passed in the request is not TheAPlkey passedinthe query headers
valid. does not match the API key in the OAuth
token.
401 Unauthorized Authentication failed. Confirm your ANID

and shared secret and make sure you are
using basic authentication.

403 Forbidden Query attempts to access a resource for
which it does not have permission.

404 Not Found Query attempts to access a resource that
cannot be found in the system.

API-Specific Disclaimers and Legal Information

The SAP Ariba developer portal included in the SAP Ariba APIs product and the APIs made available on this site are
provided solely at the discretion of SAP without warranty of any kind, and SAP may change, suspend, or cancel any
or all features or functions of the SAP Ariba APIs product or revise the website at any time. Any production use of
or commercialization of applications containing any APIs provided on this website is prohibited without a written
agreement between your company and SAP governing such activities.

Access to this APl is available to you as a subscriber to this solution as part of the SAP Cloud Service Level
Agreement. However, it is not considered part of the solution. Use of this APl is purely optional and is subject to
restrictions stated in the documentation, including the Terms of Use and the documentation found at the SAP
Ariba developer portal (see https://developer.ariba.com/api). If you wish to connect a third-party service using
this API, first confirm that the company is participating in the SAP partner program and is authorized to provide a
connection to this solution using this API. You will be required to submit written consent to SAP to authorize the
exchange of data with the third-party service.

Flow Extension API
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon [ : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using such links,
you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities, genders,
and abilities.
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Ariba, Inc. in the United States and other countries. Please see http:/
www.ariba.com/legal/trademarks for additional trademark information
and notices.

Ariba Sourcing solutions (On Demand and software) are protected

by one or more of the following patents, including without limitation:
U.S. Patent Nos. 6,199,050; 6,216,114; 6,223,167; 6,230,146; 6,230,147;
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following patents:
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Certain Ariba products may include third party software or other
intellectual property licensed from a third party. For information
regarding software or other intellectual property licensed from a third
party, go to http://www.ariba.com/copyrights.cfm.
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