Exercise: SAP APl Management
Unit 4.4.11 — CORS



UNIT 3 — CREATE YOUR FIRST APl PROXY

SCENARIO

Cross-Origin Resource Sharing (CORS) is a W3C spec that allows cross-domain communication from the
browser. By building on top of the XMLHttpRequest object, CORS allows developers to work with the same
idioms as same-domain requests.

HTTP requests from JavaScript are traditionally bound by the Same Origin Policy, which means that the Ajax
requests must have the same domain and port. The common ways to get around this are using techniques
like JSON-P or setting up a custom proxy. By supporting CORS requests, the server can add a few special
response headers that would allow the browser to access the data from a different domain.

CORS supports require coordination between both server and client. On the client side (browser side) most
of the handling for CORS is automatically done by the browser on behalf of the client which is depicted below
in the diagaram.

JavaScript
Code Browser Server

xhrsend();

preflight request (if necessary)

)

preflight response (if necessary)

1Y

actual request

i

actual response

Fire anload() or onerror)

Typically the preflight request is triggered by the browser with http method OPTIONS to the requested server
resource. In this call, the server must return the CORS related headers. All CORS headers are prefixed with
“Access-Control-“. The table below describes the CORS header which the server must return

Header Name Description

Access-Control-Allow-Origin This header must be included in all valid CORS responses;
omitting the header will cause the CORS request to fail. The value
of the header can either echo the Origin request header (as in the
example above), or be a "*' to allow requests from any origin.
Access-Control-Allow- By default, cookies are not included in CORS requests. Use this
Credentials header to indicate that cookies should be included in CORS
requests. The only valid value for this header is true (all
lowercase). If this header is specified then * can’t be used with
Access-Control-Allow-Origin header it must return the domain
name of client which can access the data.




UNIT 3 — CREATE YOUR FIRST API PROXY

This header works in conjunction with withCredentials property on
the XMLHttpRequest2 object (this changes needs to be done on
the client and is captured below)

For CSRF token handling sine Gateway service also requires
cookies to be passed this header must be set to true
Access-Control-Expose-Headers | The XMLHttpRequest 2 object has a getResponseHeader()
method that returns the value of a particular response header.
During a CORS request, the getResponseHeader() method can
only access simple response headers (Cache-Control, Content-
Langauge, Content-Type,Expires, Last-Modified, Pragma).

For CSRF token handling sine Gateway service also requires
client to read the custom header x-csrf-token therefore this header
would be have to set to include x-csrf-token
Access-Control-Allow-Methods Comma-delimited list of the supported HTTP methods
Access-Control-Allow-Headers Comma-delimited list of the supported request headers.

We can use SAP APl Management to enable this CORS handling for the Gateway services.
CORS HANDLING ON SAP APl MANAGEMENT

The SAP Gateway services doesn’t support OPTIONS http method and therefore we can use routerule to
ensure that the OPTIONS call is not routed to the SAP Gateway services but then the response with CORS
header is returned by the SAP APl Management.

Prerequisites
e Existing APl Proxy
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Explanation

Screenshot

PART 1

1. Select the GWSAMPLE_BASIC
API Proxy

7 SAP APl Managament x|+

€ 0a piportalusa 12465 784tral hanatril ondemand comy I vE v A =

SAP API Management

P API PROVIDERS (1)  CERTIFICATES {0) PRODUCTS (2)  APPLICATIONS (2)
— Import APl Craate in API Designer Q
£}
Name Status Type Last Updated Desaription Action
o8 Northwind_REST REST 27.2.2017, 18:28:56 Z
g GWSAMPLE_BASIC ‘— ODATA 2822017133758  Gateway Ssmple Service - Basic )
*3 V2_GWSAMPLE_BASIC Deplayed ODATA 2722017, 19:41:47 Gateway Sample Service - Basic u
o8 GWSAMPLE_BASIC_Simple pagioyes REST 2722017, 15:04:27 &

2. Take the API Proxy URL

SAP API Management

& View API
GWSAMPLE_BASIC Policies  Debug Edit |,

O((O) State Deployed

https://p19424657B4trial-
trial.apim1.hanatrial.ondemand.com:443/p 19424657 84triall GWSAMPLE_BASIC

API| Proxy URL.

OVERVIEW  TARGET ENDPOINT ~ RESOURCES (17)  PRODUCTS (3)  ADVANCED PROPERTIES
Title: GWSAMPLE_BASIC

https:/ip1942465784trial-

API Proxy URL. ~
trial.apim1.hanatrial.ondemand.com:443/p1942465784trial/ GWSAMPLE_BASIC

Description: Gateway Sample Service - Basic
Version: 1

Created By P1942465784

Changed On : 2/28/2017, 7:37:04 PM

There are a few ways to easily tests
CORS.
A) Slightly more technical
approach

[ @] | Elements Console Sources Network Timeline Pro Resources Security Audits  UIS Q1410 i X

tps: //trial.apis
2 meE8ymRIugais. No
apiportalu3dfsbses-plosl9assas
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Explanation Screenshot

Note: Make sure that you open the

F12 tool only when you are in the

API Proxy view.

3. Click F12 to open the
Developer Tool

4. Enter the command
$.ajax("https://p1942465784trial
trial.apim1.hanatrial.ondemand.
com/p1942465784trial/l GWSAM
PLE_BASIC?apikey=VrHk2kQ
K9ePMIUIJKnpbuV85BALMDZ
Ub", function(){})

5. Hit Enter

As a result you see the Access-

Control-Allow-Origin error message

B) Go to the API Designer by PICITRS—— S0

clicking on Edit in API Designer.
6. Copy and replace the contents
with this code.

Note: The API Designer will show
an error message on the top. You
can ignore this message.

Note: Please make sure to replace
the basePath with your P-User.

SAP API Management

" GWSAMPLE_BASIC Policies Devug Ect [
] ﬁ Edit In API Dasigner
Un-Deplay
State Deployed
Export
AP| Proxy URL:  hiipe/lp1842465782trislrial apim1 hanarisl.ondemand.com 443/p19424657841ris/GWSAK  Delete
OVERVIEW  TARGETENDPOINT  RESOURCES(17)  PRODUCTS (1)  ADVANCED PROPERTIES
Tite:
API Proxy URL I.apim1 hanatrial.ondemand.com:443ip1 942465784 trial GWSAMPLE_BASIC
Description Gateway S3
1
Created By P1042465784
Changed On 2822017, 13.37:58

"swagger": "2.0",
"info": {
"version": "1.0.0",
"title": ",
"description”; ""

12

"host": "p1942465784trial-
trial.apiml.hanatrial.ondemand.com”,

"basePath™: "/p1942465784trial/l GWSAMPLE_BASIC",

"tags"™: [
{

"name": "ProductSet",
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Explanation

Screenshot

"description”: "Product set"

}

]1

"schemes": [
"https"

]1

"consumes": [
"application/json"

]

broduces": [
"application/json"

1,

"paths™: {
"/ProductSet™: {
"get": {

"tags™: [
"ProductSet"

1,

"summary": ",

"description": "ProductSet",

"produces": [
"application/json"

]

"parameters";[

{
"name":"apikey",
"in":"query",
"description™:"The Product that needs to be

fetched",

"required":true,
"type":"string"

}

1,

"responses": {
"default™: {
"description": "Default response”
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Explanation Screenshot

7. Click on Try this operation

- o x
= SAP APl Designer * |+

€ 08 h al

al hanatrial. ondemand.com/apide c

Version 1

riptio

Filter opesations by a tag:

*trial.apint.hanatri . ol
. 4t

Product set

Paths

/ProductSet *

GET /PraductSet
roductSet

Description
ProductSel
Parameters

Located

Name Description Required Schema

The Product that
query Yes
neads o be fatched

api

Responses

Code Description
200

default Default response

* Try this aperation

8. Enter the API Key =prETE——
9. Click on Send Request €)0d :

rial hanatrial andemand.com, e

Close

Request

Scheme

Accept

Parameters

apikey

The Prod ds to be fetched

ept: sppli
Accept-Encoding:
Accept-Language:

Cache-Contro!
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Explanation Screenshot

10. You will see an error message | | -wwom - 4
as agaln € Ga h a al hanatrial.ondemand.com/apids c e R =

User-Agent: Mozilla/s.
W 61; rviS1.0) Geck 50

iption®

+ This is & cross-origin call. Make sure the server at
femand, com accepts GET requests

rial.apin

n . Leam

Send Request

Response

ERROR  af—

11. Go back to the API ST e r——
Management APl Proxy and £)08 : S, L wOC o E
click on Edit.

SAP API Management

B < viewar

Policies Debug  Edit

State Deployed |

https-/ip1842465784trial-trial apim1 hanalrisl.ondemand com-443/p19424657841rial GWSAMPLE_BASIC

OVERVIEW TARGET ENDPOIN RESOURCES (17) ~ PRODUCTS (1) ADVANCED PROPERTIES -

Target EndPoint Propertie:

No properties added

Proxy EndP

No proxy end point added

default
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Explanation

Screenshot
12. Scroll down to Route Rules - [erere—— coa o

strial andemand.com

SAP API Management

Bl < viewar!

O:g GWSAMPLE_BASIC

Save Cancel
OVERVIEW  TARGETENDPOINT  RESOURCES (17)  PRODUCTS (1)  ADVANCED PROPERTIES v

Route Rules - mmm—
Define a route rule to determine the path of a request frm the Proxy Endpaint ta the Target Endpoint

sefaull default

13. Click on the X to remove the o feree——
current route rule oo

€ Oa

31 andemand com,

SAP API Management

< View API

CQ GWSAMPLE_BASIC

Save Cancel
OVERVIEW  TARGETENDFOINT  RESOURCES (17)  PRODUCTS (1)  ADVANCED PROPERTIES v
Route Rules

Define o

ute rule to determine the path of & request from the Proxy Endpeint ta the Target Endpoint

setault default




UNIT 3 — CREATE YOUR FIRST API PROXY

Explanation

Screenshot

14. Click on Add to add a new P
Route rule €04

OVERVIEW

Xy =

TARGET ENDPOINT

SAP AP Management

e ch GWSAMPLE_BASIC

* |+

RESOURCES (17)

Define a route rule to determine the path of a request from the Pro

strial andemand.com

SAP API Management

PRODUCTS (1)

xy Endpaint ta the Target

Ne Route Rules

ADVANCED PROPERTIES

Endpoint

bl =l

Save Cancel

o

w

x

< I

15. Enter the name noroutes and = sap AP Dvsiuar
Route Rule Condition: £oa
request.verb == "OPTIONS"

16. Click on Add again ==

OVERVIEW

Rou

x

=* SAP AP Management

x

strial andemand com,

=3 Cig GWSAMPLE_BASIC

TARGET ENDPOINT ~ RESOURCES (17)

NONE reque:

Select Target

stert == "OPTIONS®

SAP API Managem:

PRODUCTS (1)

ent

ADVANCED PROPERTIES

fte rule to determine the path of o request from the Proxy Endpoint to the Target Endpoint

B

Save Cancel

10
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Explanation

Screenshot

17. Add another Route rule name
“default”

18. Switch the Target Endpoint to
“default”

19. and click on Save

7 SAR API Designer *

€ 08 h

= sAP AR Management X |

strial andemand.com ela c

SAP API Management

Bl < viewar!

ch GWSAMPLE_BASIC

[

—fpy S Conce

OVERVIEW TARGET ENDPOINT RESOURCES (17) PRODUCTS (1) ADVANCED PROPERTIES +
NONE request. == "OPTIONS" x
default default v x
20. Click on Policies -0
. | ICI 7 SAP API Designer X T SAP AP Management x4
€ Oa 1l ondemand.comy elop ¢

SAP API Management

Bl < viewar!

C(g GWSAMPLE_BASIC

OVERVIEW  TARGETENDFOINT  RESOURCES (17)  PRODUCTS (1)  ADVANCED PROPERTIES v

sute rule 1o determine the path of o request from the Proxy Endpoint o the Target Endpoint
NGNE requestyerd == “OPTIONS*

default

Policies

11



UNIT 3 — CREATE YOUR FIRST API PROXY

21. Click on the + sign next to the o
. g . feee———
PrOXyEndpc)lnt Da ht al rial hanatrial.andemand.com# el [ B+ h =
SAP APl Management @
SAP API M @ ¢
< |AP1 Artitacts for GWSAMPLE_BASIC
& =%
B> Flows @ « 2 » Policies @ -
- & ProxyEndpoint -+ SNPIFIow. Routing properties and Seripts -
©  ProFlow a
@ PostFlow Flows:
d w A Flow defines & pracassing pipaline that can control and channel how the
o AP1 behaves and the i it caries.Th pipeline
B e consists of & request flow and a responsa flov. oncurent
a i & pipaline to tand
VH Ca... response messages.Each request or respanse flow is subdivided into;
B P PraFlow:This flow is always exscuted as the firt step in the ssgment whers it
is applied
B e PostFlow: This flow is always exscuted as the last step in the ssgment where
. - it s applied afer exacuting any conditional Flows.
B Regen 9 Conditional Flow: A candition associated to a flow. A flow can contain ane or
€ s mare conditions. Only the first condition met is exscuted
st
B wico Policies: - Koy
Update  Cancel
22. Scroll down and enter the name D
. W 7 SAP AP Designer X T SAP AP Management x e
preﬂlght € ©@ hitps/apiportal strial hanatrisl ondemand com, elof c TE A =
SAP SAP APl Management @
¢ API Artitacts for GWSAMPLE_BASIC
‘ =
v -
Sales) » Policies @
L]
VH_Cu +
P o FlowCondition
+
B e pr
Condition String @ +
B vHn
i_Un +
B Contac... o
o +
VH_AD. 0
P +
‘SalesO +
B M Se 0 +
) using o
a % JSON Threa con +
&
bkl ) JSON XML +
fight (o8 & O
B prefig L] +
#  Defaui. = .
2 TargeEndpoint  + + BB
Update  Cancel

12
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Explanation

Screenshot

23. Enter the Condition string:
request.verb == "OPTIONS"

| 7 SAP APl Designer

D@ hup

X = SAP AP Management X T+

rial hanatrial andemand.com/# elop c

SAP SAP APl Management @
£ AP Artifacts for GWSAMPLE_BASIC
& R
v -
Sales) » Policies @
L]
VH_Cu +
& won o FlowCondition
+
@ vapr 0 request verb == "OPTIONS" h
Condition String @ +
B vH W
_Un +
o [
Contac .. rent Rate Limit +
i 0
L . ables +
L]
e 1] acha +
B vH se o +
B Busine o
taction +
B v co.
- +
B prefight g 0 - Kay Vahs +
#  Defaui. 1 o +
v R TargetEndpoint + + P
Update  Cancel
24. Select the PreFlow on the left D
. 7 SAP API Designer X T SAP AP Management x
hand Slde € ©a hy ial andemand com; elof ¢ wvEa ¥ A& =
SAP APl Management @
BASIC
&« » Policies @ -
- Access Contro +
Policy Flow Routing properties and Scripts
3 +
Flows: +
A Flow defines a processing pipeline that can control and channel how the: +
AP| behaves and the information it carmies. The message processing pipeline
consists of a request flow and a response flow. +
and fine a pipeline to and +
response messages Each request or response flow s subdivided into
PreFlow:This flow is always executed as the first step in the segment where it +
s applied
PostFlow: This flow is always executed as the last step in the segment where +
 itisapplied after axacuting any conditional Flows.
9 Conditional Fiow: A condition associatad to a flow. A flow can contain ona or +
‘more conditions. Only the first condition met is axacuted. +
Policies: +
) - - T Loakup Cache + -
Update  Cancsl

13
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Explanation

Screenshot

25. Select the Check API Key
Policy and add the Condition:
request.verb != "OPTIONS"

26. Scroll up and select PostFlow
from ProxyEndpoint

27. Click on the + Sign next to the
AssignMessage Policy on the
right

- o x
% @@ hitpsy/apiportalu3df5h50f-p1342465784trial hanatrial ondemand.comy# develof c Search T8 & & =
SAP SAP APl Management @
< API Artfacts for GWSAMPLE_BASIC
—l %" »
CheckaBIKeyP
‘ 9
B> Flows @ € ~ = — » Polices@ e
V" "
, ProxyEndpoint  + CheckAPIKey +
& ProFlow 3 +
request varb =! "OPTIONS™
G PostFiow 0 | lcondition Strind @ +
B e La 0 +
& wier ) the APIKey element whare to look for the varisbl .
B wics 2+ <verifyspIkey asy ' continueongrror-*false' enabled-'trus .
3 ml
®  Produc.. a y rof Lapikey® [> +
P 5 cfverifymbTkeyr .
B Regen +
B Sales0 +
B M Cu +
Updata  Cancel
- a x
=7 SAP AP Designer X | =7 SAP AP Management X |+
€ @a h piportalu34f5bs 42465784 trial hanatrial ondemand.com jevelap ¢ Searct wvEa ¥ A& =
SAP SAP APl Management @
< API Artfacts for GWSAMPLE_BASIC
B> Flows @ « ~ » Policies @ =
v B ~
ProxyEndpoim  + Policy Flow Routing properties and Scripts +
o PraFlow 3 +
@ Postriom [) i ws: # - +
B v la [] AFlow defines a processing pipeline that can control and channel how the +
- API behaves and the information it carries The message processing pipeline
B e EP L consists of & request flow and a responsa flow. +
& 5 ProxyEndpoint and TargetEndpoint define a pipaline to process request and "
VH_Ca... response messages Each request or respanse flow is subdivided into:
B Prosu.. o PreFlow This flow is always executed as the first step in the segment where it +
is applied
W vH_Un 0 PostFlow: This flow is always executed as the last step in the segment whera +
£ ' itis applied after exacuting any conditional Flows.
Regen Conditional Flow: A condition assaciated to  flaw. A flow can contain one or +
O e more condiions. Only the first condition met is exscuted. m
B VM [ Policies: - +

Update  Cancel

28. Enter the name
setCORSHeader,

29. Select the Stream: Outoing
Response and

30. Click on Add

Policy Type
*Policy Name
Endpoint Type

Flow Type

Stream

Create Policy

Assign Message

setCORSHeader h

ProxyEndpoint

Postflow

Outgoing Response

Cancel

14
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Explanation

Screenshot

31. Replace / add the following
code

<AssignMessage async="false" continueOnError="false"
enabled="true" xmlns="http://www.sap.com/apimgmt'>
<Add>
<Headers>

<Header name="Access-Control-Allow-
Origin">*</Header>

<Header name="Access-Control-Allow-Headers">set-
cookie, origin, accept, maxdataserviceversion, x-csrf-token,
apikey, dataserviceversion, accept-language, x-http-
method,content-type, X-Requested-With</Header>

<Header name="Access-Control-Max-
Age">3628800</Header>

<Header name="Access-Control-Allow-Methods">GET,
PUT, POST, DELETE</Header>

<Header name="Access-Control-Expose-

Headers">set-cookie, x-csrf-token, x-http-method</Header>

</Headers>
</Add>
<lgnoreUnresolvedVariables>false</IgnoreUnresolvedVariable
S>
<AssignTo createNew="false"
type="response">response</AssignTo>
</AssignMessage>

" v p v

«

@ Json

> JSON

o i @

SetCORSHeader

Condition String @

0o o
s

Py Pyto

D Quot:
Create

‘ 5

B Hanc

x-csré-token, apikey

ers
BUT, POST, DELETE</H:
~Control-Expose-Headers™ sat-cookie, x-Csré-token, x-ntip-method</Header>

m R R e R R R R Rl B Bl

B Masl

B IP-A
D Setd

% Chec

15
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Explanation

Screenshot

32. Click on Update

=7 SAP AP Designer X = saP AR Mangement X |

D@ https//apiportalu34fs 455784trial hanatrial ondemand.com/# elop c we & =

SAP SAP AP Management @ o

B> Flows @ « - — » Policies @ .

& ProxyEndpoint  + CetCORSHeader A

PostFlon 1 Condition String @
VH_La ..
VH BP
VH_Ca o 3-
Produc
VH_Un
Regen ..
SalesO..

VH_Cu.

L G I

B EREEEREERBRERDSDC

VH_Un

<

Updata  Cancel

33. Click on Save

7 SAP AP Designer X I SAP AF Management x &

€ 0a piportalusa 12465 784tral hanatril ondemand com; I vE v A =

SAP API Management

8 < View API
®  GWSAMPLE BASIC — o o
8
State Deployed
AP Prosy URL:  itps.119¢24857821ia-tcl apim hanaiil.ondemand,com 443/p19424657841is GWSAMPLE_BASIC
OVERVIEW TARGET ENDPOQIN RESOURCES (17) PRODUCTS (1} ADVANCED PROPERTIES

Target EndPoint Properties
Define property of outbound client to a backend service or API to send and recaive calls. Add

No proparties added

Proxy EndPoint Properties

Define property of inbound interface for an AP1 to send and receive calls. Add

No proxy end point added

Define a route ruls 1o determine the path of a request from the A

NONE v | requestvet

detaull default v x

Click F12 to open the
Developer tool again and run
the command
$.ajax("https://p1942465784trial

trial.apiml.hanatrial.ondemand.
com/p1942465784trial/ GWSAM
PLE_BASIC?apikey=VrHk2kQ
K9ePMIUIJKnpbuV85BALMDZ
Ub", function(){})

34. This time you do not get an
error message

[X O] | Elements Console Sources Network Timeline Profiles Res

v

> $.ajax("htt ial.apinl.hanatria
()

» Object state: 13

N

16
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Explanation Screenshot
35. Go back to the API Designer P L
and click on Send Request ©) 08 [t : nie s 4 =

again
36. Now you get a Success
message back

Accept: o
Accept-Encoding
Accept-Language

 accepts

Send Request

Response

success  ffmm—

Headers
v Objsct
nt
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