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Document History

Before you begin reading this guide, be sure that you have the latest version. Find the latest version at https://
help.sap.com/viewer/product/SAP_ASSET_MANAGER/p/en-US.

The following table provides an overview of the most important document changes.

Document Version Date Description of Changes

10 NOV 2019 Original release of the SAP Asset Man-
ager Configuration Guide, version 1911

11 MAR 2020 Multiple minor changes, corrections,
and additions

Moved all push notification installation
from the SAP Asset Manager Installa-
tion Guide to the Push Framework Set-
tings Procedures section in this guide.

12 MAY 2020 Added note to first bullet point in the
Supported Back-End Systems [page
6] topic.
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1 SAP Asset Manager Overview

The SAP Asset Manager Configuration Guide is intended for system administrators, technical architects,
implementation team members, and IT personnel involved in the installation, setup, and configuration of
software for the application.

Itis assumed that the personnel performing the installation and setup are familiar with SAP installation
guidelines. SAP setup knowledge is helpful while carrying out the steps for the mobile setup of SAP.

Use the SAP Asset Manager Configuration Guide along with appropriate SAP documentation. Note that this
guide only covers setting up and enabling the SAP Asset Manager mobile application.

1.1 Supported Back-End Systems

SAP Asset Manager 1911 supports the following back-end systems:
e SAP S/4HANA 1610 FPS 03 or higher

i Note

For SAP S/4HANA on-premise 1909 systems, no ABAP add-on installation is required. Check 2493602
&, including the prerequisites section. For the SAP S/4HANA on-premise 1909 release, SAP Asset
Manager 1911 is only available in SAP S/4HANA 1909 FPSO1 and above releases.

e SAP Enhancement Package 7 for SAP ERP 6.0 Support Package 14 or higher
e SAP Enhancement Package 8 for SAP ERP 6.0 Support Package SPO7 or higher

The same functions are available for both back-end systems.

For detailed information, see the following guides:

o Mobile Add-On for ERP Installation Guide
e Mobile Add-On for S/4HANA Installation Guide

1.2 SAP Asset Manager Functional Overview

SAP Asset Manager is a mobile solution for managing work orders, notifications, condition monitoring, and
material consumption. The application also performs time management and failure analysis.

Regardless of connectivity, SAP Asset Manager allows remote employees to access, complete, and manage
their assigned work orders and notifications through their mobile devices. With SAP Asset Manager, they have
SAP back end data readily available including task lists, repair histories, reference documents, and geospatial
data such as addresses and maps. Armed with more information, employees work smarter, have more work
time, improve their first-time fix rates, and extend asset lives by conducting more preventative maintenance.

SAP Asset Manager Configuration Guide
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SAP Asset Manager comes packaged with a mobile add-on for SAP ERP and a mobile add-on for SAP
S/4HANA. They offer tight integration and easier deployment without interference to or from your existing SAP
system customizations or standard SAP objects. They provide you with full configuration, administration, and
monitoring features that allow you to manage the SAP Asset Manager application from within your SAP system
infrastructure.

The main features and functions available in SAP Asset Manager include the following.

Work Orders and Notifications

SAP Asset Manager supports the following standard SAP Plant Maintenance work order functionalities on the
mobile device:

e Download work order assignments based on various assignment models
e Display work orders and their details, including repair histories

e Edit work orders and their details

e Create work orders and their details

e Complete work orders and update their status

The following standard SAP notification functionalities are supported on the mobile device:

e Download notification assignments based on various assignment models
e Display notifications and their details

e Edit notifications and their details

e Create notifications and their details

e Complete notifications and update their status

Maintenance Execution Data Capture

The following data related to maintenance execution can be captured from the mobile device:

e Maintenance order confirmation, goods issue for work orders
e Measurement readings for work orders
e Damage codes for notifications

Time Management
Maintenance technicians can use SAP Asset Manager to trace their time efficiently and accurately by entering

the timesheet and the attendance records from the mobile device.

SAP Asset Manager Configuration Guide
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Single Sign-On (SSO)

Single Sign-On (SSO) allows the user to log into the SAP Asset Manager application from the client using SSO
credentials without having to enter their back end user name and password. In addition, once logged in with
SSO, you can access another mobile application without the need to log in again.

Documents

SAP Asset Manager supports viewing of master data or transaction data attachments on the mobile device.
Documents include Microsoft Office files, PDFs, and other commonly used business documents, including
videos, pictures, and audio files.

Downloading and uploading documents are supported for the following objects:

e \Work orders

e Notifications

e Equipment

e Functional locations

The following standard SAP document storage options are supported:

e SAP Business Document Service (BDS)
e SAP Generic Object Service (GOS)
e SAP Document Management System (DMS)

Field Operations Worker Component

Inspection rounds with routing is an optional feature available as the SAP Asset Manager Field Operations
Worker (FOW) component. FOW supports:

® Route and stop definitions

® Technical object assignments
® Measuring point assignments
e Measurement readings

Route and stop definition is implemented via the standard work order inspection round functionality.

Crew Management Component

SAP Asset Manager supports work crew management. This feature supports:

® Daily crew list definition
e Crew member and vehicle assignment
e Crew time management

SAP Asset Manager Configuration Guide
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Crew management is an optional feature available as the SAP Asset Manager Crew Management component.

Meter Management Component

SAP Asset Manager supports the industry solution for utilities meter management. The following standard
features are supported:

e Meter installation (full or technical) via work order
e Meter replacement via work order

® Meter removal via work order

e Meter repair via work order

Customer Service Component

SAP Asset Manager supports customer service. This feature supports:

e Details of service engagements of the technician with the customer
e Details of business partners for the customer
® Technicians have access to contract and warranty information for the customer

e Mapping functionality for both customer addresses and partner address, provided the mobile device has
internet access

Asset Central Component

Asset Central links production systems and assets with manufacturing and maintenance business processes to
reduce operational and maintenance costs and increase assetuptime. Using Asset Central, you can use PdMS,
or Predictive Maintenance and Service equipment indicators that allow you to identify the health status of your
equipment.

1.2.1 Supported SAP Transaction Codes for SAP Asset
Manager

SAP Asset Manager uses the SAP back end and specific SAP ERP transaction codes to help configure the
application.

Transaction Codes Definition

W21 Create notifications

SAP Asset Manager Configuration Guide
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Transaction Codes Definition

W22 Edit notifications

W23 Display notifications

W31 Create work orders

IW32 Edit work orders

IW33 Display work orders

W51 Create service notification

W52 Change service notification

IW53 Display service notification

CAT2 Record time entries

IEO3 Display equipment

ILO3 Display functional location

MMO3 Display material

IK13 Display measurement document

IK12 Change measurement document

IK11 Create measurement document

W41 PM confirmation create

MIGO Goods issue for work orders

EG30 IS utility meter management - device full replacement
EG31 IS utility meter management - device full installation
EG32 IS utility meter management - device full removal

EG33 IS utility meter management - device technical installation
EG36 IS utility meter management - device technical removal
EL28 IS utility meter management - meter reading result single entry

SAP Asset Manager Configuration Guide
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2 SAP Mobile Add-On for the SAP
Configuration Panel

The SAP Mobile Add-On provides integration services for SAP Asset Manager. A central configuration tool
known as the SAP Configuration Panel is provided to perform all configuration tasks related for the mobile
application. The Configuration Panel is a browser-based application based on Web Dynpro ABAP.

2.1 Accessing the SAP Mobile Add-On for SAP
Configuration Panel

Context

You can access the Configuration Panel either through SAP Customizing or using a transaction code directly.

First, log into your back-end system, and then you can choose from the following two options:

Procedure

1. To access the ConfigPanel through Customizing, enter the transaction spro to open the Customizing:
Execute Project screen. Select the SAP Reference IMG tab. Using the SAP Customizing Implementation
Guide list, select | Agentry SAP Framework Configuration ¥ System Settings » Define Mobile

Applications 3.

2. To access the ConfigPanel using a direct transaction code shortcut, enter /n/syclo/configpanel.

Results

The Mobile Application Integration Framework home page is displayed in a browser.

vy

SAP, Mobile Application Integration Framework Configuration

Welcome | System - | Today - Log Off

Mobile Application Configuration

General Info ©oData Channel Integration Settings Change Detection Settings

o Mobile Appication Configuration o oData Service Assignment o EFI Assignment

Defi bout mobile applicat h as release, description. Assign standard oData Service o the mobile appiication. oData service model Trigger s assigned to Exchange Obiects.
Sefting

o Exchange Object Configuration

Geospatial Framework Settings © oData Model Configuration Change detection rules for SAP data objects such as master data, transaction data can be defined for each mobile
G Geospatial Service Defiitons Mobile application oData Model definiton for entty type, entity set, association, association set, navigation property etc ~ application

 Object Ty  oData Mobile Data Obiect Configuration

Data extraction and distribution logic and rules are defined for configuration, master and transaction data.

Transaction Management Setting RFC Channel Integration Settings Push Framework Settings

o Inbound Transaction Queue Definion @ Mobile Data Object Configuration o Push Scenario Definion

Define Inbound Transaction Queue Sefings Deta extraction a fion ogic an rues are deine forconfiguraton, master ot defined o push inthe backend
o ind Trigger Configuration

Data Staging Settings a BAPI Wiapper ation Outbound Trigger Configuratior

appers ae assioned to Mabie Data Objects Triggers to interface with extemal systems are defined
o Subscription Agent Definition
Defines how subscrition requests for backend system data are handied

o Data Agent Definition Agentry Integratior
Define data store supplying agent settings.

@ Data Store Defintion

Define staging data store settings, data storage, data agent assignment, schedule, mapping information etc.

System Configuration

System Settings Security Settings

o Technical Settings @ Mobile Authorization Settings
Frameviork technical setings such as logging level, conversion exit Mobile application specific security Setings can be defined for integration framework, mobile application, or class
handlers.

SAP Asset Manager Configuration Guide
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2.2 Configuration Panel Overview

All configuration activities for the SAP Mobile Add-On are performed through the ConfigPanel.

Customization changes you make via the ConfigPanel can significantly impact the behavior of the SAP Mobile
Add-On and the SAP Asset Manager application. Always follow SAP best practices, make changes and test
them in the development and quality control systems before you transport the changes into your production
landscape.

2.2.1 Standard Operations in the Configuration Panel

While configuration for each mobile application is unique, certain toolbar functions in the Configuration Panel
are common and are available for all applications.

Mobile Application Filter

If more than one mobile application is available in the same system, you can use the filter function to only view
items for a specific application. Find the filter option on any page where multiple applications are displayed.

To filter by application, click the arrow to the right of the Defined Mobile Applications field, and select the
appropriate mobile application. To remove the selection and view all items for all mobile applications in the
system, click in the field again and select the asterisk ( *) symbol.

Creating, Copying, Deleting, and Changing Items

The following standard actions are available to configure different components and items within your mobile
application setup:

e Create: Creates a new item. All modifiable fields are empty.

e Copy: Copies the item that was highlighted and creates a new item. All modifiable fields are filled in with
the information from the existing item and are available for changes before saving.

e Delete: Deletes the highlighted item.

e Change: Allows you to change the highlighted item in the modifiable fields.

Saving or Canceling Changes for an Item

Once you click the Create, Copy, or Change button, the Save and Cancel buttons are displayed. After you
change the configuration of the item, click Save to save the changes or Cancel to discard the changes.

SAP Asset Manager Configuration Guide
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i Note

If the Save and Cancel buttons are active, the Home link for the ConfigPanel is not available. Either save
your changes or cancel out of the changes to return to the main Configuration Panel page

Message List

Certain actions can generate system messages. These messages can be error messages or informational
messages. If you perform an action that prompts a system message, a message bar appears above the main
panel with a brief description of the message.

Click the Show List button to display the detailed view of the message list.

2.2.2 Mobile Application Configuration

The Mobile Application Configuration page allows you to configure general settings for the entire mobile
application.

The Mobile Application Configuration page contains the following tabs:

e General

® Mobile Status Setting

e Conversion Exit Setting (not used in SAP Asset Manager)
e System Components (not used in SAP Asset Manager)

e Parameters

e C(Client Globals (not used in SAP Asset Manager)

e User Attributes (not used in SAP Asset Manager)

General Tab

Use the General tab to create or change basic information about a mobile application.

® Basic Data section: Enter the name of the mobile application in the <Mobile Application> field, which
is limited to 40 characters. Select the type of application in the <Type> field. Note that for SAP Asset
Manager, the type is <oData Applications>. Enter a brief, easy to understand description in the
<Description> field, limited to 60 characters. Type in the release number of the application in the
<Release> field.

e User Management Setting: When the <Disable Automatic User Creation>boxischecked, a new
user GUID is not automatically created when a new mobile client is detected in the system. Manually create
and maintain mobile users through the Administration portal.

e Server Management Setting: When the <Disable Automatic Server Registration>boxis
checked, a new server GUID is not automatically created when a new server is detected in the system. You
must manually create and maintain servers through the Administration portal.

SAP Asset Manager Configuration Guide
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Life-cycle management: When the <application Blocked> boxis checked, the mobile application is
disabled. The mobile user can no longer connect to the back-end system for the mobile application, and
the xChange process is also disabled. The <Effective Date>and <Time> fields flag when the change
takes effect.

xChange Setting: When the <Disable Change Detection> boxis checked, the change detection
process, or xchange process, for the application is completely disabled.

Inbound Transaction Management: Not used in the SAP Asset Manager application.

Multi Backend Setting: When checked, enables a specific mobile application to connect to multiple SAP
systems, consisting of one host server and one or more satellite servers.

System Role: Dropdown menu where you can select either Host or Satellite.

A Host system is the connection between SAP and the SAP Asset Manager application in the SAP Cloud
Platform. The host server provides the logic to the application and functions as the bridge to the satellite
server or servers. There can only be one host server per system.

Satellite servers communicate with SAP through the host server. To complete multi backend configuration,
configure the host and back-end servers using the System Components tab. See that section for more
details.

Mobile Status Setting Tab

Use the Mobile Status Setting tab to map the available mobile statuses that an oData mobile data object
(OMDO) supports on the client side. If a user status also exists for the same object type, you can link it to the
mobile status and the system status through this tab.

Mobile Application Info: The <Mobile Application> fieldisread only and is the name of the mobile
application. The <Mobile Application Description>isreadonly andis a brief description of the
mobile application. The <Release> field is read only and is the release number of the application.

Mobile Status Mapping: Use the <Add Status>and <Delete Status> buttonsto create and delete
mobile status mappings. Fill out the <Object Type> with the specific object in the mobile application, for
example, <Notification>. The <Mobile Status> isthe status defined by the mobile application. The
<Label on Mobile>isnotused. The <User Status>isan SAP status code as defined in SAP. Note that
the status codes are language independent codes.

Ifthe<Initial Status> checkboxis selected, the mobile status is displayed by default when you
download the object to the mobile device. To skip a specific mobile status update from a mobile device, use
the <Skip Update> checkbox corresponding to the mobile status object.

Use the Mobile Status Alias List table to define language-specific mobile status aliases.

In the following example screen, the highlighted row in the mapping table indicates that if a user sets a work
order to completed, the application sets the work order system status to I0045 in SAP.

14
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General NMobile Status Sefting Conversion Exit Setting System Components Parameters

Mabile Application Info

Mobile Application:
Mobile App. Desc.:

B Release:

Maobile Status Mapping

Mobile Status List

Object Type
I WORKORDER
WORKORDER
WORKORDER
WORKORDER
WORKORDER

Mobile Status ~ Status Aftribute 1 Status Attribute 2 System Status ~ Status Profile

COMPLETED 10045
HOLD

RECEIVED 10630
STARTED 10002
TRANSFER

WO_OPERATION COMPLETED

Mobile Status Detail

Object Type:
Mobile Status:
Status Atiribute 1
System Status:
Status Profile:

Initial Status:

WORKORDER

COMPLETED Label On Mobile: COMPLETED
Status Atiribute 2:

10045

User Status:

Skip Status Update:

User Status  Initial Status ~ Skip Update

Client Globals User Atiributes

-~

Mobile Status Alias List

“Language  Alias

If there is no system status or user status, the mobile status only affects the mobile device and does not affect
the backend SAP system.

If there is a user status specified but no status profile when the mobile user sets the mobile status, the app sets
that user status for the object, disregarding the status profile of that object.

If there is a user status and status profile specified when the mobile user sets the mobile status, the app sets

that user status if the object uses that status profile.

Parameters Tab

The Parameters tab defines system parameters.
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General Mobile Staus Setling Conversion Exit Setting System Componenis Parameters Client Globals User Attributes

Mobile Application Info

Mobile Application: = SAP_ASSET_MANAGER_ Release
Mobile App. Desc.®  SAP Asset Manager
Application Parameters

Parameter List
[E Add | [E Delete | § Delete Al 52 Import/Export +

RecNo Parameler Gro... ¥  Param. Name Param. Value T Scope Dep. RecNo Active No Change Comment
0000000003 BACKGROUNDC... ValidationView fceded Application 0000000001 v '
0000000004 BDSDOCUMENT Asset EQUI Application 0000000001 v v
0000000005 BDSDOCUMENT ClassType BO Application 0000000001 | |
0000000006 BDSDOCUMENT FunctionalLocation BUS0010 Application 0000000001 v '
0000000007 BDSDOCUMENT Notification BUS2038 Application 0000000001 v v
0000000008 BDSDOCUMENT ‘WorkOrder BUS2007 Application 0000000001 | 4
0000000009 CATALOGTYPE CalTypeActiviies A Application 0000000000 v |
0000000010 CATALOGTYPE CatTypeCauses 5 Application 0000000000 | v
0000000011 CATALOGTYFE CatTypeDefects c Application 0000000000 | 4
0000000012 CATALOGTYPE CaiTypeObjeciParts B Application 0000000000 \/ |
Parameter Detail Language Specific Values

Parameter Detail

* Parameter Group: | APPLICATION

*param. Name: | Localldentifier Param._ Scope: | Application
Param. Value: | LOCAL Use Language Specific Value: [v[}
Rule Id ~ | UseRule:

Dependent Parameter Id: | 0000000001
Dependent Parameter Group: = APPLICATION
Dependent Parameter Name: | Localldentifier
Dependent Parameter Value:  LOCAL

Comment:

Active Flag: |¥'
No Runtime Change: |¥

Mobile Application Info: The <Mobile Application> fieldisread only and isthe name of the mobile
application. The <Mobile Application Description>isreadonly andis a brief description of the
mobile application. The <Release> field is read only and is the release number of the application.
Application Parameters: Use the <add> and <Delete> buttons to create and delete parameters.
Parameter Detail: The <Parameter Group> isthe group to which the parameter belongs. Groups are
how you organize parameters. References to a parameter include both the group name and the parameter
name. The <Parameter Name> is the unique name of the parameter.
The <Parameter Value> isthe currently configured value of the parameter. References to the parameter
return the configured value. Use the <Language Specific Value> checkbox to select which
parameters you wish to be language dependent. The checkbox and the corresponding Language Specific
Values tab are only active after you have clicked the Change button. Note that the language available in the
Language Specific Values tab, Value List table, depends on the language you are using to log into the mobile
client. You must manually maintain each parameter that you wish to control for a language specific value
separately.
Setthe <Parameter Scope> toone of the following options:

o Mobile Application: Value for all users of the application

© Mobile User: Value you can override for individual users. To override a parameter value of a user, see

the Administration & Monitoring Portal on parameters

i Note

For information on setting user parameters, see the following security guides, depending on your
back end system:

o Mobile Add-On for S/4HANA Security Guide

SAP Asset Manager Configuration Guide
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I o Mobile Add-On for ERP Security Guide

The <rRule 1D> field contains the rule used at runtime. If you check the <Use Rule> box, the rulein the
<Rule ID> fieldis active.

Check the <active Flag> box to ensure that the parameter is used by the mobile application. Inactive
parameters are not used by the application. When you check the <No Runtime Change> box, you cannot
override the value of the parameter. The configured value is always the value. If the box is not checked, the
parameter values can be overridden at runtime through synchronization processing.

2.2.3 Geospatial Service Definitions

A geographic information system (GIS) integrates hardware, software, and data for capturing, managing,
analyzing, and displaying all forms of geographically referenced information.

Geospatial data plays an important part in the daily operations of many organizations. By adding geospatial
data to the technical data of an asset, you get a full picture of that asset.

The Geospatial Service Definitions page contains the following tabs:

® General Data

e Object Type Assignment
e Parameter Settings

e DataRules

SAP Asset Manager Configuration Guide
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General Data Tab

General Data Object Type Assignment Parameter Settings Data Rules

Basic Data

Service Id- | SAM20_GIS_QUERY_WORKORDER

Description:  Geospatial query service for work order

Mobile Application:

Geospatial Service Info

Service Host Server Port: | 06080
Service Path
HTTF RFC Destination Use RFC Connection
Service Vendor. | ESRI Vendor Release

Well Known Id: | 4326

Object Id Mapping Info

Mapping Type: | SAP OBJKEY =-* Geo OID mapping table Mapping Table: | /SMFND/QID01_GS
Global Id Field Name: | GLOBALID Field Type: | Character
Object Id Field Name: | OBJECTID Field Type.  Number

Geospatial Service Provider Handler Info

Service Provider Handler.  /SMFND/CL_GIS_GEQOSERV_ESRI : Gepspatial service provider - ESRI

Provider Operation:  /SMFND/CL_GIS_GEOSERV_ESRI : QUERY

Activation

Active Flag: |

Administrative Info

Created By Created Time Stamp:

Last Changed By Changed Time Stamp:

General Data tab:

Basic Data

Service ID: Required field. Name of the geospatial service ID, limited to 40 characters, with namespace
protection. Use the Y or Z namespace.

Description: Description of the geospatial service

Mobile Application: Mobile application of the geospatial service. Every geospatial service is assigned to a
specific mobile application.

Geospatial Service Info

18

Service Host: Host name of the geospatial service provider

Server Port: Port number of the geospatial service provider

Service Path: End-point URL of the geospatial service

HTTP RFC Destination: RFC destination pointing to the GIS. By using the RFC destination, you can
support various logon authentication methods of the geospatial service. If you use an RFC destination,
service host, port, and path are not required.

Use RFC Destination: Indicator that you must use an RFC destination to connect to GIS

Service Vendor: Vendor name of the GIS provider.SAP uses Esri for its out of the box installation of the SAP
Asset Manager application.

SAP Asset Manager Configuration Guide
PUBLIC SAP Mobile Add-On for the SAP Configuration Panel



e \Vendor Release Version information of the GIS provider. The Esri version for SAP Asset Manager 1911 is
ArcGIS iOS SDK 100.2.1 for iOS and ArcGIS Runtime SDK for Android 100.3.0 for Android.

e Well Known ID: Well-known ID of the coordinate system

Object ID Mapping Info

e Mapping Type: Defines how the SAP object ID is mapped to the object ID in the geospatial service provider
database. Select from the following:
o No mapping: SAP object ID is the same as the object ID in the GIS provider database
o SAP OBJKEY <-> GEO OID-mapping table: Mapping is stored in a mapping table
o Lookup Routing: Use a lookup ABAP object-oriented class to determine the mapping dynamically. The
ABAP object-oriented lookup class must implement the /SMEND/IF GIS OID MAPPING interface.

e Mapping Table: SAP mapping table name, if used. The standard /SMFND/0ID01 GS mapping table is the
default. The standard /SMFND/GIS OIDMAP UPLOAD PROG program is provided to load the table with a
text file

e Object ID Lookup Routine: OID lookup routine name, if used. Used in conjunction with the Lookup Routing
mapping type

e Global ID Field Name: Name of the Global ID field in the GIS provider database, if relevant. For example, in
the Esri database, the global field name is GLOBALID

e Object ID Field Name: Name of the <Object 1D> field in the GIS provider database, if relevant. For
example, in the Esri database, the field name is OBJECTID

® Field Type Use the dropdown to select the type of field for both the <G1obal 1ID>andthe <Object ID>

e Service Provider Handler: ABAP object-oriented class that handles integration to the GIS provider

e Provider Operation: ABAP OO class operation that handles integration to the GIS service provider.

Activation

e Active Flag Check the checkbox to activate the GIS query service

Object Type Assignment Tab

Use the Object Type Assignhment tab to define what type of SAP objects are assigned to the geospatial service.
You can define different geospatial services for different SAP object types.

For example, you can map equipment with polygon geospatial data to one geospatial feature layer. You can then
map equipment with point geospatial data to a different geospatial feature layer.
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General Data Object Type Assignment Parameter Setfings Data Rules

Service Data
GeoSpafial Serv. Id. _GIS_QUERY_WORKORDER GeoServ Category:
IMobile Application: GeoAgent Handler.  /SMFND/CL_GIS_GEOSERV_ESF GeoServProvider Op: | QUERY

Assignment Info

Object Types Assigned

Logical System  Object Type  Object Group Active  Object Group 1

ORH |

Assignment Info

e Logical System: Logical system of the SAP object. A logical system is required to properly identify the SAP
object if the mobile add-on aggregates data from different back-end systems.You can configure the
following fields on the

e Object Type: Type of the object as it is identified in the mobile add-on. For example, the standard object
type IEQ is used to identify the Equipment object.

e Object Group: Optional setting used to further group the objects in the same object type.

e Active: When the Active checkbox is marked, the assignment is active.

e Object Group 1: Optional setting used to further group objects of the same object type and object group.

Parameter Settings Tab

Use the Parameter Settings tab to define parameter settings for the service provider handler. The service
provider handler can declare the list of parameters that might require input. If parameters are declared, they
are displayed on this tab, and you can enter values for them.

[ Create Copy Tl Delete | 42 Change

General Data Object Type Assignment Parameter Settings Data Rules
Service Data
GeoSpatial Serv. Id: _GIS_QUERY_WORKORDER GeoServProvider Op: | QUERY
Service Category: Vendor: | ESRI

Service Provider Handler: | /'SMFND/CL_GIS_GEOSERV_ESF

Operation Parameter Settings

Operation Parameters # Parameter Settings
~ Parameters for Service Operation
~ Provider Operation - QUERY Parameter Info
*/ Standard Parameter . Parameter Name: | Network Protocol NETWORK_PROTOCOL
O Parameter - Allow Client Input
O Parameter - Authentication Token Param. Description”  Network Protocol
O Parameter - Geometry Mandatory: ¥
: O Parameter - Network Protocol® Enable Parameter |~

O Parameter - Output Fields*
O Parameter - OQutput Format* Value Setting
O Parameter - OQutput Spatial Reference
O Parameter - Spatial Relation Function Parameler Value: HTTP
O Parameter - Spatial Relationship
O Parameter - WHERE Clause
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Data Rules Tab

Use the Data Rules tab to define data rules. A data rule is used to transform input data to the service provider
handler, before calling the geospatial service. For example, to dynamically assign values of object type, object
group, and object group 1 to input data, use a data rule. Using a data rule influences which geospatial service is
assigned to an input object.

General Data Object Type Assignment FParameter Setfings Data Rules
Service Data
GeoSpatial Serv. Id: _GIS_QUERY_WORKORDER GeoServ Category:

Mobile Application:
GeoAgent Handler: | /SMFND/CL_GIS_GEOSERV_ESF GeoServProvider Op: | QUERY

Data Rules

Rule List

Logical system  Object Category Data Rule  Rule Input  Active Flag

Data Rule Detail

Object Category: Logical system:
Data Rule:

Rule Active:

Data Rule Detail
e Object Category: Type of the object as it is identified in the mobile add-on. For example, you can use the
standard object type IEQ to identify the Equipment object.

e Logical System: Logical system of the SAP object. If the mobile add-on aggregates data from different
back-end systems, the logical system is required to identify the object.

e Data Rule: Data rules are ABAP OO classes that implement the /SMFND/IF GIS DATA RULE interface.
® Rule Active: If the checkbox is checked, the rule is active.

2.2.4 OData Channel Integration Settings

2.24.1 OData Service Assighment

Gateway OData services implemented using the Mobile Integration Framework for SAP are different from the
typical Gateway OData services.
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The following requirements must be met for the Gateway OData services:

Define the Gateway OData technical model using the generic model provider class of the Mobile Integration
Framework /MFND/CL CORE ODATA V2 MPC. You can maintain the OData technical model with
transaction /IWBEP/REG MODEL.

Define the Gateway OData technical service using the generic data provider class of the Mobile Integration
Framework /MFND/CL_CORE_ODATA V2 DPC. You can maintain the OData technical service with
transaction /IWBEP/REG SERVICE.

Assign the Gateway OData technical service to a mobile application by choosing the OData Service
Assignment in the ConfigPanel.

Do not define the Gateway OData technical model using the Gateway Service Builder. The model is
determined and generated dynamically by the generic model provider class /MFND/
CL_CORE_ODATA V2 MPC based on the model configuration settings defined in the ConfigPanel.

The generic data provider class /MFND/CL_CORE_ODATA V2 DPC doesn't provide the required business
logic for the Gateway OData technical service. Business logic is provided by OMDOs. Assign every OData
business request to the service to an OMDO. The assigned OMDO performs the necessary business logic
for the business request.

Service Assignments

_Mobile Application oData Service Assignment (Display Mode)
&7 Change

Mobile Application.  SAP_ASSET_MANAGER_ Mobile App. Type:  oData Application
Mobile App. Desc. SAP Asset Manager Release:

Service Assignments Compeosition Settings

oData Service Assignment List

oDala Version r oData Service Active  Defer Balch Resp  Max Payload Records ~ Cache Handshake Tech. Service Name Service Version
oData Version 2.0 /MERP/SAP_ASSET_CEMNTRAL_EXT_ v | 100.000 /MERP/SAP_ASSET_CENTRAL_EXT_ ooo1
oData Version 2.0 MERP/SAP_ASSET_MANAGER_ v | 100.000 /MERP/SAP_ASSET_MANAGER_ ooo1
oData Version 2.0 /MERP/SAP_CREW_MANAGER_ . ¥ v 100.000 /MERP/SAP_CREW_MAMAGER_ 0001
oData Version 2.0 IMERP/SAP_FIELD_OPER_WORKER_ v v 100.000 /MERP/SAP_FIELD_OPER_WORKER_ ooo1
oData Version 2.0 /MERP/SAP_ONLINE_LOOKUP_EXT_ v | 100.000 /MERP/SAP_ONLINE_LOOKUP_EXT_ ooo1

You can define the following settings for the OData service assighment:

OData Version: OData version 2.0 is supported.

OData Service: The Gateway OData technical service that is assigned to the mobile application. You can
only assign a single mobile application to a Gateway OData technical service. Assignment to multiple
mobile applications is not supported.

Active: If the Active checkbox is checked, both the OData model and OData service are supported. If the
checkbox is not checked, no OData model is generated for the service, and the data request to the service
is not supported.

Defer Batch Response: This setting is only relevant if you have an SAP S/4HANA back-end system. If the
checkbox is checked, the Gateway runtime deferred batch response is enabled, which can improve
performance during read request processing.
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e Max Payload Records: Maximum number of records in the response payload to a read request. In case the
read request is a batch request with multiple read requests, this setting defines the total number of records
allowed in the overall payload, which is the aggregation of individual read request responses.

e Cache Handshake: When checked, the Gateway runtime metadata cache handshake is enabled for the
service.

e Technical Service Name: Read-only information. Gateway OData technical service name.
e Service Version: Read-only information. Gateway OData technical service version.

Composition Settings

With service component composition, you can compose a complex service using component services.

In the following example, service /MERP/SAP ASSET MANAGER 1911 version 0001 is composed of

service /MERP/SAP ASSET CENTRAL EXT 1911 version 0001, service /MERP/
SAP_CREW_MANAGER_1911 version 0001, and service /MERP/SAP_FIELD OPER WORKER_1911 version
0001.

The entity model for service /MERP/SAP ASSET MANAGER 1911 version 0001 includes the entity model
from /MERP/SAP CREW MANAGER 1911 version 0001 and the other two entity models listed. The entity
model for service /MERP/SAP_CREW MANAGER 1911 version 0001 only contains its own entities.

Mobile Application oData Service Assignment (Display Mode)

& Change
Mobile Application:  SAP_ASSET_MAMAGER_ Mobile App. Type:  oData Application
Mobile App. Desc..  SAP Asset Manager Release:
Service Assignments Composition Setfings

Service Component Composition List

Service Components Enabled
~ /MERP/SAP_ASSET_MANAGER_ V’

~ /MERP/SAP_ASSET_CENTRAL_EXT_ &%

- /MERP/SAP_CREW_MANAGER_ v

~ /MERP/SAP_FIELD_OPER_WORKER_ Y
+ [MERP/SAP_ONLINE_LOOKUP_EXT_ &

Service Component Detalil

* Parent oData Service:

Enabled:
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To define a component composition, define the following:

e Parent OData Service and Version: Parent OData service. Entity model of a child OData service is included
in the parent entity model. Association and navigation properties can be defined between parent service
and component service.

e Component OData Service and Version: Child OData service

e Enabled: If the checkbox is not checked, the entity model of the component service is not included in the
entity model of the parent service.

2.24.2 OData Model Configuration

OData service implemented using the Mobile Application Integration Framework does not use the Gateway
Service Builder to define the OData model. Define the OData model using the OData Model configuration tool in
the ConfigPanel. The runtime OData model is generated dynamically based on the configuration settings. The
OData model configuration is mobile application-specific. You cannot share OData models across mobile
applications.

Define the OData model configuration settings through the following screens:

Entity Set Tab

Entity configuration defines the OData entity type. Entity set configuration defines the OData entity set. In an
OData model configuration, each entity type is limited to one entity set. Reuse of entity types by multiple entity
sets or by different OData services is not supported.

Mobile Application ocData Model Detail (Display Mode)
[ Create || If7 Copy f Delete 4 Change

* Entity Type Name: | Address Aclive Flag: [ Enity Type Id
*Mobie Application:  SAP_ASSET_MANAGER_
* oData Service Id: Tech. Service Name:  IMERPISAP_ASSET_MANAGER_ Version: 0001
*oMDO I _ADDRESS : Address *oMDO Entity Type:  ADDRESS : /IMFNDICA_ADDRESS_ENTITY_STR

EntitySet Property List Association & Set List Navigation Property List Additional Setting oMDO Assignment

*Enlityset Name: | Addresses
Creatable: ¥ Updatable: [ Deletable.
Fageable: Filler Required.

The following attributes are available for the Entity Type definition:

e Entity Type Name: Case-sensitive name of the entity type. The name must be unique within the OData
service.

e Active Flag: If unchecked, the entity type is not included in the generated OData model

e Entity Type ID: Internal ID generated by the system to identify the entity type

e Mobile Application: Mobile application for the entity type. The OData model configuration is defined for
individual mobile applications. You can reuse the entity type name in different mobile applications.

e Internal OData Service ID: Internal OData service ID that identifies the OData service for which the entity
type is defined

e Service: Gateway technical service name of the OData service. Information is read-only.

e \Version: Gateway technical service version. Information is read-only.
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OMDO ID: OMDO that provides business logic for the entity type and its entity set

OMDO Entity Type: Technical entity type of the OMDO that is mapped to the OData entity type. Data for
the OData entity type is supplied by the OMDO entity type.

The following attributes are available for the Entity Set definition:

P

EntitySet Name: Case-sensitive name of the entity set. Must be unique within the OData service.
Creatable: If checked, creation (POST) request for the entity set is supported

Updatable: If checked, update (PUT / PATCH / MERGE) request for the entity set is supported
Deletable: If checked, deletion (DELETE) request for the entity set is supported

Pageable: If checked, paging is allowed for the entity set read request

Filter Required: Not applicable for SAP Asset Manager

roperty List

Mobile Application oData Model Detail (Display Mode)

O Create Copy f Delete 4 Change

* Eniity Type Name: | Address Active Flag: [ Entity Type Id

*Mobile Application.  SAP_ASSET_MANAGER_

* oData Service Id: Tech. Service Name:  MERPISAP_ASSET_MANAGER Version: | 0001

#oMDO Id:  SAMIS. ADDRESS : Address #oMDO Enlity Type: ADDRESS : /MFND/CA_ADDRESS_ENTITY_STR

EntitySet | Property List | Association & Set List Navigation Property List Additional Setting oMDO Assignment

*Property Name “oMDO Field Name Edm Type Key Creatable Updatable Sortable Nullable Filterable ContentType MaxLength Precision Scale ETag  Conversion Exit
AddressNum ADDRNUMBER - CHAR (10 ) Address nu..  Edm String = 0 [ [ ALPHA
Building BUILDING - CHAR (20 ): Building Gode E0m String 0 [ [
city CITY1 - GHAR (40 ): City E0im String 0 [ [
Country COUNTRY - CHAR (3 ): Country Edm String 0 [ [
CountryVersionFlag NATION - GHAR (1) : Address Version E0m String 0 [ [
FirstName NAME_FIRST - CHAR (40 }: First name E0im String 0 [ [
Fioor FLOOR - CHAR (10 ) - Fioor Edm String 0 [ [
HouseNum HOUSE_NUW1 - CHAR ( 10 ) : House Number Edm Siring 0 o o
LastName: NAME_LAST - CHAR (40 ) - Last name E0im String 0 [ [
Name NAME1 - CHAR (40 ) - Name Edm String 0 [ [
PersonalAddress PERS_ADDR - CHAR (1 ): pers. address E0m.String 0 o o
PostalCode POST_CODE1 - CHAR (10 ) Postal Code  Edm String 0 [ [
Region REGION - CHAR (3 ) : Region Edm String 0 [} [}
RoomNum ROOMNUMBER - CHAR ( 10 )} Room Num... Edm Siring 0 o o
Street STREET - CHAR (60 ): Street E0m String 0 [ [

You can configure the following on the Property List tab:

SA
SA

Property Name: Case-sensitive name of the property

OMDO Field Name: Field name of the OMDO technical entity type mapped to the property. The value of
the property is supplied in the <OMDO Entity Type> field.

EDM Type: Standard EDM type for the property

Key Indicator: If checked, the property is the key property of the entity type
Creatable: Not applicable for SAP Asset Manager

Updatable: Not applicable for SAP Asset Manager

Sortable: If checked, the property can be used for sorting

Nullable: If checked, the property can have NULL value

Filterable: If checked, the property can be used for filtering

Content Type: If checked, the property value can represent content type
Max Length: Maximum allowed length of the property value
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® Precision: Decimal precision of the property, if relevant

e Scale: Decimal scale of the property, if relevant

e ETag: If checked, the property serves as the <ETag> field. You can set only one field as an <ETag> field in
an entity type.

e Conversion Exit: Conversion exit for the property

Association & Set List Tab

An association defines the relationship between two entity types, with one entity type as the principle entity
type, and the other as the dependent entity type. An association set defines the relationship between the two
entity sets of the respective entity types in the association. In an OData model configuration, associations and
association sets are child objects of an entity type, and each association can have only one association set
defined.

When you define an OData model to use with OData offline SDK client application, you also define referential
constraints for the association. Only key fields of the principle entity type can be used in referential constraints.

Mobile Application oData Model Detail (Display Mode)
[ Create || [F] Copy ||| ff Delete || & Change
* Entity Type Name: | Address Active Flag: |V, Entity Type Id
*Mobile Application:  SAP_ASSET_MANAGER_  ® SAP Asset Manager

* oData Service I Tech. Service Name: | IMERPISAP_ASSET_MANAGER_.. Version: | 0001
*oMDO Id: _ADDRESS : Address *oMDO Eniity Type:  ADDRESS : IMFND/CA_ADDRESS_ENTITY_STR
EnfitySet | Properly List | Association & Set List Navigation Property List Aditional Setiing 0MDO Assignment

Association List

Association Name Extenal  Frinciple Eniity Type  Dependent Entity Type  Principle Cardinality Dependent Cardinality ~ OnDelete Cascade (Principle) ~ OnDelete Cascade (Dependent)
Address_FunciionalLocation Address MyFunctionalLocation 1 0.1

Address_WorkOrderPartner Address MyWorkOrderPariner 1 on

Address_NotficationPariner Address MyNotificationPartner 1 on

Address_Equipment Address MyEquipment 1 0.1

Address_AddressCommunication Address AddressCommunication 0. o.n

Address_RouteStop Address MyRouteStop 0 on .
Association Detail Referential Constraints

Association Info
Association Name: | Address_NotificationHeader Extemal Association: Association Id
Principle Enity Type Id: | IMERP/SAP_ASSET_MANAGER_  -0001:Address
Principle oMDO Id: | SAM\_ADDRESS Principle Tech Eniity Type: | ADDRESS
Principle Cardinality: | 1 Principle OnDelete Cascade:
Dependent Enfity Type Id: | IMERP/SAP_ASSET_MANAGER_  -0001:MyNolificationHeader
Dependent oMDO Id: | AN/ _NOTIFICATION_GENERIC Dependent Tech Entity Type: | NOTIFHEADER
Dependent Cardinaiiy: | 0.1 Dependent OnDelete Cascade:

Association Set Info

Association Set Name: | Address_NofificationHeader_ASet Association Set Id
Frinciple Enfity Set Name: | Addresses Dependent Entity Set Name: | MyNotificationHeaders

You can configure the following in the Association Info section:

e Association Name: Case-sensitive name of the association

e External Association: By default, the parent entity type of the association is the principle entity type.
However, if the External Association flag is checked, the parent entity type of the association is the
dependent entity type. An external association is commonly used when defining associations between
entity types across component services.

e Association ID: A read-only internal GUID generated by the system that identifies the association

e Principle Entity Type ID: Lead entity type of the association
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Principle OMDO ID: Read-only OMDO ID to which the principle entity type is mapped to

Principle Tech Entity Type: Read-only technical entity type of the OMDO ID to which the principle entity
type is mapped to

Principle Cardinality: Cardinality of the lead entity type

OnDelete Cascade (Principle): If checked, the dependent entity type and entity set are automatically
deleted when the principle entity type and entity set are deleted

Dependent Entity Type ID: For standard associations, the dependent entity type can be any entity type
belonging to the same OData service or child component service

Dependent OMDO ID: Read-only OMDO ID to which the dependent entity type is mapped to
Dependent Tech Entity Type: Read-only technical entity type of the OMDO ID to which the dependent
entity type is mapped to

Dependent Cardinality: Cardinality of the dependent entity type

Dependent OnDelete Cascade: If checked, the principle entity type and entity set are automatically
deleted when the dependent entity type and entity set are deleted

You can configure the following in the Association Set Info section:

Association Set Name: Case-sensitive name of the association set
Association Set ID: Read-only internal GUID generated by the system that identifies the association set

Principle Entity Set Name: Read-only entity set name of the principle entity type. Each entity type in the
OData model configuration can only have one entity set.

Dependent Entity Set Name: Read-only entity set name of the dependent entity type. Each entity type in

the OData model configuration can only have one entity set

You can configure the following in the Referential Constraints section (not pictured in detail in the example
screenshot):

Principle Entity Type: Read-only principle entity type of the association

Principle Property: Principle property of the referential constraint. The principle property is the key field of

the principle entity type.

Dependent Entity Type: Read-only dependent entity type of the association

Dependent Property: Dependent property of the referential constraint. The dependent property can be
any field of the dependent entity type that has a foreign key relationship with the principle property.

Navigation Property List Tab

A navigation property represents a link from the parent entity type to a related entity types.
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[ Create  [[] Copy T Delete & Change

* Enlity Type Name:  BusinessPariner Active Flag: Entity Type Ig: | )
*Mobile Applicaion.  SAP_ASSET_MANAGER_ . : SAP Asset Manager
*oData Service Id: Tech. Service Name: | IMERP/SAP_ASSET_MANAGER_ Version: | 0001

*oMDO Id: _BUSINESS_PARTNER : Business Pariner *0MDO Eniity Type:  BUSPARTNER : /MERP/CORE_PARTNER_ENTIT'

EntitySet Property List ‘Association & Set List Additional Setting oMDO Assignment

Entity Type Navigation Properties

“Navigation Property Name “Technical Name *Association Principle Entity Type Name  Target Entity Type Name
Address ADDRESS Address_BusinessPariner Address BusinessPartner
AddressAtWork ADDRESSATWORK 4
Customer_Nav CUSTOMER_NAV BusinessPartner_Customer BusinessPartner Customer
EquipmentPartner EQUIPMENTPARTNER _MyEquip yEquip
FunctionallocPartner FUNCTIONALLOCPARTNER BusinessPartner_MyFuncLocPartner BusinessPartner MyFuncLocPartner
NotificationPartner NOTIFICATIONPARTNER BusinessPartner_MyNotitPartner BusinessPartner MyNoificationPartner
Vendor_Nav VENDOR_NAV BusinessPariner_Vendor BusinessPartner Vendor
WorkOrderPartner WORKORDERPARTNER BusinessPartner_MyWOPariner BusinessPartner MyWorkOrderPartner

You can define the following attributes for a navigation property in the Entity Type Navigation Properties table:

e Navigation Property Name:

e Technical Name: Case-sensitive name of the Internal technical name of the navigation property. The
technical name is not case-sensitive.

e Association: Association for the navigation property. The navigation represents the link between the
principle entity type and the dependent entity type.

® Principle Entity Type Name: Read-only principle entity type name of the association used by the
navigation property

e Dependent Entity Type Name: Read-only dependent entity type name of the association used by the
navigation property

Additional Setting Tab

Mobile Application oData Model Detail (Display Mode)
[ create || 7 Copy @ Delete 4 Change

* Entity Type Name: | BusinessPartner Active Flag Entity Type Ig:
#obile Application: | SAP_ASSET_MANAGER, - SAP Asset Manager
* aData Service Id: Tech. Service Name:  /MERP/SAP_ASSET_MANAGER Version: 0001

*oMDO |d:  SAM30_BUSINESS_PARTNER : Business Partner * oMDO Enlity Type: BUSPARTNER : IMERP/CORE_PARTNER_ENTIT'

EntitySet | Property List Association & Set List Navigation Property List

" oMDO Assignment

Media Flag.
Enable Structure Conversion Exit. | v/

You can define the following additional settings for the OData model:

e Media Flag: If checked, the entity type is a media entity type

e Enable Structure Conversion Exit: If checked, the gateway automatically performs conversion exits for
the entity type at runtime for both the request payload and the response payload

OMDO Assignment Tab

The OMDO Assignment tab only supports substitution configuration scenarios.
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Use the following screenshot as an example. When a user posts a meter reading from their client, by default the
reading is posted to the default OMDO, which here is SAM<XX>_METER_READING. However, if the user is
reading a periodic meter, the reading is posted to the SAM<XX>_MR_PERIODIC OMDO, which is substituted for
the default OMDO through the use of custom headers.

Mobile Application oData Model Detail (Display Mode)
[ Create || I3 Copy Tl Delete | & Change

* Entity Type Name:  MeterReading Active Flag: [V Entity Type Id
* Mobile Application: SAP_ASSET_MANAGER_!' : SAP Asset Manager
* oData Service Id! Service:  /MISUISAP_ASSET_MANAGER_ Version: | 0001
= oMDO 10 SAM_METER_READING : Meter Reading * oMDO Entity Type:  METERREADING : MISU/BTX_METERREAD_ENTITY

EntitySet Property List Association & Set List Navigation Property List Additional Setting 0oMDO Assignment

Additional oMDO Assignment List

oMDO I oMDO Enity Type Allow Update Substitution
. SAM?7_DEVICE METERREADING 4
SAM:_MR_PERIODIC PERIODICMETERREADING ]

Assignment Detail

*oMDO Id: | SAMI DEVIGE : Devices for Meter Management Component
oMDO Entity Type: | METERREADING ::/MISU/BTX_METERREAD_ENTITY

Enable Update Substitution: [/

2.2.4.3 OData Mobile Data Object Configuration

An OData mobile data object (also known as OMDO) provides business logic for a business object used in an
OData-based mobile application. An OMDO provides both technical implementation and configuration support
for the represented business object, including all aspects of related operations such as object creation, update,
deletion, or read and downloading. The OMDO also supports configuration such as data distribution rules for
data download.

OData requests for a business object are mapped to an OMDO object. The OMDO handler then processes the
requests for the OMDO object. For read requests, the OMDO handler considers and enforces the data
distribution rules and other configuration settings, and determines the proper output response. For create,
update, and delete requests, the OMDO handler creates or updates the SAP BusinessObjects in the back-end
system as requested in the OData requests, and provides the relevant response.
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General Setting Tab

oData Mobile Data Object Detail (Display Mode)
[} Create | @] Copy fil Delele | 4? Change

oMDO Id: | SAM _WORKCENTER Description: | Work Center

Mobile Application: = SAP Asset
oMDO Handler:  /MERPFICL_PM_WORKCENTER_OD : oMD(

General Seffing Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Seftings Outbound Trigger Assignment

Read Request Process Flow

Process Flow:  Siandard Flow using Key List Exempt Read Enfity Request |v

Client State Settings

Enable Client State Tracking: |+
Enable Periodic Refresh: Refresh Frequency (Hour). [1] Optimal Client State Reuse: v
Delta Sync Setting

Support Delta Sync: | Data Distribution Mode:  Distrib. key calculation if change or dep. queue detected
Key Calculation using Client State History: |+ Delta Object Key List Setup Mode:  Same as Data Distribution Keylist

Server Side Paging Setting

Enable Paging: |« Paging Package Size 5.000

Session Control Settings

Sync Session Max Idle Time (Second): 0 Sync Priority: 1

Localization Settings

Enable Localization Seting Language:

You can set the following attributes on the General Setting tab:

e OMDO ID: ID of OData Mobile Data Object; limited to 40 characters. The OMDO ID must be unique in an
SAP client, across all mobile applications, as namespace restriction is enforced. A customer-defined
OMDO ID must use the Y or Z namespace.

e Description: Short description of the OMDO, limited to 60 characters

e Mobile Application: Mobile application of the OMDO. An OMDO always belongs to a single mobile
application.

e OMDO Handler: An ABAP OO class that provides the technical implementation for the OMDO object. The
OMDO handler must be a subclass of /MFND/CL CORE_OMDO HNDLER BASE. You can reuse an OMDO
handler to provide technical implementation for multiple OMDO objects.

® Process Flow: Determines how the OMDO handler processes OData entity set read requests. Based on the
process flow setting, different OMDO handler methods are invoked at runtime. The OMDO handler
determines which process flow it supports.

o Standard Flow using Key List: Typically used by the OMDO handler to support complex SAP
BusinessObjects with multiple entity types, complex relationships between entity types and data
distribution rules, and with change detection support. Examples of SAP BusinessObjects that use the
standard flow include transaction data objects such as work orders or notifications; and master data
objects such as equipment or functional locations.

o Basic Flow without Key List: Typically used by the OMDO handler to support simple SAP
BusinessObjects with a single entity type and no change detection support. Examples of SAP
BusinessObjects that use the basic flow without key list include customizing data, such as plant or
order type. OMDO handlers that only support basic flow are typically subclasses from /MFND/
CL_CORE_OMDO BASIC_ HNDLR.
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o Exempt Read Entity Request: If checked, the entity read request is handled by the
READ_ENTITY_REQUEST_PROC method. The method supports on-demand entity read requests without
interference with client state tracking for entity set read requests.

e Enable Client State Tracking: If checked, the client state records are maintained for each entity set read
request. Client state tracking enablement is required for other features such as key list calculation using
client state history, periodic refresh support, and optimized client state reuse.

o Client State: Captures the list of calculated object keys that are sent to the mobile client for the entity
set read requests, the data distribution rules used for the calculation, and the time of the calculation.
By enabling client state management, the system has a record of the objects distributed to the mobile
client. Enabling client state management also allows the system to calculate the list of objects to be
removed from mobile client via tombstones.
At runtime, the client state info generated during client synchronization can be displayed using the
client state monitor through the Administration & Monitoring Portal.

e Enable Periodic Refresh: If checked, every entity set delta sync read request is checked if it qualifies for
periodic refresh. A periodic refresh means that if time between an entity set initial sync or last period
refresh read request and current read request has exceeded the defined frequency, all objects from the
client are removed and a new object key list is calculated based on the current data distribution rules.

e Refresh Frequency (Hour): Defines the periodic frequency refresh in number of hours

e Optimal Client State Reuse: If checked, the system tries to reuse previous client state records whenever
possible instead of generating new client state records. Reuse of previous client state records can improve
runtime performance. Whether a client state record can be reused depends on the object key list and data
distribution rules. If both items remain unchanged compared to the previous client state, the client state
record can be reused.

e Support Delta Sync: If checked, a delta token is generated and returned in response to the entity set read
request

e Key Calculation using Client State History: This setting is effective only if client state tracking is enabled.
If checked, the object key list is taken from current data distribution calculation, and the list is compared
against the object key list from the previous client state. Also, objects that should be removed from the
client are automatically identified, and downloaded to the client again.

e Data Distribution Mode: Controls when data distribution key calculation is performed for delta sync entity
set read requests. It's only relevant if OMDO handler supports the Standard Flow using Key List process
flow. There's overhead associated with data distribution key calculation. You can reduce the number of key
calculations during sync to improve performance. However, the potential performance gain has to be
measured against the correctness of the response. If the object key list from data distribution changes
frequently, skipping the calculation can lead to incorrect results.

o Always perform distribution key calculation: Perform the data distribution key calculation for every
read request

o Distribution key calculation if change or dependent queue detected: Perform data distribution key
calculation only if there's data change detected in the back-end system, or if there are new dependent
queue entries inserted

© No distribution key calculation. Delta calculation only: Always skip data distribution key calculation
in delta sync

e Delta Object Key List Set up Mode: Used in standard flow to determine how the delta object key list is
initialized. The delta object key list determines the list of objects that are included in the delta sync
response.

o Same as Data Distribution Key List: Default delta sync object key list is the same as the data
distribution key list. If change detection is supported by the OMDO, we recommend using this setting.
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Remove objects that do not have changes since the last delta sync from the delta object key list to
prevent unnecessary download and to improve performance.

o Difference of Current and Last Data Distribution Key List: The current data distribution key list is
compared to the object key list from the last client state. The only objects that are not included in the
last client state object list are included in the delta sync object key list. If no change detection is
supported by the OMDO, we recommend using this setting.

e Enable Paging: If checked, server-side paging is activated. When paging is active, response from the
OMDO to the OData request is limited to the specified paging package size. If the number of records in the
response exceeds the paging package size, the response is divided into separate pages. The $skiptoken
identifies the next page that is generated and included in the response to the client. The client then sends a
follow-up request with the skip token to retrieve the next page. This process continues until the client
retrieves all pages.

e Paging Package Size: Maximum number of records that can be included in a page for the response of the
OMDO. For read requests in a batch, the maximum payload records number defined for the OData service
assignment is also considered. If the overall number of records in the batch response has reached the
maximum payload records number, the number of records in the individual request response can be less
than the paging package size specified.

® Sync Session Max Idle Time (Second): Estimated maximum duration of a sync session for a single
OMDO. For requests belonging to the same OMDO, the response can be calculated beforehand for all
requests once and then reused. When the requests are received separately, as long as the requests are
received within the defined sync time duration, the response calculated beforehand can be used, instead of
calculating it again. Calculating a response beforehand can improve performance. If the sync session max
idle time is set to O, each request triggers the calculation for the response.

e Sync Priority: Represents the processing sequence for read requests in a batch, where O has the first
priority sequence. For OMDO objects with the same sync priority, OData read requests for these OMDO
objects are processed based on the sequence in the batch.

e Enable Localization Setting: When checked, brings data associated with the OMDO fetch translated to the
language specified in the <Language> field irrespective of what logon language is used for the connection.
All other OMDOs that don't have Enable Localization Setting enabled use the logon language.

e [Language: Used when the <Enable Localization Setting>boxischecked. Select your desired
language from the dropdown list.

Technical Model Info Tab

The Technical Model Info tab is a display only tab. This tab displays the technical entity model supported by the
OMDO handler.
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oMDO Id:  SAMY WORKCENTER Description:  Work Center
Mobile Application:  SAP Asset Manager
oMDO Handler:  /MERF/CL_PM_WORKCENTER_OD : oMD(

General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Seftings Qutbound Trigger Assignment

Technical Model Detail

Technical Entity Type Lead Entity  Reference Structure Field Description Data Type  Conversion Exit -
- WORKCENTER v MERP/PM_WORKCENTER_ENTITY_STR
MANDT Client CLNT 3
OBJTY Object Type CHAR 2
OBJID Object ID NUMC 8
BEGDA Start date DATS 8
ENDDA End Date DATS 8
AEDAT_GRND Changed on DATS 8
AENAM_GRND User Name CHAR 12
AEDAT_VORA Changed on DATS 8
AENAM_VORA User Name CHAR 12
AEDAT_TERM Changed on DATS 8
AENAM_TERM User Name CHAR 12
AEDAT_TECH Changed on DATS 8
AENAM_TECH User Name CHAR 12
ARBPL ‘Work center CHAR 8
WERKS Plant CHAR 4
VERWE Work Center Category CHAR 4
LVORM Deletion Flag CHAR 1
PARO1 1st parameter CHAR 6
PARD2 2nd parameter CHAR 6

e Technical Entity Type: Technical entity type that the OMDO handler supports

e Lead Entity: Indicates whether a technical entity is the lead entity type supported by the OMDO handler.
The lead entity type represents the header record of a business object. An OMDO operates on a business
object level. For an OMDO CREATE operation, a create request (POST request) for the lead entity type is
required. If the lead entity already exists, a CREATE request (POST request) for nonlead entity types are
considered as OMDO UPDATE operations.

e Reference Structure: Data dictionary structure of the technical entity type
e Field Name: Field name from the data dictionary structure

e Field Description: Field description

e Data Type: Field data type

e Conversion Exit: Assigned conversion exit for the field

Data Filter Tab

An OMDO handler can declare data filters and parameters supported by its CRUD (CREATE / READ /
UPDATE / DELETE) operations. These filters are displayed on the Data Filter tab.
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oData Mobile Data Object Detail (Display Mode)
[} Create [[] Copy T Delete = 4 Change

oMDO Id:  SAME WORKCENTER Description:  Work Center

Mobile Application: = SAP Asset Manager
oMDO Handler:  /MERP/CL_PM_WORKCENTER_OD : oMD{

General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings Outbound Trigger Assignment
Defined Filters 2 Rule Editor
~ % Operation - READ

~ Standard Fitter Operation: | READ Filter Name: = PLANT
SF CONTROL_AREA Object Name: | CRHD Reference Field Name: | WERKS
. COSTCENTER Data Filter Rule Key: | SAM!" WORKCENTER READ.PLANT
F PLANT"
? SORT_STRING Filter Rule Type: | User Profile Parameter W
F WORKCENTER

Select Parameter
“F WORKCENTER_CAT

Parameter Id: | WRK Description: | Plant
Active Flag: [v

Rule List
Rule No.  Rule Type Rule Value Active Flag
. 00001 USERPARAM  WRK v

e Defined Filters: The Defined Filters navigation area displays the list of supported filters for the OMDO,
grouped by operation and filter group. There are two types of filters available, though both types may not
be available for every OMDO:

o Standard Filter: A standard filter is a single field filter that references a table or structure field that is
displayed in the <Object Name> field and the <Reference Field Name> field

o Table Filter: A table filter is a structured filter that references a table or structure that is displayed in
the <Object Name> field.

e Rule Editor: Details for a filter are displayed in this section when you select a filter from the Defined Filters
section.

e Filter Rule Type: You can select one of the four types of rules to define:

o Static Value in Range Table Format: Static rule, with the rule value defined at design time in the
configuration

o User Profile Parameter: Dynamic rule, with the rule value evaluated at runtime based on the runtime
profile parameter value of the user. You can display and maintain the user profile parameter value with
the transaction code SU3.

o Mobile User Attribute: Dynamic rule, with the rule value evaluated at runtime based on the runtime
mobile user attribute of the user. You can display and maintain the mobile user attribute in the
Administration & Monitoring Portal, which you can access with the transaction /SYCLO/ADMIN. Then

select | Administration » User Management 3.

o Filter Handler: Dynamic rule, with the rule value evaluated at runtime by a filter handler. A filter
handler is an ABAP subclass of /MFND/CL CORE OMDO RULE BASE.
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Field Selection Tab

An OMDO handler can declare field catalogs supported for the READ operation. If there is a READ operation, by
default, all of the fields from the database tables related to the OMDO object are selected. Using the field
catalog, customers can control which fields are selected, and improve performance, as typically a mobile
application doesn't require all of the fields.

[} Create [[] Copy T Delete | &7 Change

oMDO Id:  SAMY WORKCENTER Descripion:  Work Center
Mobile Application: = SAP Asset Manager
oMDO Handler:  /MERP/CL_PM_WORKCENTER_OD - cMD(

General Sefling Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings ‘Outbound Trigger Assignment

Field Selection Detail

Search: i
Field Catalog Field Active Field Description Data Format ~
~ Table - MERP/PM_WORKCENTER*
Field - ARBPL Y Work center CHAR(8 )
Field - KOSTL % Cost Center CHAR(10 }
Field - KTEXT Y Description CHAR(40 }
Field - NAME1 v Name 1 CHAR(30 }
Field - OBJID Object ID NUMC(8 )
Field - OBJTY Object Type CHAR(2)
Field - WERKS % Plant CHAR(4 )
Field - NODE1 NODE(0 }
Field - ACHVM Archiving marker CHAR(1)
Field - ACTXK Activity descr. key CHAR(4 )
Field - ACTXY Activity descr. type CHAR(1)
Field - ADRNR Address CHAR(10}
Field - AEDAT_GRND Changed on DATS(8)
Field - AEDAT_KOST Changed on DATS(8)
Field - AEDAT_TECH Changed on DATSI(8 )
Field - AEDAT_TERM Changed on DATSI8 )
Field - AEDAT_TEXT Changed on DATSI8)
Field - AEDAT_VORA Changed on DATS(8)
Field - AENAM_GRND User Name CHAR(12 } -
Change Detection Tab
You can enable change detection for the OMDO using the Change Detection tab.
oData Mobile Data Object Detail (Display Mode)
[ Create Copy Tl Delete = Change
oMDO Id:  SAM' WORKCENTER Descripion:  Work Center
Mobile Application:  SAP Asset Manage:
oMDO Handler  /MERP/CL_PM_WORKCENTER_OD : oMD(
General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Seftings Outbound Trigger Assignment
Main Assiunment
Check¥Change Info: [V Lead xChange Object. | Work Genter Exchange

e Check xChange Info: Applies to standard flow processing only. If checked, change detection info is
checked to determine the delta sync object key list.

e Lead xChange Object: xChange object that supplies the change detection information for the OMDO.
Information from the xChange table of the xChange object is read and used for the calculation of the delta
sync object key list.
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Dependent Object Tab

Define settings related to dependent objects on the Dependent Objects tab.

In some business cases, the read request sequence for the OMDOs or SAP BusinessObjects is important, since
the data distribution object key list of a subsequent OMDO depends on the results or outputs of the precedent
OMDOs. The subsequent OMDO is treated as a dependent object of the precedent OMDO. The leading OMDO
is the source OMDO, as the output of the lead OMDO supplies information for the dependent OMDO.
Dependent object key information generated by the leading OMDO is stored in the dependent object queue,
and is used by the dependent OMDO during its read request processing.

For example, SAP Asset Manager downloads detail information for equipment and functional locations used in
work orders assigned to a technician. To fulfill this requirement, read requests for work order assignments
occur first, and equipment and functional locations are set up as dependent objects for the work order OMDO.

oData Mobile Data Object Detail (Display Mode)
[ Create || @3 Copy Tl Delete | &2 Change

oMDO Id:  SAMI WORKCENTER Description: | Work Center
Mobile Application:  SAP Asset Manager
0MDO Handler.  /MERP/CL_PM_WORKCENTER_OD : oMD¢

General Sefiing | Technical Model Info | DataFiller | Field Selection | Change Defecion | Dependent Object | Transaction Setfings Outbound Trigger Assignment

Expiration Time (Seconds) 0

Dependent Object List

Source Tech. Eniity Type Dependent oMDO Id Dependent Tech. Entity Type Aciive

Object Detail
Source Technical Entty Type
Dependent oMDO Id Dependent Technical Entity Type:
Key Calculation Mode: | Source Entity Type Output

Active Flag

Dependent Object Keys Origin Object Keys

Source Type Value Source oMDO Field Name Dependent Object Key Fieldname

You can define the following settings for a dependent object of the current OMDO:

e Source Technical Entity Type: Source OMDO technical entity type that contains information required by
the dependent object
e Dependent OMDO ID: ID of the dependent OMDO
e Dependent Technical Entity Type: Receiving technical entity type of the dependent OMDO, for which
information from the source technical entity type is transferred
e Key Calculation Mode: Select the way the keys are passed to the OMDO. Key calculation is a dependent
object concept; how you set up your dependent object is based on your source object.
o Source Entity Output: Input for the dependent key. Keys are calculated based on the source entity type
output.
o Source Entity Type Distribution Key List: Dependent Object Key construction comes from the
distribution key list of the source entity type. Using this option always collects all the valid keys from
the source entity type.

SAP Asset Manager Configuration Guide
36 PUBLIC SAP Mobile Add-On for the SAP Configuration Panel



o Source Entity Type Output + Target Entity Type Client State: Similar to Source Entity Output plus the
previous client state of the target entity type. Here, what is being created for dependent object
collection is a combined collection of the source entity type output and the target entity type client
state records from the previous sync.

e Active Flag: Enable or disable a dependent object definition

You can define the following settings for the mapping info of dependent object keys in the Dependent Object
Keys tab:

e Source Type: Use option By Field Name if the information comes from a field of the source technical entity
type. Use option By Value if a constant value is used.

e Source Value: Constant value for a dependent object key field. This field is only relevant if the source type
is set to By Value.

e Source OMDO Field Name: Name of the source technical entity type field that supplies value for the
dependent object key. This field is only relevant if the source type is set to By Field Name.

e Dependent Object Key Field Name: Field name of the dependent technical entity type that receives the
value from the source technical entity type field

You can define the following settings for the mapping info of origin object keys in the Origin Object Keys tab (not
shown in detail in the example screenshot). The origin object key identifies the source OMDO object that has
generated the dependent object key.

e Source Type: Use option By Field Name if the information comes from a field of the source technical entity
type. Use option By Value if a constant value is used.

e Source Value: Constant value for an origin object key field. This field is only relevant if the source type is
set to By Value.

e Source OMDO Field Name: Name of the source technical entity type field that supplies value for the origin
object key. This field is only relevant if the source type is set to By Field Name.

You can display the dependent object queues generated during client synchronization at runtime using the
Dependent Queue Monitor on the Administration & Monitoring Portal.

Transaction Settings Tab

You can define settings related to transactions (CUD requests) on the Transaction Settings tab.

oData Mobile Data Object Detail (Display Mode)
[} Create | [[] Copy T Delete = 47 Change

oMDO [d:  SAM " WORKCENTER Description:  Waork Center
Mobile Application:  SAP Asset Manager
oMDO Handler: /MERP/CL_PM_WORKCENTER_OD - oMD(
General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings ‘Qutbound Trigger Assignment
Preprocessing Setting

Enable Transaction Merge

e Enable Transaction Merge: If checked, transaction requests for the same object that are received in the
same changeset are merged. Therefore, the number of requests processed by the OMDO handler is
reduced. The sequence of the transaction requests in the changeset is respected, with the attribute value
of the last transaction request as the final value for the attribute.
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For example, for Object 123 the requests are as follows:

Requests in Changeset Requests Processed by OMDO

Request #1 CREATE 123 None

Request #2 UPDATE 123

Request #3 DELETE 123

Request #1 CREATE 123 Request #1 CREATE 123 (attribute values from Request

Request #2 UPDATE 123 #2 and Request #3 are merged into Request #1)

Request #3 UPDATE 123

Request #1 UPDATE 123 Request #1 UPDATE 123 (attribute values from Request
#3 dintoR t #1

Request #2 UPDATE 123 merged into Request #1)

Outbound Trigger Assignment

An outbound trigger performs a function that is implemented by the outbound trigger handler. Outbound
triggers can be assigned to an OMDO. The assigned outbound triggers are invoked after OMDO processing has
been completed, based on the sequence of the assignment.

oData Mobile Data Object Detail (Display Mode)
[} Creaie | [[] Copy [ Delete 4 Change

oMDO Id:  SAMI WORKCENTER Descriplion:  Work Center
Mobile Application:  SAP Asset Manager
oMDO Handler: /MERP/CL_PM_WORKCENTER_OD : oMD(

General Setiing Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings ‘Qutbound Trigger Assignment

Qutbound Trigger Assignment

Seq. No. Tech. Entity Type  oMDO Operation * Qutbound Trigger Process Mode  Active

You can set the following attributes when assigning an outbound trigger to an OMDO:

e Technical Entity Type: Optional. If defined, the outbound trigger is invoked only if the specified technical
entity type was processed by the OMDO.

e OMDO Operation: Optional. If defined, the outbound trigger is invoked only if the specified OMDO
operation is processed.

e Qutbound Trigger ID: Assigned outbound trigger ID
® Process Mode: Only the Always Run mode is supported
e Active: Enable or disable an outbound trigger
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2.2.5 Change Detection Settings

Change detection settings are used to define and configure how the mobile application, such as SAP Asset
Manager, communicates with SAP and the object tables contained within SAP

The following areas are used to configure backend change detection:

e Exchange Object Configuration: Change detection rules for SAP data objects, such as master data and
transaction data, defined for each mobile application

e EFI Assignment: Enhancement framework implementation trigger assigned to exchange objects

i Note

Create tables and objects in SAP and the Mobile Development Kit before you can create or configure
information in the ConfigPanel.

2.25.1 EFI Assighment

Enhancement Framework Implementation (EFI) source code plug-ins are implemented by the SAP Mobile Add-
On for each business object where you configure change detection.

The source code plug-in is provided as an ABAP include file. Each exchange object is assigned to a plug-in to
handle the actual change detection process. EFls are typically available across multiple mobile applications
running on the same system.

EFls collect before and after images of data in an SAP object that was created, modified, or deleted. The EFI
then hands those images to the exchange object, which continues with the data processing. Therefore, link the
EFls to their corresponding exchange objects.

Enhancement Implementation Includes Section

The Enhancement Implementation Includes section is a tree of the include file list in the package. To expand
the list, click the arrow to the right of the first item.
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Enhancement Implementation Includes 4

v ¥ IMERP/EFI_CA
IMERPICL_CORE_BPADDR_EFI_EVT
IMERPICL_CORE_BP_EFI_EVT
IMERPICL_CORE_CABMN_EFI_EVT
IMERPICL_CORE_DRAD_EFI_EVT
IMERPICL_CORE_DRAW_EFI_EVT
IMERPICL_CORE_KLAH_EFI_EVT
IMERPICL_CORE_KSML_EFI_EVT
¥ MERP/EFI_CO

¥ /IMERP/EFI_MM

¥ /MERP/EFI_PM

¥ MERP/EFI_WM

¥ MFND/EFI_CA

W /ISYCLOICS

H ISYCLOMNM

HEEH HEBD MED MEED ME HBD HBD

WAOOWSOWS W NS N N

General Tab

Use the General tab to view and modify the general settings for chosen EFl file.

EFI Assignment Detail (Display Mode)

40

[ Create | [[] Copy [if Delete | 4# Change

General Assignment

Enhancement Implementation Include File Info

EFl Type: | EFI Event Handler
* EF| Event Handler: = EFI Event Handler: Business Partner Address
Description: | EFI Event Handler: Business Partner Address

Package: /MERP/EFI_CA

EFI Type: Select one of two options; Standard EFI Include or EFI Event Handler. Choosing Standard EF]
Include is the traditional way to implement EFIl and configure the EFl assignments. Selecting EFI Event
Handler implements EFI using an ABAP class-based approach.

When you use a class-based approach, EFI implementation is developed as a subclass of /SMEND/

CL CORE EFI EVENT BASE.Available EFl event handler classes are displayed in the dropdown field. The
EFI class-based approach provides a more robust functionality and is recommended for a new EF]|
implementation.
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e EFI Include Name: File name of the source code plug-in

e Description: Short description of the EFI. The description field is automatically populated when you select
the EFl include name and is read only.

e Package: Package where the EFl is located. The package field is automatically populated when you select
the EFlinclude name and is read only.

Assignment Tab

Use the Assignment tab to modify the EFl assignments.

[ Create [ Copy M Delete | z# Change

General |;

EFI Type:  EFI Event Handler
EFI Eveni Handler:  /MERP/CL_CORE_BPADDR_EFI_E
Description: | EFI Event Handler: Business Partner Address

Package:  /MERP/EFI_CA

EFI Assignment List

EF! Include Name Mobile Application Exchange Object Exch. Object Desc Active Flag  Use In Linkage Processing Only

. /MERPICL_CORE_BPADDR_EFI_EVT SAP_ASSET_MANAGER_ SAM BUSINESS_PARTNER  Business Partner Exchange v

Assignment Detail

Mobile Application: | SAP Asset Managel
Exchange Object: | SAM  BUSINESS_PARTMER - Business F
Exch. Object Desc.:.  Business Partner Exchange
ExchObject Handler.  /MERP/CL_CORE_BUPA_EX_HNDI

Active Flag: [¥ Use In Linkage Processing Only:

Administrative Info

Created By Creation Time Stamp:

Last Changed By Changed Time Stamp:

e EFI Information fields: The EFI information fields at the top of the Assignment tab, like <EFI Type> and
<EFI Event Handler>, are taken from information in the General tab and are read only.

e EFI Assignment List: Table that displays the plug-ins that are assigned to a specific include file. All column
information is replicated in the Assignment Detail section directly below the table.

® Mobile Application: Read-only name of the specific mobile application

e Exchange Object: Name of the exchange object to which the EFl include file is assigned

e Exchange Object Description: Read-only description of the exchange object

e Exchange Object Handler: Read-only name of the class handler from the repository responsible for
updating the exchange table

e Active Flag: When checked, the exchange object is in an active state. If unchecked, the EFlisn't linked to
the assigned OMDO.

e Use in Linkage Processing Only: When checked, the xChange object is only allowed during linkage
processing. If not checked, the original EFl is triggered during xChange processing.
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2.2.5.2 Exchange Object Configuration

The exchange object defines what in the exchange table is updated in the exchange persistent layer, what class
handler is called to update the exchange table, and what fields are related to the change detection.

Use the Configuration Panel to specify which changes are relevant to the mobile application and what
conditions to satisfy for so that an update action is triggered. The Exchange Object Configuration panel has the
following tabs:

e Technical Settings

e Change Detection Field Selection
e Change Detection Condition Filter
e Data Segment Settings

® |inkage Settings

e Push Settings

Technical Settings Tab

Use the Technical Settings tab to configure basic settings for an exchange object.

Use the <Exchange Object> field for the ID of the exchange object, limited to 40 characters. Type in a
description in the <Exchange Object Description> field, limited to 60 characters. The <Mobile
Application> field contains a dropdown where you can select your mobile application. The <Application
Area> classifies the exchange object based on standard SAP application areas using a dropdown selection
field.

The <Reference Business Object> isthe standard SAP business object. The <Exchange Table Name>
is the name of the table stored in SAP that contains the technical data. The <Exchange Table
Description>is a brief description of the exchange table. The <Exchange Lock Object> fieldis used
when updating the exchange table. Type in how many days you want to keep historical data in the <bays to
Keep History> field. Check the <No Exchange Table Update> checkbox to not write the record to the
exchange table in SAP when the record is changed.

e Handler Setting: Type in the name of the class handler from the repository that is responsible for updating
the exchange table in the <Exchange Object Handler> field.
e Collective Run Settings: Define the condition where xChange processing is executed asynchronously as a
V3 run by selecting one of the following mode options:
o Dynamic: The collective run mode is determined at runtime by the xChange handler method
DETERMINE EXEC MODE
o Not Allowed: Not allowed to switch to collective run mode
o Activated: Always execute asynchronously in V3 collective run mode
o By User Parameter ID: Switch to V3 collective run mode for runtime user with the specified user
parameter value set in the user profile
e Activation Setting: Check the <Active Flag> checkbox to ensure that the exchange objectisinan
active state. If unchecked, the exchange object performs no actions. When the <Use in Linkage
Processing Only> checkbox is checked, the xChange object is only allowed during linkage processing
and not if the original EFl was triggered during the xChange process.
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The following screenshot shows an exchange process enabled for MATERIAL. Any changes for the MATERIAL
master data are recorded in the exchange table and are transmitted to the client during the next transmit.

Exchange Object Detail (Display Mode)

[} Create || ] Copy Tl Delete | g7 Change

Technical Seftings Change Detection Field Selection Change Detection Condition Filter Data Segment Seitings Linkage Setlings Push Seitings

Exchange Object: | SAM._MATERIAL Exch. Object Desc.. | Material Exchange
Mobile Application: | SAP Asset Managsr
Application Area: | Materials management

Reference Business Object
Exchange Table Name: | /MERP/IMATNR_EX Exch. Table Desc.. | Exchange Table - Material Master
Exchange Lock Object: | /MERP/E_MATNR_EX Mo Exchange Table Update

Days To Keep History: | 180
Handler Setting

ExchObject Handler: | /MERP/CL_MM_MATNR_EX_HNDI

Collective Run Settings

Collective Run Mode: | Dynamic

Activation Setting

Active Flag: [/ Use In Linkage Processing Only

Administrative Info

Created By: | Creation Time Stamp

Last Changed By: | Changed Time Stamp

Change Detection Field Selection Tab

The Change Detection Field Selection tab lets you optimize the change detection process for a mobile
application. If a value change is detected for any fields within the group, the object identifier is written to the

exchange table, indicating that a change was made. If the <Active Flag>is not checked for afield, any value

changes made to that field are not detected and recorded to SAP during the exchange process. By default, all

fields are initially checked.

The Exchange Object by Application tree lists all application areas and the exchange objects linked to each
application area. Expand the tree by clicking on the arrows to the right of the application area to display the
exchange objects associated with it.

e Exchange Object Info: The <Exchange Object> fieldis read only and is the ID of the exchange object.
The <Exchange Object Description>isreadonly andis a brief description of the exchange object.
The <Exchange Object Handler> fieldis read only and is the name of the class handler from the
repository that is responsible for updating the exchange table.

e Exchange Object Field Selector: The <Field Catalog> columnis comprised of non-editable rows of all

fields that are detected by the class handler when changes are made. These fields are grouped by the
technical table name of the SAP business object.

When the <Active Flag>checkbox is checked, either the table or a field within the table is active. Any
value change to the selected field is detected by the class handler. Note that if you check the Active Flag
checkbox on a table row, it selects all the rows within the table.

The <Short Description>isaread only field that contains a brief description of the table or of a field
withint the table.
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e Selection Proposal: In a typical mobile application installation, you do not want to have all fields marked as
active for change detection. Rather, only the fields that are active on the odata mobile data object that are
brought down to the mobile device will also be active in the exchange object. Based on odata mobile data
object usage in the application, the selection proposal examines the active flags that are checked for an
exchange object's table fields and provides recommendations to the administrator on which fields should

be checked or unchecked.

See the following screenshot for an example of the enabled exchange object MATERIAL, where the properties
of the object are captured and recorded in the exchange table. The properties that trigger the exchange are
defined on this Change Detection Condition Filter tab, as seen in the checked <Active Flags>:

Exchange Object Detail (Display Mode)

[} Create || [ Copy T Delete | 4 Change

Technical Settings

Exchange Obiject Info

Exchange Object | SAM _MATERIAL

ExchObject Handler:  /MERP/CL_MM_MATNR_EX_HND

Exchange Object Field Selector

Field Catalog

Change Deteclion Field Selection

Change Detection Condition Filier

Exch. Object Desc.:

Search:

Active Flag

~ | Table - MARA*

Short Description

General Material Data

Data Segment Settings

Material Exchange

Linkage Seitings Push Setlings

Selection Proposal
]

~

Sort Options

Field - LVORM v DF at client level ®' By Field Name
Figld - MATNR Y Material By Field Description
Field - MEINS v Base Unit of Measure By DDIC Sequence
Field - MTART v Material type

Field - FRDHA v Froduct hierarchy

Field - (BEV1/LULDEGRP
Field - /BEV1/LULEINH
Field - (BEV1/NESTRUCCAT
Field - [CWM/TARA

Field - [CWM/TARUM

Field - [CWM/TOLGR

Field - /[CWMNVALUM

Field - [CWMXCWMAT
Field - (DSD/SL_TOLTYP
Field - /[DSD/SV_CNT_GRP
Field - (DSD/VC_GROUP
Field - /[SAPMP/ABMEIN
Field - [SAPMP/AHO

Field - ([SAPMP/BRAD

Loading Unit Group
Loading Units
Structure Category

Fixed Tare

Ref Unit of Measure TARE Calculation

CW Tolerance Group
Valuation UoM

CW Material
Tolerance Type ID
Counting Group
DSD Grouping

Unit for Dimensions
No. Vertical Layers

Bending Factor

Change Detection Condition Filter Tab

The Change Detection Condition Filter tab lets you restrict change detection based on data content. For
exchange handlers to support this feature, define data filter conditions for which the underlying SAP business
object must qualify before the change detection process is triggered. The condition is defined at the table field
level and is in the SAP range table format.
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e Exchange Object Info: The <Exchange Object> fieldis read only and is the ID of the exchange object.
The <Exchange Object Description>isreadonly andis a brief description of the exchange object.
The <Exchange Object Handler> field is read only and is the name of the class handler from the
repository that is responsible for updating the exchange table.

e Exception Settings: When the <Tgnore Data Creation>checkboxis checked, newly created records
and data are not processed to the exchange table. When the <Ignore Data Deletion> checkboxis
checked, deleted records and data are not processed to the exchange table. When the <Ignore Data
Update> checkbox is checked, updated records and data are not processed to the exchange table.

e Defined Filters: Lists all the data filters supported by the class handlers.

® Rule Editor: The <Filter Name> isread only and is the name of the filter as defined by the class handler
developer in the class handler method. The <Reference Table Name> isread only and is the technical
name of the SAP database table field where the filter is applied as defined by the class handler developer.
The <Reference Field Name> isread only and is the technical name of the SAP database table field
where the filter is applied as defined by the class handler developer. The <Data Filter Rule Key>isan
internal technical key used by the framework at runtime.

Use the values in the Enter Range Value section to set the range. The <sign> field is the value for the SAP
range table column SIGN. The <Option> field is the value for the SAP range table column OPTION. The
<Low Value> fieldis the value for the SAP range table column LOW. The <High Value> field is the value
for the SAP range table column HIGH. When the <Active Flag>checkbox is checked, the rule is active.
The Rule List is a table that displays a list of rules that are defined using the values in the Rule Editor and
the Range Value sections.

The following screen shows that any exchange detected for the exchange object NOTIFICATION will be
considered only if the notification is maintained in one of the roles defined in the NOTIF_CATG criteria.
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Technical Settings Change Detection Field Selection Change Detection Condition Filter Data Segment Settings Linkage Settings Push Settings

Exchange Object Info

Exchange Object. | SAM _NOTIFICATION Exch. Objeci Desc.: | Notification Exchange
ExchObject Handler: | IMERP/CL_PM_QMNUM_EX_HNC

Exception Settings

gnore Data Creation: Ignore Data Deletion: lgnore Data Update:

Exchange Object Filter Rule Definition

" . ~ )
Defined Filters A _Rule Editor

SF Filter - NOTIF_CATG*

SE Fitter - NOTIF_TYPE Filter Name: | NOTIF_CATG

F Filter - PLANPLANT Reference Table Name: | TQ80 Reference Field Name: | QMTYP

SF Filter - PRIORITY

SE Filter - PRIORITY_TYPE Data Filter Rule Key: | SAM. NOTIFICATION.MERP/CL_PM_QMNUM_EX_HNDLR.NOTIF_CATG

Enter Range Value
Sign: | Inclusive Option: | =

Low Value: | 03 - Service Notification

High Value:

Aclive Flag: |+

Rule List
Rule No. Rule Type Rule Value  Active Flag
. 00001 RANGE  IEQO3 7
00002  RANGE  IEQO1 5

2.2.6 Push Framework Settings

2.2.6.1 Push Scenario Definition

Push scenarios define the trigger conditions, type of data, the mobile users receiving the data, and the users
for the data.

A mobile client typically synchronizes with the SAP system by initiating a synchronization request to download
the latest application data from the SAP system. Some mobile applications require the SAP system to send
application data or push notifications to the client when certain trigger conditions are met. If these trigger
conditions are not present, the mobile client does not initiate the synchronization request.

You define trigger conditions through the creation of push scenario definitions. Use the tabs found in the Push
Scenario Definition page to configure a push scenario. The Push Scenario Definition page contains the following
tabs:

e General Data

e FEvent Setting

e Qutbound Trigger

e Subscription Settings
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General Data Tab

[ Create | Copy T Delete | 4 Change

General Data Event Setting Qutbound Trigger Subscription Settings
Basic Data
Scenario |d:  SAM! _EMERGENCY_WORKORDER_FUS Alias:

Mobile Application: | SAP Asset Manager

Source Setting Distribution Setting
Source Type: | Exchange Object Distribution Type: | oData Mobile Data Object
Source Object | SAM _WORK_ORDER_PUSH Distribution Object:  SAMY _WORKORDER_PUSH
Source Handler: | /MERP/CL_PM_AUFNR_EX_HNDLF Disiribution Handler: | IMERP/CL_PM_WORKORDER_PUSH_OD
Subscriber Setting
Subscriber Type: | All mobile users Validity (Hr): 3

Priority (0 - Highest, 9 - Lowest). | 0

Disable Owner Originated Push: Check Mobile Transaction History: History Interval (Seconds): 0

Notification Setting
Email Motification: Mo Data Package: |+

Email Subject:
Email Message (140 chars):

Activation

Active Flag: ¥ Enable Push History: Require Metadata: Enable Fetch Callback:

Administrative Info

Created By: |’ Creation Time Stamp:
Last Changed By: Changed Time Stamp: [

You can define the following attributes in the General Data tab:

Basic Data section: Enter the ID of the push scenario in the required <Scenario ID> field, whichis
limited to 40 characters with namespace protection. Use either a Y or a Z namespace. Ensure that the ID is
unique in the SAP system. Enter the name of the mobile application in the <Mobile Application> field,
limited to 40 characters. Give an optional <Alias> to the push scenario. Multiple push scenarios can
share the same alias, to allow central processing on the client side.

Source Setting section: The <source Type> defines how to trigger the push scenario. Two options are
supported:

o xChange Object: The push scenario is triggered when qualifying data is changed in the SAP system
and change conditions defined in the xChange object are detected.

o Client on Demand Request: The push scenario is triggered based on a request from the mobile client.
No data change in the SAP system is required. The client on demand request is not available for OData
based mobile applications.

The <Source Object> applies to the source type of the xChange object. The xChange object determines
the data change trigger for the push scenario. The <Source Handler> isthe xChange handler assigned
to your selected xChange object.
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Distribution Setting section: The <Distribution Type> defines what application data is sent and how
recipients are determined. Two options are supported:

o Mobile Data Object: Not supported for the SAP Asset Manager application

o OData Mobile Data Object: Use OData Mobile Data Object for the SAP Asset Manager application. The

assigned OMDO determines the recipients for the push notification.

When you select OData Mobile Data Object as a Distribution Type, assign an OMDO configuration object to
the OMDO inthe <Distribution Object> field. The <Distribution Handler>isthe OMDO handler
associated with the assigned OMDO configuration object.
Subscriber Setting section: The <subscriber Type> determines the user pool. The user poolis used to
determine who receives the push notification. Enter the amount of time the push instance generated for
the push scenario is valid, in hours, in the <validity> field. The <Priority> is the processing priority of
the push instance. A push instance with a higher priority is processed first.
When the Disable Owner Originated Push checkbox is checked, the user who made the change to the SAP
data is excluded from the push recipient list triggered by the data change. When the Check Mobile
Transaction History checkbox is checked, the SAP system only sends a push to the user if the user has
previously downloaded the same SAP object and the object is still valid. This setting is commonly used for
pushing time sensitive data such as workflow tasks to users.

Enter the <History Interval>,inseconds, to determine whether the object received by the user
through a previous push is still valid. No push is sent to a user who has expired push data. The History
Interval setting is linked to the Check Mobile Transaction History setting.
Notification Setting section: When the Email Notification checkbox is checked, an email notification is
generated to push recipients during push processing. The email address used is based on information
defined in SAP user master or mobile user master data defined in the Administration & Monitoring Portal.
If email notification is enabled, type a subject in the <Email Subject> field. If email notification is
enabled, type your e-mail in the <Email Message> field.
When the No Data Package checkbox is checked, no data payload is generated by push processing. Check
this box to generate only push notifications. OData-based mobile applications such as SAP Asset Manager
only support push notifications without data payloads. Traditional, Agentry-based, mobile applications can
support a data payload during push processing.
Activation section: If the Active Flag checkbox is checked, the push is active. If the Enable Push History
checkbox is checked, information about push recipients and data object keys are recorded in the push
history table. If the Require Metadata checkbox is checked, technical data for the push data payload is
generated. If the Enable Fetch Callback checkbox is checked, the mobile client retrieves data about the
pushed SAP object using a regular sync request instead of precalculating the push data payload during
push processing. Enabling push callback can ensure the client always receives up-to-date SAP data when
receiving a push.
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Event Setting Tab

[ Create | Copy T Delete = 47 Change

General Data Event Setting Outhound Trigger Subscription Settings

Basic Data

Scenario Id: | SAM: _EMERGENCY_WORKORDER_PUS

Mobile Application:  SAP Asset Manager

Background Event Setting Detail

Disable Background Event Trigger: |+

Standard Event Setting

Event Id:

Event Parameter:

Rule Based Event Setting

Push Event Rule:

gRFC Setting Detail

Enable gRFC Processing: |«

Queue Setting

Queus Name: | SAM  EM_&0BJKEYE&
qRFC Rule:  /SYCLOJCL_CORE_QRFC_ROUTINE : Standard routine for gRFC queue determination

Runtime Parameters

Allow Instance Merge: |+ Exclude Status SRV_COMP: |«
Maximum Select Delay (Seconds): 1 Select Retry: 10

You can define the following attributes in the Event Setting tab:

e Background Event Setting Detail setting: If the Disable Background Event Trigger checkbox is not
checked, a background event is raised during push processing.

e Standard Event Setting: The <Event 1ID>isthe background event ID that is raised. The <Event
Parameter> is the background event parameter.

® Rule Based Event Setting: The <Push Event Rule> is aroutine that generates a dynamically formatted
event ID and parameter based on supported runtime variables.

e gRFC Setting Detail: If the Enable gRFC Processing checkbox is checked, push processing is handled in
the background as a qRFC call.
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® Queue Setting: Enter the gRFC queue name used for push processing in the <Queue Name> field. The
<gRFC Rule> is the routine that can generate a dynamically formatted gRFC queue name based on
supported runtime variables.

e Runtime Parameters: If the Allow Instance Merge checkbox is checked, the creation of a new push
instance cancels existing push instances for the same SAP object key that are not completed. If the
Exclude Status SRV_COMP: checkbox is checked, push instances with a status of SRV_COMP are not
reprocessed. If it is not checked, push instances with a status of SRV_COMP are reprocessed.

Type in the time delay before processing a push sequence in the <Maximum Select Delay> field. The
maximum select delay is used in gRFC push processing. Use this setting if there could be a time delay in
the push instance registry table database update. The delay could allow the push registry data to fully
update before the push processing starts.

Type in the number of times the push processor should try to read push instance information from the
push registry if the read failed into the <select Retry> field.

Outbound Trigger Tab

[ Create @ Copy [ Delete 4 Change

General Data Event Setting Outbound Trigger Subscription Settings

Basic Data

Scenario Id: | SAN _EMERGENCY_WORKORDER_PUE

Mobile Application:  SAP Asset Manager

Outbound Trigger Setting Detail

Enable Qutbound Trigger: |+
Use Single Instance Processing: |«
Data Fetch Retry Wait (Seconds): 0

Outbound Triggers Assigned

Seq. No.  OQutbound Trigger Id Active
Qo001 HTTP SAM _WORKORDER_TRIGGER_SCPMS - /SMFND/CL_CORE_OTRIG_CPFM__. v
popoz  HTTP Z5AN  WORKORDER_TRIGGER_SCPMS_CPY_CPY - /SMFND/CL_CORE_... v

Outbound triggers handle interfacing with external systems. You can assign multiple outbound triggers to a
push scenario. Assigned outbound triggers are invoked at the end of push processing, based on the assigned
sequence.
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Check the Enable Outbound Trigger checkbox to activate the selected outbound trigger.

Subscription Settings Tab

To allow an on-demand subscription based push request from the mobile client, define the subscription setting
in the Subscription Settings tab. Subscriptions allow the mobile client to trigger a push process instead of a
traditional trigger by the back end SAP system update. OData based mobile applications do not support
subscription-based on-demand push configuration.

[] Create  Copy T Delete 4 Change

General Data Event Setting Outbound Trigger Subscription Settings

Basic Data

Scenario |d: | SAM EMERGENCY_WORKORDER_PUS
Mobile Application:  SAP Asset Manage
Source Type: | Exchange Object
Source Object | SAM WORK_ORDER_PUSH Source Handler:  IMERPICL_PM_AUFNR_EX_HND

Subscription Agent Settings

Allow Subscription:
Subscription Agent Id:

e Allow Subscription: Check to enable subscription-based push processing for the push scenario
e Subscription Agent ID: Displays the subscription agent assigned to handle the subscription request

2.2.6.2 Outbound Trigger Configuration

Outbound triggers allow a mobile application to interface with external systems such as the SAP Cloud
Platform.

You can integrate outbound triggers into one of the following mobile application processes:

e Push processing
e (OData mobile data object processing

An outbound trigger can support only one of the two available processes. The process is determined by the
outbound trigger handler. An outbound trigger handler can support any of the interface technologies, such as
HTTP triggers, file triggers, and web service triggers.

The Outbound Trigger page contains the following tabs:

e (General Data
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e Parameters

General Data Tab

[} Create | Copy T Delete || 47 Change

General Data Parameters

Basic Data

Outb. Trigger Id:  SAM WORKORDER_TRIGGER_SCPMS
Outb. Trigger Desc..  Work Order Push Mofification - SCPms

Mobile Application:  SAP Asset Manager

Trigger Handler Info

Outb. Trigger Handler  /SMFND/CL_CORE_OTRIG_CPMS_FUSH : HTTP outbound trigger - SCPms oData Push Notification Processing Type:  Push Processing
Outh. Trigger Type: | HTTP based frigger
HTTP RFC Destination: = SAM _SCPMS_PUSH_NOTIFICATION sap.hana.ondemand.com
Cloud Platform Mobile App. Id: | com.sap.sam).ocauth
Target Host Name:
Target Host IP:
Target Host Port No.. | 00000
URL Identifier Type: | IP Address
Web Protocol: | HTTP
Min. Conn. Time(Sec): 0

Check Response: [¥

Parameler.

Retry Setting

Allow Retry: ¥
Maximum No. of Retry: 10| Refry Wait Period (Seconds) [}

Activation

Active Flag: |~

Administrative Info

Created By Creation Time Stamp:

Last Changed By: Changed Time Stamp:

You can define the following attributes in the General Data tab:

Basic Data

e Qutbound Trigger ID: Required field. Unique ID of the outbound trigger in the Y or Z namespace, limited to
40 characters.
e Qutbound Trigger Description: Short description of the outbound trigger

® Mobile Application: Select your mobile application. The outbound trigger configuration detail is defined
for the individual mobile application.

Trigger Handler Info

e Qutbound Trigger Handler: ABAP OO class that provides the technical implementation for the outbound
trigger. The outbound trigger handler must be a subclass of /SYCLO/CL_CORE_XXX You can reuse an
outbound trigger handler to provide technical implementation for multiple outbound triggers.

® Processing Type:

e Qutbound Trigger Type: Selection depends on the implementation of the outbound trigger handler
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e HTTP RFC Destination: Only used when HTTP-based trigger is selected as the outbound trigger type. The

HTTP RFC destination establishes a connection for the outbound trigger

e Cloud Platform Mobile App ID: used to interface with SAP Cloud Platform mobile services. The ID
identifies the mobile application ID that was set up in SCPms.

e Target Host Name: Host name the outbound trigger is connecting to
e Target Host IP: IP address of the host to which the outbound trigger is connecting to
e Target Host Port Number: Port number of the host to which the outbound trigger is connecting to
e URL Identifier Type: Defines the information to use by the outbound trigger to make the connection
e Web Protocol: HTTP or HTTPS
¢ Minimum Connection Time (Seconds): Wait time before checking the response to an outbound trigger
request from the remote system
e Check Response: If checked, a check response to an outbound trigger HTTP request is active
® Parameter: General purpose parameter that provides input information to the outbound trigger handler
e The following fields are only visible after other fields are selected:
o Logical File Name: Used by outbound trigger type File Based Trigger
o RFC Destination: Used by outbound trigger type Remote Function Call
o RFC User ID: Used by outbound trigger type RFC User ID. User ID to make the RFC call.

Retry Setting

e Allow Retry: If checked, the outbound trigger is allowed to rerun
e Maximum Number of Retry: Set the maximum number of times the outbound trigger can rerun
® Retry Wait Period (Seconds): Set the minimum wait time between output trigger retries

Activation

If the Active Flag checkbox is not checked, the outbound trigger is not enabled.

Parameters Tab

An outbound trigger handler can declare special purpose parameters. If parameters are declared, they are
displayed in the Parameters tab. You can declare any number of parameters. A parameter can be a single field
parameter or a structured record.

[] Create = Copy T Delete | 47 Change

General Data |

Outbound Trigger Handler Info

Outb. Trigger Id:  SAM  WORKORDER_TRIGGER_SCPMS OTrig Handler:  /SMFND/CL_CORE_OTRIG_CPMS_PUSH Mobile Application: = SAP_ASSET_MANAGER_

Parameters Defined By Handler sz

~ Parameter List
APNS_OBJECT_TYPE
ENABLE_OBJECT_KEY_CONVERSION
NOTIF_BODY_LOC_ARGS
NOTIF_BODY_LOC_KEY
NOTIF_TITLE_LOC_ARGS
NOTIF_TITLE_LOC_KEY
SCPMS_WITH_SAP_USER_ID
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2.2.7 Technical Settings

Technical settings affect all components of the framework.

App. Logging Level: | Error Engueue Wait Time (Sec): 0
Internal Conv. Exit Active: ¥ External Conv. Exit Active: |¥ Range Parameter Check Active: |
Statistic Collection Active: |¥ Collection Mode: = Asynchronous - BAPI Call

The following fields make up the Technical Settings page:

54

Application Logging Level: Defines the logging level for all framework components. Logging entries are
recorded in the SAP application log database under the object /syclo/. The logging levels are:

©o No logging

o Abort

o Error

o Warning

o Info

© Debug

o Trace

Enqueue Wait Time (Sec): The Enqueue Wait Time parameter controls the number of seconds the
underlying component should continue to try to access a locked SAP object in intervals of 1 second during
an update by a mobile device. The update process aborts if accessing the locked object is still unsuccessful
after the wait time.

Internal Conversion Exit Active: When checked, the framework runtime data manager performs a
standard SAP external-to-internal format conversion exit for all inbound BAPI parameters. The option is
enabled by default. An application developer should only change this setting as it has a direct impact to the
SAP Asset Manager application.

External Conversion Exit Active: When enabled, the framework runtime data manager performs standard
SAP internal-to-external format conversion exit for all outbound BAPI parameters. This option is enabled
by default. An application developer should only change this setting as it has a direct impact to the SAP
Asset Manager application.

Range Parameter Check Active: When enabled, the framework runtime data manager performs checks
on all SAP range parameters of inbound BAPI parameters. The SAP range parameter has the structure of
SIGN, OPTION, LOW and HIGH. If SIGN and OPTION are not specified, a check routine sets SIGN to | and
OTPION to EQ. This option is enabled by default. An application developer should only change this setting
as it has a direct impact to the SAP Asset Manager application.
Collection Mode: Collection mode determines how system statistic records are written to the database.
Two modes are supported currently: Synchronously and Asynchronously. When you select Synchronously,
the statistics record is written to the database in real-time during BAPI calls. However, selecting this option
incurs a performance penalty. Selecting Asynchronously means that statistics are collected in-memory
and written asynchronously to the database at the end of the BAPI call.

Statistic Collection Active: When enabled, the framework records all runtime statistics associated with
the BAPI calls between the middleware server and SAP. This collection provides data for the KPI statistics
collections found in the Administration portal. An application developer should only change this setting as
it has a direct impact to the SAP Asset Manager application.

Created By, Creation Time Stamp, Last Changed By, Changed Time Stamp: The user ID and time
stamps are automatically logged when a record is created or changed.
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2.2.8 Mobile Authorization Settings

You can define security rule settings for the Mobile Integration Framework for SAP and mobile applications as
well.

System Security Product Security Mobile Data Object Handler Security oData Mobile Data Object Handler Security

Security Check Rule List
Add Rule | [l Delete Rule

Rule Type Object Mame  Authorization Field Name  Authorization Field Value  Sys. Admin Ind.

. User Role

Rule Detail (Creation)

Security Rule Type

Rule Type: | User Role v

Select A User Role

Role: l
Mame:

System Admin Indicator: ~

All security checks are carried out by the Mobile Integration Framework at runtime, with checks performed at
the following levels:

e System
Application independent. Applies to all components built on the Mobile Integration Framework.
e Product
Security at the mobile application and product level
® Mobile Data Object Handler
Specific to a Mobile Data Object class handler
® (OData Mobile Data Object Handler
Specific to an OData Mobile Data Object class handler

The following types of security rules can be defined:

e User Role
Rules based on predefined user roles
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® Authorization Profile

Rules based on predefined authorization profiles.
e Authorization Object

Rules based on predefined authorization objects.

Special Security Role with System Indicator

You can define special security rules using user roles. These security rules can be assigned with system
indicators. These special security rules with system indicators are used to limit access to the ConfigPanel and
Administration & Monitoring tools. The following system indicators are available:

e System Administrator

If security rules are defined, only users with the required user role can have full access to the
Administration & Monitoring tool.

e System Administration — View Only

If security rules are defined, only users with the required user role can have read access to the
Administration & Monitoring tool.

e System Configurator

If security rules are defined, only users with the required user role can have full access to the ConfigPanel.
e System Configuration — View Only

If security rules are defined, only users with the required user role can have read access to the ConfigPanel.
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3 Mobile Add-On Configuration Panel
Common Procedures

3.1 Mobile Application Configuration Procedures

3.1.1 Mapping Work Orders to a STARTED Status - Overview

By default, the SAP Asset Manager application maps the STARTED work order status on the client to the REL
status in SAP Mobile Add-On.

In many implementations, a status of MOB/ is used in SAP Mobile Add-On to indicate that the work order is
started by a technician. The MOBI status cannot be modified on the back end.

You can map the mobile status to a different status within SAP Mobile Add-On by altering the mobile
application configuration for SAP Asset Manager and changing the system status technical code for the
STARTED mobile status. After you change the system status technical code, updates to SAP Mobile Add-On
made when a user starts a work order set the status in SAP Mobile Add-On to the MoBI status, matching the
entered technical code.

The only modification to make is in the ConfigPanel, in the Mobile Application Configuration page, Mobile Status

Setting tab. Change the mobile status for a started work order in the list of the mobile status options for SAP
Asset Manager, with the system status value of that same record altered to use the technical code of the
desired status.

3111 Changing the Mapping of a Mobile Status to
STARTED

Prerequisites

Address the following before performing this procedure:

e Determine and note the technical code of the work order system status to which the mobile status
STARTED will be mapped, as it is used in the procedure.

e The system status to which you are mapping the mobile status of STARTED in this procedure is configured

as a work order status.

® The person performing this procedure has access to the ConfigPanel and permissions to change
configuration settings of the elements within it.
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Context

The following procedure describes the steps required to change a system status when a mobile STARTED
status is mapped to it.

Procedure

1. Starting from the ConfigPanel home page, click the Mobile Application Configuration link. Then click the
Mobile Status Setting tab.

2. Choose your desired mobile application from the list of Defined Mobile Applications in the left pane.
The application level status settings display in the tab to the right. Information includes the Mobile Status
List.

3. Inthe Mobile Status List table, find the Object Type of <WORKORDER> with a Mobile Status of <STARTED>
and click the Change button.

4. Change the System Status value to the technical code of the system status to which the STARTED mobile
status should be mapped. When done, click Save.

Results

After completion of the procedure, the STARTED mobile work order status is mapped to a different system
status than the default REL status.

3.1.2 Configuring CATS and PM Confirmation Time Entries

Use parameters to configure CATS and PM confirmation minute interval values.

Context

Use the CatsMinutelnterval parameter when CATS is enabled and the LaborTimeMinutesinterval parameter
when PM confirmations are enabled. The procedure below is the same for either parameter, even though this
guide is using the CATSMinutelnterval parameter as an example.

When a mobile user manually logs their time, or their time is automatically logged for them through the use of
the application, the time logged is rounded to the nearest interval configured. For example, you manually log an
additional 12 minutes of work on a work order on a mobile device. Your CATSMinutelnterval parameter is set to
15. Therefore, your additional time logged is automatically rounded up to 15 minutes. The time entry screens
will also have their duration control values limited to minute values matching the configured interval.

The default value for both parameters is 15.
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Procedure

1. Using the ConfigPanel, navigate to |+ Mobile Application Configuration » Parameters tab 4. In the left
column, Defined Mobile Applications, select your application.

The Parameter List populates with a list of all parameters available for the application.

2. The CATSMinutelnterval parameter is found in the TIMESHEET group. You can scroll down to find the
parameter, or perform a search using the Search box. Highlight the CATSMinutelnterval parameter and
click the Change button.

i Note

You can find LaborTimeMinutesinterval parameter in the PMCONFIRMATION group.

General | Mobile Status Seffing Conversion Exit Seffing

Mobile Application Info

Mabile Application:
Mobile App. Desc.
Application Parameters

Parameter List
Add || [Gh Delete |

Delete All | | | ] Import/Expart ~

RecNo Parameter Gro.. ' Param. Name
0000000051  REMAINDER Descriptionlength
0000000052  REMAINDER NameLength
0000000053 SUPPORT Email
0000000054  SUPPORT Facetime
0000000055  SUPPORT Phone

. 0000000056 TIMESHEET CATSMinutesinterval
0000000057 TIMESHEET ComplationHours
0000000052 TIMESHEET Enable
0000000050 TIMESHEET NonWorkingActivity Types
0000000060 TIMESHEET OvertimeActivityTypes

Parameter Detail
* Parameter Group:
*Param. Name:
Param. Value:

Rule 14

Dependent Parameter Id
Dependent Parameter Group
Dependent Parameter Name:
Dependent Parameter Value:

Comment:

Active Flag

TIMESHEET
CATSMinutesinterval
15

System Components | Parameters | Client Globals User Affributes

Release

Param. Value
728

25

support@sap.com

1-800-677-7271

1-800-677-7271

15

20

Y
0100,0140,0200,0201,0202,0220,0230,0500

1411

Param. Scope:

~|  use Ruke

Available duration interval for time entry in minutes. Valid
5,30

seftings are: 1,5, 10, 1

7

No Runtime Change: [

¥ Scope
Application
Application
Application
Appiication
Appiication
Application
Application
Application
Appiication

Application

Application

Dep. RecNo
0000000001
0000000001
0000000001
0000000001
0000000001
0000000000
0000000001
0000000001
0000000000
0000000001

Aciive

V]

AEAENEEAEEREE

Search:
No Change  Comment

v

Available duration interval for time enry in minutes.

Number of hours to be entered per day in timesheet. .

JEREEEAEE

Overtime Activity types are ta be listed here as CSVs

3. You can change either the CATS or the PM confirmation labor time interval to the following values:

o 1
o 5

o 10
o 15
o 30

If you accidentally set the parameter to an interval value that is not an allowed value, the parameter
automatically defaults to a value of 15 on the client device.

4. Check the <active> flag to ensure that the parameter is used by the mobile application. If desired, and if
not already checked, check the <No Runtime Change> box to ensure that the value of the parameter is

not overridden at runtime through synchronization processing.

5. Save your changes.
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3.1.3 Configuring Clock In Clock Out

The Clock In Clock Out (CICO) feature decouples time tracking from the mobile status of a work order or
operation, allowing multiple users to start and log time against the same work order or operation
simultaneously.

Overview

The CICO parameter in the ConfigPanel allows multiple users to work on the same work order or operation,
where all users receive the work orders and operations to their devices. CICO allows multiple work orders and
operations to be in the Started state that belong to different users. Mobile device users are able to see the
CICO state of all work orders or operations on their device. Users can also filter their work order or operations
lists based on clock in or clock out status.

If CICO is enabled in the ConfigPanel:

Multiple people can work on the same work order or operation even if the work order or operation is
already started by another user
Users can clock in to any work order or operation on their device
Users can only clock in to one work order or operation on their device at a time
Users must clock out of the current work order or operation before clocking in to a different work order or
operation
All time recording (CATS and Confirmation) uses the clock in clock out period as the default duration in
time entry screens
When a user clocks in to a work order or operation:
o The timestamp of the work order or operation is saved to a user-specific table that is persisted in the
back end
o  The mobile status of the work order or operation is set to Started if it isn't already in a started state
When a user clocks out of a work order or operation:
o The work order or operation status is set to either Hold or Complete
o If awork order or operation is set to Complete and Confirmations are used, the user can set it as the
final confirmation

If CICO is disabled in the ConfigPanel:

A user can start any work order or operation that is in a Hold, Received, or Local state
A user can start only one work order or operation at a time
The mobile status of a work order or operation is used to track time in either CATS or Confirmations

How to Set the CICO Parameter Using the Configuration Panel

1
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Using the ConfigPanel, navigate to |+ Mobile Application Configuration » Parameters tab 3. In the left
column, Defined Mobile Applications, select your application.
The Parameter List populates with a list of all parameters available for the application.
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2. The Enable parameter is found in the CICO group. You can scroll down to find the parameter, or perform a

search using the Search box. Highlight the Enable parameter and click the Change button.

Mobile Application Info

Mobile Application: | SAP_ASSET_MANAGER_ Release:
IMobile App. Desc..  SAP Asset Manager
Application Parameters

Parameter List
Bt Add B Delete T Delete Al s Import/Export ~

RecNo Parameter Group T Param. Name Param. Value T Scope Dep.RecMo  Aclive  NoChange  Comment
.l 0000000022  CICO Enable Y Application 0000000000 v v

0000000023  COLOR ValidationMessage 684342 Application 0000000001 v v

0000000024  COLOR ValidationMessageAndroid BB0000 Application 0000000000

0000000025  DOCUMENT Equipment EQUI Application 0000000000 v v

0000000026  DOCUMENT FunctionalL ocation IFLOT Application 0000000000 v v

0000000027  DOCUMENT Notification PMQMEL Application 0000000000 v v

0000000028  DOCUMENT ServiceNotification SMQMEL Application 0000000000 v

0000000029  DOCUMENT ServiceOrder SMAUFK Application 0000000000 v

0000000030  DOCUMENT WorkOrder PMAUFK Application 0000000000 v 7

0000000031  LOG FileName SAMLogs tit Application 0000000001 v v

Parameter Detail

Parameter Detail

* parameter Group: | CICO

*Param. Name: | Enable Param_ Scope: | Application
Param. Value: | Y Use Language Specific Value:
Rule Id ~ | UseRule:

Dependent Parameter Id:
Dependent Parameter Group
Dependent Parameler Name:
Dependent Parameter Value:

Comment

Active Flag: [/
No Runtime Change: |~

If the Enable parameter is set to Y, clock in clock out is enabled. If it's set to N, the parameter is disabled.
Check the <aActive> flag to ensure that the parameter is used by the mobile application. If desired, and if
not already checked, check the <No Runtime Change> box to ensure that the value of the parameter
isn't overridden at runtime through synchronization processing.

Save your changes.

3.1.4 Configuring Notification Catalog Types

Use parameters to configure the notification catalog types.

Context

Code groups that belong together in terms of content are grouped in catalogs. These catalogs are identified by
the catalog type (a number or a letter). For example, in this way, you combine:

All code groups for particular problems for a catalog type
All code for causes for another catalog type and
All code groups for activities for a further catalog type
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Use the CATALOGTYPE parameter group and the following parameters within the group to configure your
catalog types for notifications in SAP Asset Manager:

e CatTypeActivities: Defaultis A

e CatTypeCauses: Defaultis 5

e CatTypeDefects: Defaultis C

e (CatTypeObjectParts: Defaultis B

e CatTypeTasks: Default is 2

e CatalogProfileOrder: Default is Equipment, Functional Location, Notification Type

The CATALOGTYPE parameters correspond to the rules found in the OData mobile data object
SAMI1911_CATALOG_CODES. You can add a new data filter rule to your customer namespace, or change the
existing parameter-rule association to a new parameter-rule association.

Procedure

1. Using the ConfigPanel, navigate to |+ Mobile Application Configuration » Parameters tab 4. In the left
column, Defined Mobile Applications, select your application.

The Parameter List populates with a list of all parameters available for the application.
2. The CatType[xxx] parameters are found in the CATALOGTYPE group. You can scroll down to find the

parameter, or perform a search using the Search box. Highlight the parameter you want to configure and
click the Change button.

General Mobile Status Setting Conversion Exit Setting System Components Parameters Client Globals User Attributes

Mobile Application Info

Mobile Application Release

Mobile App. Desc.

Application Parameters

Parameter List

Add | [E Delete | [ Delete Al &l Import/Export Search.
RecNo Parameter Gro... B Param. Name Param. Value ¥ Scope Dep. RecNo Active NoChange  Comment
0000000007 BDSDOCUMENT Notification BUS2038 Application 0000000001 v '

0000000008 BDSDOCUMENT WaorkOrder BUS2007 Application 0000000001 \I o
0000000009 CATALOGTYPE CatTypeActivities A Application 0000000000 v '
0000000010 CATALOGTYPE CatTypeCauses 5 Application 0000000000 ] v
0000000011 CATALOGTYPE CatTypeDefects c Application 0000000000 v |
0000000012 CATALOGTYPE CatTypeObjectParis B Application 0000000000 v '
0000000013 CATALOGTYPE CatTypeTasks 2 Application 0000000000 v v
0000000014  CATALOGTYPE CatalogProfileOrder Equipment, Functionall ocation, NotificationType Application 0000000000 7 7
0000000015 COLOR ValidationMessage 684342 Application 0000000001 ¥ v
0000000016 DOCUMENT Equipment EQUI Application 0000000000 v o

Parameter Detail

*Parameler Group: | CATALOGTYPE
*Param. Name: | CalTypeActivities Param. Scope: | Application
Param. Value: | A
Rule Id: ~ | UseRule
Dependent Parameter Id: -
Dependent Parameter Group:
Dependent Parameter Name:
Dependent Parameter Value:

Comment:

Active Flag: [/
No Runtime Change: |
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3. Make your desired parameter association changes, or change the value of a parameter to Z, a custom
activity catalog type.

4. Check the <active> flag to ensure that the parameter is used by the mobile application. If desired, and if
not already checked, check the <No Runtime Change> box to ensure that the value of the parameter is
not overridden at runtime through synchronization processing.

5. Save your changes.

6. If you are creating a custom activity value type, navigate to |+ OData Mobile Data Object Configuration
Data Filter Tab » SAM1911_CATALOG_CODES ¥ Operation - READ j Standard Filter  CATALOG_TYPE 3.

7. Click the Change button. Add the new value. For information on working with rules, see Working with oData
MDO Filter Rules [page 72].

8. Save your changes.

3.1.5 Enabling and Disabling Features Per User Through SAP
Authorization

Using parameter framework configuration, configure parameters to enable or disable various features per the
authorization of the user in the back end.

Each mobile user is connected to a back end SAP user. The back-end SAP user can be assigned one or more
roles. These roles grant their holders authorizations within the back end system. Through parameter
configuration, SAP provides a standard rule handler that performs a TCode authorization. SAP also provides
new globals that can turn on and off new features.

If a parameter is enabled to use a rule instead of a global, and the user role has an authorization to run a
specific transaction code, then that specific feature is enabled for that SAP user. If the user has the
authorization' for a specific transaction code, then the specific feature is disabled for that mobile user.
Therefore, depending on the authorization of the SAP user, the feature now either works or doesn't work,
displays, or doesn't display (depending on the feature function), rather than is turned on or off for all users.

Features Available Through SAP Authorization

The following features are available for you to enable or disable starting with the SAP Asset Manager 1911
release. Use the following subsection to learn how to use the ConfigPanel to enable or disable a feature based
on the authorization of the user.

Back-End Param-

Component Functionality Category TCODE eter Comments

SAP ASSET MAN-  Create work order  Work Orders IW31 Enable WO.Create  Includes opera-

AGER tions and suboper-
ations
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Back-End Param-

Component Functionality Category TCODE eter Comments
SAP ASSET MAN-  Edit work order Work Orders IW32 Enable WO.Edit Includes opera-
AGER tions and suboper-
ations (except lo-
cal)
SAP ASSET MAN-  Create Notification Notifications W26 Enable.NO.Create  Includes items,
AGER tasks, and activi-
ties
SAP ASSET MAN-  Edit Notification Notifications w22 Enable.NO.Edit Includes items,
AGER tasks, and activi-
ties (except local)
SAP ASSET MAN-  Edit FLOC Functional Loca- ILO2 Enable.FL.Edit Includes adding
AGER tion characteristics
(except local)
SAP ASSET MAN-  Edit equip Equipment IEO2 Enable.EQ.Edit Includes adding
AGER characteristics, in-
stall, and disman-
tle (except local)
SAP ASSET MAN-  Measurement Measurement IK11 Enable.MD.Create
AGER readings
SAP ASSET MAN-  Equip attachment  Attachments N/A Enable.EQ.Attach  See the Generic
AGER upload Authorization
Check section in
this topic
SAP ASSET MAN-  FLOC attachment  Attachments N/A Enable.FL.Attach  See the Generic
AGER upload Authorization
Check section in
this topic
SAP ASSET MAN-  Allow time record- CATS CAT2 Enable.Cats.Create
AGER ing
SAP ASSET MAN-  Allow confirma- Confirmation W41 Enable.Conf.Cre-
AGER tions ate
SAP ASSET MAN-  Allow final confir-  Confirmation N/A Enable.Conf.Cre- See the Generic
AGER mation ate.Final Authorization
Check sectionin
this topic
SAP ASSET MAN-  Issue and return MIGO N/A Enable.Parts.Issue See the Generic
AGER parts Authorization
Check sectionin
this topic
CUSTOMER SERV- Service notifica- Notifications IW51 Enable.SNO.Create
ICE tion create
CUSTOMER SERV-  Service notifica- Notifications W52 Enable.SNO.Edit Except local
ICE tion edit
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Component

Functionality

Category

TCODE

Back-End Param-

eter

Comments

ASSET CENTRAL

Add checklist

Checklist

N/A

Enable.CL.Create

See the Generic
Authorization
Check sectioniin
this topic

ASSET CENTRAL

Fill checklist

Checklist

N/A

Enable.CL.Edit

See the Generic
Authorization
Check section in
this topic

CREW

Manage crew

Crew

N/A

Enable.Crew.Man-

age

See the Generic
Authorization
Check section in
this topic

How to Enable or Disable Features Per User Through Parameters

1. Using the ConfigPanel, navigate from the main screen to [ Mobile Application Configuration » Parameters

tab . In the left column, Defined Mobile Applications, select your application.

The Parameter List table populates with a list of all globals available for the application.

2. Perform a search for the parameter you want to enable or disable as a feature by user role by using the

table in this topic to ensure that the parameter is available in the parameter framework for configuration.

Search for your parameter in the Parameter List using the Search box. All user authorization parameters
are found under the <Parameter Group>name of USER_AUTHORIZATIONS. Select your parameter and
click the Change button.
3. Therule /SMFND/CL_CORE_TCODE_CHECK_RU - TCode Authorization Check is already selected for you in
the <Rule 1D> field. When you check the <Use Rule> checkbox, the ruleis active.

4. Change the <pParam. Scope> dropdown selection from Application to User.

5. If needed, select the appropriate <Dependent Parameter ID> from the dropdown list.

6. Checkthe <active Flag>checkbox to ensure that your new parameter is active for the user role. Save
your changes.
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See the following screenshot for an example of a configured user role parameter:

General Mobile Status Setting ‘Conversion Exit Setting System Components Parameters Client Globals User Affributes

Mobile Application Info

Mobile Application:  SAP_ASSET_MANAGER._ Release:

Mobile App. Desc.©  SAP Asset Manager

Application Parameters

Parameter List

# Import/Export Search: User
Recho Parameter Group ¥ Param Name Param. Value T Scope Dep.RecNo  Active  NoChange  Comment
0000000085 ASSIGNMENTTYPE Notfication User 0000000001 % 7
0000000087 ASSIGNMENTTYPE WorkOrder User 0000000001 v ;

0000000088  USER_AUTHORIZATIONS Enable CL Create Y User 0000000000 v
0000000088 USER_AUTHORIZATIONS Enable. CL Edit Y User 0000000000 v
- 0000000090  USER_AUTHORIZATIONS Enable Cats Create Y User 0000000000 >
0000000091  USER_AUTHORIZATIONS Enable Cont Create Y User 0000000000 v
0000000092 USER_AUTHORIZATIONS Enable Conf Create Final Y User 0000000000 v
0000000093  USER_AUTHORIZATIONS Enable.Crew.Manage Y User 0000000000 v
0000000084  USER_AUTHORIZATIONS Enable EQ.Attach Y User 0000000000 %
0000000095  USER_AUTHORIZATIONS Enable EQ Edit Y User 0000000000 v
Parameter Detail

Parameter Detail

Parameter Group: | USER_AUTHORIZATIONS

Param. Name: | Enable.Cats.Create Param. Scope: | User
Param. Value: | Y Use Language Specific Valug
Rule 1d: FSMFNDICL_CORE_TGODE_CHECK_RU - TCode Autnorization Check Use Rule

T_CODE: | CAT2
Dependent Parameter Id
Dependent Parameter Group:
Dependent Parameter Name:
Dependent Parameter Value:

Comment.

Generic Authorization Check

Use the rule /SMFND/CL_CORE_AUTH_CHECK_RU - TCode Authorization Check to enable a more generic
authorization check. This rule is used for the following parameters:

Enable.EQ.Attach
Enable.FL.Attach
Enable.Conf.Create.Final
Enable.Parts.Issue
Enable.CL.Create
Enable.CL.Edit
Enable.Crew.Manage

To use the /SMFND/CL_CORE_AUTH_CHECK_RU - TCode Authorization Check, do the following:

A wn o

66

Create an authorization object. See Authorization Objects for more information.
Assign the authorization object to a role.
Assign the role to users who will be using the feature.

Configure the rule in the ConfigPanel to reference the new authorization object. For more information, see
the AUTHORITY-CHECK topic.
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3.1.6 Enabling and Disabling Local Object Mobile Status

The EnableOnLocalBusinessObjects parameter found in the MOBILESTATUS group enables or disables a

mobile client user to take a local object through its entire lifecycle even if the client is offline.

Context

If you enable the EnableOnLocalBusinessObjects parameter, SAP Asset Manager allows mobile status update

changes for the following:

Work Order - Assignment level 1
Operation - Assignment level 2
Suboperation - Assignment level 3
Notification

Notification task

Notification item task

Procedure

1. Navigate to [r Mobile Application Configuration ¥ Parameters tab 3 using the ConfigPanel. Select your
application in the left column, Defined Mobile Applications.

The Parameter List populates with a list of all parameters available for the application.

Find the EnableOnLocalBusinessObjects parameter in the MOBILESTATUS group. Scroll down to find the
parameter, or perform a search using the Search box. Highlight the parameter you want to configure and

click the Change button.

Mobile Application Info

Mobile Application: | SAP_ASSET_MANAGER_ Release:
Mobile App. Desc | SAP Asset Manager

Application Parameters

Parameter List

s Import/Export Search: MOBILESTATUS =
RecNo Parameter Group ¥ Param Name Param. Value ¥ Scope Dep. RecNo Active No Change Comment -~
0000000035 MOBILESTATUS Completed COMPLETED Application 0000000001 | .

0000000036 MOBILESTATUS EnableOnLocalBusinessObjects Y ‘Application 0000000000 V| % Be able to change the mobile status of newly. ..
TUUOOUUU3 T WMOBICESTATDS i FOTD RBPICAToN
0000000038 MOBILESTATUS Received RECEIVED Application 0000000001 V| %
0000000033 MOBILESTATUS Started STARTED Application 0000000001 v %
0000000040 MOBILESTATUS Success SUCCESS Application 0000000001 | %
0000000041 MOBILESTATUS Transfer TRANSFER Application 0000000001 v %
0000000042 NOTIFICATION DescriptionLength 40 Application 0000000001 | %
0000000043 NOTIFICATION NofificationType M1 Application 0000000001 V| %
0000000044 NOTIFICATION PlanningPlant 1000 Application 0000000001 | % -
Parameter Detail
Parameter Detail
Parameter Group:  MOBILESTATUS
Param. Name:  EnableOnLocalBusinessObjects Param. Scope.  Application
Param. Value: | Y Use Language Specific Value:
Rule Id: Use Rule:
Dependent Parameter Id:
Dependent Parameter Group:
Dependent Parameter Name:
Dependent Parameter Value:
Comment  Be able to change the mobile stalus of newly created objects
that are still local en the mobile device before syncing.
Active Flag: [/
No Runtime Change: |/
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3. Enable or disable the parameter using the following strings: Y, Yes, T, or True are used to enable the
parameter. N, No, F, or False are used to disable the parameter.

4. Check the <active> flag to ensure that the parameter is used by the mobile application. Check the <No

Runtime Change> box to ensure that the value of the parameter isn't overridden at runtime through
synchronization processing if desired and if not already checked.

5. Save your changes.

3.2 Geospatial Service Definitions Procedures

3.2.1 Configuring Your Map Settings

Some GIS settings are standard with the initial SAP Asset Manager application.

You can change any of the settings described in this topic to configure the application for your site.

i Note

You can also change the map setting metadata through the Mobile Development Kit. Note that if there are
metadata differences, Mobile Development Kit changes override ConfigPanel changes.

OData Model Configuration - Property List Tab

In the ConfigPanel, the GISMapParameter entity type contains the following properties:

e ParameterGroup

e ParameterName

e ParentParameterGroup

e ParameterValue

Use the fields in the following section to properly categorize these parameters.

Mobile Application ocData Model Detail (Display Mode)
[ Create Copy T Delete 4 Change

* Entity Type Name:
*Mobile Application
* oData Service Id:

*oMDO Id:

‘GISMapParameter
SAP_ASSET_MANAGER_30 : SAP Asset Manager 3.
3440B5B074361EEBAQAT39803CA2D

SAM30_GIS_MAP_CONTROL - GIS Map Control

EniitySet | Property List | Association & Set List Navigation Property List Additional Setting
*Property Name “OMDO Field Name Edm Type
ParameterGroup INI_PARAM_GROUP - GHAR (40 ) - Param.. Edm String
ParameterName INI_PARAM_NAME - CHAR ( 100 ): Param.... Edm String
ParentParemeterGroup PARENT_INI_PARAM_GROUP - CHAR (40... Edm.String
Parametervalue INI_PARAM_VALUE - CHAR ( 830 ): Param... Edm String
68 PUBLIC

Active Flag: [,

Tech Service Name:  /MERP/SAP_ASSET_MANAGER_30
*oMDO Eniity Type:  INI_PARAMETER : IMFND/CORE_INI_PARAM_

oMDO Assignment

Eniity Type |d:  3440B5B074361EEBAQAT39803CA¢

Version: | 0001

Key Creatable Updatable Sortable Nullable Filterable GContentType MaxLength Precision Scale

F v
v

v
F 7
v

a0

100

0
830

0

0
[]
0

0

0
0
0

ETag

Conversion Exit
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OData Mobile Data Object Configuration - Data Filter Tab

From the ConfigPanel Home page, navigate to |» OData Mobile Data Object Configuration #» Data Filter Tab
<SAMXX>_GIS_MAP_CONTROL  Operation - READ » Data Distribution 4. Click the Change button.

The following parameters are standard:

® CONFIG: Parameter Group
e BASEMAP: Parent Parameter Group
e FEATURELAYER: Parent Parameter Group

See the following for an example screenshot of the parameters in the ConfigPanel in the Data Filter tab, and a
table representing how to configure the parameters in the tab.

[ Create | @] Copy fil Delete 4 Change

oMDO Id: _GIS_MAP_CONTROL Description: GIS Map Control
Mobile Appiication
oMDO Handler  /MFND/CL_CORE_INI_PARAM_OD : 0MDQ

General Seffing Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings Qutbound Trigger Assignment

Defined Filters 2 Table Rule Editor

~ % Operation - READ
~ EE Data Distribution Operation: | READ Fitter Name: _ INI_PARAMETER

EEINI_PARAMETER* | Reference Table Name: /MFND/CORE_IN|_PARAM_STR
Rule Category: | Static Table Rules
Param. Group: | CONFIG
Faram. Name: | UseDynamicLayerDisplayPrefs
Param. Value: | True

Parent Param. Group:

Rule List
Faram. Group Param. Name Param. Value Parent Param. Group >
. CONFIG UseDynamicLayerDisplayPrefs True
CONFIG ZoomOnLocationEnabled True
CONFIG EnableNearMe True
CONFIG EnableFeatureLayers True
CONFIG EnableBaseMaps True
1 URL hitps:/iservice: i_Light_Gray_E BASEMAP
2 URL hitps://service: j_Street_ | BASEMAP
3 URL hitps:/iservice: 1_Topo._| BASEMAP
4 URL hitps:/iservice: i_| BASEMAP
2 Name Streets BASEMAP -
Parameter Group Parameter Name Parameter Value
CONFIG EsriClientID

3.2.2 Supporting Authenticated GIS Services

Use

You can view token-based authenticated basemaps and feature layers on the mobile client. Use the
ConfigPanel to configure the client ID and client secret strings.
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Configuring Authenticated GIS Services

The mobile client retrieves the tokens. The client ID and client secret are supplied to the client so each client
can generate their tokens for accessing authenticated services.

If your organization wishes to access Esri application-level authenticated GIS services, configure the SAP Asset
Manager application as shown in the following procedure.

You can also configure a proxy through Esri. Authenticated basemaps and feature layers are requested through
a local proxy. The proxy manages the generation and use of tokens based on the client ID and client secret. For
more information on configuring a proxy, see the Esri documentation, Working with Proxy Services # .

To turn on GIS authenticated services in the ConfigPanel, add the following rule:

1. From the ConfigPanel Home page, navigate to |» OData Mobile Data Configuration » OData Mobile Data
Object List  Data Filter Tab » SAP_ASSET_MANAGER_<XX> » SAMI1911_GIS_MAP_CONTROL
Operation - READ » Data Distribution » INI_PARAMETER 3.

2. Click the Change button. In the Rule List section, click the Add button to add a new rule. The rule gives you
the freedom to retrieve your client credentials in a manner appropriate for your organization:

o Parameter Group: AUTHENTICATION
© Parameter Name: ConfigRule

o Parameter Value: /SAPAssetManager/Rules/Path/To/A/Rule.js
The specified rule must return a json object in the form of the following example. Be sure to replace the
text in the sample code with your actual client ID and client secret ("YourClientId" and

"YourClientSecret"):
=, Sample Code

{
"ClientId": "YourClientId",
"ClientSecret": "YourClientSecret"

3.3 OData Channel Integration Settings Procedures

3.3.1 Copying an Object to the Customer Namespace

When you modify either an oData mobile data object or an exchange object, first make a copy of the object and
place it in the customer namespace.

Context

The following procedure provides information on making a copy of an oData mobile data object (OMDO) or
exchange object within SAP Mobile Add-On. In any of the procedures provided in this guide where an OMDO or
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an exchange object is copied, refer to this procedure for instructions. When you copy either an OMDO or an
exchange object, you can roll back any changes you make to the application if necessary without changing the
original objects.

Once you copy an OMDO and modify the object, you may adjust the oData model definition to reference the
new OMDO. Similarly, when you copy and modify an exchange object, you may need to change the EFI trigger
assignment to the new exchange object. These procedures are covered separately.

Procedure

1. Loginto the ConfigPanel of the SAP Mobile Add-On.
2. Click either Exchange Object Configuration or oData Mobile Data Object Configuration from the home page.

The Object Detail panel opens.

i Note

Figures shown in this procedure are taken from the Exchange Object configuration page. Screens may
look different when configuring an oData mobile data object. For either, the ability to copy is provided.

Mobile Application Filter: | SAP Asset Manager v

Exchange Object Detail (Display Mode)

Technical Setlings Change Detection Field Selection Change Detection Condifion Filter Data Segment Setlings Linkage Settings Push Settings
Exchange Object Exch. Object Desc.:

Mobile Application:
Application Area:
Reference Business Object:
Exchange Table Name: Exch. Table Desc.:
Exchange Lock Object: No Exchange Table Update:
Days To Keep History: | gop
Handler Setting

ExchObject Handler:

Collective Run Settings

Collective Run Mode: | Dynamic

Activation Setting

Active Flag Use In Linkage Processing Only:

Administrative Info
Created By: Creation Time Stamp- 00.00.0000 00:00:00
Last Changed By: Changed Time Stamp: 00.00.0000 00:00:00

3. Select the object to copy from the list of OMDOs or exchange objects and click Copy.

4. Inthe main object <1D> field, add a <z> to the beginning of the object name.
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Exchange Object Detail (Create Mode)

Technical Settings Change Detection Field Selection Change Deteclion Condition Filter

* Exchange Object MO_CLASSCHARACTERISTIC_CPY * Exch. Object Desc.:
* Mobile Application: - oData offline evaluation POC v
* Application Area: | pjant maintenance v
Reference Business Object: )
Exchange Table Name: | 7syCLO KSML_EX n Exch. Table Desc.:
Exchange Lock Object |:'|1 Mo Exchange Table Update:

Days To Keep History: | 18p

Handler Setting
5. Click Save to save the object copy.

A copy of the original object is created in the customer namespace. Now you can modify the object, with
the original object as a back-up for rollback purposes, if necessary.

3.3.2 Working with oData MDO Filter Rules

Filter rules specify a single field within the database tables from which data is retrieved. Filter rules also specify
under which conditions records are included in the operation based on the value of the field.

Data filters are part of the configuration of an oMDO. If you make configuration changes to SAP Asset Manager,
you may need to adjust the rules for one or more of the oMDO filters.

Many of the filters in SAP Asset Manager either do not contain active rules or contain rules that you can adjust.
A filter only effects the synchronization behavior when it has one or more active rules.

The following procedure instructs you on how to adjust a filter using the ConfigPanel.

3.3.2.1 Changing oData MDO Filter Rules

Many of the common configuration changes made for an SAP Asset Manager implementation involve
modifying or adding one or more filter rules in an oData MDO.

Context

In SAP S/4HANA, each user is assigned a role based profile with authorization permissions on viewable data
and available activities. For example, a user working in one plant should not be able to view data for a different
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plant. When business activities performed by a user are mobilized through the mobile application, the ability to
extend the same restrictions to the mobile application is necessary. Data filter rules provide the function to
restrict data access for mobile applications.

Use the following procedure to modify a data filter rule for an oMDO. The changes you make to the settings of a
given rule vary depending on your mobile application implementation requirements. Subsequent procedures in
the Configuration Guide refer to this procedure and provide detailed values and settings for filter rules involved
in the specific change.

Procedure

1. Access the ConfigPanel through SAP Mobile Add-On.
2. From the ConfigPanel Home page, click the oData Mobile Data Object Configuration link.

3. Atthe top of the oData Mobile Data Object Configuration page display, in the Mobile Application Filter field,
choose your mobile application from the dropdown menu. Choosing your mobile application is not a
necessary step, but it eliminates objects that are not part of your mobile application from the object list.

4. Click the Data Filter tab.

5. Expand the oData Mobile Data Object List tree so you can see all of the oData mobile objects.

6. Select the oData mobile data object that requires filter modification from the list.
The current rule filter settings are displayed in the Rule Editor section. All existing rules for the filter are
displayed in the Rule List table.

7. Toadd a new rule, edit an existing rule, or delete a rule from the filter, click Change.

Many of the fields in the rule editor become editable, and the buttons Add Row and Delete Row appear.

8. Set or modify any editable fields desired according to your mobile application needs. For a detailed
description of all oData mobile data object fields, see and the related subtopics.

9. Setthe Active Flag to <True> for each added or edited field before saving changes. Inactive filter rules have
no effect on synchronization processing.

10. Click Save to apply your changes.

3.3.3 Work Order Distribution by Order Type Overview

In the default configuration of SAP Asset Manager, work orders are distributed to technicians based on basic
parameters. Your site may wish to distribute work orders to users based on the order type.

By default, all Plant Maintenance specific order types are included in the synchronization logic for the SAP
Asset Manager application.

In many environments, one or more order types are added to SAP Mobile Add-On specifically for work orders
that are distributed to technicians. The added order types indicate that SAP Asset Manager will only download
certain specified work orders. To support this distribution method, change the data filter rules of the OMDOs
involved in work order synchronization. The OMDOs include:

e SAMI911_ORDER_TYPE
e SAMI911_WORK_ORDER_GENERIC
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3.3.3.1 Configuring Work Order Distribution by Work Order
Type

Creating rules based on work order types affects synchronization processing and work order downloads to the
mobile devices of your users.

Prerequisites

Address the following before performing the procedure:

e The order types for work orders that are downloaded to technicians using the SAP Asset Manager
application are already determined.
® The person performing the procedure has access to the Config Panel and permissions to change settings.

Context

The following procedure modifies the synchronizing behavior of the SAP Asset Manager application so only
work orders with a given order type or types are downloaded to the client. In the procedure, you'll change the
ORDER_TYPE filter in the OMDOs involved in work order synchronization. Specifically, you add rules to the
filter in each OMDO to include only the desired work order types. You add a rule for each order type to include.

If you don't create a rule for a work order type, then those work order types are excluded from the work order
download synchronization processing. If the work orders are excluded from the synchronization processing,
then the work orders aren't present on the mobile clients of your users.

Procedure

1. From the Config Panel home page, click the OData Mobile Data Object Configuration link, then click the
Data Filter tab. Be sure to have your desired mobile application chosen in the Mobile Application Filter field
at the top of the page.

2. Expand the OData Mobile Data Object by Mobile App list on the left and click SAM1911_ORDER_TYPE.

3. Expand the Standard Filter in the Defined Filters pane, and click the ORDER_TYPE filter.

4. View the rule list for the filter, which is empty in the default configuration of SAP Asset Manager. Click the
Change button.

5. Create arule for each order type included in the work order distribution to the SAP Asset Manager
technicians. The settings for the rule are as follows:

o DOF Rule Type: Static Value in Range Format
o Sign: Inclusive

o Option: =

© Low Value: The desired order type

For more details on adding or editing filter rules, see Changing oData MDO Filter Rules [page 72].
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6. Save your changes once you're finished.
Find and click the SAM1911_WORK_ORDER_GENERIC OData mobile data object on the list on the left.

8. Expand the |jr Operation - READ # Data Distribution i in the Defined Filters pane, and click the
ORDER_TYPE filter.

9. View therule list for the filter, which is empty in the default configuration of SAP Asset Manager. Click the
Change button.
10. Create a rule for each order type included in the work order distribution to the SAP Asset Manager
technicians, as you did with the previous OMDO filter. The settings for the rule are as follows:
o DOF Rule Type: Static Value in Range Format
o Sign: Inclusive
o Option: =
© Low Value: The desired order type

11. Save the changes.

Results

After you finish the procedure, work orders are downloaded by the SAP Asset Manager application only if their
work order type is set to a type for which a filter rule was created. Other work order types aren't retrieved by
the application.

3.3.4 Business Object Distribution by Assighment Model

Business object distribution defines the data that needs to be downloaded to the mobile device based on the
resource planning of technicians for different business objects, such as work order and notification. You can
use this configuration to define which technicians has to complete which activities on the mobile device.

Implementation environments in different business industries or business types may use a different business
object model from the default to determine the proper technician assignment for a business object such work
order and notification.

3.3.41 Work Order Assignment Type Options

By default, the SAP Asset Manager application determines the assignment of a work order using the personnel
number of the work order header. However, you can make minor configuration changes to support several work
assignment models.

For some customers using Assignment Type 3 for work orders, the ability to see a list of suboperations is more
important than to see a list of operations. Work order headers are still visible. You can configure your
preference using the ConfigPanel for SAP Asset Manager.
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For assignment types 2 and 6, some customers may prefer the ability to view all operations rather than all work
orders. Work order headers are still visible. You can configure your preference using the ConfigPanel for SAP
Asset Manager.

Implementation environments in different business industries or business types may use a different business
model from the default to determine the proper technician assignment for a work order.

The following assignment types are supported with minor configuration changes:

Assignment Type 1: Header-level person responsible for the work order (default, no change required)
Assignment Type 2: Operation-level personnel number of the work order

Assignment Type 3: Sub-operation-level personnel number of the work order

Assignment Type 4: Capacity requirement personnel assignment

Assignment Type 5: Header-level planner group*

Prerequisite: Mobile user has to have the user parameter IHG set up in the user profile parameter.
Assignment Type 6: Operation- or task-level work center*

Prerequisite: Mobile user has to have the user parameter AGR set up in the user profile parameter.
Assignment Type 7: Header-level business partner®

Assignment Type 8: Header-level of the work center*

Prerequisite: Mobile user has to have the user parameter VAP set up in the user profile parameter.
Assignment Type A: Multi resource scheduling (MRS)

Assignment Type Z: Other (custom BAdI option)*

* These assignment types do not require a technician to have a personnel number.

Follow the steps below to change the assignment type used in a deployment:

1.

76

On the ConfigPanel home page, select OData Mobile Data Object Configuration. Make sure to select your
desired mobile application in the Mobile Application Filter field at the top of the page.

In the OData Mobile Data Object List select SAM1911_WORK_ORDER_GENERIC, and then the Data Filter
tab.

Expand the Defined Filters list as follows; |» Operation - READ ¥ Data Distribution J and click
WO_ASSIGNMENT_TYPE. Click the Change button.

Set Low Value with the desired assignment type as defined by the assignment type model.

Save your changes.

i Note

If you're configuring an operation level assignment type, you must update the OPER_EXCL_SYST_STAT
filter with the /0009 - CNF:Confirmed value. However, remove the I0009 - CNF:Confirmed value if
you're configuring a header level assignment type.
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3.3.4.2 Notification Assignment Options

By default, the SAP Asset Manager application determines the assignment of a notification associated with the
notification header. However, you can make minor configuration changes to support several other assignment
models for the notification object.

The following assignment types are supported for the notification object:

e Assignment Type 1: Header-level person responsible for the work order (default, no change required)
e Assignment Type 2: Task-level personnel number of the work order
e Assignment Type 3: Header-level planner group*
Prerequisite: Mobile user has to have the user parameter IHG set up in the user profile parameter.
e Assignment Type 4: Header-level business partner®
e Assignment Type 5: Header-level of the work center*
Prerequisite: Mobile user has to have the user parameter VAP set up in the user profile parameter.
e Assignment Type D: Dependent Queue
By default, this assignment is based on the technician's work order dependent collection*,
e Assignment Type Z: Other (custom BAdI option)*

* These assignment types do not require a technician to have a personnel number.
Follow the steps below to change the assignment type used in a deployment:

1. Onthe ConfigPanel home page, select OData Mobile Data Object Configuration. Make sure to select your
desired mobile application in the Mobile Application Filter field at the top of the page.

2. Inthe OData Mobile Data Object List select SAM1911_NOTIFICATION_GENERIC, and then the Data Filter
tab.

3. Expand the Defined Filters list as follows; |# Operation - READ » Data Distribution 3 and click
NOTIF_ASSIGNMENT_TYPE. Click the Change button.

4. Set Low Value with the desired assignment type as defined by the assignment type model.

5. Save your changes.

3.3.5 Filtering Equipment Records by Equipment Status

A large set of records could affect performance on the SAP Asset Manager client. Therefore, you can employ
more filtering based on the status of equipment.

By default, SAP Asset Manager filters records through a user-dependent rule based on the planning plant of the
user.

To filter records on the status of equipment retrieved for the table stored on the SAP Asset Manager client,
modify the SAM1911_EQUIPMENT OMDO. Specifically, in the following procedure, you will configure the
EQUI_INCL_SYS_STAT filter with a rule that specifies which status or statuses to include. After you configure
the rule, only the equipment records with the specified statuses are retrieved by the application for download
to the clients.

A common equipment status is INST. However, the INST status is only one example of many options. You can
configure other filters, either with this example, or in place of it.
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For your given SAP Asset Manager implementation, thoroughly review the equipment data stored in the
database before deciding which filter rules to configure. After your equipment review, create the appropriate
filters within the SAM1911_EQUIPMENT OMDO.

3.3.5.1 Configuring an Equipment Status Filter for an
Equipment Table

Prerequisites

Address the following items before performing the procedure:

e Know the status or statuses that you are filtering on for equipment synchronization, as they are used in the
procedure
® Have access to the ConfigPanel and permissions to change configuration settings

Context

Use the following procedure to create a filter rule for the OMDO, SAM1911_EQUIPMENT. Specifically, you are
adding a rule to the filter EQUI_INCL_SYST_STAT. After you add the filter rule, only the equipment records that
match the ones configured in the rule are downloaded to the SAP Asset Manager client.

Procedure

1. Navigate to [ ConfigPanel Home » OData Mobile Data Object Configuration 3.

2. Select your application in the Mobile Application Filter field.

Selecting an application filters the OData Mobile Data Object by Mobile App choices in the left panel with
only OMDOs available in your application.

View the new OMDO copy by selecting it in the OData Mobile Data Object by Mobile App list.

Select the Data Filter tab.

In the Defined Filters list, click the |» Operation - READ » Standard Filter » EQUI/_INCL_USER_STAT 3 node.

Add a rule to the filter with the following configuration settings:

o o ok~ ow

o Filter Rule Type: Static Value in Range Format

o Sign: Inclusive

o Option: =

o Low Value: Equipment status to filter on

o Active Flag: Checked

Repeat the previous step to include additional statuses in the filter.

8. Save your changes.
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Results

When you finish the procedure, the equipment records downloaded by the SAP Asset Manager application are
filtered to only include records with the status or statuses configured in the filter rules.

Next Steps

You may need to filter equipment according to additional criteria. Test that the status filters created during this
procedure are performing as expected before creating additional filters for the same data set. Regardless of
additional changes, test the synchronization of the equipment data thoroughly after you modify the
application.

3.3.6 Retrieving Additional Data for OData Mobile Data
Objects

The default implementation of SAP Asset Manager includes the typical data values required by most users and
at most implementation. However, it is a common requirement that additional values are retrieved and stored.

3.3.6.1 Adding New Retrievable Values for OData Mobile
Data Objects

Prerequisites

Address the following before performing this procedure:

e Determine and note the field values as well as any table values you want to add, as well as which tables the
desired fields reside in SAP Mobile Add-On
e You must have access to the ConfigPanel and permissions to change configuration settings within it

Context

Use the following procedure to add new fields to OData mobile data objects.
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Procedure

1. Navigate to | ConfigPanel Home » OData Mobile Data Object Configuration 3. Select the desired OMDO
from the list on the left of the current configuration page.

2. Click the Field Selection tab, then click the Change button.
The Field Active column is enabled.

oData Mobile Data Object Detail (Change Mode)
& save X Cancel
~OMDO 16 | SAMI CATS_TMESHEET  Descrption: | CATS Tmesneet
 oblle Appicaton: | SAP Asset Manager

* OMDO Handler. | /MERPICL_HR_CATS_TIMESHEET_OD ot

General Setting  Technical Model Info  DataFilter  Field Selection  Change Detection  Dependent Object  Transaction Settings  Outbound Trigger Assignment
Field Selection Detail Sort Options
Search: o ) By Field Name.
Field Catalog Field Active Field Description Data Format 5 By Field Desciption
~ Handler Metnod - READ® By DDIC Sequence
~ Table - CATSDB" (CATS: Database Table for Time Sheet

Field - ARBID 7] object D NUMC(®)

Field - AWART 7] Att/Apsence type CHAR(@)

Field - BEGUZ 7] starttme TMS®)

Field - BELNR 7] Document no. CHAR(10)

Field - CATSHOURS 7] Hours QuAN(2)

Fiekd - COUNTER Counter CHAR(12)

Field - ENDUZ 7 Endtime TMS6)

Field - KOKRS 7] Controling Area CHAR)

Field - LAEDA 7] Last Change DATS®)

Field - LAETM 7] Changed At THS(6)

Field - LONGTEXT 7 Longtext CHAR(1)

Field - LSTAR 7] Actuity Type CHAR®)

Field - LTXA1 7] Short Text CHAR(0)

Field - PERNR 9 Personnel Number NUMC(E )

Field - RAPLZL 7] Counter NUMC(E )

Field - RAUFNR 9 Receiver order CHAR(12)

Field - RAUFPL 9 Opertn task st o NUMC(10)

Field - RKOSTL 7 Receiver cost center CHAR(10)

3. Inthe Field Selection Detail pane, expand the Handler Method and the Table to search for the fields that you
wish to activate. Fields that are already active are marked with a check in the checkbox.

4. Check the fields that you wish to activate and uncheck any active fields you wish to deactivate. Save your
changes when finished.

Results

After completing the procedure, one or more new values are retrieved as part of the data for the object. The
new values are displayed, edited, searched on, or used in other manners on the mobile client.

In the example screenshot in the procedure, the OData mobile data object used is
SAM1911_CATS_TIMESHEET. To make other OMDO configuration changes to the object, navigate to the
ConfigPanel home page, then click the OData Model Configuration link. On the left panel, find the corresponding
EntityType to make any additional configuration changes. In this procedure example, the entity type is
CatsTimesheet. See Setting up an OData Mobile Data Object [page 100] for more information.
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3.3.7 Maintaining Customer Service Order Types

Prerequisites

Be sure that you have installed the Customer Service component. See the instructions in the Asset Manager
Component Installation Guide for IOS for more information.

i Note

Configuring Customer Service order types is optional and is required only if the Customer Service
component is enabled.

Procedure

1. Access the ConfigPanel through SAP Mobile Add-On.
2. From the ConfigPanel Home page, click the OData Mobile Data Object Configuration link.

3. Atthe top of the OData Mobile Data Object Configuration page display, in the Mobile Application Filter field,
choose your mobile application from the dropdown menu. Choosing your mobile application is not a
necessary step, but it eliminates objects that are not part of your mobile application from the object list.

4. Click the Data Filter tab.
5. Expand the OData Mobile Data Object List tree so you can see all of the OData mobile objects.

6. Select SAMI911_WORK_ORDER_GENERIC from the list. Then select |+ Data Filter tab » Operation - READ ¥
Data Distribution » ORDER_TYPE J

The current rule filter settings are displayed in the Rule Editor section. All existing rules for the filter are
displayed in the Rule List table.

7. To activate the Customer Service order type, click Change.

Many of the fields in the rule editor become editable.
8. Set the Active Flag to True for the <Rule value>/MERP/CL_PM_ORDER_TYPE_ORU?CS.

9. To apply your changes, click Save.

Results

The Customer Service order type is activated in the ConfigPanel.
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3.3.8 Maintaining Customer Service Notification Types

Prerequisites

Be sure that you have installed the Customer Service component. See the instructions in the Asset Manager
Component Installation Guide for IOS for more information.

i Note

Configuring Customer Service notification types is optional and is required only if the Customer Service
component is enabled.

Procedure

1. Access the ConfigPanel through SAP Mobile Add-On.
2. From the ConfigPanel Home page, click the OData Mobile Data Object Configuration link.

3. Atthe top of the OData Mobile Data Object Configuration page display, in the Mobile Application Filter field,
choose your mobile application from the dropdown menu. Choosing your mobile application is not a
necessary step, but it eliminates objects that are not part of your mobile application from the object list.

4. Click the Data Filter tab.
5. Expand the OData Mobile Data Object List tree so you can see all of the OData mobile objects.

6. Select SAMI911_NOTIFICATION_GENERIC from the list. Then select | Data Filter tab ¥ Operation - READ
Data Distribution » NOTIF_TYPE 3

The current rule filter settings are displayed in the Rule Editor section. All existing rules for the filter are
displayed in the Rule List table.

7. To activate the Customer Service order type, click Change.

Many of the fields in the rule editor become editable.
8. Set the Active Flag to True for the <Rule value>/MERP/CL_PM_NOTIF_TYPE_ORU?CS.

9. To apply your changes, click Save.

Results

The Customer Service notification type is activated in the ConfigPanel.
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3.4 Push Framework Settings Procedures
3.4.1 Configuring Push for Work Order Assignment Type 1

Context

i Note

Push configuration is available for SAP Asset Manager for Android starting with the 4.0 release.

Event-based push is supported for assignment types 1 (header-level person responsible for the work order) and

2 (operation-level personnel number of the work order). You can only configure push for one work order
assignment type at a time.

By default, work order push is enabled for whichever assignment type your work order OMDO is set to. You can

manually assign the WO_ASSIGNMENT_TYPE filter for your data distribution model to I or 2 to set a push

assignment type different to the assignment type of the work order data distribution.

Procedure

1. Inthe ConfigPanel, navigate to the OData Mobile Data Object Configuration section and find OMDO

SAM1911_WORK_ORDER_GENERIC. Ensure the filter WO_ASSIGNMENT_TYPE is set to 1 on the Data
Filter tab.

. Return to the Home page of the ConfigPanel. Click the Push Scenario Definition link. Ensure that your
mobileapplication is selected in the Mobile Application Filter.

. Ensure the Active flag for the SAM1911_EMERGENCY_WORKORDER_PUSH scenario on the General Data
tab is checked. Note that you can have both work order and notification pushes marked as Active because
they are separate objects.

. Make sure the configuration in the Source Setting and Distribution Setting sections are correct. By default,
the <source Object> for the work order operation push is the exchange object
SAM1911_WORK_ORDER_PUSH with the <Distribution Object>SAM1911_WORKORDER_PUSH.

. Return to the ConfigPanel Home page, then navigate to the EF/ Assignment section. In the Enhancement
Implementation Includes list, select ¢ /MERP/EFI_PM » /MERP/CL_PM_AUFNR_EFI_EVT

. Click the Assignment tab. Ensure the Active checkbox is checked for the exchange object
SAM1911_WORK_ORDER_PUSH.
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ConfigPanel Home Mobile Application Filler | SAP Asset Manager.

Enhancement Implementation Includes »  Ef) Assig Detail (Display Mode)
> ¥ IMERPIEFI_CA
> # IMERP/EFI_CO [ Create | O] Copy || | [ Delete  Change

> ¥ IMERP/EFI_MM

~ Hp MERP/EFI_PM
& /MERPICL_PM_ARBPL_EFI_EVT
& MMERPICL_PM_AUFNR_EF|_EVT
B /MERPICL_PM_AUSF_EFI_EVT
& MMERPICL_PM_EQUNR_EFI_EVT Description: | EFI Event Handler: Work Order
B /MERPICL_PM_IMPTT_EFI_EVT
B /MERPICL_PM_KBED_EFI_EVT
B /MERPICL_PM_KSSK_EFI_EVT EFI Assignment List
B /MERPICL_PM_MDOCM_EFI_EVT
B /MERPICL_PM_MELNR_EFI_EVT
& /MERPIGL_PM_OBKNR_EFI_EVT EFlinclude Name Mobile Application Exchange Object Exch. Object Desc. Aclive Flag  Use In Linkage Processing Only
B /MERP/CL_PM_QMNUM_EFI_EVT

8 /MERP/CL_PM_QPCD_EFI_EVT
§ IMERPICL_PM_SERIAL_EFI_EVT IMERPICL_PM_AUFNR_EFI_EVT SAP_ASSET_MANAGER.  SAM WORK_ORDER_OPERATION_PUSH Work Order Operation Push xChange

General | Assignment

EFI Type: | EFI Event Handler
EFI Event Handler: | IMERP/CL_PM_AUFNR_EFI_EVT

Package: | IMERP/EFI_PM

/MERPICL_PM_AUFNR_EFI_EVT ~ SAP_ASSET_MANAGER_ ~ SAM! _WORK_ORDER Work Order Exchange v

B /MERPICL_PM_TPLNR_EFI_EVT . /MERP/CL_PM_AUFNR_EFI_EVT ~SAP_ASSET_MANAGER_  SAM  WORK_ORDER_PUSH Work Order Push xChange V]
¥ MERPIEFI_WM
W MFND/EFI_CA
8 1sycLorcs
B

>
>
>
> 1B isycLomm

Assignment Detalil
Wobile Application: | SAP Asset Manager
Exchange Object: | SAM<'_WORK_ORDER_PUSH - Wark Ord¢
Exch Object Desc | Work Order Push xChange
ExchObject Handler | IMERP/CL_PM_AUFNR_EX_HNDLF

Active Flag: [/ Use In Linkage Processing Only:

Administrative Info

Created By: Creation Time Stamp:

Last Changed By: Changed Time Stamp:

7. Save your changes.

3.4.2 Configuring Push for Work Order Assignment Type 2

Context

i Note

Push configuration is available for SAP Asset Manager for Android starting with the 4.0 release.

Event-based push is supported for assignment types 1 (header-level person responsible for the work order) and
2 (operation-level personnel number of the work order). You can only configure push for one work order
assignment type at a time.

By default, work order push is enabled for whichever assignment type your work order OMDO is set to. You can
manually assign the WO_ASSIGNMENT_TYPE filter for your data distribution model to I or 2 to set a push
assignment type different to the assignment type of the work order data distribution.

Procedure

1. Inthe ConfigPanel, navigate to the OData Mobile Data Object Configuration section and find OMDO
SAM1911_WORK_ORDER_GENERIC. Ensure the filter WO_ASSIGNMENT_TYPE is set to 2 on the Data
Filter tab.

2. Return to the Home page of the ConfigPanel. Click the Push Scenario Definition link. Ensure that your
mobileapplication is selected in the Mobile Application Filter.
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3. Ensure the Active flag for the SAM1911_EMERGENCY_WORKORDER_PUSH scenario on the General Data
tab is checked. Note that you can have both work order and notification pushes marked as Active because
they are separate objects.

4. Make sure the configuration in the Source Setting and Distribution Setting sections are correct. By default,
the <source Object> for the work order operation push is the exchange object
SAM1911_WORK_ORDER_PUSH with the <Distribution Object> SAM1911_WORKORDER_PUSH.

5. Return to the ConfigPanel Home page, then navigate to the EF/ Assignment section. In the Enhancement
Implementation Includes list, select |» /MERP/EFI_PM » /MERP/CL_PM_AUFNR_EFI_EVT

6. Click the Assignment tab. Ensure the Active checkbox is checked for the exchange object
SAM1911_WORK_ORDER_OPERATION_PUSH.

ConfigPanel Home Mobile Application Filler | SAP Asset Manager.

Enhancement Implementation Includes »  Ef) Assig Detail (Display Mode)

> ¥ IMERPIEFI_CA
> ¥ MERPIEFI_CO [ Create || [[] Copy ||| Il Delete & Change

> ¥ IMERP/EFI_MM

General | Assignment
~ Hp MERP/EFI_PM
B MERPICL_PM_ARBPL_EF|EVT EFI Type: | EFI Event Handier
& MERPICL_PM_AUFNR_EFI_EVT
§ MERPICL PM AUSP. £F1 EVT EFI Event Handler: | IMERP/CL_PM_AUFNR_EFI_EVT
§ MERPICL_PM_EQUNR_EFI_EVT Description: | EF1 Event Handler: Wark Order

B /MERPICL_PM_IMPTT_EFI_EVT
E JMERPICL_PM_KBED_EFI_EVT
B /MERPICL_PM_KSSK_EFI_EVT EFI Assignment List
B /MERP/CL_PM_MDOCM_EFI_EVT

B /MERPICL_PM_MELNR_EFI_EVT

& /MERPIGL_PM_OBKNR_EFI_EVT EFlinclude Name Mobile Application Exchange Object Exch. Object Desc. Aclive Flag  Use In Linkage Processing Only
B /MERPICL_PM_QMNUM_EFI_EVT

Package: | IMERP/EFI_PM

/MERP/CL_PM_AUFNR_EFI_EVT  SAP_ASSET_MANAGER_ SAM: _WORK_ORDER \Work Order Exchange V|

& MMERPICL_PM_QPCD_EFI_EVT

& MERPICL_PM_SERIAL EFI EVT /MERP/CL_PM_AUFNR_EFI_EVT ~SAP_ASSET_MANAGER |  SAM  WORK_ORDER_OPERATION_PUSH Work Order Operation Push xChange

B /MERPICL_PM_TPLNR_EFI_EVT . /MERP/CL_PM_AUFNR_EFI_EVT ~SAP_ASSET_MANAGER_  SAM  WORK_ORDER_PUSH Work Order Push xChange V]
> ¥ IMERP/EFIWM
> 18 IMFNDIEFI_CA
> 8 svcLorcs
> ¥ IsYCLOMM

Assignment Detail

Wobile Application: | SAP Asset Manager

Exchange Object: | SAM<'_WORK_ORDER_PUSH - Wark Ord¢
Exch Object Desc | Work Order Push xChange
ExchObject Handler | IMERPICL_PM_AUFNR_EX_HNDLF

Active Flag: [/ Use In Linkage Processing Only:

Administrative Info

Created By: Creation Time Stamp:

Last Changed By: Changed Time Stamp:

7. Save your changes.

3.4.3 Configuring Push for Notification Assignment Types 1 -
5

Context

Event-based push is supported for notification assignment types 1 through 5. You can only configure push for
one notification assignment type at a time.

By default, notification push is enabled for whichever assignment type your notification OMDO is set to. You
can manually assign the NOTIF_ASSIGNMENT_TYPE filter for your data distribution model to 1,2, 3,4 or 5to
set a push assignment type different to the assighment type of the notification data distribution.
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Procedure

1. Inthe ConfigPanel, navigate to the OData Mobile Data Object Configuration section and find OMDO
SAM1911_NOTIFICATION_GENERIC. Ensure the filter NOTIF_ASSIGNMENT_TYPE is set to the assignment
type of your choice (I - 5) on the Data Filter tab.

2. Return to the Home page of the ConfigPanel. Click the Push Scenario Definition link. Ensure that your
mobile application is selected in the Mobile Application Filter.

3. Ensure the Active flag for the SAM1911_EMERGENCY_NOTIFICATION_PUSH scenario on the General Data
tab is checked. Note that you can have both work order and notification pushes marked as Active because
they are separate objects.

4. Make sure the configuration in the Source Setting and Distribution Setting sections are correct. By default,
the <source Object> for the notification push is the exchange object SAM1911_NOTIFICATION_PUSH
with the <Distribution Object> SAMI1911_NOTIFICATION_PUSH.

5. Return to the ConfigPanel Home page, then navigate to the EF/ Assignment section. In the Enhancement
Implementation Includes list, select |» /MERP/EFI_PM » /MERP/CL_PM_QMNUM_EFI_EVT

6. Click the Assignment tab. Ensure the Active checkbox is checked for the exchange object
SAM1911_NOTIFICATION_PUSH.

ConfigPanel Home Mobile Application Filler. | SAP Asset Manager
Enhancement Implementation Includes » | Er Assignment Detail (Display Mode)

; gmi;;igﬁg [ Create || If] Copy fl Delete | & Change

> ¥ MERPIEFI_MM General | Assignment

~ ¥ MERFIEF_FM
B ek pon eVt
E /MERP/CLiPMiAUSFigFLEVT

EFI Event Handler: | /MERP/CL_PM_QMNUM_EFI_EVT

# /MERP/CL_PM_EQUNR_EFI_EVT Description: | EFI Event Handler: Notiication
& /MERP/CL_PM_IMPTT_EFI_EVT Package  MERP/EFL_PM

B /MERP/CL_PM_KBED_EFI_EVT

B /MERP/CL_PM_KSSK_EFI_EVT EFI Assignment List

B /MERP/CL_PM_MDOCM_EFI_EVT

# /MERP/CL_PM_MELNR_EFI_EVT
B /MERP/CL_PM_OBKNR_EFI_EVT EF Include Name Mobile Application Exchange Object Exen. Object Desc Active Flag  Use In Linkage Processing Only

B /MERPICL_PM_QMNUM_EFI_EVT /MERPICL_PM_GMNUM_EFI_EVT ~ SAP_ASSET_MANAGER_ SAM1911_NOTIFICATION Nofification Exchange =
& IMERP/CL_PM_QPCD_EFI_EVT
B IMERPICL PM_SERIAL EF1 EVT B erPicL P NN EFLEVT  SAP_ASSET MANAGER SANM911_NOTIFICATION_PUSH  Nofification Push xChange [
B /MERPICL_PM_TPLNR_EFI_EVT

MERP/EFI_WM

MFND/EFI_CA

ISYCLOICS

> 8
> 8
> 8
> # ISYCLOMM

Assignment Detail
Mobile Application. = SAP Asset Manager
Exchange Object:  SAM1911_NOTIFICATION_PUSH - Nofificat
Exch. Object Desc. Notification Push xChange

ExchObject Handler: | IMERP/CL_PM_QMNUM_EX_HNDL

Active Flag: |/ Use In Linkage Processing Only

7. Save your changes.

3.4.4 Setting up the Outbound Trigger for your Push
Configuration

Context

i Note

Push configuration is available for SAP Asset Manager for Android starting with the 4.0 release.
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Procedure

1. From the ConfigPanel Home page, navigate to the Outbound Trigger Configuration section and select your
desired mobile application from the Mobile Application Filter dropdown menu at the top of the page.

2. From the Outbound Triggers by Mobile App list, select the outbound trigger
SAM1911_WORKORDER_TRIGGER_SCPMS. Make sure that the <Cloud Platform Mobile App ID>
matches your mobile services application ID from SAP Cloud Platform mobile services. By default, the
application ID is set to com.sap.<appXX>.oauth.prod.

3. Set up the RFC destination SAM1911_SCPMS_PUSH_NOTIFICATION pointing to the mobile services host
name using the SAP GUI:

a. Inthe SAP GUI, using transaction SM59, add the following new RFC destination:
SAM1911_SCPMS_PUSH_NOTIFICATION of type G (HTTP Connection to External Serv)

RFC Connections Type PL.. Comment

> [O ABAP Connections
~ T HTTP Connections to External Server

SAM 2.0 SCPms Push Nofification Destination
SAM 2.0 SCPms Dev Push Notification Destination
SAM 3.0 SCPms Push Notification Destination
SAM 3.0 SCPms Dev Push Notification Destination

£] SAM20_SCPMS_PUSH_NOTIFICATION
£] SAM20_SCPMS_PUSH_NOTIFICATION_D
£] SAM30_SCPMS_PUSH_NOTIFICATION
€] SAM30_SCPMS_PUSH_NOTIFICATION_D
£] SAM30_SCPMS_PUSH_NOTIFICATION,
€] SAM30_SCPMS_PUSH_NOTIF_

v { £ SAM40_SCPMS_PUSH_NOTIFICATION
£] SAMA0_SCPMS_PUSH_NOTIFICATION_D
£ SAM_AIN_DEMO_SYS
£] SAM_AIN_DEV_SYS

> D Internal Connections

SAM 3.0 SCPms Dev Push Notification Destination -
SAM 4.0 SCPms Push Nofification Destination

SAM 4.0 SCPms Dev Push Notification Destination
AN Demo System

AIN Dev - SAM(Including checklist)

» [J Logical Connections
» [ TCPAP Connections
» [0 Connections Using ABAP Driver

¥ AHD T OO0 00000006060 w

b. On the Technical Settings tab of the new connection, set the Target Host to match the push API of the
SAP Cloud Platform mobile services. Use service number 443, which is the port number of the HTTPS
connections.

i Note

If necessary, configure the proxy that you are using to allow your back-end systems to connect to
the Internet.
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-
RFC Destination I_‘é‘;ﬁ\l’\«" _SCPMS_PUSH_NOTIFICATION JEI_I

Connection Type: G HTTP Connection to External Serv Description

Description
Description 1© SAM  SCPms Push Notification Destination
Description 2

Description 3

Administration Technical Settings Logon & Security Special Options

Target System Seftings
Target Host (int.sap hana.ondemand._com Service No.. |443

Path Prefic  /restnotification/application/com.sap.sam .oauth/user

HTTP Proxy Options

Proxy Host
Proxy Service: 8080
Proxy User

Proxy PW Status: |is initial

c. Onthe Logon & Security tab, under the Logon Procedure, select Basic Authentication. Enter the user
name and password of the service user. Assign the Notification User role to this service user in the SAP
Cloud Platform mobile services configuration to ensure that the user is allowed to utilize the push
notification service.

d. Inthe Security Options section of the Logon & Security tab, ensure that the SSL is set to Active.

In the Security Options section, ensure that the SSL Certificate List contains the SAP Cloud Platform
certificate chain. You can check the certificate chain at the SSL client certificate list with the STRUST
transaction. Display the SAP Cloud Platform mobile services certificate chain in any web browser by
opening the SAP Cloud Platform mobile services cockpit and checking the security settings.

f. Save the connection and perform a connection test. If the configuration is completed properly, a 200
HTTP response is returned.

g. Inthe Technical Settings tab, add the rest of the path for the PUSH API in Path Prefix to allow the POST
operation to work properly.

4. Inthe ConfigPanel, return to the Outbound Trigger Configuration panel, General Data tab, if you are not
already there. Check the outbound trigger configuration to ensure that the previously established HTTP
RFC Destination is set as the RFC destination to the proper mobile application. This configuration ensures
that push notifications reach the right mobile application user.
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[ Creale | Copy T Delete & Change

General Data Parameters

Basic Data

Ouib. Trigger Id:  SAM. WORKORDER_TRIGGER_SCPMS
Qutb. Trigger Desc..  Work Order Push Notification - SCPms

IMobile Application:  SAP Asset Manager -

Trigger Handler Info

Ouib. Trigger Handler.  MFND/CL_CORE_OTRIG_CPMS_PUSH : HTTP outbound irigger - SCPms oData Push Notification Processing Type: | Push Processing
Qutb. Trigger Type: HTTP based trigger
HTTP RFC Destination. SAM! _SCPMS_PUSH_NOTIFICATION int.sap.hana.ondemand.com
Cloud Platform Mobile App. Id:  com.sap.sam .oauth
Target Host Name:
Target Host IP:
Target Hosi Port No.: | 00000
URL Identifier Type: | IP Address
Web Protocol: | HTTP
Min. Conn. Time(Sec) 0

Check Response: |V
Parameter.

Retry Setting

Allow Retry: [¥'
Maximum No. of Retry 10 Refry Wait Period (Seconds): [1]

Activation

Active Flag: |/

Administrative Info

Created By: Creation Time Stamp:

Last Changed By: Changed Time Stamp:

5. Onthe Parameters tab, set parameter SCPMS_WITH_SAP_USER_ID to True if the SAP Cloud Platform user
store is the same as the back end user store, that is, if you use the same mobile user for both SAP Cloud
Platform logon and back end logon. If the user store is not identical, set the parameter to False and update
the mobile user setting as explained in the next step.

6. If parameter SCPMS_WITH_SAP_USER_ID is set to False, maintain the user mapping under User
Management using the Admin portal in the SAP GUI:

i Note

On the first delta sync, the SAP Asset Manager client automatically performs substeps a-d for you. If
desired, you can still perform these substeps to verify that the push registration process has
completed successfully.

a. Using the SAP GUI, launch the Admin portal with transaction code /n/SYCLO/ADMIN. On the Admin
portal home page, select |# Administration y User Management 3. Make sure to select your desired
mobile application in the Mobile Application Filter field at the top of the page. Choose Search to list all
users for that application.

b. Select User ID under Search Result, and click the Client Registration Info tab under the Mobile User
Detail section. Choose Change from the menu bar.

c. Enter the matching CPms User Id (using upper case) for the back end user name listed under this tab.

d. Save your changes.

7. Return to the Home page of the ConfigPanel. Select the Push Scenario Definition page. Under Push
Scenarios by Mobile App list, select the desired push scenario definition. Click the Outbound Trigger tab
and ensure that the proper outbound trigger is assigned and active for the push scenario.
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8. Save your changes.

3.4.5 Activating Default Push Services for SAP Asset
Manager

Prerequisites

i Note

The SAP Asset Manager Installation Guide is a guide to setting up the basic framework necessary for push
services using the default settings. For more details regarding configuration of push services, see the Push
Scenario Definition [page 46] topic.

Before performing the procedure, ensure the following:

e SAP Asset Manager application on the device is running on Mobile Development Kit 2.2.001
® You have installed SAP Asset Manager 1911
® You have installed either SAP Mobile Add-On ECC or SAP Mobile Add-On for SAP S/4HANA. See the
following installation guides on the following portal pages for version information:
o  SAP S/4HANA Mobile Add-On
o SAP Mobile Add-On ECC

Context

To configure and activate push for the Android platform, see the Configuring Push for Android [page 96]
procedure.

Procedure

1. Configure the SAP Cloud Platform mobile services push API:

a. Enable the Push Notification feature in SCPms:

SAP Asset Manager Configuration Guide
90 PUBLIC Mobile Add-On Configuration Panel Common Procedures


https://help.sap.com/viewer/product/S4HANA_MOBILE_ADDON/latest/en-US
https://help.sap.com/viewer/product/SAP_MOBILE_ADD_ON/latest/en-US

Add Feature

Bl Custom Fior Clets or your SAP Firi business agps

b. Navigate to the Push Notification in the and create a new HTTP connection to your external server
named Assigned Features:

7 Assigned Features

+
Name State

%3 App Update ¥ OK

@]l Client Policies ¥ OK

&, Connectivity ¥ OK

2, Offline ¥ OK

[ Push Notification s [ OK

Security ¥ OK

c. If you are using a custom deployment of SAP Asset Manager, upload the corresponding APNs
certificates here. If you are using the default application provided by the Apple App or the Google Play
store, select Predefined for SAP Asset Manager in the Predefined Global Push Configuration section.

0 0

Configuation  Info

Push Text Messages (SMS) Predefined Global Push Configuration

Enable Text Messages (SMS):

Predetned o

SAP Fior Clent
Android
SAP Coplot

Apple

APNS Endpoint: | None - Serverkey: | SAP Mobile Services Client

wsencer ;| SAP AssetManager g
BlackBerry

Push Type: | None ~ Package SID:

Clent Secret:
MPNS

Enable MPNS HTTP Push;

The SAP Cloud Platform mobile services is configured for push.
2. Configure the back-end system to utilize the SCPms push APIs:
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a. Using the SAP GUI, run transaction SM59. Create a new HTTP connection with the name
SAMI1911_SCPMS_PUSH_NOTIFICATION.

[ RFC Edit Goto Extras Utiities System  Help

o VKE 000 T H N O%

Configuration of RFC Connections
@ Generate RFC Calback Positive Lists % Activate Non-Empty Whitelists = Positive List for Dynamic Connections

@00 RFC calback check not secure

ARID]rle]@]
RFC Connections Ty... PL... Comment
> [0 ABAP Connections 3
* 1o HTTP Connections to External Server G
- B ADS G

- [B) CSL_AWS_EC2 G
G

G

G

AdobeDocumentServices

- [B csI_Aws_s3
+ [2) RCC_GRID_ENGINE
« [21{sAM[_SCPMS_PUSH_NOTIFICATION]

SAM SCPMs Push Motification Destination

b. Inthe Technical Settings and tab of the new connection, set the Target Host to match the push API of

the SCPms, using 443 (the port number for HTTPS connections).
@ Connection Edit Goto Extras Utilities System  Help
V) VKE OO0

RFC Destination CLOUD_PLATFORM_CONNECTION

Connection Test &3

RFC Destination CLOUD_PLATFORM_CONMNECTION
Connection Type & HTTP Connection to External Serv Description
Description

Description 1 Cloud Platform Connection

Description 2

Description 3

| Administration Technical Settings Logon & Security | Special Options |

o

Target System Settings

Target Host ; Service Mo. 443
Path Prefix 1] 1 :

HTTP Proxy Options

| Glnhal Confinuratinn
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i Note

If necessary, configure the proxy you are using to allow your back end to connect to the outside
internet.

c. Click the Logon & Security tab. Under the Logon Procedure, select Basic Administration. Enter the user
name and password of a service user.

d. In SAP Cloud Platform, ensure your service user has the role of Notification User assigned to them to
ensure that the user is allowed to utilize the SCPms. The service user must be a member of the SAP
Cloud Platform account.

2B Service Configuration: Configure Development & Operations

Roles (All: 9)
[ZF New Role

Name
Adminlmpersonator
Microservice
Natification User
Developer

C2GSubscriptionManager

Motification User Predefined: Provisioned by the application

Individual Users Unassign All

User ID

e. Inthe Security Options section of the Logon & Security tab, ensure that the <sSL. Secure Protocol>
is set to Active.

f.  Remaining in the Security Options section, ensure that the SSL Certificate List used contains the SAP
Cloud Platform certificate chain. You can check the certificate chain in the STRUST transaction by
looking at the SSL client certificate list. View the SCPms certificate chain in any web browser by
opening up the SCPms cockpit and checking the security settings.

g. Save the connection and perform a connection test. If the configuration is completed properly, a 200
HTTP response is returned.
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@ Connection Test Edit Goto  Systemn  Help

v/ VKE QOO

Connection Test HT TP Destination CLOUD_PLATFORM_CONNEC

P A
Destination . CLOUD_PLATFORM_COMMECTION
Ty. HTTP Connection to External Server

Test Result Response Header Fields | Response Body | Response Text |

Detail Value
Status HTTP Response 200
Status Text Ok
Duration Test Call 413 ms

h. If the previous step correctly returned a status of 200, add the rest of the path for the API to allow the
POST to work properly.

L= L CuiL ULy CALIdS uLmuEs aysLEN oep

v/ KE QOO %1%
RFC Destination SAM ~ _SCPMS_PUSH_NOTIFICATION
Connection Test &5

RFC Destination [SAI"-"I _SCPMS_PUSH_NOTIFICATION E
Connection Type & HTTP Connection to External Serv Description
Description

Description 1 SAM SCPms Push Motification Destination

Description 2

Description 3

| Administration Technical Settings Logon & Security | Special Options |

Target System Settings
Target Host - - - - - - - Service MNo. 443
Path Prefix Srestnotification/application/com.sap.sam  .ocauth/user

HTTP Proxy Options

Global Configuration
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The back-end system can now send push notifications.
3. Configure the back end to enable push from the SAP Asset Manager application:

a. Using the ConfigPanel, navigate to the Outbound Trigger Configuration panel, General Data tab. Check
the outbound triggers to ensure that the previously established HTTP RFC Destination is set as the RFC
destination to the APPID that provides the push notifications to the mobile devices.

ConfigPanel Home Mobile Application Filter: | SAP Asset Manager v

Outbound Triggers By Mobile App A  Outbound Trigger Detail (Display Mode)
v [} SAP_ASSET_MANAGER_
93 SAML. CLEAR PUSH_Q WORKORDER
23 SAM. WORKORDER TRIGGER SCPMS

[ Create || Copy ||| @ Delete | » Change

General Data Parameters

Basic Data
Outb. Trigger Id:  SAM._WORKORDER_TRIGGER_SCPMS
Quitb. Trigger Desc..  Work Qrder Push Nolification - SCPms

Mobile Application: | SAP Asset Manager

Trigger Handler Info
Outb, Trigger Handler: | /SMFNDICL_CORE_OTRIG_CPMS_PUSH : HTTP outbound trigger - SCPms oData Push Notification Processing Type: | Push Processing
Outo. Trigger Type: | HTTP based trigger
HTTP RFC Destination
Gloud Platform Mobile App. Id: | com.sap.samii.oauth
Target Host Name:
Target Host IP:
Target Host Port No.: | 00000
URL Identifier Type: | IP Address
Web Protocol: | HTTP
Min. Conn. Time(Sec): 0
Check Response: [

Parameter:

Retry Setting

Allow Retry: [
Maximum No. of Retry: 10| Retry Wait Period (Seconds): 0

b. Click the Parameters tab. If your user store on the back end and user store on the SAP Cloud Platform
are identical, set the SCPMS_WITH_SAP_USER_ID parameter value to True. If the user stores are not
identical, set the parameter to False.

ConfigPanel Home Mobile Application Filler: | SAP Asset Manager ~

Outbound Triggers By Mobile App A Outbound Trigger Detail (Display Mode)
~ [EE SAP_ASSET_MANAGER_
98 SAM _CLEAR_PUSH_Q_WORKORDER
85 SAM WORKORDER TRIGGER SCPMS

[ Create | Copy T Delete || 47 Change

General Data Parameters

Outbound Trigger Handler Info

Outb. Trigger Id: = SAM' WORKORDER_TRIGGER_SCPMS OTrig Handler: ' /SMFND/CL_CORE_OTRIG_CPMS_PUSH Mobile Application:  SAP_ASSET_MANAGER _

Parameters Defined By Handler 2 Record Parameter Editor
 Parameter List

APNS_OBJECT TYPE
ENABLE_OBJECT_KEY_CONVERSION
NOTIF_BODY_LOC_ARGS
NOTIF_BODY_LOC_KEY
NOTIF_TITLE_LOC_ARGS
NOTIF_TITLE_LOC_KEY
SCPMS_WITH_SAP_USER_ID

Boolean:  False

c. Return to the ConfigPanel home screen and click the Push Scenario Definition link. Navigate to the
Outbound Trigger tab. Find and highlight the push on the list of Push Scenarios by Mobile App and
ensure that the outbound trigger is active.

Results

Push services are activated for SAP Asset Manager. Thoroughly test the push functionality before deploying to
the client devices.
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3.4.6 Configuring Push for Android

Firebase Cloud Messaging (FCM) is a cross-platform cloud solution for messages and notifications for Android,
i0S, and web applications.

Context

To enable push notification for the SAP Asset Manager application using the Android platform, use the
following procedure:

Procedure

1. Create a free Firebase account. See the main Firebase # page to set up a new account, or connect an
existing account.

i Note

Documentation on Firebase is found on the Firebase Documentation # page.

2. Add a new project, or use an already-existing project.

3. Click the gear icon and select the Project Settings menu option. Click the Cloud Messaging tab.

& C {} @& consolefirebase.google.com,

» Apps W Bookmarks
’J Firebase SAP Asset Manager ~

M Project Project settings

Users and permissions

Develop

Quality

Analytics
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4. Copy and paste the information in the Server Key field to use in a later step.

5. Navigate to |» Grow » Cloud Messaging 3 using the sidebar.
6. Click the Android icon to add a new Android app.

The Add Firebase to your Android app window appears.

®

= C { & console.firebase.google.com/

it Apps  Bookmarks
“ Firebase SAP Asset Manager

A Project Overview

Develop CIOUd Messag

Send targeted notification

engagement
Quality gag

Analytics @ e » | @

Add an app to get started

Grow

Predictions

A/B Testing

@ User segment targeting and cor
enabled for this project

In-App Messaging

Remote Config

Dynamic Links

AdMob Learn more
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7. Add your package name to the Android package name field in Step 1. Ensure that the package name
matches the BundlelD found in the SAM.mdkproject/MDKProject.json file. When done, click Register

app.

Your app is registered and you're moved to Step 2 - Download config file.

o Register app

Android package name (2

com.sap.mobile.apps.assetmanager.release

App nickname (optional)

SAP Asset Manager

Debug signing certificate SHA-1 (optional) (&
00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00

<5, Invites, and Google Sign-In or phone number support in

Register app

8. Click the Download google-services.json button located in Step 2 - Download config file.

The google-services. json file is downloaded to your computer.

9. Navigate to SAM.mdkproject/App Resources/Android. Paste the google-services.json file you
downloaded in the previous step to this location.

10. Build the SAP Asset Manager client. For detailed instructions on building the client, see SAP Asset
Manager Installation Guide, Building / Branding the SAP Asset Manager Application chapter.

11. Copy and paste the server key you saved in Step 3 inside your SCPms push notification configuration in the
Android section.

For instructions on how to enable Android push notifications in SCPms, see the Android Push Notifications
procedure.

For detailed information on configuring push for the SAP Asset Manager application, see the procedure
Activating Default Push Services for SAP Asset Manager, specifically the screenshot in Step 1d.
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Next Steps

Continue to the procedure Setting up the Outbound Trigger for your Push Configuration [page 86].

Related Information

https://help.sap.com/viewer/DRAFT/f15c174c3c3647088d38fb220e42c006/latest/en-US/
5629175b49304549b724bc838c9a72ec.html
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4 Setting up an OData Mobile Data Object

For OData troubleshooting information, see OData API in the SAP Cloud Platform documentation.

4.1 Supported OData Features for SAP Mobile Add-On

The following table lists the OData features that SAP Mobile Add-On supports.

OData Feature

Status

Create Maps to HTTP POST method

Read Maps to HTTP GET method

Update Maps to HTTP PUT method

Delete Maps to HTTP DELETE method

Query Maps to HTTP GET method

$select Specifies a subset of properties to return

$top Determines the maximum number of records to return

$skip Sets the number of records to skip before it retrieves records
in a collection

Sfilter Specifies an expression or function that must evaluate to
true for a record to return to the collection

$count Returns the number of records in a collection

Sorderby Determines which values are used to order a collection of re-
cords

$expand Specifies that related records must be retrieved in line with
the record or collection being retrieved. For example, use
$expand to retrieve a customer and all orders placed by that
customer in a single query.

$inlinecount Supported

$skiptoken Supported
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OData Feature Status

$format Supported

Navigation Supported

Delta token Supported

Tombstone Supported

Complex types Supported

$batch Supported

Deep insert Supported via single post operation and through $batch re-

quest using content ID referencing

Custom query options Not supported
$link Not supported
$value (media links or attachments) Supported
ETags / concurrency control Supported

$filter Details

String functions

e Supported:

o bool substringof(string p0, string pl)

e Not Supported:
o string trim(string pO)

o string concat(string p0O, string pl)

o intlength(string pO)

o intindexof(string pO, string pl)

o string replace(string pO, string find, string replace)
o bool endswith(string p0, string p1)

o bool startswith(string pO, string pl)

o string toupper(string pO)

o string substring(string p0O, int pos)
o string substring(string p0O, int pos, int length)

o string tolower(string pO)

Partially supported

Date functions Not supported
Math functions Not supported
Arithmetic operators Not supported
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OData Feature Status

Type functions Not supported

S$filter supported on complex type properties within an entity

i Note

For related constraints, see SAP Note 1830712#% .

4.2 Setting the OData Mobile Data Object Service
Assignment

You can assign SAP system aliases to a service. With the assighnment, an OData request from an SAP Gateway
consumer can be routed to the corresponding back end service.

Context

Assign OData services to the SAP Asset Manager application using the Service Assignments tab.

Mobile Application oData Service Assignment (Display Mode)

& Change
Mobile Application.  SAP_ASSET_MANAGER_ Mobile App. Type. oData Application
Mobile App. Desc.. | SAP Asset Manager Release
Service Assignments Composition Settings

oData Service Assignment List

* oData Version = oData Service Active Defer BatchResp Max Payload Records ~ Cache Handshake  Service Service Version
oData Version 2.0 /MERP/SAP_ONLINE_LOOKUP_EXT_ | v | 100.000 /MERP/SAP_ONLINE_LOOKUP_EXT_ 0001
oData Version 2.0 /MERP/SAP_ASSET_CENTRAL_EXT_ % | 100.000 IMERP/SAP_ASSET_CENTRAL_EXT_ 0001
oData Version 2.0 IMERP/SAP_ASSET_MANAGER_| v v 100.000 IMERP/SAF_ASSET_MANAGER._ 0001
oData Version 2.0 IMERP/SAP_CREW_MANAGER_ v v 100.000 IMERP/SAP_CREW_MANAGER_ 0001
oData Version 2.0 /MERP/SAP_FIELD_OPER_WORKER_" . v v 100.000 IMERP/SAP_FIELD_OPER_WORKER_ 0001
oData Version 2.0 MISUISAP_ASSET_MANAGER_ v v 100.000 MISUISAP_ASSET_MANAGER_ 0001

Build a hierarchy between assigned services using Composition Settings. To utilize OData entities from a
different service such as the Crew Management and Field Operations Worker component service, add the
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relevant OData services (/MERP/SAP_CREW_MANAGER_<XX> and /MERP/
SAP_FIELD_OPER_WORKER_<XX>) under the SAP Asset Manager service as shown in the following example:

Mobile Application oData Service Assignment (Display Mode)

& Change
Mobile Application:  SAP_ASSET_MANAGER_ Mobile App. Type: | oData Application
Mobile App. Desc.. | SAP Asset Manager Release:
Service Assignments Composition Settings

Service Component Composition List

Service Components Enabled
¥ IMERP/SAP_ONLINE_LOOKUP_EXT_ v
 MISUISAP_ASSET_MANAGER_ v
* /MERP/SAP_ASSET_MANAGER_ v
~ [MERP/SAP_ASSET_CENTRAL_EXT_ =
* /MERP/SAFP_CREW_MANAGER_- v
* /MERP/SAP_FIELD_OPER_WORKER_" \f

Service Component Detail

* Parent oData Service:

Enabled:

Procedure

1. Ensure that your mobile application is selected in the Mobile Application Filter field at the top of the page.
2. Expand the Mobile Application List in the left pane and select your mobile object.

Your chosen mobile application OData service assignment details are displayed in the main window on the
Service Assignments tab.
3. Click the Change button to change the existing mobile service assignment details or to add a new mobile
service assignment.
4. To add a new mobile service assignment, click the Assign OData Service button.
a. Select an OData Version, if there is more than one to choose from, from the dropdown menu.

a. Selectan OData Service, or system alias, from the dropdown menu.

The corresponding back-end server is populated in the Service field.

b. To Defer Batch Response, mark the checkbox. That is, you are setting the OData service to process all
of the CHANGESET operations at once (deferred processing).

c. To activate your new service assignment, check the Active checkbox.
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5. Onthe Composition Settings tab, build a hierarchy between your OData services to include all metadata
from different child services. You can add and remove component assignments depending on your service
needs.

6. To add a component assignment, choose Add Component Assignment.

a. Select a Parent OData Service from the dropdown list.

b. Select Component OData Service from the available list to make it a child service for the parent OData
service.

c. To activate the new component assignment, check the Enabled checkbox.

7. To remove the component assignment, select the service component you want to remove and choose
Remove Component Assignment.

The hierarchy relationship with its parent service component is removed.

Next Steps
Perform the following procedures:

e Setting the OData Mobile Data Object Configuration [page 104]
e Setting the OData Model Configuration [page 106]

4.3 Setting the OData Mobile Data Object Configuration

Prerequisites

If you are setting up a new OData mobile data object, or changing an OMDO, read and perform the following
procedures before performing this procedure:

e Setting the OData Mobile Data Object Service Assignment [page 102]
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Context

oData Mobile Data Object Detail (Display Mode)
[ Create Copy [ Delete | &2 Change

oMDO Id: SAM  WORK_ORDER_GENERIC Description: =~ Work Order
Mobile Application:  SAP Asset Manager
oMDO Handler. | /MERP/CL_PM_WORKORDER_OD : oMDO

General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings Qutbound Trigger Assignment

Read Request Process Flow

Process Flow: | Standard Flow using Key List Exempt Read Entity Request: |+

Client State Settings

Enable Client State Tracking: v
Enable Periodic Refresh: Refresh Freguency (Hour) 0 Optimal Client State Reuse:

Delta Sync Setting

Support Delta Sync: v Data Distribution Mode: ~ Always perform distrib. key calculation
Key Calculation using Client State History: |~ Delia Object Key List Setup Mode: ~ Same as Data Distribution Keylist

Server Side Paging Setting

Enable Paging: ¥ Paging Package Size 5.000

Session Control Settings

Sync Session Max Idle Time (Second): 120 Sync Priority 10

Localization Settings

Enable Localization Seting. Language

Procedure

1. Navigate to and click the | Mobile Application Integration Framework Configuration Home  OData Mobile

Data Object Configuration 3 link.

The OData Mobile Data Object Configuration Detail page displays.

2. Select your application in the Mobile Application Filter field. Selecting an application filters the OData
Mobile Data Object by Mobile App choices in the left panel to only those available in your chosen
application.

3. Ifyou are copying an OMDO, which is recommended, choose your OMDO from the OData Mobile Data

Object by Mobile App list on the left and copy it to your customer namespace. See the Copying an Object to

the Customer Namespace [page 70] procedure for more details. Do not modify the original OMDO.
Enter an OMDO ID in the field with customer namespace.
Select a Mobile Application from the dropdown list.
Select an OMDO Handler from the dropdown menu. The OMDO handler is the name of the handler as
defined in the system.
The OMDO handler will provide the data source for the entity record.

7. Enter a short Description of your new OData mobile data object.

8. Choose one of two settings for the Process Flow in the Read Request Process Flow section:

o Standard Flow Using Key List
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o Basic Flow without Key List

9. You can keep the Client State Settings from the original OMDO, or change it depending on your business
needs. and from the original OMDO, or change it depending on your business needs. and Delta Sync
Settings from the original OMDO, or change it depending on your business needs. and from the original
OMDO, or change

10. Check the Enable Paging checkbox to set the package size for the SCPms. Type in a number for the default
package size in the Paging Package Size field.

Next Steps

Continue to Setting the OData Model Configuration [page 106].

4.4 Setting the OData Model Configuration

An OData model gives detailed information about each object in an OData feed. You can define a new data
model in your application to suit your requirements based on the data you want expose at runtime.

Prerequisites

Complete the following procedures:

e Setting the OData Mobile Data Object Service Assignment [page 102]
e Setting the OData Mobile Data Object Configuration [page 104]

Context

Entity Sets are used to group instances of an entity type together with instances of any type that are derived
from this particular entity type. You can access the OData entity details from the ConfigPanel home page by
choosing OData Model Configuration.

You can define properties for entity types on the Property List tab. Properties define the characteristics of data
that an entity type instance contains at runtime.

An association is a named relationship between different entities. An association defines a peer-to-peer
relationship between participating entity types, and it can also support different multiplicities at both ends. You
can define associations between current and dependent entities on the Association & Set List tab. An
association set groups association instances, and specifies the relationship between two entity sets based on
the respective entity types of the underlying association.

Navigation properties describe the association relationship between two entities. The navigation property is
tied to an association, and it allows the navigation from one end of the entity type, which declares the
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navigation property, to the other related end. The entity types include one or more navigation properties and
can be defined on the Navigation Property List tab.

Finally, you can set the bind structure conversion exits and the Media flag for entity type on the Additional
Setting tab.

Mobile Application oData Model Detail (Display Mode)
[} create [] Copy Tl Delete 4 Change

* Entity Type Name:  Document Active Flag: ¥ Eniity Type |d:  3440B5B07:

*Mabile Application:  SAP_ASSET_MANAGER_20 : SAP Asset Manager 2.0

* pData Service Id:  3440B5B074361ED7BDCE46E13147E Tech. Service Name:  /MERP/SAP_ASSET_MANAGER_20 Version: 0001
*oMDO Id:  SAM20_DOCUMENT - Abstract Document Management * gMDO Entity Type:  ABSDOCUMENT : /MERP/CORE_ABS_DOC_ENTI1
EntitySet Property List Association & Set List Navigatien Property List Additional Setting

* Entityset Name: | Documents

Creatable: [V Updatable: Deletable:
Pageable: | Filter Required.

i Note

Optional steps are included to explain the required fields when creating a new OData model. These fields
are grayed out when you are working with a copied OData model and you can ignore them in the procedure.

Use the following steps as a guide to change an existing OData model:

Procedure

1. Navigate to and click the |» Mobile Application Integration Framework Configuration » OData Model
Configuration Jlink.

The Mobile Application OData Model Detail page displays.
2. Select your application in the Mobile Application Filter field. Selecting an application filters the OData
Model Entity Type by Mobile App choices in the left panel to only those available in your chosen application.

3. Once you have selected the mobile application, select OData Service ID from the drop-down list.

Note that you cannot share models between OData services. Each service has its own model.

4. If you are creating a new OData model, click on Create button on the top and type an entity type name in
the field. The entity type name represents the structure or a single record.

5. Select an OMDO ID from the drop-down list. The OMDO ID is the object that is providing the data for the
record.

6. Select an OMDO Entity Type from the drop-down list. The OMDO entity type is the source that provides
information to the OData model. When a service request for the entity type occurs, the OData model
invokes the selected OMDO ID and the related handler method.

7. Type an EntitySet Name into the field. While an entity type describes a data structure, an entity set
contains the instances of the given structure. Therefore, a best practice for an entityset name is to create a
plural of an entity type name. For example, if an entity type name is Test, the entityset name will be Tests.

8. Check any of the following checkboxes to enable additional OData features. Note that some may require
additional configuration on other tabs or links.

o Createable: Similar to a POST request in REST
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10. To add a new property to the entity type, click the Add button.

o Pageable: Enables data staging. See Setting the OData Mobile Data Object Configuration [page 104],
General Setting tab, Server Side Paging Setting section, for more information.

o Updateable: Similar to a PUT or MERGE request in REST

o Filter Required: When checked, the entityset cannot be accessed directly. That is, the entityset is only
valid within its containing entity and is not visible in the service document. You cannot query the
entityset without using a $filter expression. If you try to access the entity set without using a
$filter expression, a message displays that explains which filter expressions are required, at a

minimum.

o Deletable: Similar to a DELETE request in REST
9. Click the Property List tab.

EnfitySet | Property List

Association & Set List Navigation Property List

[& Add Property Delete Property

*Property Name
DocumentiD
ClassName
ClassType
CompCounter
CompSize
ComponentiD
Description
DocCounter
FileName
FileSize
FileType
MimeType

Objectiey

a. Type the property name into the <Property Name> field.

© 0o o

*oMDO Field Name

DOC_ID - CHAR (42 )
CLASSNAME - CHAR (30 )
CLASSTYPE - CHAR (2 )

COMP_COUNT - NUMC (8 )

COMP_SIZE - NUMC ( 12 )
COMP_ID - CHAR ( 255 )
DESCRIPTION - CHAR (2.
DOC_COUNT - NUMC (8 )
FILE_NAME - CHAR ( 255 )
FILE_SIZE - NUMC (12 }
FILE_TYPE - CHAR (1 )
MIMETYPE - CHAR { 128 )

OBJECT_KEY-CHAR (70 )

Edm Type

~  Edm St

~ Edm.St...

~ Edm.St...

Edm 5t

~  Edm St
~  Edm St
~ Edm.St...
~ Edm.St...
~  Edm St
~  Edm St
~  Edm St

~  Edm.St..

Edm.St...

« ¢ ¢ < < <€ <€ < ¢ < < < <

Check the Key column for Key fields.

v

Additional Sefting

Select an oMDO Field Name from the dropdown list.

v

v

v

Key Creatable Updaiable Sorlable MNullable Filterable Conteni Type MaxLength FPrecision Scale ETag Conversion Exit

42 0

0
0
0
0
0
0
0
0
0
0
0
0
0

@

Select the appropriate EDM Type (Entity Data Model) from the dropdown list.

Define the attributes of the new property depending on the scope of the entity type.

If you use the Datetime Edm Type and its related properties as an optional field, set the attribute Nullable to

true.

11. Click the Association & Set List tab.
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EntitySet Property List Association & Set List MNavigation Property List Additional Setting

Association List

Add Association | [F, Delete Association

Association Name *Dependent Entity Type Principal Cardinality Dependent Cardinality Dependent oMDO Id Dependent Tech Entity Type
. BDSDoc_FuncLocBDSDoc MyFuncLocBDSDocu... ~ 0.1 v 0.n ~  SAM10_FUNCLOC FUNCLOC_BDSDOC
BDSDoc_‘WOBDSDoc MyWorkOrderBDSDo...  ~ 0.1 ~ on ~  SAM10_WORK_ORD... WOBDSDOC
BDSDoc_NotifBDSDoc MyNotifBDSDocument o0 ~ on ~  SAM10_NOTIFICATI . NOTIFBDSDOC
BDSDoc_EquipBDSDoc MyEquipBDSDocument  ~ 0.1 ~ 0.n ~  SAM10_EQUIPMENT EQUIP_BDSDOC
Set R Ci

Association Referential Constraints
Add Constraint | [l Delete Constraint
Principle Entity Type  Principle Property Dependent Entity Type Dependent Property

BDSDocument DocumentlD ~  MyFuncLocBDSDocument  DocumentiD v

Define associations between entities to express relationships between entities.

Associations themselves are freestanding. Specify on top of the associations, which of the entities
participating in the relationship can navigate over the association to the other entity using the Referential
Constraints tab.

12. Click the Add Association button to add a new association. Associations define a peer-to-peer relationship
between participating entity types, and can support different multiplicities at both ends.

a. Type aname for your new association in the Association Name field.

Your Association can be either internal or external when adding a new association; by default the
current entity will be the principle entity. If you want to add an external association where the current
entity is treated as dependent entity, select the External Association checkbox.
b. Select the dependent entity from the Dependent Entity Type drop-down menu for internal association,
whereas select the Principle Entity Type Id from the drop-down for external association.
c. Choose the Principle Cardinality and the Dependent Cardinality. Both use the following cardinality
rules. Note that many-to-many relations are not supported in SAP Asset Manager
o 0..1: Only one instance occurs; zero is also allowed
o 1. One-to-one relations. Exactly one instance occurs
o 0..n: Zero-to-many relations. Zero or more instances occur
o 1..n: One-to-many relations. One or more instances occur
d. Select the Principle/Dependent OnDelete Cascade checkbox, if you want to delete an associated
collection when a principle or related parent entity got deleted from the mobile device. This feature
only works with local objects.
e. Type the name of your association set in the Association Set Name field under Association Set.

13. Click the Referential Constraints tab to add or change a referential constraint.
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Association Set Referential Constraints

Association Referential Constraints
[E. Add Constraint | [, Delete Constraint

Principle Entity Type  Principle Property Dependent Entity Type Dependent Property

BDSDocument DocumentlD *  MyFuncLocBDSDocument DocumentiD hd

Referential constraints ensure that the principle entity that is referenced always exists. You can use a
referential constraint to specify the foreign key relationship for a 1:1 relationship or a 1:n relationship.

You have to match the key properties of the principle entity type with the properties from the dependent
entity type that correlates to the key property of the principle type. Populate all key properties from the
principle entity type.
a. Click the Add Constraint button to add a new referential constraint.
b. Select the Principle Property and the Dependent Property from the drop-down menus. As mentioned
earlier, the entities must be identical and all key properties must be populated from the principle entity.

14. Click the Navigation Property List tab to create a navigation property for entity types.

EntitySet Property List Association & Set List Navigation Property List Additional Setting

Entity Type Navigation Properties
Add Navigation Property | [E. Delete Navigation Property

*MNavigation Property Name *Technical Name *Association Principle Entity Type Name  Target Entity Type Name
EquipBDSDocuments EQUIPBDSDOCUMENTS BDSDoc_EquipBDSDoc ~  BDSDocument MyEquipBDSDocument
FuncLocBDSDocuments FUNCLOCBDSDOCUMENTS BDSDoc_FuncLocBDSDoc ~  BDSDocument MyFuncLocBDSDocument
NotifBDSDocuments MNOTIFBDSDOCUMENTS BDSDoc_NotifBDSDoc ~  BDSDocument MyNotifBDSDocument
WOBDSDocuments WOBDSDOCUMENTS BDSDoc_WOBDSDoc ~  BDSDocument MyWaorkOrderBDSDocument

The navigation property is tied to an association, and it allows the navigation from one end of the entity
type that declares the navigation property to the other related end.

i Note

If you add a new navigation entity, first add a new association for it through the Association & Set List.
Set the association cardinality for both principle and dependent entities.

15. Click the Add Navigation Property to add a new navigation property.

You can create a navigation property for both principle and dependent entity type using the same
association so that link will be created in both directions.
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a. Type a name into the Navigation Property Name field.
b. Type atechnical name into the Technical Name field.
c. Choose an Association (coming from the Association & Set List tab) from the drop-down menu.

The Dependent OMDO ID and Dependent Tech Entity Type cells are populated based on which
association entity you choose.

d. Repeat these substeps to create the navigation property on the remaining principle or dependent
object.

16. Click the Additional Setting tab.

EntitySet Property List Association & Set List Mavigation Property List Additional Setting

Media Flag: |v
Enable Structure Conversion Exit

a. Select the Media Flag checkbox for media-related entity types to trigger the download of media
content on the entity set collection.

b. Select the Enable Structure Conversion Exit checkbox to allow the SAP Asset Manager application to
access the OData channel. The OData channel delegates handling of conversion exits, currency,
currency amounts, units of measurement, and unit amount conversions to the SAP Gateway
framework.

Results

Once the model is fully defined, when a client makes an HTTP request, it is calling for the metadata for an
OData service. The SAP Gateway returns an XML string to the client, which is also reflected in the ConfigPanel.
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5 Meter Management Configuration

The Meter Management component is delivered out of the box with predefined settings, which you can change
according to your back-end system setup. The following settings, however, have to be set:

e Binding Industry Solutions & Utilities (ISU) process type to work order type
e Setting the optimal meter reading history

e Binding meter reading reason relevant for technical installation

e Binding meter reading notes based on the ISU process type

5.1 Binding ISU Process Type to Work Order Type

Binding the ISU process type to the work order type provides the SAP Asset Manager application the correct
representation of what process type is being conducted with the different work order types. This binding is
located in the SAM1911_ORDER_ISULINK OMDO, under the Read filter. You can update these filters according
to your business process.

Assignment types 1, 2, and 3 are supported for the Meter Management component.

The following filters represent binding criteria for different process types. By default, the ISU process types are
bound to order types as follows:

Filter Name Type Value Comments

ORDTYPE_DISCONNECT Standard Filter DCO1 Used for the disconnect
Mandatory RCO1 process

ORDTYPE_INSTALL Standard Filter SMO1 Used for the installation
Mandatory process

ORDTYPE_READING Standard Filter MRO1 Used for the meter reading
Mandatory process

ORDTYPE_REMOVE Standard Filter Cuo1 Used for the remove process
Mandatory

ORDTYPE_REPAIR Standard Filter SMO2 Used for the repair process
Mandatory

ORDTYPE_REPLACE Standard Filter RPO1 Used for the replace process
Mandatory
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To change the default binding for a particular process, complete the steps below:

1

On the ConfigPanel home page, choose OData Mobile Data Object Configuration.

Make sure that you select your desired mobile application in the Mobile Application Filter field at the top of
the page.

From the OData Mobile Data Object List select desired OMDO object, such as SAM1911_ORDER_ISULINK,
and then click the Data Filter tab.

Expand the Defined Filters list under the READ operation with the standard filter. Select the filter that you
want to update from the list of available filters as listed in the table in this topic. Choose the Change button
from the menu.

Set the order type for the desired process type you have selected.

Save your changes.

5.2 Binding Meter Reading Notes Based on ISU Process

Type

The back end ISU system configuration specifies which meter reading notes are relevant for the major ISU
process types. This configuration has to be replicated in the OData Mobile Data Object
SAM1911_METER_READING_NOTE under the READ operation with the standard filters, so that the SAP Asset
Manager application reflects the proper meter reading notes for a specific process type. The default
configuration lists the meter reading notes relevant for the ISU process. However, you can change it if you have
different requirements in your back end configuration.

Filter Name Type Value Comments

DISCONNECT_NOTE_RE- Standard Filter, Mandatory 01 Used for the disconnect

MOVE 04 notes for the remove process
05

METERREAD_NOTE _IN- Standard Filter, Mandatory 01 Used for the meter reading

STALL 04 notes for the installation

process
METERREAD_NOTE _RE- Standard Filter, Mandatory 04 Used for the meter reading
MOVE 05 notes for the remove process

To change the default binding for a particular process, complete the following steps:

1

On the ConfigPanel home page, choose OData Mobile Data Object Configuration.

Make sure you select your desired mobile application in the Mobile Application Filter field at the top of the
page.

From the OData Mobile Data Object List select desired OMDO object, such as
SAM1911_METER_READING_NOTE, and then click on the Data Filter tab.

Expand the Defined Filters list under the READ operation with the standard filter. Select the filter that you
want to update from the list of available filters as listed above. Choose the Change button from the menu.
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4. Set the meter reading note for the desired ISU process type you have selected.
5. Save your changes.

5.3 Meter Reading History Interval Definition

The default setting for meter reading history is to include all meter readings from the past 30 days till the
current day. If you have a different requirement, you can change it from the OData Mobile Data Object
SAM1911_METER_READING under the READ operation with the standard filter METERREAD_SCHEDDATE as
shown in the following example.

oData Mobile Data Object Detail (Display Mode)
[ create Copy T Delete | 42 Change
oMDO Id: SAM _METER_READING Description:  Meter Reading
Mobile Application:  SAP Asset Manager
oMDO Handler.  /MISU/CL_BTX_METER_READ_V2_OD : ok

General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings Outbound Trigger Assignment
Defined Filters A Rule Editor
~ % Operation - READ
v Data Distribution Operation: | READ Filier Name: | METERREAD_SCHEDDATE
SF OBJECT_DISTRIBUTION_MODE* Object Name: | EABL Reference Field Name: | ADATSOLL

~ EE Standard Filter
¥ GET_HISTORY*
SE GET_LAST_READING* Filter Rule Type: | Filter Handler
$ METERREAD_CATEGORY -
Select Filter Handler
SF METERREAD_DATE

F METERREAD_REASON" Handler: | oMDO Filter Rule - Date Range
SF METERREAD_SCHEDDATE*

Dala Filter Rule Key. SAM _METER_READING.READ.METERREAD_SCHEDDATE

Input Parameter.  CURRENT_DATE=TODAY&FROM_DATE_OFFSET=30&TO_DATE_OFFSET=30
Active Flag: |+

F METERREAD_STATUS
SE METERREAD_UNIT

Rule List
Rule No.  Rule Type  Rule Value Active Flag
. 00001 HANDLER  /MFND/CL_CORE_DATE_RANGE_ORU?CURRENT_DATE=TODAY&FROM_DATE_OFFSET=30&TC_DATE_OFFSET=30 v

5.4 Binding Meter Reading Reasons Relevant for Technical
Installation

The back end ISU system configuration specifies explicitly which meter reading reasons are relevant for
technical installation. These are the only reasons displayed on the SAP Asset Manager application when
completing a meter reading during the technical installation process. Set this binding in the OData Mobile Data
Object SAM1911_METER_READING_REASON under the READ operation with the standard filter
MR_REASON_TECHINST.

The default configuration contains meter reading reasons 08 and 09 as required for technical installation. If
you have different requirements for your back end configuration, you can change these defaults.
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oData Mobile Data Object Detail (Display Mode)
[ Create

Copy T Delete | g2 Change
oMDO Id:  SAM  METER_READING_REASON Description:  Meter Reading Reason
Mobile Application.  SAP Asset Manager
oMDO Handler. ' /MISU/CL_CUST_MRREASON_OD : oMDO
General Setting Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings Outbound Trigger Assignment
" " ~ .
Defined Filters A Rule Editor
~ % Operation -READ
~ [} Standard Filier Operation: | READ Filter Name: | MR_REASON_TECHINST
T MR_REASON X Object Name: | TE609 Reference Field Name: | ABLESGR
? RTRE A ONATECHING J Data Filter Rule Key: | SAM METER_READING_REASON READ MR_REASON_TECHINST
SF UPLDAD_FLAG
Filter Rule Type: | Static Value in Range Table Format v
Enter Range Value
Sign:  Inclusive Option: | =
Low Value: 08 - Meter reading upon technical inst.
High Value:
Active Flag: |v'
Rule List
Rule No. Rule Type  Rule Value Active Flag
W oot Rame o v
00002 RANGE 09
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6 Field Operations Worker Configuration

SAP Asset Manager for Field Operations Worker uses the digital core with SAP S/4HANA for task driven
activities and rounds. It supports workers who perform asset inspections and checks with focus on
measurement points and on smaller services and repairs.

Field Operations Worker, or FOW, is an add-on component to SAP Asset Manager. If you don't see FOW
features while using the SAP Asset Manager application, or in the ConfigPanel, your site hasn't installed the
component.

Field Operations Worker adds the following functionality to the core SAP Asset Manager application:

e View routes data: A route is comparable to a work order in the base SAP Asset Manager application.

e View stops data: A stop in Field Operations Worker is comparable to an operation in the base SAP Asset
Manager application. A route is composed of one or more stops.

e View asset information: An asset in Field Operations Worker is comparable to a piece of equipment in the
base SAP Asset Manager application. Assets are located at an FOW stop.

e Use field data capture to take readings on measurement points. Measurement points are located on assets
or a set of assets at a route stop.

6.1 Differentiating a Base SAP Asset Manager Work Order
from a Field Operations Worker Order

Creating rules based on order types affects synchronization processing and order downloads to the mobile
devices of your users who use the Field Operations Worker component.

Prerequisites

Address the following before performing the procedure:

e The order types for work orders that are downloaded to technicians using the Field Operations Worker
component are already determined.
® The person performing the procedure has access to the Config Panel and permissions to change settings.

Context

i Note

Field Operations Worker orders are a subset of the base SAP Asset Manager application work orders.
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The following procedure modifies the synchronizing behavior of the SAP Asset Manager application, along with
the Field Operations Worker component. After you complete the procedure, only orders with a given order type
of PMOZ2 are downloaded to the FOW component. In the procedure, you change the ORDER_TYPE filter in the

OMDOs involved in order synchronization. Specifically, you add a rule to the filter in the SAM1911_ROUTE

OMDO to include only the desired order type.

If you don't create a rule for the PMOZ2 order type, then that order type is excluded from work order download
synchronization processing. If the FOW orders are excluded from synchronization processing, then the orders
aren't present on the mobile clients of your users.

Procedure

1. Click the OData Mobile Data Object Configuration link, then click the Data Filter tab from the main
ConfigPanel page. Be sure to have your desired mobile application chosen in the Mobile Application Filter
field at the top of the page.

Selecting an application filters the OData Mobile Data Object by Mobile App choices in the left panel with
only OMDQOs available in your application.

o A~ w DN

o

o

e}

o

o

DOF Rule Type: Static Value in Range Format
Sign: Inclusive

Option: =

Low Value: PMO2 - Maintenance order
Ensure the Active Flag box is checked

oData Mobile Data Object Detail (Change Mode)

*oMDOId: SAVM  ROUTE
* lobile Application:  SAP Asset Manager
*0MDO Handler: | /MERP/CL_PM_FOW_ROUTE_OD : oMDO |

General Setling Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Settings
Defined Filters A Rule Editor
v g Operation - READ
~ [EE Data Distribution Cpesaion IHERD)
F ASSIGNMENT_TYPE® Object Name: | AUFK
F COMP_CODE Data Filter Rule Key- | SAM' _ROUTE READ.ORDER_TYFE
F CO_AREA

¥ MAIN_WORK_CENTER* Filter Rule Type: | Static Value in Range Table Format ~

OBJECT_DISTRIBUTION_MODE*
¥ - - Enter Range Value

Sign: | Inclusive ~  Option: | = v
¥ - . Low Value: = PMO02 - Maintenance order
F zt:::lNG_PLANT High Value:
F PM_PHASE* Active Flag: [

v [EB Standard Filter
“F DATE_CLOSE
SF DATE_COMPLETION Rule List
F DATE_RELEASE
F OPER_EXCL_SYST_STAT*
SF PRT_ONLY" . 00001  RANGE  PMO2
SF WO_EXCL_SYST_STAT=
EE WO_EXCL_USER_STAT
T WO_INCL_SYST_STAT
B2 WO_INCL_USER_STAT

Rule No. Rule Type Rule Value
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Expand the OData Mobile Data Object by Mobile App list on the left and click SAM1911_ROUTE.
Select the Data Filter tab.

Click the |» Operation - READ » Data Distribution » ORDER_TYPE Jnode in the Defined Filters list.

Create arule using the following parameters if the rule doesn't already exist:

* Description: | Route

Outbound Trigger Assignment

Filter Name

Reference Field Name:

ORDER_TYPE
AUART

Active Flag

v
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6. Influence Field Operations Worker orders using the following filters found in | Operation - READ
Standard Filter Jif needed:
o WO_EXCL_SYST_STAT
o WO_EXCL_USER_STAT
o WO_INCL_SYST_STAT
o WO_INCL_USER_STAT

7. Save your changes.

Results

After you finish the procedure, both Field Operations Worker orders and base SAP Asset Manager work orders
are downloaded by the SAP Asset Manager application.
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7 Configuring SAP Asset Manager to the
Asset Intelligence Network

71 Configuring Checklist Parameters

Use parameters to enable the checklist feature and configure other checklist options available.

Context

To configure the checklist feature for SAP Asset Manager, use the CHECKLISTS parameter group and the
following parameters within the group:

e Enable: Out of box is N. Set to Y to enable the checklist feature.

e MobileStatusCompleted: Default is Completed. Do not change this setting unless you are integrating SAP
Asset Manager with another product besides ASPM.

e MobileStatusInProgress: Default is In Progress

® MobileStatusOpen: Default is Open

e CompletedStatusText: Default is Published. This parameter is used to distinguish completed checklists
that have been downloaded from the back end versus checklists that have been completed locally on the
client but are not yet synced. The parameter is necessary to make logic decisions on the client as
checklists that have been completed and synced to the back end are no longer allowed to be edited. Do not
change this setting unless you are integrating SAP Asset Manager with another product besides ASPM.

The CHECKLISTS parameters correspond to the rules found in the OData mobile data object
SAMI1911_ASPM_CHECKLIST. You can add a data filter rule to your customer namespace, or change the
existing parameter-rule association to a new parameter-rule association.

Procedure

1. Using the ConfigPanel, navigate to [» Mobile Application Configuration » Parameters tab 4. In the left
column, Defined Mobile Applications, select your application.
The Parameter List populates with a list of all parameters available for the application.

2. You can scroll down to find the CHECKLISTS group parameters, listed in the Context section, or perform a
search using the Search box. Highlight the parameter you want to configure and click the Change button.
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General | Mobile Stafus Setting Conversion Exit Setting System Components | Parameters | Client Globals User Affributes

Mobile Application Info

Mobile Application: Release
Mobile App. Desc.-

Application Parameters

Parameter List

# ImporvExport Search: H
RecNo Parameter Gro... ¥ Param. Name Param. Value T Scope Dep.RecNo  Acive  NoChange  Comment -
0000000015 CATALOGTYPE CaiTypeTasks 2 Application 0000000000 7 v
0000000016 CATALOGTYPE CatalogProfilerder Equipment, FunctionalL ocation, NotificationType Application 0000000000 7 -

0000000017 CHECKLISTS CompletedStatusText Published Application 0000000000 v v

0000000018 CHEGKLISTS Enable Y Application 0000000000 v v

0000000018 CHECKLISTS MobileStatusCompleted Completed Application 0000000000 7 v

0000000020  CHECKLISTS MobileStatusinFrogress In Progress Application 0000000000 o v

0000000021 CHECKLISTS WobileStatus Open Open Application 0000000000 7 =

0000000022 COLOR ValidationMessage 684342 Application 0000000001 v v

0000000023 COLOR ValidationMessageAndroid BB0000 Application 0000000000

0000000024  DOCUMENT Equipment Equi Application 0000000000 7 = .

Parameter Detail

Parameter Detalil

Parameter Group: | CHECKLISTS

Param. Name: | Enable Param Scope:  Application
Param. Value: | Y Use Language Specific Value:
Rule Id Use Rule

Dependent Parameter Id:
Dependent Parameter Group
Dependent Parameter Name:
Dependent Parameter Value:

Comment

Active Flag: |/
No Runtime Change: |/

3. Make your desired parameter association changes, or change the value of a parameter to Z, a custom
activity catalog type.

4. Check the <active> flag to ensure that the parameter is used by the mobile application. If desired, and if
not already checked, check the <No Runtime Change> box to ensure that the value of the parameter is
not overridden at runtime through synchronization processing.

5. Save your changes.
Results

You have enabled the checklist parameters in the ConfigPanel.

Next Steps

Continue to the following procedures to finish configuring the checklist feature for ASPM:

e Setting up an RFC Destination for ASPM Checklist Integration [page 121]
o Mapping the Asset Central Key to a Back End System Key [page 123]
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7.2 Setting up an RFC Destination for ASPM Checklist

Integration

While the RFC destination name filter is already created for you out of box in the ConfigPanel for SAP Asset

Manager, it is your responsibility to connect it to the back-end system.

Context

Use the following procedure to connect the existing RFC destination name,
SAMI911_ASSET_CENTRAL_INTEGRATION to your back-end system.

Procedure

1. Inthe SAP GUI, using transaction SM59, add the following new RFC destination:

SAM1911_ASSET_CENTRAL_INTEGRATION of type G (HTTP Connection to External Serv)

RFC Connections

> [ ABAP Connections
v 9 HTTP Connections to External Server

] CSI_AWS_EC2
] CSI_AWS_S3

€] RCC_GRID_ENGINE

€] SAM/_SCPMS_PUSH_NOTIFICATION
& SAM _SCPMS_PUSH_NOTIFICATION_D
€] SAM _SCPMS_PUSH_NOTIFICATION
€] SAM  _SCPMS_PUSH_NOTIFICATION_D

€ SAM _SCPMS_PUSH_NOTIF_810_D
v ] SAM _ASSET_CENTRAL_INTEGRATION

£ SAM_SCPMS_PUSH_NOTIFICATION
£ SAM _SCPMS_PUSH_NOTIFICATION_D
£ SAM_AIN_DEMO_SYS
€ SAM_AIN_DEV_SYS

> [3 Internal Connections

» [3 Logical Connections,

» [ TCP/P Connections

» [3 Connections Using ABAP Driver

Type PL.. Comment

SAM
SAM
SAM
SAM

SAM
SAM
SAM

= 40T 0000000000060 6000a600ow

SAM

SCPms Push Notification Destination
SCPms Dev Push Nofification Destination
SCPms Push Notification Destination
SCPms Dev Push Notification Destination

SCPms Dev Push Notification Destination -

- Asset Ceniral Integration
SCPms Push Notification Destination
SCPms Dev Push Notification Destination

AN Demo System
AIN Dev - SAM(including checklist)

2. Onthe Technical Settings tab of the new connection, set the Target Host to match the ASPM API of the SAP
Cloud Platform mobile services. The <Service Number>and <Path Prefix> are notrequired for

checklist integration.

i Note

If necessary, configure the proxy that you are using to allow your back-end systems to connect to the

Internet.

SAP Asset Manager Configuration Guide
Configuring SAP Asset Manager to the Asset Intelligence Network

PUBLIC

121



=

=
RFC Destination: LSAN _ASSET_CENTRAL_INTEGRATION _‘El—l

Connection Type: G HTTP Connection to External Serv Description
Description
Description 1: | SAM - Asset Central Integration
Description 2:

Description 3:

Administration Technical Seftings Logon & Security Special Options

Target System Settings

Target Host int.sap_hana ondemand.com Service NO

Path Prefix

HTTP Proxy Options

Proxy Host
Proxy Service: |8080
Proxy User

Proxy PW Status: is initial

3. Onthe Logon & Security tab, under the Logon Procedure, select Basic Authentication. Enter the user name
and password of the service user.

In the Security Options section of the Logon & Security tab, ensure that the SSL is set to Active.
Select your SSL certificate from the certificates existing on the <SS Certificate> list.

Save the connection and perform a connection test. If the configuration is completed properly, a 404 HTTP
response is returned.

Next Steps

Continue to Mapping the Asset Central Key to a Back End System Key [page 123]
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7.3 Mapping the Asset Central Key to a Back End System
Key

Ensure you map the /MERP/AIN OBJ LINK SERV_ BADI BAdI from your Asset Central system to your back
end system.

Context

If you are installing SAP Asset Manager with the ASPM checklist feature as a 4.0 or above system, you do not
have to perform the following configuration, as it is configured out of box. If you are upgrading from an earlier
release, you will need to map the Asset Central key to a SAP S/4HANA back end key or a SAP ERP back end
key.

Procedure
1. Using the SAP GUI, run transaction SEI8.

2. Implement the BAdi class /MERP/AIN OBJ LINK SERV_BADI and add your own mapping.

3. Save your changes.
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8 SAP Web IDE

SAP Web IDE is a browser-based IDE consisting of integrated parts that interact with each other and with an
SAP system.

SAP Web IDE Full-Stack streamlines the end-to-end application lifecycle — easily develop, test, build, deploy,
and extend role-based, consumer-grade apps for business users. Create applications rapidly and deliver an
outstanding user experience. Developers can extend or build SAP Fiori apps, create SaaS solutions, extend
SAP S/4HANA cloud services, develop hybridmobile applications, and build 0T apps for SAP Leonardo, using
the Ul development toolkit for HTML5 (SAPUI5) for desktop and mobile devices, SAP HANA toolset, and Java
programming language and technologies. Since SAP Web IDE Full-Stack runs on , it needs no installation and
allows you to integrate with other services that run on the platform — such as SAP Fiori Cloud apps, Git
integration, mobile services, loT services, and more.

Architecture

The following diagram provides high-level typical architecture for SAP Web IDE Full-Stack.

Internet
SAP Cloud Platform

o - SAP Cloud P!atfonn

ava Cochpit
Developer/Designer/
Functional Specialist _

P > SAP Web IDE ) Q
Application

User
Development Git (App .
Infrastructure Projects) SAFUIS Version
Windows
0s

Workspace

Corporate Network

SAP Cloud Platform :
Connector Linux OS
Mac OS X

SAP Gateway

-

Trusted RFC

Business Suite/ERP

Component Description

enables customers and partners to rapidly build, deploy, and
manage cloud-based enterprise applications that comple-
ment and extend your SAP or non-SAP solutions, either on-
premise or on-demand.
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Component Description

cockpit Central point for managing all activities associated with your
account and for accessing key information about your appli-
cations.

For more information, see SAP Cloud Platform cockpit.

SAP Web IDE application Integrated development environment used to create or ex-
tend SAP UI5 or SAP Fiori applications.

Git Revision control and source code management system.

SAPUIS User interface technology that is used to build and adapt cli-
ent applications.

For more information, see Ul development toolkit for HTML5
- Demo Kit

connector Allows SAP Web IDE and to connect to an on-premise sys-
tem securely and with minimal configuration effort.

For more information, see SAP Cloud Platform connector.

SAP Gateway Provides a simple way to connect SAP Web IDE to an exter-
nal SAP system with access to OData functionality.

i Note

When working in SAP Web IDE, the following operations may be processed by our partner Infrastructure-
as-a-Service (laaS) providers:

e (Code completion
e (Code validation

These operations may involve transfer and process of data in different regions.

The list of operations is subject to change without prior notice.

Who is it for?

SAP Web IDE is a flexible tool for developers who want to dive right into the code editor without having to spend
time configuring and administering the development environment.

The tool is aimed at developers who need a modern and secure environment to create new or extend existing
SAP Fiori, SAPUI5, or hybrid applications. Developers are provided with a comprehensive set of tools, including
strong code editors with templates, wizards, beautifier capabilities, code completion, code snippets, code
validation, code checking, WYSIWYG, and many more features.

i Note

SAP Web IDE does not support touch capabilities.
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8.1 Customizing Apps Using the Mobile Development Kit

The Mobile Development Kit for SAP Cloud Platform mobile services is a metadata-based application
development platform.

The Mobile Development Kit (MDK) lets you customize, deploy, and manage your customized iOS and Android
apps in the cloud. The Mobile Development Kit editor lets you edit various aspects of your application using the
Mobile Development Kit editor. It also provides native client support and consumes mobile services such as
onboarding, offline OData, life-cycle management, and supportability through the using the Mobile
Development Kit client.

The Mobile Development Kit allows business process experts to customize the app in a cloud-based editor
using the SAP Web IDE, and developers to edit code directly in the metadata files.

The end-to-end use case for Mobile Development Kit includes tasks involving the following roles:

e Administrator

® Business process expert
e Developer

e User

8.1.1 Customizing Metadata using the Mobile Development
Kit

One of the main purposes of the Mobile Development Kit is to easily customize and redeploy metadata for your
SAP Asset Manager application.

A typical metadata customization procedure is as follows. This example assumes that metadata definitions
already exist in the Mobile Development Kit and that you are customizing them, or changing them:

1. Locate the object you want to modify. You can modify pages, actions, or rules. See the following topics and
subtopics for more information on how to create and modify the following metadata objects using the
Mobile Development Kit:

o Create Pages
o Create Actions
o Create Rules
2. Deploy the metadata. See Deploying App Metadata from Editor to Mobile Services for more information.
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9 Data Distribution Model Overview

A data distribution model defines how and what back end data are downloaded to the mobile devices.

Data distribution models consider various factors when determining what backend data should be downloaded
to the mobile client and to the mobile user. Some common criteria are:

Relevant business processes and business rules

User business roles in the organization

Last mobile client synchronization time with the back-end system
Backend data changes and the time of the changes

Current state of data objects on the mobile device

For the initial synchronization from the mobile device to the back-end system, the first two bullet points are
considered when determining what data should be downloaded to the mobile device and for the requesting
user. For subsequent delta synchronizations from the mobile device to the back-end system, all bullet points
are considered when determining what data should be downloaded to the mobile device for the requesting
user.

The following data distribution models are supported for the SAP Asset Manager application:

OMDO Filters
Object data collection entirely depends on OMDO filter conditions.

Dependency Queue

Object data collection entirely depends on Dependency Queue objects, and no filter conditions are applied

for the fetch criteria.
Dependency Queue + OMDO DOF Filters

Object data collection is based on dependency queue objects, and the OMDO DOF filters are applied for the

result set.

Other (Custom BAdI)
You can implement your own distribution logic using a BAdI.
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#0MDO Id:  SAM._EQUIPMENT *Description. | Equipment
* Mobile Application: = SAP Asset Manager
*oMDO Handler | /MERP/CL_PM_EQUIPMENT_OD : oMDOH ~~

General Setling Technical Model Info Data Filter Field Selection Change Detection Dependent Object Transaction Setiings ‘Qutbound Trigger Assignment

Defined Filters A  Rule Editor
d Operation - READ § i
~ Data Distribution Operation: READ Filter Name:  OBJECT_DISTRIBUTION_MODE
¥ OBJECT_DISTRIBUTION_MODE* Object Name:  /MERP/CORE_OMDO_DISTR_ST Reference Field Name: | GEN_ASGMNT_TYPE

Data Segment

Data Filter Rule Key: SAM _EQUIPMENT.READ.OBJECT_DISTRIBUTION_MODE
> Standard Filter

Filter Rule Type: = Static Value in Range Table Format ~
Enter Range Value

Sign: | Inclusive ~ | Option: | = w

Low Value: | 1-OMDO Filter ~

High Value:
Active Flag:

- OMDO Filter

- Dependency Queue

2
Rule List ;o cndency Queue + oMDO DOF fiters

Rulel g _Free Search Active Flag

. 00001 Z - Other ¥

5
00002  RANGE 2 v
=

By default, the SAP Asset Manager application determines object data collection based on distribution model
by using OMDO filters. In some cases, both OMDO filters and Dependency Queue are used depending on the
business use case. You can choose the appropriate distribution model based on your specific business
processes and requirements.

To change the data distribution model for a particular OMDO object, complete the steps below:

1. Onthe ConfigPanel home page, choose OData Mobile Data Object Configuration.
Make sure you select your desired mobile application in the Mobile Application Filter field at the top of the
page.

2. From the OData Mobile Data Object List select the desired OMDO object, such as SAM1911_EQUIPMENT,
and then click on the Data Filter tab.

3. Expand the Defined Filters list under | Operation - READ ¥ Data Distribution »
OBJECT_DISTRIBUTION_MODE 3. Choose the Change button from the menu.

4. Set the distribution model.
5. Save your changes.

9.1 Data Distribution by Assighment Types

By default, the SAP Asset Manager application determines the assignment of work orders and notifications
using the personnel number assignment at header level. However, implementation environments in different
industries or business types may use a different assignment model from the default to determine the proper
technician assignment for work orders and notifications. The SAP Asset Manager application supports several
assignment models; you only need to change the assignment type configuration for the specific model.

See Business Object Distribution by Assignment Model [page 75] for more details about assignment model
distribution, and how to change assignment type for both work order and notification.
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9.2 Common Filters for SAP Asset Manager

The filters listed in the following table are common to all SAP Asset Manager distribution rules. See the specific
rules for details on filter requirements for those rules.

Common Filters: Back End Data Filter Matrix

Common Filters: Back End Data Filter Matrix

Filter Name Type Value Comments

WO_ASSIGNMENT_TYPE Data Distribution, Mandatory See specific rule Defines which distribution model is
for value used

COMP_CODE Data Distribution, Optional Any Restricts work order distribution

based on the maintenance plant
company code on the work order.

CO_AREA Data Distribution, Optional Any Restricts work order distribution
based on work order maintenance
plant controlling area.

DATE_CLOSE Standard Filter, Optional Any Restricts work order distribution
based on date range within which
work order has been closed.

DATE_COMPLETION Standard Filter, Optional Any Restricts work order distribution
based on date range within which
work order has been technically
completed.

DATE_RELEASE Standard Filter, Optional Any Restricts work order distribution
based on date range within which
work order has been released

ORDER_CATG Data Distribution, Optional See specific rule Restricts work order distribution
for value based on work order category. For

maintenance orders, it should be
value 30.

ORDER_TYPE Data Distribution, Optional Any Restricts work order distribution
based on work order type.

ORDERID Data Distribution, Optional Any Restricts work order distribution to
a specific work order number.

OPER_ACTTYPE Standard Filter, Optional Any Restricts work order distribution
based on work order operation level
activity type.

OPER_CONTROL_KEY Standard Filter, Optional Any Restricts work order distribution

based on the operation level control
key on the work order.
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Filter Name

Type

Value

Comments

OPER_EXCL_SYST_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
excluding work orders with opera-
tions that have a specified system
status code.

OPER_EXCL_USER_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
excluding work orders with opera-
tions that have a specified user sta-
tus code.

OPER_INCL_SYST_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
requiring work order operations with
a specified system status code.

OPER_INCL_USER_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
requiring work order operations with
a specified user status code.

OPER_PLANT

Standard Filter, Optional

Any

Restricts work order distribution
based on the operation level plant of
the work order.

PLANNER_GROUP

Data Distribution, Optional

Any

Restricts work order distribution
based on the header planner group
of the work order.

PLANNING_PLANT

Data Distribution, Optional

Any

Restricts work order distribution
based on the work order header
planning plant.

PLANT

Data Distribution, Optional

Any

Restricts work order distribution
based on the header maintenance
plant of the work order.

PM_PHASE

Data Distribution, Optional

Any

Restricts work order distribution
based on the maintenance process
phase of the work order.

WO_EXCL_SYST_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
excluding work orders header with a
specified system status code.

WO_INCL_SYST_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
requiring a work order header with a
specified system status code.

WO_EXCL_USER_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
excluding a work order header with a
specified user status code.

WO_INCL_USER_STAT

Standard Filter, Optional

Any

Restricts work order distribution by
requiring a work order header with a
specified user status code.

MAIN_WORK_CENTER

Data Distribution, Optional

Any

Restricts work order distribution
based on the work order header
work center.
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Filter Name Type Value Comments

DOC_GOS_RELTYPE Standard Filter, Optional Data Segment, Op- Determines whether the GOS at-
tional tachment is supported based on a
GOS relationship.

DMS_DOC_TYPE Standard Filter, Optional Data Segment, Op- Determines whether the DMS at-
tional tachment is supported based on the
DMS document type.
DOC_LINK_OBJ Standard Filter, Optional Data Segment, Op- Determines whether the DMS at-
tional tachment is supported based on the

linked SAP object.

9.3 Work Order Distribution Rules

The standard SAP Asset Manager application work order distribution is controlled by the OMDO (OData mobile
data object) SAM1911_WORK_ORDER_GENERIC READ operation. It supports several data distribution models
for the work order.

You can choose the appropriate distribution model based on your specific business processes and
requirements.

9.3.1 Distribution by Work Order Header Person Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order
Header Person Responsible:

e Mobile user has an employee number (personnel number) assigned in SAP

® Employee number is assigned to the work order header as the person responsible
e \Work order has been released

e \Work order has not been marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 1 Defines which distribution model is
d
Mandatory use
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Filter Name Type Value Comments

ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For
maintenance orders, it should be

value 30.

9.3.2 Distribution by Work Order Operation Person
Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order
Header Person Responsible:

e Mobile user (i.e., the technician) must have an employee number (personnel number) assigned in SAP
e Employee number is assigned to the work order operation as the person responsible

e Work order is released

e Work order is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 2 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.
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9.3.3 Distribution by Work Order Suboperation Person

Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order
Suboperation Person Responsible:

Mobile user (i.e., the technician) must have an employee number (personnel number) assigned in SAP

Employee number is assigned to the work order suboperation as the person responsible

Work order is released
Work order is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments

WO_ASSIGNMENT_TYPE Data Distribution 3 Defines which distribution model is
Mandatory used

ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.

9.3.4 Distribution by Capacity Requirement Person

Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Capacity
Requirement Person Responsible:

Mobile user (i.e., the technician) must have an employee number (personnel number) assigned in SAP

Employee number is assigned to the work order capacity requirement split records as the person

responsible
Work order is released
Work order is not marked for deletion
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Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 4 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.

9.3.5 Distribution by Work Order Header Planner Group

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order
Header Planner Group:

Mobile user (i.e., the technician) has been assigned to the planner group based on the business

Employee number is not required

Planner group associated with the mobile user is assigned to the work order header

Work order is released
Work order is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 5 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For
maintenance orders, value should
be 30.
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9.3.6 Distribution by Work Order Operation Work Center

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order

Operation Work Center:

e Mobile user (i.e., the technician) has been associated with a work center in business

e Employee number is not required

e \Work center associated with the mobile user is assigned to work order operation

e \Work order has been released
e Work order has not been marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 6 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.

9.3.7 Distribution by Work Order Header Business Partner

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order

Header Business Partner:

e Predefined partner function is used in work order for work assignment

e Employee number is not required

e By default, the SAP user ID for the mobile user is used for data distribution by partner function

e \Work order is released
e Work order is not marked for deletion
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Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 7 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.

9.3.8 Distribution by Work Order Header Work Center

Requirements

The following are requirements before configuring the distribution model for Distribution by Work Order
Header Work Center:

Mobile user (i.e., technician) has been associated with a work center based on the business

Employee number is not required

Work center associated with the mobile user is assigned to the work order header

Work order is released
Work order is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 8 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional bas.ed on work order category. For
maintenance orders, value should
be 30.
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9.3.9 Distribution through MRS Scheduling Engine

Requirements

The following are requirements before configuring the distribution model for Distribution through MRS

Scheduling Engine:

® MRS has been implemented in the SAP system, and is responsible to schedule and update work order

capacity records with the assigned technician
® Employee number is required for the mobile user
e \Work order is released
e Work order is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution A Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution
Optional based on work order category. For

maintenance orders, value should
be 30.

9.3.10 Distribution by Free Search

Requirements

The following are requirements before configuring the distribution model for Distribution by Free Search:

® Free search criteria for the work order. Used for an OnDemand work order look-up scenario.

e Employee number is not required
e \Work order is released
e Work order is not marked for deletion
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Back End Data Filter Matrix

Filter Name Type Value Comments
WO_ASSIGNMENT_TYPE Data Distribution 7 Defines which distribution model is
d
Mandatory use
ORDER_CATG Data Distribution 30 Restricts work order distribution

. based on work order category. For
Optional .
maintenance orders, value should

be 30.

9.4 Notification Distribution Rules

The OMDO (OData mobile data object) SAM1911_NOTIF_ASSIGNMENT_TYPE READ operation controls the
standard SAP Asset Manager application notification distribution. It supports several data distribution models
for the notification.

You can choose the appropriate distribution model based on your specific business processes and
requirements.

Notification requests are assigned to the technician directly or assigned through the work center, planner
group, or related business partner of the technician. The SAP Asset Manager application supports these
different assignment types while downloading notifications associated with the technician.

Valid assignment types are:

1 - Header Level Person Responsible: Assign this notification to the HR personnel number of the
technician through the notification header Partner section.

2 - Notification Task Level Personnel Number: Assign this notification to the HR personnel number of the
technician through individual Task Personnel Number field.

3 - Header Level Planner Group: Assign this notification to the planner group associated with the
technician through the header level Planner Group field.

4 - Header Level Business Partner: Assign this notification to the business partner associated with the
technician through header level Partner Function Maintenance. The business partner can be anyone related
to the notification partner function and associated with the technician, such as user responsible, sold-to-
party, or other party. If there is no MAM configuration set up for the user, the default configuration uses
VU-User Responsible as the default partner function and the technician SAP User ID as the partner
number.

5 - Header Level Work Center: Assign this notification to the work center associated with the technician
through the header level Work Center field.

Customers can choose the appropriate distribution model based on their specific business processes and
requirements.
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9.4.1 Distribution by Notification Header Person Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Notification header
Person Responsible:

e Technician has an employee number (personnel number) assigned in SAP
e Employee number is assigned to the notification header partner overview as the person responsible
e Notification is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 1 Defines which distribution model is
d
Mandatory use

9.4.2 Distribution by Notification Task Level Person
Responsible

Requirements

The following are requirements before configuring the distribution model for Distribution by Notification task
level Personal Responsible:

e Technician has an employee number (personnel number) assigned in SAP
e Employee number is assigned to the notification task Person Responsible field
e Notification is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 2 Defines which distribution model is
d
Mandatory use
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9.4.3 Distribution by Notification Header Level Planner
Group

Requirements

The following are requirements before configuring the distribution model for Distribution by Notification header
level Planner Group:

e Technician is assigned to the planner group based on the business

® Employee number is not required

® Planner group associated with the mobile user is assigned to the notification header

e Notification is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 3 Defines which distribution model is
d
Mandatory use

9.4.4 Distribution by Notification Header Level Business
Partner

Requirements

The following are requirements before configuring the distribution model for Distribution by Notification header
level Business Partner:

e Business partner is assigned to the notification header partner overview

e The SAP user ID of the mobile user is used for data distribution by partner function using User Responsible
e Employee number is not required

e Notification is not marked for deletion
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Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 4 Defines which distribution model is
d
Mandatory use

9.4.5 Distribution by Notification Header Level Work Center
Requirements

The following are requirements before configuring the distribution model for Distribution by Notification header
level Work Center:

e Technician is associated with a work center in business

e Employee number is not required

e \Work center associated with the mobile user is assigned to the notification header

e Notification is not marked for deletion

Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 5 Defines which distribution model is
d
Mandatory use

9.4.6 Distribution by Free Search - Notifications
Requirements

The following are requirements before configuring the distribution model for Distribution by Free Search:

® Free search for notification used for an on-demand notification look-up scenario
® Employee number is not required
e Notification is not marked for deletion
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Back End Data Filter Matrix

Filter Name Type Value Comments
NOTIF_ASSIGNMENT_TYPE Data Distribution 9 Defines which distribution model is
used
Mandatory
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10 Troubleshooting

This section describes the various troubleshooting activities that you can perform in error situations, or the

app users can perform on a regular basis to ensure the smooth running of the mobile application. Itis also

explains how to monitor the different components of SAP Gateway, how to use the logs, and how to carry out

maintenance activities.

10.1 SAP Gateway Client

You can use the SAP Gateway Client (transaction code: /IWFND/GW_CLIENT) to test your OData service
provider without an OData consumer, such as the SAP Asset Manager mobile client. This tool is especially

useful to test your OData service from the back end to identify service-related issues before a service is used by

the mobile application.

[ SAP Gateway Clent Edt Goto Metadata System  Help M x
1 -
o Kl 000 Y 0%
SAP Gateway Client
4= (g Execute = [ Service Administration & Service Implementation  J» EntitySets 54 Add URI Option
HTTP Method *GET POST EUT PATCH MERGE DELETE (_ HEAD
Request URI /sap/opu/odata/MERP/SAP_ASSET_MANAGER_20/$metadata Multiple Rows
Protocol S HTTP (OHTTPS Test Group |5AM_TEST Test Case |SAM - Metadata
ElH | |l | | 5& Response in Browser | B Error Log | 54 HTTP Header| [ Use as Request | 5& Data Explorer |4 2
# |5 ][R &2 [add Fie [[Remove File || & Data Explorer| 7 HTTP Response - Processing Time = 319 ms
HTTP Request Header Name Value
~status_code 200 ~
g r!easertNime _|Va\u|e e : ~status_reason 0K v
[ECEn VR _jappication/atom-+xm sap-processing-info 0ODataBEP=,crp=,st=,MedCacheHub=Table,codeployed=softstate=
last-modified Mon, 11 Jun 2018 17:01:43 GMT
content-type application/xml
~garver_protocol HTTP/1.0
set-cookie sap-usercontext=sap-language=E&sap-client=800; path=/ -
< > ¢ » | set-cookie SAP_SESSIONID_SVB_800=PaNM2SLYZX2KT1vsHZq7hmZLSItxBHonzpsrot30W4%3d; path -
E ~
<?xml version="1.0" encoding="UTF-8"?=>
- <edmx:Edmx xmlins:sap="http://www.sap.com/Protocols/SAPData"
xmins:m="http:/ /schemas.microsoft.com/ado/2007/08/dataservices/metadata"
xmins:edmx="http:/ /schemas.microsoft.com/ado/2007/06/edmx" Version="1.0">
- <edmx:DataServices m:DataServiceVersion="2.0">
- «<Schema xml:lang="en"
xmins="http:/ fschemas.microsoft.com/ado/2008/09/edm" sap:schema-
version="1" Namespace="sap_mobile">
- <EntityType sap:content-version="1" Name="AcctIndicator">
- <Key>»
<PropertyRef Name="AcctIndicator"/>
</Key>
<Property Name="AcctIndicator" sap:filterable="false" sap:sortable="false" v

datable="false" sap:creatabl

PPN T NP TIPS PR 17 Y ST

sa

XML Ln 1col 1 2] <

For more information about how to work with the SAP Gateway Client, see SAP Gateway Client in the SAP
Gateway Technical Operations Guide.
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10.2 SAP Gateway Error Logs

Error logs provide detailed context information about errors that have occurred at runtime, enabling you to
perform root cause analysis, as well as reproducing and correcting errors.

You can launch the error log with transaction /IWFND/ERROR_LOG in Gateway Hub systems. Launch the error
log with transaction /IWBEP/ERROR_LOG in your back-end system.

The SAP Gateway error logs reveal basic details about errors and show errors from all users for a given client.
Business logic errors are often displayed in this error log due to improper business logic. Other errors displayed
include the HTTP code to indicate the type of error.

Note that based on the security level setting, advanced details or the replay function may be hidden or
disabled. Note also that these error logs will not show generic authorization errors if users fail to properly
authenticate.

SAP Gateway: Error Log

1 [7] EY Re-Select

EIREN Y .|l|By .53 .|| |77 [#3) )| |™ || 2 Error Context || B} Active Source | Download to PC ||t Upload from PC| = Summarize Logs
Overview
B Line Entry _ Date 7 Time T User T100E_ T100 _ Em_ ICFN_ HTT. B Error Text Comp_ Package MNames  Service Name
5 1 11.06.2018 10:44:42 ME_ [IWBE |I 2 odata 400 .+ Mo mobie application is assigned to odata service /MERP/SAP_ASSET_ . OPU-  /IWFND_ /MERP/ SAP_ASSET_MAMAGER_20
4 2 05:25:36  HU_ /IWBE [{] 1 odata +f Business error: Type =E Id =IM No =002 Message =Functional locatio,, OPU-_ /IWFND_ /MERP/ SAP_ASSET_MAMAGER_20
3 1 HU  /IWFN H 1 odata 202 .y Rejected because of error during changeset processing OPU-__ /IWFND_ /MERP/ SAP_ASSET_MAMNAGER_20
2 2 04:14:50 HU_ /IWBE |I 1 odata -/ Business error: Type =E Id =IM Mo =002 Message =Functional locatio,, OPU-, /IWFND_ /MERP/ SAP_ASSET_MANAGER_20
1 1 HU . /IWFN |I 1 odata 202 ./ Rejected because of error during changeset processing OPU-. /IWFND_ /MERP/ SAP_ASSET_MANAGER_20
<>

== H Y .|| BT %2 55 XML Format |54 Call Stack || [T Application Log || 55 Request Data . |54 Response Data || (& Backend Monitor|| > Replay .|| P> Configuration .
Error Context

Exp,. Name Value
['p;:[ j .ERROR_CONTEXT
..ERROR_INFO No mobile application is assigned to odata service /MERP/SAP_ASSET_MAMAGER_20 version 0001.
@ ..ERROR_RESOLUTION
...SAP_NOTE See SAP Note 1797736 for error analysis
...LINK_TO_SAP_NOTE https://service.sap.com/sap/support/notes/ 1797736
@ ../IWFND/CX_MGW_BUSI_EXCEPTION

...REMOTE_MESSAGE
...REMOTE_SYSTEM
...REMOTE_MESSAGE_TYPE
. ENTITYSET_NAME

...MESSAGE
...OPERATION
& ..SERVICE_INFO
...NAMESPACE /MERP/
...SERVICE_MAME SAP_ASSET_MANAGER_20
-..VERSION 0001
...SYSTEM_ALIAS SVB_800
...DESTINATION NONE
] ..SYSTEM_INFO
...REQUEST_URI /sapjopu/odata/MERP/SAP_ASSET_MANAGER_20/MobieClientSynchronzationSessions?$format=json&amp;$top=5
...REMOTE_ADDRESS 10.97.66.248
«.APPLICATION_SERVER Idcisvb_SvB_00
«..HUB_VERSION_INFQ SVB/800, Rel. 7.51, SAP_GWFND SP01, GWHUB Version 017
...BEP_VERSION_INFO not yet available

You can navigate to different sections from the Error Context area as shown above. Choose Replay to reproduce
and correct errors. Choose from the following two replay options:

e SAP Gateway Client
e \Web Browser

Use option SAP Gateway Client to reproduce runtime situations that led to a particular error without accessing
the application from the actual mobile client, and to simulate a service at runtime to identify and resolve
potential issues.

For more information about how to configure the error log, see Configuration Settings for the Error Log in the
SAP Gateway Technical Operations Guide.
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In addition, use the Application Log Viewer to display more technical error details by using transaction /
IWFND/APPS_LOG.

10.3 SAP Gateway Statistics

You can use the SAP Gateway Statistics (transaction code: /IWFND/STATS) to display the request statistics
and aggregated statistics. Each successful OData request has an entry in the statistics records, which is kept
for 7 days by default, however, you can extend the period to 30 days. Request statistics can be aggregated, in
which case they are kept for 90 days by default, however, you can extend the period to 365 days.

[ GW Statitics  System  Help =

o YK Q06 50 0%
SAP Gateway Statistics
) [7] E¥ Re-select &3 Aggregated Statistics
EIIRE Y .|l |E 4|5 L]l %2 ||| @ | & Request URI| &= summarize | 55 Performance Trace || 45 Hub System Statistics || 5 Backend System Statistics
Request Statistics

B Lne 7 Ex_ Namespa_ Service Name V.. Operation Entity Set or F_|E Batch Operstions Processing. Hub Ove  RFC O Backend  Appicat Non-GW . Fram_ Parallelz  Sum of 3l Request Si Response Sz, Format No.o

1 800 JMERP/  SAP ASSET MANAGER 20 1 read feed SAPUsers 212 136 0 17 59 0 72% 0 59 0 334.416 json 688

2 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch read feed 107 50 0 8 49 0 54% 0 46 207 1144 mixed i

4 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f, 315 118 0 20 177 0 44 % 0 173 1117 73339 mied 48

9 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f, 258 126 0 17 115 0 55% 0 112 846 254331 mxed 216

13 Y /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 183 91 0 13 79 0 57% 0 75 855 14.081 mixed 17

17 JMERP/  SAP ASSET MANAGER 20 1 read feed MobileStatuses 3.757 505 0 55 3107 017 % 0 3107 0 4.482.684 json 2377

18 Y] /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 123 50 0 ] 64 0 48 % 0 61 576 761 mixed 0

21 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f, 7 188 0 47 137 0 63% 0 134 1101 394973 mied = 452

2% Y] /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 541 283 0 89 169 0 69 % 0 162 591  1.013.083 mixed 757

29 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f, 2.482 700 0 1309 473 0 81% 0 470 577  4.152.855 mied 1.598

2 JMERP/  SAP ASSET MANAGER 20 1 read feed Geometries 1.233 49 0 6 1178 04% 0 1178 0 17.323 json 10

33 JMERP/  SAP ASSET MANAGER 20 1 read feed Documents 1.465 64 0 6 1395 05% 0 1395 0 195378 json 116

34 Y /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 344 174 0 27 143 0 58% 0 140 1.394 340.310 mixed = 387

40 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch rezd feed/read 2013 1154 0 135 724 0 64 % 0 721 3297  7.094.932 mied 3.900

53 Y /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 486 210 0 3 23 0 50% 0 239 2,510 436.737 mixed = 223

63 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch rezd feed/read 129 39 0 7 83 0 36% 0 80 580 765 mixed 0

66 I /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 205 76 0 13 112 4 43% 0 109 582 128.434 mixed 83

69 ¥ /MERP/  SAP ASSET MANAGER 20 1 batch rezd feed/read 3958  2.072 0 38 1502 0 62% 0 149 4744 12.956.519 mied 7.714

87 I /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f 648 197 0 61 390 0 40% 0 387 3.644 140,046 mixed 51

101 Y] /MERP/  SAP ASSET MANAGER 20 1 batch read feed/read f, 1752 871 0 161 720 0 59% 0 717 8.093  1763.108 mied 3.650

132 JMERP/  SAP ASSET MANAGER 20 1 metadata 253 249 0 1 3 0 9% 0 3 0 559.537 xml i

133 JMERP/  SAP ASSET MANAGER 20 1 metadats 3373 747 0 2621 5 00% 0 s 0 559.537 i i

SAP Gateway Statistics aggregates the entries by various entities, for example, client, namespace, service
name & version. With the /IWFND/STATS transaction you can verify details, such as processing time, response
size by entity, and other statistics about the complete request.

10.4 SAP Gateway Tracing Tools

The SAP Gateway provides tracing tools (transaction code: / TWFND/TRACES) to trace on a particular user for
both performance and payload.

Performance trace enables you to monitor performance at service call level for both the SAP Business Suite
and the SAP Gateway. Payload trace enables you to monitor the service calls with request and response data,
and to replay and simulate the service calls without accessing the application from the mobile client.

Traces display detailed request and response data coming into the SAP Gateway. Traces are active for only a
short time, and are purged on a regular basis.
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[E Tools Edit Goto System Help

o VKE 00O e 0%

SAP Gateway: Tracing Tools

9 2% 9] Error Log
v Users & Request URI Prefix
. Configuration Performance Trace
&l =71 =3 .1 &) 52 | T |[«3] 55 Request URI||[F] Today <-> All Traces
Payload Trace:
B Status Service Call Info Method Proc. Tme  Appl. Time Mon-GW_  Req. Size Resp. Size Format Date

{. ijERP/SAPiASSETﬁMANAGERﬁZDJ‘SAPUSErS?‘dehtnken:'ﬁmEBE77396E1E GET 72 41 0 o 4 xml 05.06.2018

I /MERP/SAP_ASSET_MANAGER_20/$batch POST 108 56 0 360 11.232 mixed 05.00.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 132 73 0 1.369 3436 mixed 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 110 64 0 1.035 2.577 mixed  05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 147 70 0 1.044 19.415 mixed  05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/MobileStatuses?! deftatoken="6CAESB7739, GET 108 72 0 0 644 xml 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch pPOST 113 63 0 702 1.723 mxed 05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 170 108 1 1.353 3.356 mixed 05.06.2018
/MERP/SAP_ASSET_MANAGER_20/$batch POST 125 71 0 717 1.798 mixed 05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 132 80 0 703 1.728 mixed 05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/Geometries?!deltatoken="6CAEBB77396E1,  GET 88 54 0 0 624 xml 05.06.2018

. /MERP/SAP_ASSET_MANAGER_20/Documents?ldeltatoken='6CAEBB77396E1  GET 88 52 o a 619 xml 05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/Documents?!deltatoken="6CAEBB77396E1,  GET 0 0 0 0 0 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 150 86 0 1.709 4.325 mixed  05.06.2018

I /MERP/SAP_ASSET_MANAGER_20/$batch POST 519 416 0 4.053 10.368 mixed 05.00.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 249 165 0 3.077 7.921 mixed 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch POST 178 77 0 706 84712 mixed  05.06.2018
/MERP/SAP_ASSET_MANAGER_20/$batch POST 1.272 836 0 708 2.722.215 mixed 05.06.2018

B /MERP/SAP_ASSET_MAMAGER_20/$batch POST 2.166 1.974 0 5.815 32.054 mixed 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$batch pPOST 1.032 756 0 4.463 81.225 mixed  05.06.2018

[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 696 461 0 9.651 103.371 mixed 05.06.2018

B /MERP/SAP_ASSET_MANAGER_20/$metadata?sap-anguage=en GET 318 2 0 0 559.537 xml 05.06.2018

With this tool, you can verify the exact content of the request header and body that is sent from the mobile
device, and also check the response from the SAP Gateway.

[ Payload Trace Edit System Hel

D 4

o YKE 000 e 0%

SAP Gateway: Payload Trace

9
S E=IH Y .||y .| BBl [™]Error Log || B} Show Source ||t Download to PC| 3 HTTP Header| 35 HTTP Body .||(¢ Replay || 35 Performance Trace
Client 800

B Date Time User Call Type  Method Service Cal Info Transaction 1D
05.06.2018  21:54:52 Request  GET  /MERP/SAP_ASSET_MANAGER 20/SAPUsers?deftatoken='6CAEBB7739  4DDGEF3A032EN540E00
05.06.2018  21:54:52 Response /MERP/SAP_ASSET_MANAGER_20/SAPUsers? deftatoken="6CAEBB7739_ 4DD6EF3AN32EN540E00

<?xml version="1.0"?>

- <feed xml:base="https:// fsap/opu/odata/MERP/SAP_ASSET_MANAGER_20/" xmins:d="http://schemas.microsoft.com/ado/2007/08/dataservices"
xmins:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata" xmins="http://www.w3.0rg/2005/Atom">
<id=https:/f/ /sap/opu/odata/MERP/SAP_ASSET_MANAGER_20/SAPUsers</id>

<title type="text">SAPUsers</title>

<updated=2018-06-05T19:54:527Z </updated>
- <author>

<name/>

</author=

<link titl

<link rel

</feed>

"SAPUsers" rel="self" href="SAPUsers"/>
"delta” href="SAPUsers?!deltatoken=" '_20180605215452%20""/>

For information about how to configure and activate the payload trace tool, see Tracing Tools: Configuration in
the SAP Gateway Technical Operations Guide.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

o Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
e The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
e SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

e Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering a SAP-hosted Web site. By using such
links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Gender-Related Language

We try not to use gender-specific word forms and formulations. As appropriate for context and readability, SAP may use masculine word forms to refer to all genders.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.
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