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Catalog Connectivity Service API

This guide is for a customer developer developing a client application that enables users to punch in to guided
buying from the Plant Maintenance module in SAP S/4HANA 2022 or SAP S/4HANA Cloud Public Edition to add
items to work orders.

A customer developer creates a client application that enables users to punch in to guided buying from the Plant
Maintenance module in SAP S/4HANA 2022 or SAP S/4HANA Cloud Public Edition to add items to work orders.

This guide applies to:

• SAP Ariba APIs
• SAP Ariba Developer Portal
• SAP Ariba Buying and Invoicing
• SAP Ariba Buying

Related Information

Support for Punching in to Guided Buying From Work Orders in an SAP S/4HANA System
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About the Catalog Connectivity Service API

Connectivity service enables users to punch in to guided buying from the Plant Maintenance module in SAP
S/4HANA 2022 or SAP S/4HANA Cloud Public Edition. It integrates with the SAP S/4HANA systems using Open
Catalog Interface (OCI) based protocols. Connectivity service supports secure OCI available in OCI 4.2 that enables
secure transfer of user credentials such as user name, Punchin ID, and Punchin Password over backend HTTP calls.

The Catalog Connectivity Service API is available only in the US and EU data centers.

The Catalog Connectivity Service API enables you to send a:

• request for an initial handshake as a backend call to guided buying (through connectivity service).
• request to retrive the selected items from guided buying.

The Catalog Connectivity Service API includes the following endpoint:

POST/

secureOci/

{PunchinId}

Sends a request for an initial handshake as a backend call to the connectivity service, if the
value of the FUNCTIONINITIALIZE.
Sends a request to the connetivity service to retrieve the selected items from guided buying,
if the value of the FUNCTION parameter is specified as RETRIEVEOCI.

Prerequisites

• To create an application and request access to use this API, you must have access to the SAP Ariba Developer
Portal. For details refer to Steps to Start Using the SAP Ariba APIs in Help for the SAP Ariba Developer Portal.

• All queries made to this API must be authenticated using OAuth authentication. For details refer to SAP Ariba
Developer Portal Authentication in Help for the SAP Ariba Developer Portal.

• The connectivity service must be configured before using the Catalog Connectivity Service API. For more
information, see Configuration of Connectivity Service.

Workflow of the Catalog Connectivity Service API

Workflow of the Catalog Connectivity Service API involves the following high-level steps.

Workflow to Initialize Handshake for Punching in to Guided Buying

To initialize handshake for punching in to guided buying (through the connectivity service) from an SAP S/4HANA
system using the catalog connectivity service API involves the following high-level steps:
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1. A user, in the Plant Maintenance module in the SAP S/4HANA system, in the process of adding items to the
work order selects to add items from guided buying.

2. The client application sends a request for an initial handshake as a backend call to guided buying through the
connectivity service.

3. The connectivity service persists the incoming data, generates a SessionId and a
SessionTransmissionId, and returns the values as an XML.
The SessionId is used by the SAP S/4HANA system in the request to the connectivity service to launch
the guided buying catalog, and the SessionTransmissionId in the request to retrieve the shopping cart
contents from guided buying.

 Note
The SessionId and SessionTransmissionId are valid only in the current session and will be deleted
from the database after the shopping cart contents have been checked out to the SAP S/4HANA system.

4. The SAP S/4HANA system sends a request to the connectivity service with the SessionId to launch the
catalog in guided buying.

5. The connectivity service processes the request and redirects the user to the guided buying landing page after
authentication.

6. The user searches the guided buying catalog for the required items, adds them to the cart and clicks Check
out to return to the SAP S/4HANA system.

Workflow to Retrieve the Selected Items From Guided Buying

Retrieving the selected items from guided buying using catalog connectivity service API involves the following
high-level steps:

1. When the user adds the required items to the cart in guided buying and clicks Check out to return to the SAP
S/4HANA system, guided buying sends the ShoppingCartID parameter value to the connectivity service.

2. The connectivity service persists the ShoppingCartID corresponding to the SessionId and notifies the SAP
S/4HANA system.

3. The client application sends a backend call to the connectivity service to retrieve the items from guided buying.
4. The connectivity service processes the request and retrieves the shopping cart data from guided buying and

sends it to theSAP S/4HANA system.

Initializing Handshake for Punching in to Guided Buying

Use this procedure to initialize handshake for punching in to guided buying through the connectivity service using
the catalog connectivity service API.

Context

The catalog connectivity service API enables you to punch in to guided buying from the Plant Maintenance module
in an SAP S/4HANA system.
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 Note
In the sample URLs in this topic, replace {{runtime_url}} with the desired runtime URL from the
Environment Details table on the SAP Ariba Developer Portal discovery page for this API.

Procedure

1. A user, in the Plant Maintenance module in the SAP S/4HANA system, in the process of adding items to the
work order selects to add items from guided buying.

2. The client application sends a request for an initial handshake as a backend call to guided buying through the
connectivity service using the POST {{runtime_URL}}/secureOci/{PunchinId} endpoint.
A sample request is as follows:

POST {{runtime_URL}}/secureOci/{PunchinId}

The backend call for initial handshake contain the following parameters:

Parameter Mandatory? Description Value

PunchinId Yes Unique identifier of the guided buying site. Ariba Network ID

username Yes Single sign-on (SSO) user ID of the user. User ID

context Yes Context in the SAP S/4HANA system from where the
user punched in.

workOrder

HOOK_URL Yes The URL of the SAP S/4HANA system to which the
shopping cart data is to be returned.

Ensure that you append the URL with the PunchinId.

URL

FUNCTION Yes Indicates the action to be taken by the connectivity
service.

INITIALIZE

EmailAddress Yes The user's email address.

ShoppingCartAuxI

D

No The ID of the work order.

ShoppingCartTitl

e

No The title of the work order.

SupplierDomain No The supplier domain value that needs to be re-
turned in the shopping cart. For example: duns or
networkid.

If left blank, the buyersystemid value is returned
by default.
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Parameter Mandatory? Description Value

CustomFilterQuer

y

No Used for filtering based on territory. For example:
AvailableTerritories = ('US').

SAP Ariba recommends that you encode this field
value using the Base64 encoding scheme and append
the encoded value to @ARIBAHEADER@. For exam-
ple, if the encoded value of
AvailableTerritories = ('US') is
QXZhaWxhYmxlVGVycml0b3JpZXMgPSAoJ0RF

JykgQU5 then enter,
@ARIBAHEADER@QXZhaWxhYmxlVGVycml0b3J

pZXMgPSAoJ0RFJykgQU5.

PurchasingUnit No The purchasing unit associated with the user. Guided
buying is enabled to receive purchasing units
as an extrinsic field from the SAP S/4HANA system.
The user profile and purchasing unit associations help
filter the content that a user can view in guided buy-
ing.

DefaultCurrency No The currency associated with the user.

UserLocale No The locale associated with the user.

Groups No The groups associated with the user.

User.Address.UNa

me

No Guided buying looks up the value of this field and
updates the users address when creating the user.

User.Address.Str

eet

No The part of the address that contains the house/
apartment number and street/cross name.

User.Address.Cit

y

No The name of the city in the address.

User.Address.Sta

te

No The name of the State.

User.Address.Cou

ntry

No The name of the country. The name should be in the
format that is loaded in guided buying.

User.Address.PCo

de

No The postal code of the address.

User.Address.Pho

ne

No The phone number of the user.

User.Address.Fax No The fax number of the user.

The response includes a SessionId and a SessionTransmissionId.
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Retrieving the Selected Items From Guided Buying

Use this procedure to retrieve the selected items from guided buying using the Catalog Connectivity Service API.

Context

The catalog connectivity service API enables you to retrieve the selected items after punching in to guided buying
from the Plant Maintenance module in an SAP S/4HANA system.

 Note
In the sample URLs in this topic, replace {{runtime_url}} with the desired runtime URL from the
Environment Details table on the SAP Ariba Developer Portal discovery page for this API.

Procedure

1. A user adds the required items to the cart in guided buying and clicks Check out to return to the SAP
S/4HANA system.

Guided buying sends the ShoppingCartID parameter value to the connectivity service.

The connectivity service persists the ShoppingCartID corresponding to the SessionId and notifies the SAP
S/4HANA system.

The client application sends a backend call to the connectivity service to retrieve the items from guided buying.

The connectivity service processes the request and retrieves the shopping cart data from guided buying and
sends it to the SAP S/4HANA system.

2. The connectivity service persists the ShoppingCartID corresponding to the SessionId and notifies the SAP
S/4HANA system.

3. The client application sends a backend call to the connectivity service to retrieve the items from guided buying
using the POST {{runtime_URL}}/secureOci/{PunchinId} endpoint.
A sample request is as follows:

POST {{runtime_URL}}/secureOci/{PunchinId}

The backend call contains the following parameters:

Parameter Mandatory? Description Value

SessionTransmission

Id

Yes The session transmission ID
generated by the connectiv-
ity service for the current
punchin session.

SessionTransmission

Id
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Parameter Mandatory? Description Value

FUNCTION Yes Indicates the action to be
taken by the connectivity
service.

The value RETRIEVEOCI
indicates that guided buying
must send the shopping cart
contents associated with the
specified
SessionTransmission

Id to the SAP S/4HANA sys-
tem.

RETRIEVEOCI

SessionTransmissionId=c8c3444ae27f421087d50a42ed24b1d2
  
FUNCTION=RETRIEVEOCI

The connectivity service processes the request and retrieves the shopping cart data from guided buying and
sends it to the SAP S/4HANA system.

A sampe response is as follows:

<?xml version="1.0"?>
 
<ocisecurity>
 <OCIField>NEW_ITEM-ShoppingCartID[1]</OCIField>
 <OCIValue>SH73</OCIValue>
 <OCIField>NEW_ITEM-DESCRIPTION[1]</OCIField>
 <OCIValue>SSP-3793 Catalog-Item For JCN</OCIValue>
 <OCIField>NEW_ITEM-MATGROUP[1]</OCIField>
 <OCIValue></OCIValue>
 <OCIField>NEW_ITEM-EXT_CATEGORY[1]</OCIField>
 <OCIValue>43211800</OCIValue>
 <OCIField>NEW_ITEM-EXT_SCHEMA_TYPE[1]</OCIField>
 <OCIValue>unspsc</OCIValue>
 <OCIField>NEW_ITEM-MATNR[1]</OCIField>
 <OCIValue></OCIValue>
 <OCIField>NEW_ITEM-QUANTITY[1]</OCIField>
 <OCIValue>1.000 </OCIValue>
 <OCIField>NEW_ITEM-UNIT[1]</OCIField>
 <OCIValue>EA </OCIValue>
 <OCIField>NEW_ITEM-PRICE[1]</OCIField>
 <OCIValue>44.000 </OCIValue>
 <OCIField>NEW_ITEM-PRICEUNIT[1]</OCIField>
 <OCIValue>1</OCIValue>
 <OCIField>NEW_ITEM-CURRENCY[1]</OCIField>
 <OCIValue>USD </OCIValue>
 <OCIField>NEW_ITEM-LEADTIME[1]</OCIField>
 <OCIValue>3</OCIValue>
 <OCIField>NEW_ITEM-VENDOR[1]</OCIField>
 <OCIValue>sid496 </OCIValue>
 <OCIField>NEW_ITEM-VENDORMAT[1]</OCIField>
 <OCIValue>SSP-3793CAT </OCIValue>
 <OCIField>NEW_ITEM-MANUFACTCODE[1]</OCIField>
 <OCIValue>Hallmark Cables </OCIValue>
 <OCIField>NEW_ITEM-MANUFACTMAT[1]</OCIField>
 <OCIValue>SSP-3793CAT </OCIValue>
 <OCIField>NEW_ITEM-CONTRACT[1]</OCIField>
 <OCIValue></OCIValue>
 <OCIField>NEW_ITEM-CONTRACT_ITEM[1]</OCIField>
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 <OCIValue></OCIValue>
 <OCIField>NEW_ITEM-EXT_PRODUCT_ID[1]</OCIField>
 <OCIValue>sid496|SSP-3793CAT</OCIValue>
 <OCIField>NEW_ITEM-LONGTEXT_1:132[]</OCIField>
 <OCIValue>SSP-3793 Catalog-Item For JCN</OCIValue>
 <OCIField>NEW_ITEM-SERVICE[1]</OCIField>
 <OCIValue></OCIValue>
 
</ocisecurity>

Error Codes for the Catalog Connectivity Service API
The Catalog Connectivity Service API returns response codes when you submit POST requests.

Response Code Message Description

401 Unauthorized Authentication failed. Confirm your OAuth credentials and make sure that you
are using OAuth authentication.

403 Forbidden Authentication failed. Confirm your OAuth credentials and your ANID.

404 Not Found Invalid URL.
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Important Disclaimers and Legal Information

Hyperlinks
Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

• Links with the icon : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:

• The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

• SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

• Links with the icon : You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using such links,
you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms
Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features
Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.
The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code
Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language
SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities, genders,
and abilities.
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This documentation, as well as the Ariba solutions, software and/or
services described in it, contain proprietary information. They are
provided under a license or other agreement containing restrictions on
use and disclosure and are also protected by copyright, patent and/or
other intellectual property laws. Except as permitted by such agreement,
no part of the document may be reproduced or transmitted in any form
by any means, electronic, mechanical or otherwise, without the prior
written permission of Ariba, Inc.

Ariba, Inc. assumes no responsibility or liability for any errors or
inaccuracies that may appear in the documentation. The information
contained in the documentation is subject to change without notice.

Ariba and Ariba products and services mentioned herein as well as their
respective logos are trademarks or registered trademarks of Ariba, Inc. in
the United States and other countries. Please see http://www.ariba.com/
legal/trademarks for additional trademark information and notices.

Ariba Sourcing solutions (On Demand and software) are protected
by one or more of the following patents, including without limitation:
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Other Ariba product solutions are protected by one or more of the
following patents:

U.S. Patent Nos. 6,199,050, 6,216,114, 6,223,167, 6,230,146, 6,230,147,
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Certain Ariba products may include third party software or other
intellectual property licensed from a third party. For information
regarding software or other intellectual property licensed from a third
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