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1 Technical Integration Settings

This guide details the integration configuration between SAP ERP HCM and SAP SuccessFactors Employee
Central using SAP Cloud Platform Integration. It covers configuration for both one-time migration of data from
SAP HCM ERP to SAP SuccessFactors as well as on-going replication from SAP SuccessFactors to SAP ERP
HCM Payroll after going live with SAP SuccessFactors for Employee Central.
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2 Change History

Learn about changes to the documentation for Technical Integration Settings in recent releases.

1H 2024

Type of Change Description More Info

None We did not update this document.
2H 2023

Type of Change Description More Info

None We did not update this document.
1H 2023

Type of Change Description More Info

None We did not update this document.
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3 Landscape

SuccessFactors Instance SAP Cloud Platform Global Account

SuccessFactors EC Cloud Platform Integration

Org. Obj. Migrati

Org. Objects

Cost Center Replication
Org. Obj. Replication
Emp. Data. Replication

igration
Emp. Data Migration
licati

The landscape for the integration between SuccessFactors Employee Central and SAP ERP HCM system is
composed of the following systems:

* SuccessFactors Employee Central Instance (EC)
* SAP Cloud Platform Integration Tenant (CPI)

* SAP Cloud Connector (SCC)

* SAP ERP HCM System (ERP)

This Best Practices solution addresses the following integration scenarios:
Migration:

* Migrating Data from ERP HCM to Employee Central Using Infoporter
* Transfer of Cost Centers ERP to EC

Replication:

* Organizational Objects EC to ERP
* Employee Data and Organizational Assignments EC to ERP

Technical Integration Settings: Configuration Guide
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4 Configuration Steps

4.1 Cloud Platform Integration Settings

4.1.1 Add SuccessFactors Certificate to SAP Cloud Platform
Integration KeyStore

The root certificate of the SuccessFactors Employee Central instance must be installed in the CPI KeyStore to
allow the SSL Handshake.

Procedure

1. Obtain the root certificate from the following URL: https://<server>.successfactors.com/sf/start/#/login

2. Choose the lock icon to the right of the URL to find the certificate, if using Internet Explorer. If using a
different browser, then follow the appropriate procedure for the browser to download the certificate.

2 Sf https://salesdemod.successfactors.com/sf/start/#/companyEntry ~ac

ssFactors Log in x LT

B} Website ldentification

DigiCert has identified this site as:
salesdemod.successfactors.com
This connection to the server is encrypted.

Should | trust this site?

View certificates

3. The root certificate (as shown below) must be downloaded.

a Certificate
General Details Certification Path

Certification path

S| DigiCert

4. Choose Details and download the certificate to a file on the local desktop.
5. Logonto the CPI tenant at https: //<tenant>.hana.ondemand.com/itspaces/

Technical Integration Settings: Configuration Guide
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6. Navigate to the following path: | Monitor » Manage Security ¥ KeyStore J

Owerview

Monitor Message Processing

All Integration Flows

Past Hour

Messages

Manage Integration Content

All Integration Flows

Past Hour

Failed Messages

All Integration Flows

Past Hour

Error Messages

All Integration Flows

Past Hour

Retry Messages

All All All Value Mapping
All Started Error All
Manage Security
Security Material Keystore Certificate-to-User Connectivity Tests
Mappings
Artifacts Enfries Artifacts
7. Select Add and then choose Certificate. Add the certificate file from step 2.
Overview / Manage Keystore
Current Backup New SAP keys SAP Key History
Entries (10) Filter by Alias Q | BackUp | Create _ || Add _ || Download | C | *%
Alias Type Owner Valid Until Last Modified At :‘mb”
digicert global root ca Certificate Tenant Administrator Nov 09, 2031, 18:00:00 Apr 25, 2019, 16:57:00 =
digicert global root ca sfsf Certificate Tenant Administrator Nov 09, 2031, 18:00:00 Jul 05, 2019, 14:20:44 [z

4.1.2 Create SuccessFactors User Credentials in CPI

Communication from CPI to SuccessFactors Employee Central is based on Basic Authentication. For that, two

security artifacts must be created in CPI.
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Procedure

1. Logon to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/

2. Navigate to the following path: | Monitor » Manage Security ¥ Security Material 3
3. Choose Add followed by User Credentials. Create the following entries:

Name Description User Password CompanyID Type
SUCCESSFAC- Credentials for Example, sfapi@<COM- <password> User Cre-
TORS_<COM- accessing Success- PANY_ID> if not using sfapi, dentials
PANY_ID>_HTTP Factors EC using then use your EC APl user

HTTP adapter that you created instead.
SUCCESSFAC- Credentials for sfapi <password> <EC Instance Success-
TORS_<COMPANY_ID> accessing Success- ID> Factors

If not using user sfapi, then
Factors EC us-
) use your EC APl user that
ing SuccessFactors )
you created instead.
adapter

4.1.3 SAP Cloud Connector: VPN Tunnel and Services
Allowlist

As the ERP system is inside a network protected by a firewall, a cloud connector inside this very same network
is needed to allow this communication. The SAP Cloud Connector (SCC) creates a VPN tunnel between the
network where the ERP system resides and the SAP Cloud Platform. Using SCC, certificates do not have to be
installed for the SSL Handshake. The services, which will be accessed from the SAP Cloud Platform Integration,

have to be allowlisted in the cloud connector.

Procedure

1. The first step is to create the VPN tunnel between the cloud connector account already in place and the
integration tenant. If the cloud connector account is not in place, reach out to your SAP ERP support team.

SCP Subaccount Region Host

<cpi_subaccount> <scp_region>.sap.hana.ondemand.com

2. The ERP system needs to be published:

Technical Integration Settings: Configuration Guide
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Virtual Host Virtual Port Internal Host Internal Port

<virtual_host> <port> <internal_host> <port>

° LY ~ @ @ | Search Jo

' Cloud Connector

SAP Cloud Connector Administration EBd c ©

% Connector { c1604| o

Security Status

Cloud To On-Premise

Alerting

High Availability ACCESS CONTROL COOKIE DOMAINS APPLICATIONS PRINCIPAL PROPAGATION

Hardware Metrics Monitor

Mapping Virtual To Internal System + I L w @
Configuration
Status  Virtual Host Internal Host Check Result Protocol Back-end Type Actions
: o O Reachable HTTPS  ABAP System B 7 & W R.
2 1604
Cloud To On-Premise Resources Accessible On + W
On-Premise To Cloud Enabled  Status  URL Path 7 Access Policy Actions
Mooy (u] / Path and all sub-paths VAT

Audits

Log And Trace Files

3. Finally, the necessary services must be allowlisted. A best practice is to just publish the needed services
instead of all the services of a server.

URL Path Description Access Policy

/sap/bc/srt/scs/sap/eemasterdataandor- Service to import employee dataand Path only (sub-paths are ex-

gassbndlreq organizational assignments cluded)

/sap/bc/srt/scs/sap/organisationalobjectrepli-  Service to import organizational ob-  Path only (sub-paths are ex-

catio jects cluded)

/sap/bc/srt/scs/sap/orgobjreplnotification Service to inform when the organiza- Path only (sub-paths are ex-
tional objects are imported cluded)

/sap/bc/srt/scs/sap/eemasterdataandorgass- Service to inform when a push repli-  Path only (sub-paths are ex-
pushnoti cation is triggered cluded)

4.1.4 Create ERP User Credentials in CPI

Communication from CPI to ERP is based on Basic Authentication. For that a security artifact must be created
in CPl at | Monitor » Manage Security » Security Material » Add » User Credentials J:

Name Description User Password SUCCESSFACTORS

ERP_<SID>, where Credentials for accessing ERP ~ SF_COMM  <password> False
SID stands for Sys-  system
tem ID eg: ERP_RD7
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The technical user SF_COVMmust have been already created in the ERP system as a system or communication
user according to the instructions in the Preparing for Implementation |+ Preparing » ERP HCM » Create

Technical Communication User ).

ERP related settings specific to the integration flows are described in Add CPI Root Certificates to ERP [page
20].

4.1.5 iFlow Configuration

4151 CPI Configuration for Migration of Organizational
Objects from ERP to SuccessFactors Employee
Central

The iFlow ERP to SAP SuccessFactors Employee Central Generic OData Upsert from CPI package ERP to
SAP SuccessFactors Employee Central Employee and Organizational Data is used for the initial migration of
organizational objects from ERP to SuccessFactors Employee Central.

1. Log on to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/.
2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right
corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.
Choose the package to view the details of the package.

o1

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

8. Enter the details listed below and Save and Deploy the configuration.

Sender SAP_ERP Address: /ERP_to_EC_GenericODataUpsert

Authorization: Client Certificate

Subject DN: Enter subject from client certificate of the ERP sys-
tem.

Issuer DN: Enter issuer from client certificate of the ERP system.

Receiver SUCCESSFACTORS_EC Credentials: SUCCESSFACTORS_<COMPANY_ID>_HTTP (cre-
ated in Create SuccessFactors User Credentials in CPI [page 7])

Timeout: 600000

SUCCESSFACTORS_EC_Base_URL https://api<server>.successfactors.com.

Refer to SAP Note 2215682#% to find the URL

Technical Integration Settings: Configuration Guide
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ENABLE_PAYLOAD_LOGGING false

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the
following:

https://<tenant>-ifimap.int.sap.hana.ondemand.com/cxf/ERP_to_EC_GenericODataUpsert
The first part of the listed endpoint is the SAP CPI runtime URL.

® Note

The SAP CPI Runtime URL is included in the SAP CPI provisioning e-mail.

415.2 CPI Configuration for Migration of Employee Data
from ERP to SuccessFactors Employee Central

The iFlow ERP to SAP SuccessFactors Employee Central Generic OData Upsert from package ERP to SAP
SuccessFactors Employee Central Employee and Organizational Data is used for the initial migration of
employee objects from ERP to SuccessFactors Employee Central.

The iFlow ERP to SAP SuccessFactors Employee Central Employee Key Data Query from package ERP to
SAP SuccessFactors Employee Central Employee and Organizational Data is used to obtain ids of migrated
employees.

1. Log on to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/
2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right
corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.

o1

Choose the package to view the details of the package.

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the

integration flow.

[00]

. Enter the details listed below and Save and Deploy the configuration.

Sender SAP_ERP Address: /ERP_to_EC_EmployeeKeyDataQuery

Authorization: Client Certificate

Subject DN: Enter subject from client certificate of the ERP system.

Issuer DN: Enter issuer from client certificate of the ERP system.

Technical Integration Settings: Configuration Guide
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Receiver SUCCESSFACTORS_EC Address: https://api<server>.successfactors.com
Refer to SAP Note 2215682 to find the URL
Address Suffix: /sfapi/vl/soap

Credentials: SUCCESSFACTORS_<COMPANY_ID>

ENABLE_PAYLOAD_LOGGING false

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the
following:

https://<tenant>-iflmap.hcisb.int.sap.hana.ondemand.com/cxf/ERP_to_EC_EmployeeKeyDataQuery

4.15.3 CPI Configuration for Transfer of Cost Centers from
ERP to SuccessFactors Employee Central

The iFlow ERP to Employee Central Cost Center from package ERP to SAP SuccessFactors Employee
Central Cost Center is used for this scenario.

1. Log on to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/.
2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right
corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.
Choose the package to view the details of the package.

o1

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

8. Enter the details listed below and Save and Deploy the configuration.

Sender SAP_ERP Address: /ERP_to_EC_CostCenter_Replication_IDoc
Authorization: Client Certificate
Subject DN: Enter subject from client certificate of the ERP system.

Issuer DN: Enter issuer from client certificate of the ERP system.

Receiver SUCCESSFACTORS_EC Address: https://api<server>.successfactors.com

Refer to SAP Note 2215682#% to find the URLCredentials: SUCCESS-
FACTORS_<COMPANY_ID>

ADD_INACTIVE_RECORD_IF_DELIMITED false

Technical Integration Settings: Configuration Guide
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COMPANY_ID_TARGET_FIELD legalEntity

USE_EXTERNAL_COST_CENTER false
ERP_DEFAULT_LANGUAGE E
ENABLE_PAYLOAD_LOGGING false

PERSON_RESP_TARGET_FIELD

The iflow gets triggered from the ERP system with an IDOC. It makes the necessary transformations, sends the
cost centers to SuccessFactors Employee Central through the OData APl and updates the IDOC status.

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the
following:

https:<tenant>-ifimap.int sap.hana.ondemand.com/cxf/ERP_to_EC_CostCenter_Replication_IDoc

4154 CPI Configuration for Replication of Organizational

Objects from SuccessFactors Employee Central to
ERP

The iFlow SAP SuccessFactors Employee Central to ERP Generic Object from CPI package SAP
SuccessFactors Employee Central to ERP Employee and Organizational Data is used for this scenario.

1
2.

Log on to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/
Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right

o

0o

corner.

Choose Design on the left-side pane and find the package that was copied over in the previous step.
Choose the package to view the details of the package.

On the Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

In the Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

. Enter the details listed below and Save and Deploy the configuration.

Sender SAP_ERP_OUT Address: /EC_to_ERP_Generic_Object_Query

Authorization: Client Certificate

Subject DN: Enter subject from client certificate of the ERP system.

Issuer DN: Enter issuer from client certificate of the ERP system.

Technical Integration Settings: Configuration Guide
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Receiver SUCCESSFACTORS_EC

Address: https://api<server>.successfactors.com
Refer to SAP Note 2215682 #% to find the URL

Credentials: SUCCESSFACTORS_<COMPANY_ID>

Receiver SAP_ERP_Notification_IN

Address: http://<erp_server>:<port>/sap/bc/srt/scs/sap/orgobjreplnotifica-
tion?sap-client=<clientid> (Refer to ERP Configuration for Replication of Organi-
zational Objects from SuccessFactors Employee Central to ERP [page 30] for
access URL)

Proxy Type: On-Premise
Authentication: Basic

Credential Name: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

Receiver SAP_ERP_Exception_Notifica-

tion_IN

Address:Address: http://<erp_server>:<port>/sap/bc/srt/scs/sap/orgobjrepl-
notification?sap-client=<clientid> (Refer to ERP Configuration for Replication
of Organizational Objects from SuccessFactors Employee Central to ERP [page
30] for access URL)

Proxy Type: On-Premise
Authentication: Basic

Credential Name: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

Receiver SAP_ERP_IN

Address: http://<erp_server>:<port>/sap/bc/srt/scs/sap/organisationalob-
jectreplicatio?sap-client=<clientid> (Refer to ERP Configuration for Replication
of Organizational Objects from SuccessFactors Employee Central to ERP [page
30] for access URL)

Proxy Type: On-Premise
Authentication: Basic

Credential Name: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the
following:

https://<tenant>-ifimap.int.sap.hana.ondemand.com/cxf/EC_to_ERP_Generic_Object_Query
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4.15.5 CPI Configuration for Replication of Employee
Data and Organizational Assignments from
SuccessFactors Employee Central to ERP

SAP SuccessFactors Employee Central to ERP Employee Data and
Organizational Assighment

The iFlow SAP SuccessFactors Employee Central to ERP Employee Data and Organizational Assignment
from CPI package SAP SuccessFactors Employee Central to ERP Employee and Organizational Data is used

for this scenario.

1. Log on to the CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/.

2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right

corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.

o

Choose the package to view the details of the package.

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to

be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the

integration flow.

8. Enter the details listed below and Save and Deploy the configuration.

Sender ERP_Query

Address: /EC_to_ERP_Master_Data_And_Org_Query

Authorization: Client Certificate
Subject DN: Enter subject from client certificate of the ERP system.

Issuer DN: Enter issuer from client certificate of the ERP system.

Receiver Employee Central

Address: https://api<server>.successfactors.com

Refer to SAP Note 2215682 #% to find the URL

Credentials: SUCCESSFACTORS_<COMPANY_ID>

Receiver ERP_Notification

Address: http:/<erp_server_ip>:<port>/sap/bc/srt/scs/sap/eemasterdataandor-
gassbndlreq?sap-client=<clientid> (Refer to ERP Configuration for Replication of Em-
ployee Data and Organizational Assignments from SuccessFactors Employee Central to
ERP [page 32] for access URL)

Proxy Type: on-premise
Authentication: Basic

Credential: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

Technical Integration Settings: Configuration Guide
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Receiver ERP_Exception_

Notification_Main

Address: http://<erp_server_ip>:<port>/sap/bc/srt/scs/sap/eemasterdataandor-
gassbndlreq?sap-client=<clientid> (Refer to ERP Configuration for Replication of Em-
ployee Data and Organizational Assignments from SuccessFactors Employee Central to
ERP [page 32] for access URL)

Proxy Type: on-premise
Authentication: Basic

Credential: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

Receiver ERP_Response

Address: http://<erp_server_ip>:<port>/sap/bc/srt/scs/sap/eemasterdataandor-
gassbndlreq?sap-client=<clientid> (Refer to ERP Configuration for Replication of Em-
ployee Data and Organizational Assignments from SuccessFactors Employee Central to
ERP [page 32] for access URL)

Proxy Type: on-premise
Authentication: Basic

Credential: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

Receiver ERP_Exception_Notifi-
cation_Sub

Address: http://<erp_server_ip>:<port>/sap/bc/srt/scs/sap/eemasterdataandor-
gassbndlreq?sap-client=<clientid> (Refer to ERP Configuration for Replication of Em-
ployee Data and Organizational Assignments from SuccessFactors Employee Central to
ERP [page 32] for access URL)

Proxy Type: on-premise
Authentication: Basic

Credential: ERP_<SID>, where SID stands for 3 letter SAP ERP system ID

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the

following:

https://<tenant>-iflmap.hcisb.int.sap.hana.ondemand.com/cxf/EC_to_ERP_Master_Data_And_Org_Query

ERP to SAP SuccessFactors Employee Central Confirmation

The iFlow ERP to SAP SuccessFactors Employee Central Confirmation v2 from package ERP to SAP
SuccessFactors Employee Central Confirmation v2 is also used in this scenario.

1. Logon tothe CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/

2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right

corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.

o

Choose the package to view the details of the package.

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to

be configured.
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7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

8. Enter the details listed below and Save and Deploy the configuration.

Sender SAP_ERP Address: /ERP_to_EC_EmployeeMasterDataReplicationConfirmation

Authorization: Client Certificate

Subject DN: Enter subject from client certificate of the ERP system.

Issuer DN: Enter issuer from client certificate of the ERP system.

Receiver SUCCESSFACTORS_EC Address: https://api<server>.successfactors.com/odata/v2/upsert

Refer to SAP Note 2215682 #% to find the URL

Credentials: SUCCESSFACTORS_<COMPANY_ID>

ENABLE_PAYLOAD_LOGGING FALSE

The iFlow endpoint URL that would be entered in soamanager configuration in the ERP settings below is the
following:

https://<tenant>-iflmap.hcisb.int.sap.hana.ondemand.com/cxf/
ERP_to_EC_EmployeeMasterDataReplicationConfirmation

SAP SuccessFactors Employee Central to ERP Employee Push

The iFlow SAP SuccessFactors Employee Central to ERP Employee Push from package SAP SuccessFactors
Employee Central to ERP Employee Push is used to start the replication from Employee Central side, based
on events instead of jobs.

1. Logon tothe CPI tenant at https://<tenant>.hana.ondemand.com/itspaces/
2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right
corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.
Choose the package to view the details of the package.

o

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

8. Enter the details listed below and Save and Deploy the configuration.

Sender EC_Push_Event Adapter type: HTTPS

Address: /push_notification
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Receiver SAP_ERP Adapter type: SOAP

Address: http://<erp_server_ip>:<port>/sap/bc/srt/scs/sap/eemasterdataandorgass-
pushnoti?sap-client=<clientid>

Proxy Type: on-premise

Credential: ERP_<SID>

Parameters Transformation_template_group: Transformation template group for replication, e.g,
SBP_EE_EC_ERP_US

Employee Central calls Cloud Platform Integration when a determined event happens for an employee. CPI
then starts the replication from ERP for that employee.

The iFlow endpoint is the following (used above, in the Intelligent Services Center — Employee Central):

https://<tenant>-ifimap.hcisb.int.sap.hana.ondemand.com/http/push_notification

4156 CPI Configuration for Replication of Time Data from
SuccessFactors Employee Central to ERP HCM

Replicate Time Off Data from SAP SuccessFactors Employee Central to SAP
ERP

The iFlow Replicate Time Off Data from SAP SuccessFactors Employee Central to SAP ERP from CPI
package SAP SuccessFactors Employee Central Integration with SAP ERP: Employee Time for Payroll is
used for this scenario.

1. Logon tothe CPIltenant. Example URL: https://<tenant>.hana.ondemand.com/itspaces
2. Choose Discover on the left-side pane and search for the package name.

3. Copy the Package and the integration flows to the customer space by choosing Copy on the upper right
corner.

4. Choose Design on the left-side pane and find the package that was copied over in the previous step.

5. Choose the package to view the details of the package.

6. Onthe Artifacts tab, the integration flows are listed. Choose the appropriate integration flow that needs to
be configured.

7. Inthe Integration Flow details, choose Configure on the upper right corner to start configuring the
integration flow.

[00]

. Enter the details listed below and Save and Deploy the configuration.

Technical Integration Settings: Configuration Guide
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Receiver EC System

Receiver EC System

Adapter Type SuccesFactors

Address APl URL of SuccessFactors Instance

Address Suffix /odata/v2

Credential name SuccessFactors credentials name used for login
Page Size 200

Receiver ERP System

Receiver SAP_ERP
Adapter Type SOAP
Address http://<erp_server_ip>:<port>/sap/bc/srt/scs/sap/employeetimeectoerpre-

quest_in?sap-client=<client-Id>

Proxy Type On-Premise
Authentication Basic
Credential Name ERP Technical user credentials

Under More enter below.

Configure "Replicate Time Off Data from SAP SuccessFactors Employee Central to SAP ERP"

Timer Receiver

Type: | All Parameters ~

ENABLE_PAYLOAD_LOGGING: | TRUE

|
ENABLE_COUNTRY_SPECIFL... : | TRUE ‘
|
|

REPLICATION_TARGET_SYST... | el

Replication target system is the System ID which is configured in the EC Instance (Under Data Replication
Configuration).

Technical Integration Settings: Configuration Guide
Configuration Steps PUBLIC 19



4.2 ERP Settings

4.2.1 Add CPI Root Certificates to ERP

The root certificate of Cloud Platform Integration must be installed in the ERP KeyStore to allow the SSL
Handshake.

Procedure

1. Obtain the root certificate from the Cloud Platform Integration URL
https://<cpi_url>.sap.hana.ondemand.com/itspaces

2. If using Internet Explorer browser, then you can choose the Lock icon to the right of the URL to find the
certificate. If using a different browser, then follow the procedure to download certificate for that browser.

fitspaces/shell/integration ~@c||s

Website Identification

&

SAP Cloud Platforn

DigiCert has identified this site as

This connection to the server is encrypted,

Should | trust this site?

View certificates

Certification path

ER| DigiCert Baltimore Root

----- 5l verizon Public SureServer CA G14-SHA2
....5] *.hci.int.sap.hana.ondemand.com

3. Choose Details and download the certificate to a file on the local desktop.

4. The root certificate is added to the ERP KeyStore under transaction [ STRUST » SSL Client SSL Client
(Standard) 3.

Technical Integration Settings: Configuration Guide
20 PUBLIC Configuration Steps



Trust Manager: Display
% 1

» £ System PSE

| 55L client SSL Client (Standar |

» £ SNC SAPCryptolib

| Own Certificate |

o Subject [CN=L, 0U=SSL CLIENT, O=S5AP, C=DE '
» E11SSL client HCISSL1021 —
- 3% SSL client HCT SSL Clent for (E51 3
» £ 5L dient 1405 HCI Client Cer
+ 3 SSL cient 1408 HCI Client Cer | Certificate List
» £ 5L dient SSL Client (Anonymo Subject
» E1S5L clent Ariba Network Clen CN=GTE CyberTrust Global Root, OU="GTE CyberTrust Solutions, Inc.", O=GTE Co
~ [ SSL client SSL Client (Standar CN= SP=\WDE. C=DE

Ol . r[t N=Baltimore CyberTrust Root, OU=CyberTrust, O=Baltimore, C=IE j-
S leem i CN= JU=Monsoon Test Service Provider, OU=SAP ID Service, .. +
» ESSL dient HCIACT —
» E7155L client signed by Verizon C |7‘
» 1 SSL client HCISSL
- 3 WS Security Standard Eﬂ Veri. PSE "CI Password ‘
- ¥ WS Security Other System Encry
+ ¥ WS Security WS Security Keys | Certificate
* % SMIME Standard H Subject |CN=Baltimore CyberTrust Root, OU=CyberTrust, O=Battimore, C=IE

- ) Fle

» E01SSF Collaboration Integration
= ¥ SSF E-Learning

- 3 SSF NFESIG

Issuer

Serial Number (Hex.)

Subject (Aft.)

|cN=Baltimore CyberTrust Root, OU=CyberTrust, O=Baltimore, C=IE
[0z:00:00:B9

- 3 SSF NFE_IN Serial Number (Dec.) [33554617
+ Iy SSF Logon Ticket Valid From [12-05.2000[18:46:00]to [12.05.202523:59:00
Algorithm [rsa |Key Length 2048
Check Sum (MD5)
Checksum (SHA1) [ |
‘E| ‘§":| |G Add to Certificate List ‘
5. Afterwards, the ICM must be restarted using transaction SMICM — ICM Monitor.
@' My-Remote-Desktop - Desktop Viewer
[5 Lst Edt  Goto | Administration | Settngs  System  Help
a IcM 3 Exit Soft b @ @
J2EE Instance (local) 3 Exit Hard 3
ICM Monitor of  12EE Cluster (global) ’ Maintenance Mode 3
= Leave Emergency Mode i
@ ‘3 @ =, Releas =mergen C _ Configuration [ BH <H E, H
Start Opftions b
Restart b Yes
ICH Status: Running OOy
Restart After Error Yes No
Trace Lewel (0-3): 1
Created Worker Threads: 1a / 10 [/ 500 { Carrent / Peak / Maximum )
Connections Used: o /f 7 f 2000 { Current / Peak / Maximuam )
fueue Entries Used: 1 7 3 /F 6000 { Current / Peak / Maximum )

4.2.2 Obtain Sighed E

RP Client Certificate

Communication from ERP to CPl is based on Client Certificate Authentication. The client certificate for ERP
system must be signed by one of the certifying authorities, which is trusted by the load balancer. Further

information can be found here.

Technical Integration Settings: Configuration Guide
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Procedure

1. Once the client certificate is available in the ERP system, it can be obtained by means of the STRUST

transaction.

2. Below is an example of the certificate. The process /certificate will be different for your system, check with

22

® Note

SAP ERP administrator. The Subject and the Issuer of the certificate will need to be copied for entry into
the Subject DN and Issuer DN configuration in the iflow.

The certifying authority’s root certificates and other certificates must also be imported to the Cloud
Platform Instance if not done already.

Trust Manager: Display
% R

» £ System PSE

» £ SNC SAPCryptolib

» [ SSL server Standard

» C11SSL dient HCISSL1021

+ 3 SSL dient HCI SSL Client for

» £ SSL client 1405 HCI Client Cer

+ ¥ SSL client 1408 HCI Client Cer

» £S5 dient SSL Client (Anonymo

» E155L dient Ariba Network Clien

~ [ SSL client SSL Client (Standar
-3

+ ¥ SSL dient HCI

» £ SSL dient HCIACI

» 1551 dient signed by Verizon C

» 1 5SL dlient HCISSL

- ¥ WS Security Standard

+ ¥ WS Security Other System Encry

- ¥ WS Security WS Security Keys

-+ ¥ SMIME Standard

- ) Fle

» 11 5SF Collaboration Integration

- ¥ SSF E-Leaming

- ¥ SSF NFESIG

- 3 SSF NFE_IN

5 L_ﬂ’ SSF Logon Ticket

PUBLIC

| S5L client SSL Client (Standar

| Own Certificate |
L il
Subject CN=_ 7, QU=SSL CLIENT, O=SAP, C=DE i}
(&)
| Certificate List
Subject
CN=GTE CyberTrust Global Root, OU="GTE CyberTrust Solutions, Inc.", O=GTE Co
CN= SP=WDF, C=DE
CN=Baltimore CyberTrust Root, OU=CyberTrust, O=Baltimore, C=IE -
CN-= OU=Monsoon Test Service Provider, OU=SAP ID Service, .. «
|:-'bj Veri. PSE NCI Password |
| Certificate
‘| Subject [cN= OU=SSL CLIENT, O=SAP, C=DE
Subject (A.) [dNSName=" 7,
Issuer ICN=5APN:—:T:C|ILGZ, 0=SAP, L=Waldorf, C=DE
Serial Number (Hex.) [01:32:2E
Serial Number (Dec.) [78382
Vald From [14.06.2017[12:46:36]to [14.06.2015)12:46:36/
[P |
Algorithm [rsa |Key Length 1024
Check Sum (MDS) [
Checksum (SHAL) 1
|E‘ |§H:| |.{} Add to Certificate List
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4.2.3 SOA Management Configuration

4.2.31 ERP Configuration for Migration of Organizational

Objects from ERP to SuccessFactors Employee
Central

The following outbound proxies must be configured in transaction SOAMANAGER — SOA Management in the
ERP system:

1.

2.

Execute transaction SOAMANAGER in the SAP ERP system.
In the browser window that pops up, choose Web Service Configuration.

3. Findthe appropriate Object name.

Consumer Proxy CO_ECPAO_GET_GENERIC_ODATA_UPS

Select the object by choosing it.
On the Details of Consumer Proxy screen, choose the line item containing the following Logical Port and
select Set Log. Port Default to set Logical Port is Default to true.

Logical Port LP_GET_GENERIC_ODATA_UPS

Default Port True

Select the logical port again and choose |+ Create » Manual Configuration 3 to configure the outbound
service.
Enter the following details and save the configuration.

* Consumer Security

Authentication Set- X.509 SSL Client Certificate
tings

SSL Client PSE DFAULT

* Messaging

Message ID Protocol  Suppress ID Transfer

Data transfer scope Enhanced Data Transfer

Transfer protocol Transfer via SOAP header

* Transport Settings — URL Components

Host Enter the CPI tenant, <tenant>.sap.hana.ondemand.com

Technical Integration Settings: Configuration Guide
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8.

Path /cxf/ERP_to_EC_GenericODataUpsert

Port Number of Ac- Port of the virtual host in SAP Cloud Connector

cess URL

URL Protocol HTTPS

Logon Language Language of User Context
Proxy Host Proxy server, if there is a proxy
Proxy Port Proxy port, if there is a proxy

Save the Web Service Configuration.

4.2.3.2 ERP Configuration for Migration of Employee Data

from ERP to SuccessFactors Employee Central

The following outbound proxies must be configured for Migration of Employee Data:

24

CO_ECPAO_GET_GENERIC_ODATA_UPS - Since this proxy has been configured in the previous step for
migration of organizational data, this configuration can be skipped

CO_ECPAO_GET_EMPLOYEE_KEY_DATA

Execute transaction SOAMANAGER in the SAP ERP system.
In the browser window that pops up, choose Web Service Configuration.
Find each Object name by searching for the Consumer Proxy name listed below.

Consumer Proxy CO_ECPAO_GET_EMPLOYEE_KEY_DATA

Select the object by choosing it.

In the Details of Consumer Proxy screen, choose the line item containing the following Logical Port and
select Set Log. Port Default to set Logical Port is Default to true.

Logical Port LP_GET_EMPLOYEE_KEY_DATA

Default Port True

Select the logical port again and choose |+ Create » Manual Configuration 3 to configure the outbound
service.

Enter the following details and save the configuration.

* Consumer Security

Technical Integration Settings: Configuration Guide
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Authentication Set- X.509 SSL Client Certificate
tings

SSL Client PSE DFAULT

* Messaging

Message ID Protocol  Suppress ID Transfer

Data transfer scope Enhanced Data Transfer

Transfer protocol Transfer via SOAP header

* Transport Settings — URL Components

Host Enter the CPI tenant, <tenant>.sap.hana.ondemand.com
Path /cxf/ERP_to_EC_EmployeeKeyDataQuery

Port Number of Ac- Port of the virtual host in SAP Cloud Connector

cess URL

URL Protocol HTTPS

Logon Language Language of User Context

Proxy Host Proxy server, if there is a proxy

Proxy Port Proxy port, if there is a proxy

8. Save the Web Service Configuration.

4.2.3.3 ERP Configuration for Transfer of Cost Centers
from ERP to SuccessFactors Employee Central

This section describes the configuration steps in the SAP ERP HCM system to enable cost center replication
between the ERP system and SuccessFactors Employee Central. Cost Center replication can be either file
based (using CSV, Comma Separated Values, files) or message based (using Intermediate Documents, IDocs).
Our recommendation is to use the IDoc based replication, since that is the more integrated option among the
two.

The detailed ERP configuration steps can be found in transfer of Cost Centers from SAP ERP to Employee
Central guide here:

The following is the summary of the steps to enable cost center replication in the SAP ERP system.

1. Confirm that the Integration Add-on for SAP ERP CO Master Data & SuccessFactors Employee Central
(ODTFINCC 600 SP 10 or higher) is installed in SAP ERP Systems

Technical Integration Settings: Configuration Guide
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4. Logical system must be created for Employee Central in transaction SALE — Idoc Interface/Application Link
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2. RFC destination of type G is created in transaction SM59 - Configuration of RFC Connections

As client certificate authentication is used, the PSE DFAULT SSL Client (Standard) must be selected.

RFC Destination COST_CENTER_TO_EC_BPMCINSTANCE7

Connection Test &3

RFC Destination
Connection Type

[COST_CENTER TO_EC_BPMCINSTANCE? [T
[&| [HTTP Connection to External Serv

Description
| Description

Description 1 COST_CENTER_TO_EC_BPMCINSTANCE7

Description 2

Descrition 3

Administration /< Technical Settings | Logon & Security | Specél Options

| Target System Settings

Target Host Service No.

Path Prefix /cxf/ERP_to_EC_CostCenter_ Replication_IDoc

| HTTP Proxy Options

[ Global Configuration

Proxy Host
Proxy Service
Proxy User
Proxy PW Status

is initial

RFC Destination COST_CENTER TO_EC BPMCINSTANCE7

Connection Test 3

RFC Destination

[COST_CENTER TO_EC_BPMCINSTANCE7 |3
[c| [HTTP Connection to External Serv

Connection Type

| Description
| Description
Description 1 COST_CENTER_TO_EC_BPMCINSTANCE?
Descrption 2
Descrition 3
Administration | Technical Settings _Logon & Security | Specil Options
| Logon Procedure
| Logon with User
(®Do Not Use a User
(OBasic Authentication
User [
PW Status is initial
| Logon with Ticket
(®3Do Not Send Logon Ticket
end Logon Ticket Without Ref. to a Target System
(DSend Assertion Ticket for Dedicated Target System
SystemId | |Clent
| Security Options
| Status of Secure Protocol
SSL Olnactive (@Active
SSL Certificate | DFAULT SSL Client: (Standard) ~ | Cert. List

Authorization for Destination

the system is behind a proxy, enter the proxy server and port as well.

User

Password

Proxy-Host Proxy-Service

proxy-user

Proxy server

port

3. Change pointers must be activated in the ERP HCM system

Change pointers.
| Activation status
=
Change pointers activated - generally

Execute transaction BD50 — Activate Change Pointers for Message Types - in the SAP ERP system.
Activate change pointes for Message Type ODTF_CCTR.

Message type

Active

Execute transaction BD61 — Activate Change Pointers Generally - in the SAP ERP system and activate

ODTF_CCTR

TRUE

Enabling

Navigate to || Basic Settings » Logical Systems ¥ Define Logical System 3.

PUBLIC
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Log. System Name

<SUCCESSFACTORSEC> SuccessFactors Employee Central

<ERPSID>CLNT<Client-Number> e.g. DEVCLNTOO1 SAP ERP System

Step missing to assign <ERPSYSTEM> logical system name to the ERP production client in transaction
code SCC4 for which additional authorizations are required.

| used SAP_BC_CTS_ADMIN role. This step actually should be pre-requisite for customer production
system.
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Change View "Clients": Details

Client 175 Payroll Monitor Test |

City \Walldorf | Last Changed By TESTER I

Logical system QFZCINT174 Date

14.058.201%

Std currency EUR

Client role | Test a|

Changes and Transports for Client-Specific Objects
() Changes without automatic recording
(@ Automatic recording of changes
Mo changes allowed
{Z) Changes wjo automatic recording, no transports allowed

Cross-Client Object Changes

|Changes to Repository and cross-client Customizing allowed

Client Copy and Comparison Tool Protection

| Protection level 0: No restriction

CATT and eCATT Restrictions

eCATT and CATT Allowed

Restrictions
[]Locked due to client copy
[ Protection against SAP upgrade

5. Create Distribution model is created for the message type ODTF_CCTR using transaction BD64 — Display

Distribution Model

* Execute transaction BD64. Ensure you are in the Change mode, if not switch to Change mode. Select

Create Model View.

* Entershorttext suchas ERP to Cost Center Replicationandtechnical name EC_ CC REPL and

choose Enter.

¢ Select the model view created in the previous step and choose Add Message Type.
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* Make the following entries:
* Sender: Select the logical system <ERPSYSTEM> representing SAP ERP System created in step 4.

* Receiver: Select the logical system <SUCCESSFACTORSEC> representing the middleware system,
as created in step 4.

* Message Type: ODTF_CCTR.

~ ZZ ERP to EC Cost Center Replication EC_CC_REPL
= [™] payrol CC Dev RD7CLNT079
~ [™]| SuccessFactor EC SFSFEC

- i}y ODTF_CCTR
6. Alogical portis created in transaction WEZ21 - Ports in IDoc Processing.
* Select the XML HTTP node and choose Create.
* Enteraname suchas CC_HCl and a descriptionsuchasERP to EC Cost Center Replication.
* Select the RFC destination that you've created as described in step 2.
* Select the Application/x-sap.idoc content type.
* Select the SOAP Protocol checkbox.

Ports in IDoc processing
D% DT M= 2% 383
Ports Description Port CC_HCI
~ [ Ports Description "ERP to EC Cost Center Replication|
» (3 Transactional RFC =
» [T File o
N — RFC destination COST_CENTER_TO_EC_BPMCINSTANCE7
- [0 ABAP-PI
» [T XML File Content Type
~ 5 XML HTTP () Text/XML
+ CC Ha ERP to EC Cost Center | (3) Application/x-sap.idoc
HTTP Version
(®)Version 1.0

(O Version 1.1

[¢|SOAP Protocol

7. A partner profile is created in transaction WE20 — Partner Profiles
* Select the Partner Type LS node, choose Create, and fill in these fields:

* Inthe Partner No. field, enter the name of the logical system representing your middleware
system, as you've created it in the Configuring the Logical Systems and the Distribution
Model step.

® Partner Type: LS

* Type (on the Post-Processing: Permitted Agent tab): US (= user)

* Agent (on the Post-Processing: Permitted Agent tab): Username of the replication user

* Save your entries, then choose Create Outbound Parameter (the plus symbol) in the Outbound Parameters
section.
* Make these entries, then choose Save:
* Message Type: Select ODTF_CCTR.
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* Receiver Port: Select the port you've created as described in the Creating a Port for Data Exchange with

the Middleware step.

® Basic Type (in the IDoc Type section): Select ODTF_CCTROL.

Partner profiles: Outbound parameters

V4

Partner No. SFSFEC
Partn.Type LS

Partner Role

§ Message Type ODTF_CCTR

Message code

Message function

/" Outbound Options f Message Control

SuccessFactor EC

Logical system

e}
%

* Post Processing: Permitted Agent

"~ Telephony  EDI Standard

Receiver port

Pack. Size

[ |Queue Processing
Output Mode
(e Transfer IDoc Immed.
(") Collect IDocs

o
CC HCT
|

IDoc Type
Basic type
Extension
View
[|Cancel Processing After Syntax Error
Seg. release in IDoc type

ODTF CCTRO1

Segment Appl. Rel.

ERP to EC Cost Center Replication

Output Mode 2

IDoc Structure for Data Type ODT ..

4.2.3.4 ERP Configuration for Replication of Organizational
Objects from SuccessFactors Employee Central to

ERP

The Following inbound proxies are configured and activated in SOAMANAGER:
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Execute transaction SOAMANAGER — SOA Management in the SAP ERP system.
In the browser window that pops up, choose Simplified Web Service Configuration.

Go.

Enter the following details and save the configuration.

PUBLIC

. Find the appropriate object by searching the Internal Name in the Search Pattern text box and then choose
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User Name/ Password X.509 Client  SAP Logon

Internal Name (Basic) Certificate Ticket
ORGOBJREPLNOTIFICATION TRUE FALSE FALSE
ORGANISATIONALOBJECTREPLICATIO TRUE FALSE FALSE

5. For each of them, choose Show Details and note down the Access URL. It will be in the format shown below.
This is needed for the iflow configuration.

Internal Name Access URL

ORGOBJREPLNOTIFICATION http://<erp_virtualhost>:<port>/sap/bc/srt/scs/sap/orgobjrepinoti-
fication?sap-client=<clientid> erp_virtualhost is the virtual hostname
defined in SAP Cloud Connector

ORGANISATIONALOBJECTREPLICATIO http://<erp_virtualhost>:<port>/sap/bc/srt/scs/sap/organisatio-
nalobjectreplicatio?sap-client=<clientid>

The Following outbound proxy is configured in SOAMANAGER:

1. Execute transaction SOAMANAGER in the SAP ERP system.
2. Inthe browser window that pops up, choose Web Service Configuration.
3. Find each of the appropriate Object name, by searching for the Consumer Proxy name listed below.

Consumer Proxy CO_SFIOMX_ORG_OBJECT_REPL_QRY

4. Select the object by choosing it.

5. Inthe Details of Consumer Proxy screen, choose the line item containing the following Logical Port and
select Set Log. Choose Set Log. Port Default so that Logical Port is Default is true.

Logical Port LP_OBJECT_REPL_QRY

Default Port True

6. Select the logical port again and choose [ Create » Manual Configuration Jto configure the outbound
service.

7. Enter the following details and save the configuration.
¢ Consumer Security

Authentication Set- X.509 SSL Client Certificate
tings

SSL Client PSE DFAULT

* Messaging
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8.

RM Protocol SAP RM

Message ID Protocol  Suppress ID Transfer

Data transfer scope Enhanced Data Transfer

Transfer protocol Transfer via SOAP header

* Transport Settings — URL Components

Host Enter the CPI tenant, <tenant>.sap.hana.ondemand.com

Path /cxf/EC_to_ERP_Generic_Object_Query

Port Number of Ac- Port of the virtual host in SAP Cloud Connector

cess URL

URL Protocol HTTPS

Logon Language Language of User Context
Proxy Host Proxy server, if there is a proxy
Proxy Port Proxy port, if there is a proxy

Save the Configuration.

4.2.3.5 ERP Configuration for Replication of Employee

Data and Organizational Assighments from
SuccessFactors Employee Central to ERP

The following inbound proxies must be configured and activated in transaction | SOAMANAGER ¥ Simplified

Web Service Configuration 3

1.
2.
3.
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Execute transaction SOAMANAGER in the SAP ERP system.
In the browser window that pops up, choose Simplified Web Service Configuration.

Find the appropriate object by searching the Internal Name in the Search Pattern text box and then choose
Go.

Enter the following details and save the configuration.

User Name/ Password

Internal Name (Basic) X.509 Client Certificate SAP Logon Ticket
EEMASTERDATAANDORGA TRUE FALSE FALSE
SSPUSHNOTI

Technical Integration Settings: Configuration Guide
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User Name/ Password

Internal Name (Basic) X.509 Client Certificate SAP Logon Ticket
EEMASTERDATAANDORGA TRUE FALSE FALSE
SSBNDLREQ

5. For each of them, choose Show Details and note down the Access URL. It will be in the format shown below.

This is needed for the iflow configuration.

Internal Name Access URL

EEMASTERDATAANDORGASSPUSHNOTI http://<erp_virtualhost>:<port>/sap/bc/srt/scs/sap/eemasterda-
taandorgasspushnoti?sap-client=<clientid>

EEMASTERDATAANDORGASSBNDLREQ http://<erp_virtualhost>:<port>/sap/bc/srt/scs/sap/eemasterda-
taandorgassbndlreq?sap-client=<clientid>

The following outbound proxies are configured in transaction SOAMANAGER Web Service Configuration:

1. Execute transaction SOAMANAGER in the SAP ERP system.
2. Inthe browser window that pops up, choose Web Service Configuration.
3. Find each of the appropriate Object name, by searching for the Consumer Proxy name listed below.

Consumer Proxy CO_PAOCF_EC_EMPLOYEE_MASTER_DA

4. Select the object by choosing it.

5. Inthe Details of Consumer Proxy screen, choose the line item containing the Logical Port and select Set
Log. Choose Set Log. Port Default so that Logical Port is Default is true.

Logical Port LP_CONFIRMATION

Default Port True

6. Select the logical port again and choose | Create » Manual Configuration to configure the outbound
service.

7. Enter the following details and save the configuration.

¢ Consumer Security

Authentication Set- X.509 SSL Client Certificate

tings

SSL Client PSE DFAULT
* Messaging

RM Protocol SAP RM

Technical Integration Settings: Configuration Guide
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Message ID Protocol  Suppress ID Transfer

Data transfer scope Enhanced Data Transfer

Transfer protocol Transfer via SOAP header

* Transport Settings — URL Components

Host Enter the CPI tenant, <tenant>.sap.hana.ondemand.com

Path /cxf/ERP_to_EC_EmployeeMasterDataReplicationConfirmation

Port Number of Access URL Port of the virtual host in SAP Cloud Connector

URL Protocol HTTPS

Logon Language Language of User Context
Proxy Host Proxy server, if there is a proxy
Proxy Port Proxy port, if there is a proxy

8. Save the Configuration.

4.3 Employee Central Settings

4.3.1 Create Replication Target System in SuccessFactors
Employee Central

A Replication Target System must be created in Employee Central (Manage Data) - <ERP_CLIENT>. This allows
the complete end-to-end monitoring in Employee Central.

Go to Admin Center.
Type Manage Data in the tool search box and select the feature/tool from the list.

From the Create New dropdown, select Replication Target System.
Define an external name.

o s wN e

In External Code, enter a string to uniquely identify your replication target system. The maximum length is
60 characters. For example, <SID>CLNT<CLNTID> e.g., RD7CLNT079

® Note

Make sure you use the same code here and in the SAP ERP HCM system, when defining the
parameters for the employee master data and organizational assignment query.

6. For Relevant for Payroll Integration, choose No.

Technical Integration Settings: Configuration Guide
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7. For Relevant for ERP Integration, choose Yes.

8. Inthe Replication Time Offset in Minutes field, enter the number of minutes you want the resend of data
to be delayed by when the payroll area is locked or in correction phase. If you leave this field empty, the
default time until resend is 60 minutes.

9. Save your new object.

- Tip

If Replication Target System node is unavailable under manage data, follow instructions in SAP Note
2490046# .

Back to:
Manage Data
Search : Replication Target System - Mo Selection » Advanced

Replication Target System:

* External Name G
* External Code
Relevant for Payroll Integration No
Relevant for ERP Integration Yes
SAP System Configuration

Replication Time Offset in Minutes &0

Also, this replication target system will need to be provided in the ERP configuration described in the
Replication Configuration guide.

4.3.2 Configuration for Push Replication

The following configuration is needed in SuccessFactors Employee Central to allow Push Replication:

1. Make sure that Intelligent Services are enabled. If they aren't, use the Upgrade Center to enable them.
2. * InEmployee Central, go to Admin Center.

* TypeImport and Export Data in the tool search box and select the feature/tool from the list.

* Select action Import Data.

* Choose Success Store.

* Inthe Package Name column, find Intelligent Services Rules and select the radio button.

* Choose Import.

Technical Integration Settings: Configuration Guide
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Business 3 Admin 3

A ‘
fay  Admin Center ’:1 (businessadmin3)

Back 1o

Import and Export Data

* Select the action to perform  Import Data =

Import Data
() CSVFile () ZIPFile (®) Success Store
Package Name Type Package Description
1705+ Payment Information Messages for Rules 1705+ Payment Inform...  Payment Information Messages for Rules. Release b1705 and beyond.
1705+ Payment Information Portlet Ul 1705+ Payment Inform... Configuration Ul template for Payment Information Portlet. Release b1705 and...
1705+ Payment Information Rules 1705+ Payment Inform... Payment Information Business Rules. Release b1705 and beyond. Note: pleas...
b1505 - Income Tax Declaration Content for India (... T Declaration Income Tax Declaration Content for India

b1508- Document Generation Screen Look up zip file  b1508- Document Gen...  b1508- Document Generation Screen Look up zip file
b1511- Document Generation Screen Look Up zip ... b1511- Document Gen...  b1511- Document Generation Screen Look Up zip file

Benefit Confirmation Statement Issue Date Rule Benefit Confirmation Statement Issue Date Rule
Benefit Confirmation Statement Template Benefit Confirmation Statement Template
Benefit Exception Work/Life Event - Sample Rules Benefit Exception Work/Life Event - Sample Rules
build 1811 - Onboarding Process Configuration - d...  build 1811 - Onboardin... build 1811 - Onboarding Process Configuration - default content for new hire a...
Config Ul for deductions - 1408 Deductions Config Ul Z... Config Ul for deductions as of 1408
CPM Notification Entities CPM Notification Entities
© Intelligent Services Rules Intelligent Services Rules  Intelligent Services Rules
Payroll Configuration Picklists Payroll Configuration Picklists payrollService and payrollLinkUrlType required by Payroll Configuration
Predefined Benefits Sections Configuration_b1702 Predefined Benefits Se...  Benefits Sections Configuration
Predefined Benefits Sections Configuration_b1808 Predefined Benefits Sections Configuration_b1808
Smart_Suite_Rules_1508 Smart Tules Smart_Suite_Rules_1508
Standard Predelivered Name Format Standard Predelivered ... Standard Predelivered Name Format
Time Off - Sample Rules Time Off - Sample Rules  Time Off - Sample Rules

3. ¢ Go back to Admin Center.
* Type Manage Business Configuration in the tool search box and select the feature/tool from the list.
* Choose jobinfo.
* Intheright part of the screen scroll down to Trigger Rules.
* Assign the rules by entering the following information.

Job Information Model onPostSave w EWVENT_HIRE (SAP_EVENT_HIRE) - E m e P
Job Information Model - onPostSave - EVENT_REH (SAP_EVENT_REH) « [53] '@' L P
Job Infermation Model - onPostSave - EVEMT_TERM (SAP_EVENT_TERM} ~ [53] ﬁr G

4. Determine the endpoint URL of the push integration flow from the middleware.
* Logon to the Cloud Platform Integration tenant.

* Select Monitor and choose the push integration flow and note down the endpoint of the push
integration flow.
By default, it would be in the following format: https://<tenant>-
iflmap.hcisb.int.sap.hana.ondemand.com/http/push_notification.

5. Create aflow in the Intelligent Services Center (for events that Employee Hire / Employee Rehire /
Employment Termination).

* Goto Admin Center.

* Type Intelligent Services Center (ISC) in the tool search box and select the feature/tool from the list.
* Select the event that you wish to trigger push replication. For example, Employee Hire.

* Choose New Flow to create a flow for the event.

Technical Integration Settings: Configuration Guide
36 PUBLIC Configuration Steps



¢ To assign an integration to the flow, choose Integration (under Activities, in the Custom Activities
section).

* Choose Create to create a new integration.
* Choose Destination type REST and format XML for it.

Event Details Flow 1
Event Monitoring Last saved Fri, Nov 9, 2018 at 12:01 PM by Business 3 Admin 3 Last published Fri, Nov 9, 2018 at 12:01 PM by Business 3 Admin 3
Flow Rule
Flows (1)
There are no rules set for this flow.
=+ New Rule -+ Copy of Existing Rule -+ Use Existing Rule without Copying
Flow 1
Integration Center
=+ New Flow
SOURCE INTEGRATION NAME RECIPIENT TIMING
Integration Center Push Replication Not Applicable When event is published

6. Inthe Integration Center, setup the integration:
* (o tothe Configure Fields step and set the following settings:
* Select the ROOT element, which is shown by default, and choose [ Add » Add Child Element 3.
In XML Element Name, enter userld.

* Switch to the Field Mapping View and drag User ID from the Job Information section to the userld
element in the Destination Fields section to map these elements.

* You don't need to make any settings in the Response Fields and Filter steps.
* (o to the Destination Settings step and enter the following information:

Integration Name Push Replication

Description Push Replication

Field Mapping Root/userld User ID (userld) from Job Information
Connection Name CPI_<tenant_name>

REST API URL https:/<tenant-

iflmap.hcisb.int.sap.hana.ondemand.com/http/
push_notification

Authentication Type Basic Authentication

User Name <cpi_user> (Must have the role ESBMessaging.Send)
Password <password>

HTTP Method POST

Payload Format XML

* Save your integration. The integration is now deployed.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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/contactsap

© 2024 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.

THE BEST RUN
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