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1 About This Document

This document describes the features that are available in SAP Cloud Identity Services – Identity Provisioning.
The availability of some of these feature might depend on your license agreement with SAP.

To illustrate integration with other SAP offerings, the product documentation on the SAP Help Portal might
include references to features that are not included with Identity Provisioning. Features that are not included in
this feature scope description might require a separate license.

 Note
This document does not include any information about:

• Beta features available for Identity Provisioning. Beta features are described in the Identity
Provisioning documentation on SAP Help Portal.

• Packages and pricing available for Identity Provisioning. For more information, see SAP Discovery
Center .
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http://help.sap.com/disclaimer?site=https%3A%2F%2Fdiscovery-center.cloud.sap%2F%23%2FserviceCatalog%2Fidentity-provisioning%3Fservice_plan%3Dsap-cloud-to-sap-cloud%26region%3Dall%26tab%3Dservice_plan
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2 Features

Get a high-level overview about the features of Identity Provisioning.

The Identity Provisioning service automates identity lifecycle processes. It helps you provision identities and
their authorizations to various cloud and on-premise business applications.

The following features are available for Identity Provisioning:

User and Group
Provisioning

Provision users and groups between multiple supported cloud and on-premise
systems, both SAP and non-SAP.

User and Group Filtering Configure default transformations or filtering properties to control what data to be
provisioned and what to be skipped.

Full and Delta Read
Mode

Run a provisioning job in full mode to read all entities from a source system, or in
delta read mode - to read only the modified data.

Job Logging View and export job logs from the Identity Provisioning administration console.
Logs display details about the job status and the provisioned entities.

Notifications Subscribe to a source system to receive notifications for the status of provisioning
jobs.
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3 Service Availability

This section describes the service availability aspects.

Availability Aspect Description

Regions The Identity Provisioning service is hosted in various regions.

• If you have purchased the Identity Provisioning before
September 1, 2020, you can access the service in all
Neo regions. To check the full list, see:
SAP BTP Discovery Center: Identity Provisioning

• If you have purchased the Identity Provisioning af-
ter September 1, 2020, you can access the service
in all regions and data centers where the Identity
Authentication is supported. To check the full list, see:
SAP BTP Discovery Center: Identity Authentication

Environments SAP Cloud Identity Services are available for consumption
with the following SAP BTP environments:

• Cloud Foundry

• Kyma

• Neo

It is also available with other, non-SAP environments.

Languages The web-based administration user interface of Identity
Provisioning is available in the following languages:

• Chinese
• English
• Japanese
• Korean

The Identity Provisioning documentation on SAP Help Portal
is available in the following languages:

• English
• Chinese
• Japanese

Accessibility Identity Provisioning provides accessibility support in its
tools and the customer documentation. This includes:

• High-contrast black theme for the administration UI
• UI elements via attributes and element IDs
• Orientation and navigation throughout the UI
• Texts and information
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http://help.sap.com/disclaimer?site=https%3A%2F%2Fdiscovery-center.cloud.sap%2F%23%2FserviceCatalog%2Fidentity-authentication%3Ftab%3Dservice_plan


Availability Aspect Description

Free trial use Identity Provisioning is not included in the free trial for the
platform anymore.
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4 Compliance and Security

Identity Provisioning ensures cloud security at multiple levels:

Certificates and Reports

Identity Provisioning regularly undergoes audits and reviews of its policies and controls.

 Note
Note that these assets were created before our branding changes related to SAP technology were
announced on January 2021.

• For the complete list of compliance and security standards that the <service-short-name> is compliant
with, see SAP Cloud Platform ISO Certificates .

• For the complete list of Service Organizational Control (SOC) audit reports available for the <service-short-
name> is, see SAP Cloud Platform SOC Reports .

Regions

To learn how SAP data centers are built, operated, and secured, see Data Center .

Data Protection

Identity Provisioning follows SAP's global data protection and privacy guidelines. For more information on the
guidelines, see Data Privacy .

To access the Personal Data Processing policy for your region, see Personal Data Processing for SAP Cloud
Services .

Feature Scope Description for SAP Cloud Platform Identity Provisioning
Compliance and Security PUBLIC 7

http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fcertification-compliance%2Fcompliance-finder.html%3Ftag%3Dfinder-technical%3Atrust-center%2Fdocument-type%2Fiso-iec-27017%26sort%3Dtitle_asc%26search%3DSAP%2520Cloud%2520Platform%2520ISO
http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fcertification-compliance%2Fcompliance-finder.html%3Ftag%3Dfinder-technical%3Atrust-center%2Fdocument-type%2Fsoc-1%26sort%3Dtitle_asc%26search%3DSAP%2520Cloud%2520Platform%2520SOC
http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fdata-center.html
http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fdata-privacy.html
http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fagreements%2Fcloud%2Fcloud-services.html%3Fsearch%3DData%2520Processing%26sort%3Dlatest_desc
http://help.sap.com/disclaimer?site=https%3A%2F%2Fwww.sap.com%2Fabout%2Ftrust-center%2Fagreements%2Fcloud%2Fcloud-services.html%3Fsearch%3DData%2520Processing%26sort%3Dlatest_desc


5 Service Level Agreement

The Service Level Agreement (SLA) is a contract between SAP and its customers that forms the basis of your
contractual relationship with SAP when referenced in specific order forms.

• The order form is the ordering document to subscribe to cloud services from SAP. It defines the
commercial terms and lays out the agreement structure. The order form also incorporates several other
documents that relate to the SLA.
See Sample Order Form .

• The Service Level Agreement for SAP Cloud Services applies to any cloud service on the SAP price list,
defining downtime, credits, update windows, and others.
See Service Level Agreement for SAP Cloud Services .

Additionally, the General Terms and Conditions for SAP Cloud Services warrants the SLA and provides the
available remedy if SAP fails to meet its SLA. For more information, see General Terms and Conditions for SAP
Cloud Services .
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6 Browser Support

Overview of the browser support

For the user interface of the Identity Provisioning service, the following browsers are supported on Microsoft
Windows and macOS (where mentioned below):

Browser Versions

Google Chrome Latest version

Mozilla Firefox Extended Support Release (ESR) and latest version

Microsoft Internet Explorer 11 (end of support: October 1, 2021)

Microsoft Edge (chromium-based) Latest Current Branch for Business

Safari Latest two versions (for macOS only)
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Important Disclaimers and Legal Information

Hyperlinks
Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

• Links with the icon : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:

• The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

• SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

• Links with the icon : You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms
Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features
Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.
The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code
Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language
SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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www.sap.com/contactsap

© 2023 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.
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