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1 The SAP HANA XS Command-Line
Interface Reference

A complete list of the commands available with the XS advanced platform command-line interface.

The SAP HANA XS Command-Line Interface Reference lists the commands that are available to help maintain
the SAP HANA XS advanced platform with the xs command. The information provided includes a description
of how to use the commands and uses examples to show the required syntax. The xs CLI is intended to help
you maintain not only the applications that are deployed to the XS advanced run-time environment but also the
run-time environment itself, for example, the services, domains and certificates, organizations and spaces,
build packs, as well as the users who need access to it.

Related Information

The XS Command-Line Interface Reference [page 4]
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2 The XS Command-Line Interface
Reference

Alist of all the categories and areas covered by the xs command-line interface (CLI).

The XS CLI enables you to maintain not only the applications that are deployed to the XS advanced run-time
environment, but also the run-time environment itself, and the users who access and use it. The XS advanced
command-line client is included not only in the full XS advanced run-time instance installed on the server but in
a separate "client" package for installation on a remote machine.

- Tip

The XS advanced command-line client is available for download on SAP Service Marketplace at the
following location for those people with the required S-User ID:

|+ Service Marketplace ¥ Software Downloads [Downloads] # SUPPORT PACKAGES & PATCHES j By
Alphabetical Index (A-Z) % H % SAP HANA PLATFORM EDITION 3

e | SAPHANA PLATFORM EDIT. 1.0 » XS ADVANCED RUNTIME » XS RUNTIME 1 3
e | SAP HANA PLATFORM EDITION 2.0 » XS RUNTIME 1 1

Usage

xs <command> [<ARGUMENTS>] [<OPTIONS>]

To display information about a specific xs command, run the following command:

xs help <command>

To display information about all available xs commands, run the following command:

xs help -a

Command Overview

XS Command Overview

Command Category Description

XS CLI: Logon and Setup User logon, viewing user-organization (and space) targets, and setting API URLs
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Command Category Description

XS CLI: Application Management ~ Maintain SAP HANA XS applications: listing, deploying, starting, stopping, staging, [...]

XS CLI: Services Management Maintain SAP HANA XS services: listing, creating, deleting, binding, updating, [...]

XS CLI: Organizations Maintain user organizations: create, list, rename, delete, [...]

XS CLI: Spaces Manage user spaces: create, list, rename, delete, [...]

XS CLI: Domains Manage domains

XS CLI: Certificates Manage certificates

XS CLI: Routes Maintain application routes: create, list, map, unmap, delete, [...]

XS CLI: Buildpacks Maintain application build-packs: create, list, update, rename, delete, [...]

XS CLI: Run-Time Environments Maintain XS run-times: create, list, display information, search, update, delete, [...]

XS CLI: Tasks Maintain XS application-related tasks

XS CLI: User Administration Maintain SAP HANA users: create, list, purge, delete, set/unset organizations and
spaces, [...]

XS CLI: Administration Maintain XS application traces and backups

XS CLI: Configuration Set and maintain environment variables

XS CLI: Tenant Databases Manage and maintain tenant databases and their mapping to organizations and
spaces.

XS CLI: Blob Store Manage and maintain the contents of the blob store

XS CLI: Advanced Perform advanced administration tasks in SAP HANA XS advanced model.

XS CLI: Other Commands Display information about the SAP HANA XS version, CLI, and system

XS CLI: Plug-ins Additional commands as plug-ins; install product archives and deploy multi-target ap-

plications (MTA)

Environment Variables

=, Sample Code

XS _TRACE=true

The SAP HANA XS Command-Line Interface Reference
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XS CLI Environment Variables

Variable Value Description

XS_TRACE true Print verbose information to stdout

path/to/trace.log Append verbose information to the specified log file

XSCLIENT CONTEXTFEFI
LE

path/to/config.cfg Override the path to the default configuration file

Global XS Command-Line Options

XS CLI Environment Variables

Variable Value Description

--verbose - Print verbose information to stdout

-—context-file path/to/config.cfg Override the path to the default configuration file

Related Information

SAP Software Download Center (Logon required )
SAP HANA Administration Guide

2.1 XS CLI: Logon and Setup

Commands to maintain user logon, view user-organization (and space) targets, and set APl URLs.

XS Logon and Setup Commands Overview

Command Alias Description

login 1 Log user in to SAP HANA XS advanced

logout Log user out of SAP HANA XS advanced

target t Set or view the target user organization or space

api Set or view the URL for the target application programming interface

The SAP HANA XS Command-Line Interface Reference
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login

Log user on to SAP HANA XS advanced model.
Usage

xs login [-a <API URL>] [-u <USERNAME>] [-p <PASSWORD>] [-o <ORG>] [-s <SPACE>]
Options
Command Options Overview

Option Description

-a <API_URL> APl endpoint to connect to (for example, https://api.acme.com)

~u <USERNAME> Name of the user to log on

-p <PASSWORD> Password for user specified in <USERNAME>.

--stdin Get the password from stdin pipe

-0 <ORGANIZATION> Name of the organization to which <USERNAME> belongs

-s <SPACE> Name of the organizational space to which <USERNAME > belongs
--SS0 Provide a URL to obtain a one-time password to log <USERNAME > on
--skip-ssl- Skip SSL validation during the login operation
validation .

A Caution

Itis strongly recommended not to use this option in a productive environment.

--cacert The path to the SSL certificate file
--timeout <> Optional timeout in seconds for failed logon attempts, for example, due to a failed connection
Examples

xs login -u name@example.com -p "my password"

- Tip

wn

If the password contains a space, the password must be enclosed in quotation marks (“") as illustrated in
the example above.

logout

Log user out of SAP HANA XS advanced model.
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Usage

xs logout

target

Set or view the target user organization or space.
Usage
Show the current target:
xs target
Set a new target organization or space:
xs target [-o <ORG>] [-s <SPACE>]
or
Xs target -g <SPACE GUID>
Options

XS CLI: Target Command Options

Option Description

-0 <ORGANIZATION> The name of the target user organization to log the user on to

-s <SPACE> The name of the target user space to log the user on to
-g <SPACE GUID> The name of space as defined by its Global Unique Identifier (GUID)
api

Set or view the URL that defines the target endpoint for a application programming interface.

Usage
xs api [<API URL>]
Arguments

XS CLI: API Command Arguments

Argument Description

<API_URL> APl endpoint (for example, https://api.acme.com)
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Options

Command Options Overview

Option Description
--skip-ssl- Skip SSL validation during logon operation
validation .

A Caution

Itis strongly recommended not to use this option in a productive environment.

--cacert The path to the SSL certificate file

Related Information

XS CLI: Logon and Setup [page 6]
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2.2 XS CLI: Application Management

Commands to maintain SAP HANA XS applications, for example: list, deploy, start, stop, stage.

XS CLI: Application Management

Command Alias Description

apps a List all applications available in the target user space

app Display the status of an application and any additional information

push p Deploy a new application or synchronize changes to an existing applica-
tion

scale s Change or view the instance count of an application, disk-space limit, and
memory limit

delete d Delete an application

delete-app- Delete one or more instances of an application

instances

wait-for-apps

Wait until application instances are running

rename

Rename an application

The SAP HANA XS Command-Line Interface Reference
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Command Alias Description

start st Start an application

stop sp Stop an application

restart rs Restart an application

restage rg Restage an application

events Show all recent application-related events

files f Print a list of files in a directory or the contents of a file
logs Tail an application log file or list any recent application logs
set-logging- sll Set the logging level for an application

level

unset-logging-— ull Reset the logging level for the given component to its default
level

list-logging- 111 List the logging levels that have been manually configured for an applica-
levels tion

env e Show all environment variables set for an application
set-env se Set an environment variable for an application

unset-env Remove an environment variable for an application
set-health- shc Change the type of health check performed on an application
check

get-health- ghc Show the type of health check performed on an application

check

pinned-hosts

List current host pinnings for all applications in the target space

pin-hosts

Pin an application to one or more execution-agent hosts

enable- Switch on debugging mode for an XS advanced application
debugging
disable- Switch off debugging mode for an XS advanced application
debugging

debugging-info

Display details of the set debugging mode for an XS advanced applica-
tion

Jjava

Obtain a heap-dump or thread-dump from a running Java application

10 PUBLIC
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Command Alias Description

nodejs Obtain a heap-dump or thread-dump from a running Node.js application
open Open an application route in the default browser
apps

List all applications available in the target user space.

Usage

XS apps

- Tip

You can use the alias a in place of the apps command.

Options

Command Options Overview

Option Description
--guids Display the applications' Globally Unique Identifier (GUID) in the command output
app

Display the status of an application and any additional information.

Usage

xs app <APPNAME>

Arguments
Command Arguments Overview

Argument Description

APPNAME The name of the application whose details you want to display

The SAP HANA XS Command-Line Interface Reference
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Options

Command Options Overview

Option Description

--urls Show only the URL for the specified application; all other output for the application is sup-
pressed.

--guid Retrieve and display the given application's Globally Unique Identifier (GUID); all other output

for the application is suppressed.

--guids Display the Globally Unique Identifier (GUID) in the command output

push

Deploy a new application or synchronize changes to an existing application.
Usage
Deploy a single application with (or without) a deployment manifest:

xs push <APP> [-b <BUILDPACK NAME>] [-c <COMMAND>] [-d <DOMAIN>]
[-f <MANIFEST PATH>] [-i <NUM INSTANCES>] [-m <MEMORY>] [-n <HOST>]

[-p <PATH>] [:t <TIMEOUT>] [-u process | port | http [--endpoint
<HEALTH_CHECK_ENDPOINT>]

[--invocation-timeout <HTTP INVOCATION TIMEOUT>])] [--no-hostname] [--no-
manifest] [--port <PORT>]

[-—no-route] [—-—-no-start]
Deploy multiple applications using the deployment configuration defined in a deployment manifest:
xs push [-f <MANIFEST PATH>]

->Tip

You can use the alias p in place of the push command.

Arguments

Command Arguments Overview

Argument Description

APP The name of the application to deploy

The SAP HANA XS Command-Line Interface Reference
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Options
Command Options Overview

Option

Description

-b
<BUILDPACK NAME>

The name of a custom build-pack (for example, “my-buildpack”) or the URL to a GIT resource

-c <COMMAND>

Startup command; set to null to reset to default start command

-d <DOMAIN>

The name of the target deployment domain (for examle, acme . com)

-f <MANIFEST PATH>

The absolute path to the application's deployment manifest.

-1 <NUM_ INSTANCES>

Number of application instances

-m <MEMORY>

Memory limit for the deployment operation (for example, 256M, 1024M, 1G)

-n <HOST>

Name of the target host for the deployment operation (for example, “my-subdomain”)

-p <PATH>

Path of application directory or Zip file containing the deployable archive

-t <TIMEOUT>

Start timeout in seconds

—u
<HEALTH CHECK TYPE
>

The type of health check to perform on an application, for example: 'port’, 'process’, or 'http'

--health-check-
timeout <TIMEOUT>

The timeout (in seconds) for the application health check, which limits startup time of staged

applications on the server

--endpoint
<HEALTH CHECK ENDP
OINT>

The custom http endpoint for the application health check

--invocation-
timeout
<HTTP_INVOCATION T
IMEOUT>

Application health check http get timeout (in seconds)

—-—-port <PORT>

Port number to use for port-based (rather than domain-based) routing

--no-hostname

Map the root domain to this application

--no-manifest

Ignore the contents of the deployment manifest file

--no-route

Do not map a route to this application

—--no-start

Do not start an application after deployment

--random-route

Create a random route for this application

The SAP HANA XS Command-Line Interface Reference
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Option Description

--wait- When starting the application after deployment, wait until all instances have a finished state

indefinitely

scale

Change or view the application-instance count, as well as its disk-space and memory limit.
Usage

xs scale APP [-i <INSTANCES>] [-m <MEMORY>] [-f] [-w]

Arguments

Command Arguments Overview

Argument Description
APP The name of the application to scale
Options

Command Options Overview

Option Description

-1 <NUM INSTANCES> Number of instances

-m <MEMORY> Memory limit for the scaling operation (for example, 256M, 1024M, 1G)
-f Force restart of scaled application without prompt
-w Wait for asynchronous jobs to finish

delete

Delete an application.

Usage

xs delete <APP> [-f -r]
- Tip

You can use the alias d in place of the delete command.

The SAP HANA XS Command-Line Interface Reference
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Arguments

Command Arguments Overview

Argument Description

APP The name of the application to delete
Options
Command Options Overview

Option Description

-f Force delete of application without prompt
-r Delete any mapped routes

delete-app-instances

Delete instances of an application.

Usage

Delete stopped or crashed instances of an application:

xs delete-app-instances <APP> [--stopped] [--crashed]

Delete specific instances of an application:

xs delete-app-instances <APP> -d <DROPLET> -i <INSTANCE>

Arguments

Command Arguments Overview

Argument Description
APP The name of the application whose instances you want to delete
Options
Command Options Overview
Option Description
--stopped Delete all instances of the specified application, which have the status stopped
—--crashed
--droplet-index Specify the droplet instance you want to delete. To display a list of all available droplets, use
<DROPLET> the command xs app <myApp>.

The SAP HANA XS Command-Line Interface Reference
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Option

Description

-d <DROPLET>

-f

Force delete of the specified application instance without asking for confirmation

--instance-index

<INSTANCE>

-i <INSTANCE>

Specify the application instance you want to delete. To display a list of all available application
instances, use the command xs app <myApp>.

Examples

To display a list of application instances, along with a corresponding (droplet- or instance-) index number, use
the command xs app <myApp>, as illustrated in the following example:

=, Output Code

Xs app di-core

Showing status and information about "di-core"

name: di-core

requested state: STARTED

instances: 1

memory: 2G

disk: <not specified>

buildpack: <default>

urls: https://host.acme.com:53030

Instances of droplet 1 created at May 24, 2016 10:41:30 AM

index created

Os user

2 May 30,

sapk35xsa

3 May 31,

sapk35xsa

4 May 31,

sapk35xsa

state host internal port

2016 8:07:47 AM STOPPED host.acme.com 50016

2016 2:40:37 PM CRASHED host.acme.com 50028

2016 4:23:04 PM STOPPED host.acme.com 50012

Instances of droplet 3 created at May 31, 2016 4:23:28 PM

index created

Os user

0 May 31,

sapk35xsa

wait-for-apps

state host internal port

2016 4:41:42 PM RUNNING host.acme.com 50022

Wait until app instances are running.
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Usage

Wait until apps are accessible; that is, at least one instance of the application running. To wait until all
application instances are running, add the [--all-instances] option.

xs wait-for-apps [--apps<APPS>] [--space <SPACE>] [--all-instances] [--timeout
<SECONDS>]

Options

Command Options Overview

Option Description

-—-apps<APPS> The names of the applications to wait for, given as comma-separated list

--space <SPACE> Wait for all applications running in the the specified space in the current target organization
--all-instances Wait until all instances are running (rather than just at least one application instance)
--timeout (optional) the maximum amount of time in seconds to wait until the application instances are
<SECONDS> running

rename

Rename an application.
Usage
Xs rename <APP> <NEW NAME>
- Tip
You can use the alias d in place of the delete command.

Arguments

Command Arguments Overview

Argument Description

APP The current name of the application whose name you want to change
NEW_ NAME The new name of the application

start

Start an application.

The SAP HANA XS Command-Line Interface Reference
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Usage
xs start <APP>
- Tip

You can use the alias st in place of the start command.

Arguments

Command Arguments Overview

Argument Description
APP The name of the application which you want to start
Options

Command Options Overview

Option Description

--wait- When starting an application, wait until all instances have a finished state.
indefinitely
stop

Stop an application.

Usage

xs stop <APP> [OPTIONS]
XS stop -s <SPACE>

- Tip

You can use the alias sp in place of the stop command.

Arguments
Command Arguments Overview

Argument Description

<APP> The name of the application which you want to stop

The SAP HANA XS Command-Line Interface Reference
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Options

Command Options Overview

Option Description

-s <SPACE> Stop all application that are running in the specified space.

--wait- When stopping an application, wait until all instances have a finished state.
indefinitely

restart

Restart an application.

Usage

xXs restart <APP>

xs restart <APP> -s <SPACE>
- Tip

You can use the alias rs in place of the restart command.

Arguments

Command Arguments Overview

Argument Description
APP The name of the application which you want to restart
Options

Command Options Overview

Option Description

-s <SPACE> Restart all applications that are running in the specified space

--wait- When restarting an application, wait until all instances have a finished state.
indefinitely

restage

Restage an application.

The SAP HANA XS Command-Line Interface Reference
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Usage

xs restage <APP>

- Tip

You can use the alias rg in place of the restage command.

Arguments

Command Arguments Overview

Argument Description
APP The name of the application which you want to restage
events

Show all recent application-related events.
Usage

XS events <APP> [--order-direction asc/desc] [--all]

Arguments

Command Arguments Overview

Argument Description
APP The name of the application whose event-details you want to display
Options

Command Options Overview

Option Description

--order-direction Display a list of application events in ascending or descending order

asc/desc

--all Show events for all users, not just the current user

files

Print a list of files in a directory or the contents of a file.

The SAP HANA XS Command-Line Interface Reference
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Usage

List, show, or download files of an application instance:

xs files <APP> [<PATH>] [-d <DIRECTORY>] [-i <INSTANCE>] [--droplet-index
<DROPLET>] [-r]

List, show, or download the log files of an application instance:

xs files <APP> --logs [<PATH>] [-d <DIRECTORY>] [-i <INSTANCE>] [--droplet-index
<DROPLET>] [-r]

List, show, or download the application droplet files:

xs files <APP> --droplet-files [<PATH>] [-d <DIRECTORY>] [--droplet-index
<DROPLET>] [-r]

->Tip

You can use the alias £ in place of the £iles command.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose file-details you want to display
<PATH> The path to show information about
Options
Command Options Overview
Option Description
-1 <INSTANCE> Show files for this instance; the default setting is the first running instance. To list the instan-

ces available, use the xs app <APP>
--instance-index

<INSTANCE>

-r Show files recursively

-d <DIRECTORY> Download the listed files to the specified directory instead of just showing them (implies -r)

--download

<DIRECTORY>

--droplet-index Show files for this droplet. To list the droplets available, use the xs app <APP>. Default is
the latest droplet.

--droplet-files Show the files of the droplet instead of an instance.

--logs Show the log files of an instance

The SAP HANA XS Command-Line Interface Reference
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logs

Tail an application log file or list any recent application logs.

Usage

Connect to the logs of an application:
xs logs <APP>
View all staging (STG) and access (AP1) logs for the specified application:
xs logs <APP> --all --source API,STG
View all recent log entries of type ERR and OUT for a specific application instance (0):

xs logs <APP> --recent --type ERR --type OUT --source <APP> --instance 0

Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application whose log-file details you want to display
Options
Command Options Overview

Option Description

--recent <INSTANCE> Dump recent logs instead of tailing

--all Dump complete logs instead of tailing

--last <NUM> Show the last NUM lines of log for this instance.

--source <SOURCES> Filter the output by the log sources which must be provided as a comma-separated list

(for example: API,APP,STG,RTR).

--since <TIMESPEC> Show log-file entries since the specified time, which can be supplied in either of the fol-
lowing formats:

e Time span:
Syntax: <x>[m|h|d])

e Time stamp:
Syntax: yyyy-MM-dd HH:mm:ss.

- Tip
The ——since option can be combined with the —-t 111 option to define a time
window, if the value for "since" is specified in the time-stamp format.

The SAP HANA XS Command-Line Interface Reference
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Option

Description

--till <TIMESPEC>

Show log-file entries before the specified time, which is a time stamp (expected format:
yyyy-MM-dd HH:mm:ss).

- Tip

The ——ti11 option can be combined with the ——since option to define a time

window, if the value for "—=—since" is specified in the time-stamp format.

-—type <TYPES>

Filter the output by the log types, which must be provided as a comma-separated list
(for example: OUT,ERR,TRC,LOG,SYS,ACC).

--instance <INSTANCES>

Filter the output by the instance indices specified as a comma-separated list (for exam-
ple, 0,1).

--droplet <DROPLET>

Show the instances associated with the specified droplet. If not set, the latest droplet is
used.

set-logging-level

Set the logging level for an application.

Usage

xs set-logging-level <APP> <COMPONENT> <LEVEL>

- Tip

You can use the alias s11 in place of the set-1ogging-level command.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose logging level you want to set
<COMPONENT> The name of the application component to log

The SAP HANA XS Command-Line Interface Reference
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Argument Description

<LEVEL> The logging level to set, for example: “INFO", “WARNING", “ERROR", “DEBUG", ...

A Caution

Logging levels are application-specific and case sensitive; they can be lower-case charac-
ters (for example, “debug”) or upper-case (for example, “DEBUG"). An error occurs, if you
set a logging level incorrectly, for example, using“debug”, where the application defines
the logging level “DEBUG".

unset-logging-level

Reset the logging level for the given component to its default.
Usage

xs unset-logging-level <APP> <COMPONENT>

->Tip

You can use the alias ul1l in place of the unset-1logging-level command.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose logging level you want to change
<COMPONENT> The name of the application component whose logging level you want to change

list-logging-levels

List the logging levels that have been manually configured for an application.
Usage

xs list-logging-levels <APP>

- Tip

You can use the alias 111 in place of the 1ist-1logging-levels command.

The SAP HANA XS Command-Line Interface Reference
24 PUBLIC The XS Command-Line Interface Reference



Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose manually configured logging levels you want to list
env

Show all environment variables set for an application.
Usage
xs env <APP>

->Tip

You can use the alias e in place of the env command.

The xs env command retrieves details of the application's connection to the SAP HANA database; the
retrieved information can be added to the application's default-services. json file, if you want to
automate the connection process.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose environment variables you want to display
Options

Command Options Overview

Option Description

--raw Get the raw app environment (without placeholder replacements)

--json Try to interpret all env variable values as JSON and show formatted output
--export-json <FILE> Export the environment variables to the given file in JSON format while trying to inter-

pret values as JSON

-—-export-json-raw Export the raw string values of environment variables to the given file in JSON format
<FILE>
-—export-unix <FILE> Export the environment variables to the given file as sourceable unix shell script

The SAP HANA XS Command-Line Interface Reference
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Option Description

-—-export-windows Export the environment variables to the given file as windows shell script
<FILE>

set-env

Set an environment variables for an application.

Usage
xs set-env <APP> <NAME> <VALUE>

Xs set-env <APP> <NAME> --file-name <FILE>

- Tip

You can use the alias se in place of the set-env command.

If you use a simple comma-separated list or a JSON structure to define <VALUE>, the rules that apply for
escaping quotes or spaces included in the string differ according to the command shell you are using (Windows
or Unix-like), as illustrated in the following examples

® <VALUE> as acomma-separated list:
To use a comma-separated list to define <VALUE> in a Unix shell, enclose the complete list in single quotes

(GESRDE
xs set-env myApp MyVariable '["myhostl", "myhost2"]'

To use a comma-separated list to define <VALUE> in a Windows shell, escape each double quote character
(™) with the backslash (\) character:

xs set-env myApp MyVariable [\"myhostl\",\"myhost2\"]

® <VALUE>as aJSON structure:
In a Unix shell, if you define <vALUE> in a JSON structure that contains quotes ({""}) or a space (), you
must enclose the complete JSON structure in single quotes (' {} '), as illustrated in the following example:

xs set-env myApp MyVariable '{"user":"myuser", "password":"sdfg2345"}'

In a Windows shell, if the JSON structure used to define <VALUE> contains quotes ({""}), you must
“escape” the quotes used to specify each values in the list. If the JSON structure also contains a space, you
must escape the whole JSON structure with additional double quotes ({""}), as illustrated in the following
example:

xs set-env myApp MyVariable "{""user"":""myuser"", ""password"":""sdfg2345""}"
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The following example for a Windows shell shows how to escape quotes in a JSON structure that does not
contain any space characters:

xs set-env myApp MyVariable {\"user\":\"myuser\",\"password\":\"sdfg2345\"}

Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application whose environment variables you want to display

<NAME> The environment variable to set

<VALUE> The configuration values to set for the environment variable. <VALUE> is typically a simple

string that specifies the configuration values as a comma-separated list or a JSON structure.
Itis essential to ensure that characters are correctly “escaped” in the command line argu-
ment. Escape rules differ according to the command shell you are using, for example, Win-
dows, Unix, as illustrated in the examples above.

Options

Command Options Overview

Option Description
--from-file <FILE> Get the new variable value from the specified file
unset-env

Remove one or more environment variable settings for an application.
Usage

xs unset-env <APP> <NAME>

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application whose environment variable you want to remove
<NAME> The environment variable to remove
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set-health-check

Change the type of health check performed on an application, for example, port, process, or http.

Usage

xs set-health-check <APP> (process | port | http [--endpoint
<CUSTOM_HTTP_ENDPOINT>]

[--invocation-timeout <HTTP INVOCATION TIMEOUT>])

- Tip

You can use the alias shc in place of the set-health-check command.

Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application whose health-check type you want to set

<HEALTH CHECK TYPE> The type of health check to perform on the application, for example: port, process, or http

Options
Command Options Overview

Option Description

--endpoint <HEALTH- The custom http end point to use for the application health check
CHECK-ENDPOINT>

--invocation-timeout Application health check http get timeout (in seconds)
<HTTP-INVOCATION-
TIMEOUT>

get-health-check

Show the type of health check that was set for an application, for example, port, process, or http.
Usage

xs get-health-check <APP>

- Tip

You can use the alias ghc in place of the get-health-check command.
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Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application whose health-check type you want to display

pinned-hosts

List current host pinnings for all applications in the target space. In strict mode, an application can only run on
the host to which it is pinned; in relaxed mode can also run on other hosts, if the host to which it is pinned is not
available at run time.

Usage

xs pinned-hosts

pin-hosts

Pin an application to one or more execution-agent hosts.

Usage

xs pin-hosts <APP> [--hosts <HOSTS>] [--eas <EXECUTION AGENTS>] [--strict | --
relaxed]

Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application whose environment variable you want to remove
Options
Command Options Overview

Option Description

--hosts <HOSTS> A comma-separated list of host names providing execution agents

--eas A comma-separated list of execution agent indices. Use the command xs system-
<EXECUTION AGENTS> info todisplay a list of execution-agent indices

--strict Use strict mode (default); if no pinned host is available, the selected application cannot

start
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Option Description

--relaxed Use relaxed pinning mode; if no pinned host is available, other hosts may run the appli-
cation

enable-debugging

Enable debugging for an XS advanced application.

Usage
xs enable-debugging <APP> [--pid <PID>] [--port <PORT>]
If no <PORT> or <PID> is provided, the command returns the following response:

<, Output Code

Enabling debug mode for app '<APP>'...
Debugging mode is enabled.
Waiting for debugger connection on: localhost:<PORT>

i Note

The indicated port is always opened on the client host - not the remote host.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application for which you want to enable debugging
Options

Command Options Overview

Option Description
--pid <PID> Optional ID of the application process (PID) for which you want to enable debugging
--port <PORT> The number of an optional PORT that should be opened locally for the connection to

the debug session

--startup Start the application in debugging mode.
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Option Description

--websocket Use Web socket for the connection.

i Note

This is an alternative method to establish the connection; there is no difference to
the default method in terms of functionality.

disable-debugging

Disable debugging for an XS advanced application.
Usage

xs disable-debugging <APP> [--pid <PID>]

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application for which you want to disable debugging
Options

Command Options Overview

Option Description

--pid <PID> Optional ID of the application process (PID) for which you want to disable debugging

debugging-info

Display detailed information about the debugging mode set for an XS advanced application.

Usage

xs debugging-info <APP> [--pid <PID>]
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Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application for which you want to display debugging details
Options

Command Options Overview

Option Description
--pid <PID> Optional ID of the application process (PID) for which you want to display debugging
details
java

Obtain a heap-dump or thread-dump from a running Java application.

Usage

xs java [heap-dump|thread-dump] <APP> [-o <PATH>] [-i <INSTANCE>] [--pid <PID>]
[-—-std-out]

Arguments

Command Arguments Overview

Argument Description
heap-dump, thread-  The operation to perform on the selected Java application
dump
<APP> The name of the Java application for which you want to display heap- or thread-dump infor-
mation
Options

Command Options Overview

Option Description
-0 <PATH> --output- The directory to store the generated dump file. By default, this is the current working
directory <PATH> directory.
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Option Description

-1 <INSTANCE> -- Trigger the dump operation for this application instance.

instance-index Ti

<INSTANCE> = Ip
Use the command xs app <APPname> todisplay a list of all available instances.
By default, the dump is triggered for the first running instance found.

--pid <PID> Optional ID of the application process (PID) for which you want to trigger the dump op-

eration
--std-out Print the dump file to standard out
nodejs

Obtain a heap-dump or thread-dump from a running Node.js application.

Usage

xs nodejs [heap-dump|thread-dump] <APP> [-o <PATH>] [-i <INSTANCE>] [--pid
<PID>] [--std-out]

Arguments

Command Arguments Overview

Argument Description
heap-dump, thread-  The operation to perform on the selected Node.js application
dump
<APP> The name of the Node.js application for which you want to display heap- or thread-dump in-
formation
Options

Command Options Overview

Option Description
o <PATH> --output- The directory to store the generated dump file. By default, this is the current working
directory <PATH> directory.
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Option

Description

-1 <INSTANCE> --

instance-index

Trigger the dump operation for this application instance.

<INSTANCE> = Tlp
Use the command xs app <APPname> todisplay a list of all available instances.
By default, the dump is triggered for the first running instance found.
--pid <PID> Optional ID of the application process (PID) for which you want to trigger the dump op-
eration
--std-out Print the dump file to standard out
open

Open an application route in the default browser.

Usage

xs open <APP>

Arguments

Command Arguments Overview

Argument

Description

<APP>

The name of the application for which you want to open a route

Related Information

XS CLI: Application Management [page 9]

The XS Command-Line Interface Reference [page 4]
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2.3 XS CLI: Services Management

Maintain SAP HANA XS services, for example: listing, creating, deleting, binding, updating.

XS CLI: Services Command Overview

Command Alias Description

marketplace m List available services in the marketplace
service Display details of a service instance
services s List all services in the target space

managed-services

List all instances of a managed service in
the target space

managed-service

Display details of a selected instance of a
managed service in the target space

create-service cs

Create a service instance

update-service

Update a service instance

delete-service ds

Delete a service instance

rename-service

Rename a service instance

bind-service bs Bind a service instance to an application

unbind-service us Remove the binding between a service in-
stance an an application

service-keys sks List all service keys for a specified service
instance.

service-key sk Displays a service key for a specified serv-
ice instance.

create-service-key csk Create a service key for a specified service
instance.

delete-service-key dsk Delete a service key for a specified service

instance.

service-brokers

List all available service brokers

create-service-broker

Create a service broker

delete-service-broker

Delete a service broker
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Command Alias Description
update-service-broker Update a service broker
rename-service-broker Rename a service broker
create-user-provided-service cups Create a user-provided service instance
and make it available for use by applica-
tions.
update-user-provided-service uups Update the name-values pairs used to de-

fine a user-provided service instance

register-service-url

Register a Uniform Resource Locator
(URL) for a named service.

unregister-service-url

Unregister a service URL

service-open

Open the dashboard-URL for a service in
the default browser

marketplace

List all services currently available in the service marketplace.

Usage

xs m[arketplace] [-s <SERVICE NAME>]

- Tip

Use the marketplace command to display a list of the available service plans provided by the registered
service brokers. Use the services command to display a list of service instances, for example, those

created with the commands create-service or create-user-provided-service.

To display a list of the service plans available with the hana service:

xs marketplace -s hana

Getting services from marketplace...
Getting plans for service "hana"...

service plan description free/paid
hdi-shared HDI container on a HANA database free

sbss User with permissions to use SBSS free
schema Schema on a HANA database free
securestore User with permissions to use secure store free
->Tip

SBSS stands for "Service Broker Security Support".
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Command Options
Command Options Overview

Option Description

-s <SERVICE NAME> Listthe service plans available for the service specified in <SERVICE NAME>

service

Display details of a selected instance of a service in the target space.

Usage
xS service <SERVICE INSTANCE> [--guid]

The following example shows how display information about the a specified service instance:

xs service fp-db

Getting service "fp-db" in org "myorg" / space "SAP" as XSA DEV...
Service instance: fp-db

Service: hana

Bound apps: fileprocessor-db, fileprocessor-master, fileprocessor-worker
Tags:

Plan: hdi-shared

Description: HDI container on a HANA database

You can use the --guid option to suppress all information about the service instance except the service
instance's globally unique identifier (GUID):

xs service fp-db --guid
c41e81£3-077c-440e-9902-83004c0fa8c9

- Tip

To find out the name of a specific service instance, use the xs services command to display a list of all
the services currently running in the target space.

Arguments
Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the service instance, whose details you want to display

i Note

Only alpha-numeric characters (aA-zZ, 0-9), hyphens (-), and underscores (_) are al-
lowed.
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Options
Command Options Overview

Option Description

--guid Display only the globally unique indentifier (GUID) of the specified service instance; with this
option, all other information about the service is suppressed.

services

List available services in the target organizational space. You can use the xs target command to set or
display the target organization or space.

Usage

xs s[ervices]

->Tip

Use the services command to display a list of service instances, for example, those created with the
commands create-service Or create-user-provided-service. Use the marketplace command
to display a list of the available service plans provided by the registered service brokers.

Options
Command Options Overview

Option Description

--guids Display globally unique identifier (GUID) in the command output; with this option, all other in-
formation about the service is suppressed.

~~bound Show only services that are bound to applications

——not-bound Show only services that are not bound to any applications

managed-services

Display a list of all instances of a managed service in the target space.

Usage

xs managed-services <SERVICE INSTANCE>
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Arguments

Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the managed service, whose instances you want to display in a list

i Note

Only alpha-numeric characters (aA-zZ, 0-9), hyphens (-), and underscores (_) are al-
lowed.

managed-service

Display details of a selected instance of a managed service in the target space.

Usage

xs managed-service <SERVICE INSTANCE> <TENANT>

Arguments

Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the managed service, whose instances you want to display in a list

i Note

Only alpha-numeric characters (aA-zZ, 0-9), hyphens (-), and underscores (_) are al-
lowed.

<TENANT> The tenant ID for the managed-service instance whose details you want to display

create-service

Create a service instance.

Usage

xS create-service <SERVICE> <PLAN> <SERVICE INSTANCE> [-c <PARAMETERS>] [-t
<TAGS>]

->Tip
Use the command xs create-user-provided-service to make user-provided services available to XS
applications.
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Arguments

Command Arguments Overview

Argument Description
<SERVICE> Name of the service to create
<PLAN> Name of the service plan
<SERVICE INSTANCE> Name of your service instance
i Note
Only alpha-numeric characters (aA-zZ, 0-9), hyphens (-), and underscores (_) are al-
lowed.
<TAGS> One or more user-defined strings that can be used by an application to identify a service in-
stance.
Options
Command Options Overview
Option Description
-c <PARAMETERS> Provide the name of a JSON file containing service-specific parameters or provide any param-

eters inline as a JSON-compliant string

-t <TAGS> Specify one or more user-defined tags to associate with the new service instance; multiple
tags must be separated by commas.

update-service

Update a service instance.

Usage

xs update-service <SERVICE INSTANCE> [-p <NEW-PLAN>] [-c <PARAMETERS AS JSON>] [-
t <TAGS>]
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Arguments

Command Arguments Overview

Argument

Description

<SERVICE_ INSTANCE>

Name of your service instance

i Note

Only alpha-numeric characters (aA-zZ, 0-9), hyphens (-), and underscores (_) are al-
lowed.

Options
Command Options Overview

Option

Description

-p <NEW_ PLAN>

The name of the new service plan to use after the update

—-C
<PARAMETERS AS JSO
N>

The name of a JSON file containing service-specific parameters or provide any parameters in-

line as a JSON-compliant string

-t <TAGS>

One or more user-defined tags to associate with the service instance that you want to update;

multiple tags must be separated by commas.

delete-service

Delete a service instance.

Usage

xs delete-service <SERVICE INSTANCE> [-f] [--purge]

Arguments

Command Arguments Overview

Argument

Description

<SERVICE_ INSTANCE>

Name of the service instance to delete

Options

Command Options Overview

Option

Description

-f

Force deletion (no confirmation is required)
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Option Description

--purge Force deletion even in the event of service broker errors

rename-service

Rename a service instance.

Usage

xS rename-service <SERVICE INSTANCE> <NEW SERVICE INSTANCE>

Arguments
Command Arguments Overview

Argument Description

<SERVICE_INSTANCE> The current name of the service instance which you want to rename

<NEW_SERVICE_INSTANC The new name of the service instance
E>

bind-service

Bind a service instance to an application.

Usage

xs bind-service <APP> <SERVICE_INSTANCE> [-c <PARAMETERS>]
- Tip

You can use the alias bs in place of the command bind-service.

Arguments

Command Arguments Overview

Argument Description
<APP> The name of the application to which you want to bind the service instance
<SERVICE INSTANCE> The name of the service instance to bind to the application named in APP
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Options

Command Options Overview

Option Description

-c <PARAMETERS> Provide the name of a JSON file containing service-specific parameters or provide any param-

eters inline as a JSON-compliant string

unbind-service

Remove the binding between a service instance and an application.

Usage
xs unbind-service <APP> <SERVICE INSTANCE> [-c <PARAMETERS>]
- Tip

You can use the alias us in place of the command unbind-service.

Arguments

Command Arguments Overview

Argument Description

<APP> The name of the application from which you want to unbind the service instance
<SERVICE INSTANCE> The name of the service instance to unbind from the application named in APP
Options
Command Options Overview

Option Description

--purge Force unbinding operation even in the event of service-broker errors

service-keys

List all service keys for a specified service instance.
Usage

xs service-keys [<SERVICE_INSTANCE>]

- Tip

You can use the alias sks in place of the command service-keys.
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Arguments

Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the service instance whose service keys you want to display

service-key

Displays a service key for a specified service instance.

Usage

xs service-keys <SERVICE INSTANCE> <SERVICE KEY> [--guid]
->Tip

You can use the alias sk in place of the command service-key.

Arguments

Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the service instance whose service keys you want to display
<SERVICE_KEY> The name of the service key
Options
Command Options Overview

Option Description

--guid Display the GUID of the service key only

create-service-key

Create a service key for a specified service instance.

Usage

xS create-service-key <SERVICE INSTANCE> <SERVICE KEY> [-c <PARAMETERS AS JSON>]

- Tip

You can use the alias csk in place of the command create-service-key.
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Arguments

Command Arguments Overview

Argument Description
<SERVICE INSTANCE> The name of the service instance for which you want to create a key
<SERVICE_KEY> The name of the service key

Options

Command Options Overview

Option Description

-C Provide the name of a JSON file containing service-specific parameters or provide any param-
<PARAMETERS_AS_JSON> etersinline as a JSON-compliant string

delete-service-key

Delete a service key for a specified service instance.

Usage

xs delete-service-key <SERVICE INSTANCE> <SERVICE KEY> [-f]
- Tip

You can use the alias dsk in place of the command delete-service-key.

Arguments

Command Arguments Overview

Argument Description
<SERVICE INSTANCE> The name of the service instance whose key you want to delete
<SERVICE KEY> The name of the service key to delete

Options

Command Options Overview

Option Description
-f Force deletion without confirmation
--purge Force deletion even in the event of service-broker errors

The SAP HANA XS Command-Line Interface Reference
The XS Command-Line Interface Reference PUBLIC 45



service-brokers

List all available service brokers.

Usage

XS service-brokers

create-service-broker

Create a service broker.

Usage

xs create-service-broker <SERVICE BROKER> [-u <USERNAME>] [-p <PASSWORD>] [-s
<SERVICE7URL>]

xs create-service-broker <SERVICE BROKER> <USERNAME> <PASSWORD> <SERVICE URL>

Arguments

Command Arguments Overview

Argument Description
<SERVICE_BROKER> The name of the service broker to create
<USERNAME> The name of the user required to create the new service-broker instance
<PASSWORD> The password for the user specified in USERNAME
<SERVICE_URL> The URL to connect to the new service-broker instance
Options
Command Options Overview
Option Description
-u <USERNAME> The name of the user required to create the new service-broker instance
-p <PASSWORD> The password for the user specified in <USERNAME >
-s <SERVICE URL> The URL to connect to the new service-broker instance

update-service-broker

Update a service broker.
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Usage

‘5, Code Syntax

xs update-service-broker <SERVICE BROKER> <USERNAME> <PASSWORD> <URL>

Arguments

Command Arguments Overview

Argument Description

<SERVICE BROKER> The name of the service broker to update

<USERNAME> The name of the user required to update the new service-broker instance
<PASSWORD> The password for the user specified in USERNAME

<URL> The URL to connect to the updated service-broker instance

delete-service-broker

Delete a service broker.
Usage

xs delete-service-broker <SERVICE BROKER> <USERNAME> <PASSWORD> <URL>

Arguments

Command Arguments Overview

Argument Description

<SERVICE INSTANCE> Name of the service-broker to delete
Options
Command Options Overview

Option Description

-f Force deletion (no confirmation is required)

rename-service-broker

Rename a service broker.
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Usage

xS rename-service-broker <SERVICE BROKER> <USERNAME> <PASSWORD> <URL>

Arguments
Command Arguments Overview

Argument Description

<SERVICE_BROKER> The existing name of the service broker whose name you want to change

<NEW_SERVICE_BROKER> The new name of the service broker

create-user-provided-service

Create a user-provided service instance and make it available for use by applications.

Usage

Xs create-user-provided-service <SERVICE INSTANCE> [-p <PARAMETERS>] [-1 <SYSLOG-
DRAIN-URL>]

->Tip
You can use the alias cups in place of the command create-user-provided-service.

Pass comma-separated parameter names to enable interactive mode:

xS create-user-provided-service <SERVICE INSTANCE> "comma, separated, parameter,
names"

Pass parameters as JSON to update a service non-interactively:

XS create-user-provided-service <SERVICE INSTANCE>
"w { "w llname" " . " llvalue" " , " llnamell "w . "w llvaluell "w } "w

Specify a syslogdrain URL:

xs create-user-provided-service <SERVICE INSTANCE> -1 syslog://acme.com:1234

Arguments
Command Arguments Overview

Argument Description

<SERVICE INSTANCE> The name of the service instance to create
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Options

Command Options Overview

Option Description

-p <PARAMETERS> A list of parameters to be updated; you can supply the parameters in the following ways:

e (Comma-separated values in quotes, for example: -p “parml, parm2, parm3”

e A JSON-compliant string, for example,
" { " llname" " : " "value" " , " "namell " H " llvaluell " } "

-1 <SYSLOG-DRAIN-
URL>

The URL for the syslogdrain

Examples

Xs create-user-provided-service my-db-service -p "host, port, dbname, username,
password"

Xs create-user-provided-service my-db-service -p
"{""username"" . ""admin"" ""password"".""pa55WORD""}"
: v :

update-user-provided-service

Update the name-values pairs used to define a user-provided service instance.

Usage

xs update-user-provided-service <SERVICE INSTANCE> [-p <PARAMETERS>] [-1
<SYSLOG_DRAIN URL>]

- Tip
You can use the alias uups in place of the update-user-provided-service command.

Pass comma separated parameter names to enable interactive mode:

xs update-user-provided-service <SERVICE INSTANCE> '"comma, separated,
parameter, names"

Pass parameters as JSON to update a service non-interactively:

xs update-user-provided-service <SERVICE INSTANCE>
" { " llnamell n : n "Value" n , n llname" " : " "Value" " } "
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Arguments

Command Arguments Overview

Argument Description
<SERVICE INSTANCE> The name of the service instance to create
Options

Command Options Overview

Option Description

-p A list of parameters to be updated; you can supply the parameters in the following ways:

e Comma-separated values in quotes, for example: -p “parml, parm2, parm3”

e A JSON-compliant string, for example,
"{" "name" m.n "value" n n "name" mwoen "Value" "}"
: , :

- The URL to connect the Syslog Drain

Examples

xs update-user-provided-service my-db-service -p "host, port, dbname, username,
password"

xs update-user-provided-service my-db-service -p
" { " "username" n : n lladmin" n , n llpassword" " : " "pa55wORD" n } n

xs update-user-provided-service my-drain-service -1 syslog://example.com

register-service-url

Register a Uniform Resource Locator (URL) for a named service.
Usage

Xs register-service-url <SERVICE NAME> <URL>

Arguments

Command Arguments Overview

Argument Description
<SERVICE NAME> Name of the service for which you want to register a URL
<URL> The URL to register for the service specified in <SERVICE NAME>
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unregister-service-url

Unregister the URL assigned to a service.
Usage
XS unregister-service-url <SERVICE NAME>

Arguments

Command Arguments Overview

Argument Description

<SERVICE NAME> Name of the service to remove from the registry

service-open

Open the URL of a service dashboard in the default browser.

Usage

xs service-open <SERVICE NAME>

Arguments

Command Arguments Overview

Argument Description

<SERVICE NAME> Name of the service whose dashboard URL you want to open

Related Information

XS CLI: Services Management [page 35]
The XS Command-Line Interface Reference [page 4]

2.4 XS CLI: Organizations

Maintain user organizations, for example: create, list, rename, delete.

Organizations enable developers to collaborate by sharing resources, services, and applications. Access to the
shared resources, services, and applications is controlled by roles, for example, “Org Manager” or “Org
Auditor”; the role defines the scope of the permissions assigned to the named user in the organization. For
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example, an Org Manager can create and manage users, create, modify, or delete organizational spaces, and
add domains to the organization.

XS Organizations Commands Overview

Command Alias Description

orgs o List all defined organizations

org Show details of a specific organization

create-org co Create a new organization

delete-org Delete an existing organization

rename-org Rename an existing organization

quotas List available resource quotas used in the current organization

quota Show details of a the specified resource quota

create-quota Define a new resource quota for an organization

delete-quota Delete an existing resource quota

update-quota Update an existing resource quota

set-quota Assign a resource quota to an organization
orgs

List all defined organizations.
Usage
Xs orgs [--guids]

- Tip

You can use the alias o in place of the orgs command.

Options
Command Options Overview

Option Description

--guids Show global unique identifier (guids) information in the command output
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org

Show details of a specific organization.
Usage

xs org <ORG> [--guid]

Arguments

Command Arguments Overview

Argument Description
<ORG> Name of the organization whose details you want to display
Options

Command Options Overview

Option Description
--guid Retrieve and display the guid of the specified organization.
- Tip

All other details of the organization are suppressed in the command output.

create-org

Create a new organization.
Usage
xs create-org <ORG> [-q QUOTA] [--tenant TENANT DB]

- Tip

You can use the alias co in place of the create-org command.

Arguments
Command Arguments Overview

Argument Description

<ORG> Name of the new organization to create
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Options

Command Options Overview

Option Description
--g <QUOTA> Quota to assign to the newly created org
- Tip

Excluding this option results in the assignment of the default quota.

--tenant Set the default mapping for the new organization to this tenant database

<TENANT DB>

delete-org

Delete an existing organization.
Usage

xs delete-org <ORG> [-f]

Arguments

Command Arguments Overview

Argument Description
<ORG> Name of the organization to delete
Options
Command Options Overview
Option Description
£ Force deletion of the organization without any confirmation prompt
--quiet Do not display an error message if the specified organization does not exist

rename-org

Rename an existing organization.

Usage

xs rename-org <ORG> <NEW ORG>
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Arguments

Command Arguments Overview

Argument Description

<ORG> Current name of the organization to rename
<NEW_ORG> New name of the organization

quotas

List all available resource quotas used in the current organization.

Usage

xXs quotas

quota

Show all available information about the specified quota.

Usage

xs quota <QUOTA>

Arguments
Command Arguments Overview

Argument Description

<QUOTA> The name of the quota whose information you want to display

create-quota

Define a new resource quota for the current organization.

Usage

xs create-quota <QUOTA> [-s <SERVICE INSTANCES>] [-a <APP INSTANCES>]
<MAX APP INSTANCES>]
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Arguments

Command Arguments Overview

Argument Description
<QUOTA> The name of the quota that you want to create
Options

Command Options Overview

Option Description

-a <APP_INSTANCES> The total number of started application instances allowed in the organization; the default is

100

- Tip

“-1" represents an unlimited amount.

-ma The total number of instances of an application allowed in the organization; the default is 100
<MAX APP INSTANCES .
N - Tip
“-1" represents an unlimited amount.
-s The total number of service instances allowed in the organization

<SERVICE INSTANCES
>

delete-quota

Delete the specified quota from the current organization.

Usage

xs delete-quota <QUOTA> [-f]

Arguments
Command Arguments Overview

Argument Description

<QUOTA> The name of the quota that you want to delete
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Options

Command Options Overview

Option Description
-f Force deletion of the resource quota without prompt or confirmation
update-quota

Update an existing resource quota.

Usage

xs update-quota <QUOTA> [-n <NEW NAME>] [-s <SERVICE INSTANCES>] [-a
<APP INSTANCES>] [-ma <MAX APP INSTANCES>]

Arguments

Command Arguments Overview

Argument Description
<QUOTA> The name of the quota that you want to create
Options

Command Options Overview

Option Description

—-a <APP_INSTANCES> The total number of started application instances allowed in the organization; the default is
100

- Tip

“-1" represents an unlimited amount.

-ma The total number of instances allowed for an application in the organization; the default is 100
<MAX APP INSTANCES .
N - Tip
“-1" represents an unlimited amount.
-n <NEW_NAME> The new name for the updated resource quota
-s The total number of service instances allowed in the organization

<SERVICE INSTANCES

>
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set-quota

Assign a quota to an organization.

Usage

xs set-quota <ORG> <QUOTA>

Arguments

Command Arguments Overview

Argument Description
<ORG> The name of the organization for which you want to set a resource quota
<QUOTA> The name of the quota whose information you want to display

Related Information

XS CLI: Organizations [page 51]

The XS Command-Line Interface Reference [page 4]

2.5 XS CLI: Spaces

Maintain and manage user spaces in an organization, for example: create, list, rename, delete.

In an organization, spaces enable users to access shared resources that can be used to develop, deploy, and
maintain applications. Access to the resources is controlled by roles, for example, “Space Manager”, “Space
Developer” or “Space Auditor”; the role defines the scope of the permissions assigned to the named user in the
organizational space. For example, a Space Developer can deploy and start an application or rename an

organizational space.

XS Spaces Commands Overview

Command Description
spaces List all defined spaces
space Show details of a particular space

create-space

Create a new space

delete-space

Delete an existing space
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Command Description

rename-space Rename an existing space
update-space Update the settings of an existing space
spaces

List all defined spaces.

Usage
XS spaces [--tenants]
Options
Command Options Overview
Option Description
-—guid Retrieve and display the group ID (GUID) for the specified space. All other output for the
space is suppressed.
--tenants Show tenant-mapping information for the spaces, if available
space

Display details of a particular space.

Usage
XS space
Options

Command Options Overview

Option Description

Retrieve and display the group ID (GUID) for the specified space. All other output for the

--guid '
space is suppressed.

create-space

Create a new space.
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Usage
Xs create-space <SPACE> [-o <ORG>] [--tenant <TENANT_DB>]

To execute tasks as a specific user in this space:

xs create-space <SPACE> [-o0 <ORG>] -u <USERNAME>

Arguments

Command Arguments Overview

Argument Description
<SPACE> Name of the new space to create
Options

Command Options Overview

Option Description

0 <ORG> Name to the organization to which you want to add the newly created space
-u <USERNAME> The name of the user used to perform tasks in this space

--tenant Set the default mapping for the new space to the specified tenant database

<TENANT DB>

-p <PASSWORD> The password of the OS user specified in —u <USERNAME>

--stdin Get the password from the stdin pipe

delete-space

Delete an existing space including all contained resources, for example, applications, services, and so on.

Usage

xs delete-space <SPACE> [-f]

Arguments
Command Arguments Overview

Argument Description

<SPACE> Name of the space to delete
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Options
Command Options Overview

Option Description

-f

--quiet Do not display an error message if the specified space does not exist

rename-space

Rename an existing space.
Usage

Xs rename-space <SPACE> <NEW_ SPACE>

Arguments

Command Arguments Overview

Argument

Description

<SPACE>

Current name of the space you want to rename

<NEW_SPACE>

New name for the space

update-space

Update the settings of an existing space. Force deletion of the space without any confirmation prompt

Usage

Update execution user for a space:

xs update-space <SPACE> -u <USERNAME>

or

xs update-space <SPACE> --unset-user

Update default host pinning settings for a space:

xs update-space <SPACE> [--hosts <HOSTS>] [--eas <EXECUTION AGENTS>]
or

xs update-space <SPACE> --unset-pinnings
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->Tip

You can supply the names of the execution agents in a comma-separated list: either as host names (--
host) or as indices (--eas. For more information about the —--eas option, see the xs system-info
command.

Arguments

Command Arguments Overview

Argument Description

<SPACE> The name of the space whose settings you want to modify
Options
Command Options Overview

Option Description

-u <USERNAME> The name of the user used to run applications in this space

--unset-user Reset the execution user setting

--hosts <HOSTS> Comma-separated list of host names

--eas Comma-separated list of execution agent indices

<EXECUTION_ AGENTS>

--strict Use strict mode: if no pinned host is available, the app will not start (default)
--relaxed Use relaxed pinning mode: other hosts may run the app, if no pinned host is available
--unset-pinning Reset the current host-pinning setting

-p <PASSWORD> The password of the operating-system user specified in —u <USERNAME>
--stdin Get the password from stdin pipe

Related Information

XS CLI: Spaces [page 58]
The XS Command-Line Interface Reference [page 4]
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2.6 XS CLI: Domains

Maintain domains and certificates.

XS Domains Command Overview

Command

Description

domains

List all known domains

create-domain

Create a new domain

delete-domain

Delete an existing domain

domain-certificates

Retrieve the list of certificates set for a domain

set-certificate

Sets the SSL certificate to be used for a domain

delete-certificate

Deletes the SSL certificate used by a domain

domains

List all known domains.

Usage

xs domains

create-domain

Create a new domain.

Usage

xs create-domain <DOMAIN>

Arguments

Command Arguments Overview

Argument

[-0 <ORG>]

<DOMAIN>

The name of the domain to create
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Options
Command Options Overview

Option Description

-0 <ORG> The name of the organization to which the domain belongs. If the domain is “shared”, the or-
ganization field is empty.

delete-domain

Delete an existing domain.

Usage

xs delete-domain <DOMAIN> [-f]

Arguments

Command Arguments Overview

Argument Description
<DOMAIN> The name of the domain to delete
Options

Command Options Overview

Option Description
-f <ORG> Force deletion without any system prompt or confirmation
--quiet Hide any error messages generated when you try to delete a non-existant domain

domain-certificates

Display a list of all certificates set for a domain.

Usage

xs domain-certificates
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Options
Command Options Overview

Option Description

--chain Show the full certificate chain

set-certificate

Set the SSL certificate to be used for a domain.
Usage
Set a domain certificate using dedicated files for both the key and certificate chain:

xs set-certificate <DOMAIN> -k <KEY FILE> -c <CERT FILE>

Set a domain certificate using a PKCSS file that includes both a key and a certificate chain:

xs set-certificate <DOMAIN> -k <PKCS8 FILE>

Set a domain certificate using a PSE file:

xs set-certificate <DOMAIN> --pse <PSE FILE> --pse-pin <PSE PIN>

- Tip

After setting a domain certificate, it is recommended to restart the XS advanced instance, for example,
using the XSA restart command, which restages and restarts all applications. In exceptional cases you
can also use the xs restage and xs restart commands to restage and restart the affected applications
manually.

Arguments

Command Arguments Overview

Argument Description

<DOMAIN> The name of the domain for which the certificate is to be set
Options
Command Options Overview

Option Description

-k <KEY FILE> Specify the path to (and name of) the unencrypted RSA key file in PKCS8 PEM format. If this

file also contains the certificate chain, the -c option can be omitted.

-c <CERT_FILE> Specify the path to (and name of) an X.509 certificate-chain file in PEM format. The -c option
can be specified multiple times, to automatically concatenate certificate files.
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Option Description

--pse <PSE FILE> The path to the PSE file, containing the RSA key and the X.509 certificate chain.

--pse-pin <PIN> The PIN of the PSE file. Queried interactively, if not provided..
--stdin Get the PSE PIN from the stdin pipe.
-skip- Do not check if a successful SSL handshake can be established with the new certificate

connectivity-check

delete-certificate

Delete the SSL certificate used by a domain.

Usage

xs delete-certificate <DOMAIN>

Arguments

Command Arguments Overview

Argument Description

<DOMAIN> The name of the domain whose SSL certificate is to be deleted

Related Information

XS CLI: Domains [page 63]
The XS Command-Line Interface Reference [page 4]
SAP HANA Administration Guide
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https://help.sap.com/viewer/6b94445c94ae495c83a19646e7c3fd56/2.0.05/en-US/330e5550b09d4f0f8b6cceb14a64cd22.html

2.7 XS CLI: Certificates

Maintain and manage X509 certificates, for example: list certificates, add or delete a certificate.

XS Certificates Commands Overview

Command Alias Description

trusted- Retrieve the list of trusted certificates
certificates

trust- Add a trusted X509 certificate

certificate

untrust- Delete a trusted X509 certificate

certificate

hana-broker- hbcc Retrieve the client certificate used by the SAP HANA Broker.
client-

certificate

set-hana-broker- shbcc Set the client certificate used by the SAP HANA Broker.
client-

certificate

delete-hana- dhbcc Delete the client certificate used by the HANA Broker.

broker-client-

certificate

trusted-certificates

Retrieve the list of trusted certificates.

Usage

xs trusted-certificates

trust-certificate

Add a trusted X509 certificate.

Usage

xs trust-certificate <ALIAS> -c <CERT FILE> [--hana-broker]
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i Note

It is recommended to manually restage and restart all applications that are affected by creation of the new
certificate, for example, with the xs restage and xs restart commands. Alternatively, you can use the
XSA restage-at-restart and XSA restart commands to restage the applications and restart the XS
advanced instance in SAP HANA.

Arguments

Command Arguments Overview

Argument Description
<ALIAS> The alias of the trusted certificate
Options

Command Options Overview

Option Description
-C <CERT_FILE> The path to the X509 certificate chain file in PEM format
--client-auth Determines whether the certificate should be used for validation of certificate-based client au-

thentication

--hana-broker Add the certificate to the service bindings issued by the SAP HANA service broker

-skip- Do not check if the certificate can be used within service bindings issued by the SAP HANA

connectivity-check service broker

untrust-certificate

Delete a trusted X509 certificate.

Usage

xXs untrust-certificate <ALIAS>

Arguments
Command Arguments Overview

Argument Description

<ALIAS> The alias of the trusted certificate

The SAP HANA XS Command-Line Interface Reference
68 PUBLIC The XS Command-Line Interface Reference



hana-broker-client-certificate

Retrieve the client certificate used by the SAP HANA Service Broker.
Usage

xs hana-broker-client-certificate

- Tip

You can use the alias hbcc in place of the hana-broker-client-certificate command.

Arguments

Command Arguments Overview

Argument Description

<ALIAS> The alias of the trusted certificate

set-hana-broker-client-certificate

Set the client certificate used by the SAP HANA Service Broker.

Usage
Set the client certificate using a dedicated file for both the key and the certificate:
xs set-hana-broker-client-certificate -k <KEY FILE> -c <CERT FILE>
Set the client certificate using a PKCSS file that includes both a key and a certificate:
xs set-hana-broker-client-certificate -k <PKCS8 FILE>
Set the client certificate using a PSE file:

xs set-hana-broker-client-certificate --pse <PSE FILE> --pse-pin <PSE PIN>

->Tip

You can use the alias shbcc in place of the set-hana-broker-client-certificate command.

Options
Command Options Overview

Option Description

-k <KEY FILE> The path to the unencrypted RSA key file in PKCS8 PEM format. If this file also contains the

certificate, the -c option can be omitted.
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Option

Description

-C <CERT_FILE>

The path to the X509 certificate chain file in PEM format

--pse <PSE_FILE>

The path to the PSE file that contains the RSA key and the X.509 certificate.

--pse <PIN> The PIN set for the PSE file. If the PIN is not provided as an option on the command line, an
interactive prompt asks for the PIN.
--stdin Get the PSE PIN from stdin pipe

delete-hana-broker-client-certificate

Delete the client certificate used by the SAP HANA Service Broker.

Usage

xs delete-hana-broker-client-certificate

->Tip

You can use the alias dhbcc in place of the delete-hana-broker-client-certificate command.

Related Information

The XS Command-Line Interface Reference [page 4]

2.8 XS CLI: Routes

Maintain and manage application routes, for example: create, list, map, unmap.

XS Routes Commands Overview

Command

Alias Description

routes

List all routes in the current space

create-route

Create a URL route in a space for later use

map-route

Assign or change the route assigned to an application
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Command Alias Description

unmap-route Remove the URL route assigned to an application
delete-route Delete a route from a space
routes

List all defined routes.

Usage
xs routes [--guids]
Options

Command Options Overview

Option Description

--guids Show global unique identifier (guid) in the command output

create-route

Create a URL route in a space for later use (for example, for assignment to an application).

Usage
xs create-route <SPACE> <DOMAIN> [--hostname <HOSTNAME>] [--path <PATH>]
Or:

xXs create-route <SPACE> [<DOMAIN>] (--port <PORT> | --random-port) [--path
<PATH>]

Create a TCP route:
xs create-route <SPACE> [<DOMAIN>] (--port <PORT> | --random-port) [--tcp | —--

tcps]

Arguments

Command Arguments Overview

Argument Description

<SPACE> Name of the space in which to create the new route
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Argument Description

<DOMAIN> The name of the domain containing the space where the new route must be created
Options
Command Options Overview

Option Description

-n, -- Name of the host to use for the new route

hostname<HOSTNAME>

-p, --port <PORT> The port number to user for connections using port-based routing

--path <pPATH> The context path, for example, /myapp

--random-port Create a random port for the route (same as using --port 0)

--tcp Create a TCP route instead of an HTTP route

--tcps Create a TCP route instead of an HTTP route (with SSL termination at the platform router)
map-route

Map an existing route.

Usage
xs map-route <APP NAME> <DOMAIN> [--hostname <HOSTNAME>] [--path <PATH>]
Or:

xs map-route <APP NAME> [<DOMAIN>] (--port <PORT> | --random-port) [--path
<PATH>]

Create a TCP route:

xs map-route <APP NAME> [<DOMAIN>] (--port <PORT> | --random-port) [--tcp | --
tcps]

Arguments

Command Arguments Overview

Argument Description
<APP NAME> Name of the application to which you want to map the route
<DOMAIN> The name of the domain containing the application where the route must be mapped
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Options

Command Options Overview

Option Description

-n, -- Name of the host to use for the mapped route

hostname<HOSTNAME >

-p, --port <PORT> The port number to user for connections using port-based routing

--path <PATH> The context path, for example, /myapp

--random-port Create a random port for the route (same as using --port 0)

--tcp Create a TCP route instead of an HTTP route

--tcps Create a TCP route instead of an HTTP route (with SSL termination at the platform router)

unmap-route

Remove an existing route assignment from an application.
Usage

xs unmap-route <APP NAME> <DOMAIN> [--hostname <HOSTNAME>] [--path <PATH>]
Or:

Xs unmap-route <APP NAME> [<DOMAIN>] [--port <PORT>] [--path <PATH>]

Unmap a TCP route:

xs unmap-route <APP NAME> [<DOMAIN>] [--port <PORT>]

Arguments

Command Arguments Overview

Argument Description
<APP NAME> Name of the application from which you want to remove the route mapping
<DOMAIN> The name of the domain containing the application where the route must be removed
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Options

Command Options Overview

Option Description

-n, --hostname Name of the host from which to remove the route mapping
<HOSTNAME>

-p <PORT> The port number to use for connections with port-based routing
--path <pPATH> The context path, for example, /myapp

-p, --port <PORT> The port number to user for connections using port-based routing
delete-route

Delete an existing route.

Usage

xs delete-route [<DOMAIN>] [-hostname <HOSTNAME>] [--path <PATH>] [-f]
xs delete-route [<DOMAIN>] --port <PORT> [--path <PATH>] [-f]

Delete a TCP route:

xs delete-route [<DOMAIN>] [--port <PORT>] [-f]

Arguments

Command Arguments Overview

Argument Description

<DOMAIN> The name of the domain containing the application where the route must be removed
Options
Command Options Overview

Option Description

-n, --hostname Name of the host

<HOSTNAME>

-p, --port <PORT> The port number to use for connections with port-based routing

--path <pPATH> The context path, for example, /myapp

-f Force deletion of the route without any confirmation prompt
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Related Information

XS CLI: Routes [page 70]
The XS Command-Line Interface Reference [page 4]

2.9 XS CLI: Buildpacks

Maintain application buildpacks, for example: create, list, update, rename, and delete.

XS Buildpack Commands Overview

Command Description
buildpacks List all available buildpacks
create-buildpack Create a new buildpack
update-buildpack Update a buildpack
rename-buildpack Rename a buildpack
delete-buildpack Delete a buildpack
buildpacks

List all available buildpacks.

Usage
xs buildpacks [--guids]
Options
Command Options Overview
Option Description
--guids Show global unique identifier (guids) information in the command output

create-buildpack

Create a new buildpack.
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Usage

xs create-buildpack <BUILDPACK> <PATH> <POSITION> [--enable|--disable]

Arguments

Command Arguments Overview

Argument Description

<BUILDPACK> The name of the buildpack to create

<PATH> The buildpack path; this should be to a zip file or a local directory

<POSITION> The buildpack position: an integer that sets the buildpack priority.
i Note

If multiple buildpacks are available, they are sorted for detection purposes according to
priority, where position 1 (one) is the highest priority. A build pack with position 1 (one) is
inspected first during any detection process.

Options

Command Options Overview

Option Description

--enable Enable the buildpack
--disable Disable the buildpack
update-buildpack

Update a buildpack.

Usage

xs update-buildpack <BUILDPACK> [-p <PATH>] [-1 <POSITION>] [--enable|--disable]

Arguments
Command Arguments Overview

Argument Description

<BUILDPACK> The name of the buildpack to update
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Options

Command Options Overview

Option Description
-p <PATH> The build-pack path, should be a zip file or a local directory
-1 <POSITION> The build-pack position: an integer that sets the priority

i Note

Build packs are sorted according to priority: from lowest to highest

--enable Enable the build pack; enabled build packs are considered when applications are staged
--disable Disable the build pack; disabled build packs are not considered when applications are staged
- Tip

You can also use the xs pin-runtime command to tie a run-time component (type or version) to a
particular application.

rename-buildpack

Rename a buildpack.

Usage

xs rename-buildpack <BUILDPACK> <NEW BUILDPACK>

Arguments

Command Arguments Overview

Argument Description
<BUILDPACK> The current name of the buildpack whose name you want to change
<NEW BUILDPACK> The new name for the buildpack

delete-buildpack

Delete a buildpack.

Usage

xs delete-buildpack <BUILDPACK> [-f]
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Arguments

Command Arguments Overview

Argument Description

<BUILDPACK> The name of the buildpack to remove
Options
Command Options Overview

Option Description

-f Force deletion without any confirmation prompt

--quiet Do not display any error message if the buildpack specified for deletion does not exist

Related Information

XS CLI: Run-Time Environments [page 78]

The XS Command-Line Interface Reference [page 4]

2.10 XS CLI: Run-Time Environments

Maintain SAP HANA XS run-time components, for example: create, list, display information, search, update,
delete.

XS Runtime Commands Overview

Command Description

runtimes List all run-time components

runtime Display information about a specific run-time component
create-runtime Create a new run-time component

update-runtime Update the properties of a run-time component
delete-runtime Delete a run-time component

search-runtime Search for a run-time component that matches a specified query
pinned-runtimes List all pinned run-time components for an application
pin-runtime Pin a run-time component to an application
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Command Description

unpin-runtime Unpin a run-time component from an application

runtimes

List all available run-time components.

Usage
xs runtimes [--guids]
Options

Command Options Overview

Option Description

--guids Show global unique identifier (guids) information in the command output

runtime

Display information about the specified run-time component.

Usage

Display information about the run-time component with the specified ID.
xs runtime -i <ID>

Display information about the run-time component that matches a query:

xs runtime <QUERY>

Arguments

Command Arguments Overview

Argument Description
<QUERY> A query defining the run-time component whose details you want to display
i Note

The query must have the same format as the QUERY <argument> used in the search-
runtime command and must result in exactly one run-time.
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Options

Command Options Overview

Option Description
S <ID> The ID of the run-time component, whose details you want to display
create-runtime

Create a new run-time component.

Usage

xXs create-runtime -p <PATH> [--inactive] [<DESCRIPTION>]

Arguments

Command Arguments Overview

Argument Description
<DESCRIPTION> Optional description for the new run-time component you want to create.
- Tip

If the description contains spaces, enclose the description in quotation marks (“"), for ex-
ample, “This is a description with spaces”.

Options

Command Options Overview

Option Description

-p <PATH> Path to the run-time directory or Zip archive containing the new run-time component
--inactive Create the new run-time component in an inactive state

update-runtime

Update the properties of an existing run-time component.

Usage
Update the run-time with the specified ID:

xs update-runtime -i <ID> [--enable|--disable] [-d <DESCRIPTION>] [-f]
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Update the properties of the run-time component that matches the specified query:

xs update-runtime <QUERY> [--enable|--disable] [-d <DESCRIPTION>] [-f]
Arguments
Command Arguments Overview
Argument Description
<QUERY> A query defining the run-time component whose properties you want to update
i Note

The query must have the same format as the <QUERY> argument used in the search-

runtime command and must result in exactly one run-time.

<ID> The ID (or acomma-separated list of IDs) of the run-time component whose properties you

want to update

Options
Command Options Overview
Option Description
-i<ID> Specify the ID (or a comma-separated list of IDs) of the run-time component whose proper-

ties you want to update

--enable Enable the run-time component specified in <1D> or returned by <QUERY>

--disable Disable the run-time component specified in <1D> or returned by <QUERY>

-d <DESCRIPTION> A new description for the run-time component specified in <ID> or returned by <QUERY>

-f Force update of the run-time component specified in <I1D> or returned by <QUERY> without

any confirmation prompt

delete-runtime

Delete an existing run-time component.

Usage

Delete the run-time with the specified ID:

xs delete-runtime -i <ID> [-f]

Delete the run-time component that matches the specified query:

xs delete-runtime <QUERY> [-f]
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Arguments

Command Arguments Overview

Argument Description
<QUERY> A query defining the run-time component you want to delete
i Note

The query must have the same format as the <QUERY> argument used in the search-

runtime command and must result in exactly one run-time.

<ID> The ID of the run-time component you want to delete

Options

Command Options Overview

Option Description

-i <ID> Specify the ID of the run-time component to delete

-u Remove any unresolved run-time components

-f Force deletion of the run-time component specified in <ID> or returned by <QUERY> without

any confirmation prompt

search-runtime

Search for a run-time component that best fits the specified search query.

Usage
xs search-runtime <QUERY>
Arguments

Command Arguments Overview

Argument Description

<QUERY> A query defining the run-time component you want to find. Queries consist of a sequence of
simple filters separated by the ampersand character (&).

- Tip

If you define multiple filters in <QUERY>, the search returns only those run-time compo-
nents that match all filters.
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Search Filters

The following filters are supported in <QUERY >:

- Tip

If you define multiple filters in <QUERY>, the filters must be separated by the ampersand character (&), for
example, filterlsafilter2

Command Filters Overview

Filter Result
type = <type> Matches all run-time components with the specified <t ype>
id = <ID>

Matches all run-time components with the specified <1D>

guid = <PREFIX> Matches all run-time components with the specified GUID <PREFIX>

version = Matches all run-time components with the given major version number. If the minor version is

<major>[.<minor>] specified, too, this must also match. The search returns only those run-time components that

match both major and minor version numbers.

version >= Matches all run-time components with at least the specified major and minor version.

<major>[.<minor>]

version <= Matches all run-time components with a version number less than (or equal to) the version

<major>[.<mi > e . ,
major>[.<minor>] specified in<major>[.<minor>].

version > Matches all run-time components with a version number higher than the version specified in

<major>[.<minor>] <major>[.<minor>].

version < Matches all run-time components with a version number lower than the version specified in

<major>[.<minor>] <major>[.<minor>].

i Note

If the query matches more than one run-time component, the runtime with the highest ver-
sion is returned.

pinned-runtimes

List all pinned run-time components for an application.

Usage

xs pinned-runtimes <APPNAME>
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Arguments

Command Arguments Overview

Argument Description

<APPNAME> The name of the application for which you want to display a list of pinned run-time compo-
nents

pin-runtime

Pin a run-time component to an application.

Usage

xs pin-runtime <ALIAS> <APPNAME> -i <ID>

When the application requests a run-time component that matches the specified alias, the runtime provided by
ID is given to the application.

Arguments

Command Arguments Overview

Argument Description

<APPNAME> The name of the application for which you want to display a list of pinned run-time compo-
nents

<ALIAS> The name of the run-time component you want to pin to the specified application. The alias

can be composed of the “type” and “version” of a run-time component, for example,
“sapjvm8”or “node6.9.1".

<ID> The ID of the run-time component to show
Options
Command Options Overview
Option Description
-i <ID> Specify the ID of the pinned run-time component to show

unpin-runtime

Unpin a run-time component from an application.

Usage

xs unpin-runtime <RUNTIME> <APPNAME>
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Arguments

Command Arguments Overview

Argument Description

<APPNAME> The name of the application for which you want to display a list of pinned run-time compo-
nents

<RUNTIME> The name of (or alias for) the run-time component you want to unpin from the specified appli-
cation

Related Information

XS CLI: Run-Time Environments [page 78]

The XS Command-Line Interface Reference [page 4]

2.11 XS CLI: Tasks

Maintain and manage application-related tasks in the XS advanced run-time environment, for example: list all
tasks, run and cancel tasks, and so on.

XS Advanced Task Commands Overview

Command Alias Description

tasks List all tasks configured for an XS advanced application

run-task Run a specified task on an XS advanced application

cancel-task Cancel a specified task on an XS advanced application
tasks

List all tasks configured for an XS advanced application.

Usage

xs tasks <APPNAME>
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Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the XS advanced application whose configured tasks you want to display
run-task

Run a specified task on an XS advanced application.
Usage

xs run-task <APPNAME> <TASK> <COMMAND> [-e <ENV_VARS AS JSON>]

Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the XS advanced application on which you want to run a task
<TASK> The name of the task you want to run
<COMMAND> The command you want to run as the task
Options

Command Options Overview

Option Description

-e The task-specific environment, which can be provided either as a JSON string

<ENV VARS AS JSON> (<ENV_VARS AS_ JSON>)or afile containing the JSON string (<PATH_TO ENV_VAR_FILE>).
|

<PATH TO ENV VAR F

ILE>

--wait-for- Wait for the task execution to finish

completion

cancel-task

Stop and cancel a specified task on an XS advanced application.
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Usage

xs cancel-task <APPNAME> <TASK>

Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the XS advanced application on which you want to run a task
<TASK> The name of the task you want to run

Related Information

The XS Command-Line Interface Reference [page 4]

2.12 XS CLI: User Administration

Maintain and manage SAP HANA users, for example: create, list, purge, and delete users; assign and revoke
roles in organizations and spaces.

XS User Administration Command Overview

Command Description
users List all users
purge-users Delete all users in Controller who are not known to the User Account and Au-

thentication (UAA) service [-f]

space-users Show space users by role

_ *
create-user Create a new user

passwd (*) Change a user's password

— * L.
delete-user Delete an existing user

set-space-role Assign a space role to a user
unset-space-role Revoke a space role from a user
org-users Show organization users by role
set-org-role Assign a organization role to a user
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Command Description

unset-org-role Revoke a organization role from a user

roles* Display a list all existing application roles

role-templates* List role templates defined by an application

role* Show details about an application role

create-role* Create a new role from an application role template

update-role* Update an existing application role

delete-role* Delete an existing application role

role-collections* Display a list of all existing application role collections

role-collection® Display details of a specific application role collection

create-role-collection* Create a new application role collection

update-role-collection* Modify an existing application role collection

delete-role-collection* Delete an existing application role collection

assigned-role-collections* Display a list of the application role collections currently assigned to a specific
user

assign-role-collection* Assign an application role collections to a specific user

unassign-role-collection*® Remove an assigned application role collection from a specific user

| Restriction

* This command requires the role-administrator privileges included in the role collections
XS_USER_ADMIN and XS CONTROLLER ADMIN.

users

List all users.

Usage

XS users
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purge-users

Delete all users in Controller which are not known to the User Account and Authentication (UAA) service.

Usage
XS purge-—-users
Options

Command Options Overview

Option Description

-f Force deletion without showing any confirmation prompt

space-users

Show space users by role, for example:

® Space Manager
e SpaceDeveloper
e SpaceAuditor

Usage

xs space-users <ORG> <SPACE>

Arguments

Command Arguments Overview

Argument Description
<ORG> Name of the organization to which the space-users belong
<SPACE> Name of the organizational space to which the users belong

create-user

Create a new user.

| Restriction

The create-user command can only be executed by a user with role-administrator privileges.
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Usage
Create a new user with a specified name and password.

xS create-user <USERNAME> <PASSWORD> [--email <EMAIL>]

Create a new user, obtaining the password interactively or from standard input (stdin):

xS create-user <USERNAME> [--stdin] [--email <EMAIL>]

Since the create-user command requires role-administrator privileges, it might be necessary to supply a
suitable password interactively. You can specify the role-administrator password using the -p <PASSWORD> or
the -—stdin option.

- Tip

To execute the create-user command as a user that is not the current session user, specify a user name
using the option —-u USERNAME.

Arguments

Command Arguments Overview

Argument Description

<USERNAME> Name of the user to create
<PASSWORD> The password to set for the new user
Options

Command Options Overview

Option Description

--email <EMAIL > The email address of the new user (defaults to the user name, if omitted)
--no-password- Do not enforce a password change on first login

change

--platform Make the user an XS advanced platform user

-u <USERNAME> Specify the name of a user with the administrator privileges that are required to execute the

create-user command

- Tip

The default user is the current session user.

-p <PASSWORD> Type the password of a user with the administrator privileges that are required to execute the

create-user command

--stdin Obtain the password from the stdin pipe
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passwd

Change the password of an existing user.

| Restriction

The passwd command can be executed by any logged-in users who want to change their own password.
Role-administrator privileges are required, however, to change the password of another user.

Usage

xs passwd
XS pw

Change the password of a user who is logged-in to XS advanced:

i Note

This command requires the user's old (current) password.

xs passwd [OWN USERNAME] [--new-password <NEW PASSWORD>] [--old-password
<OLD_ PASSWORD>]

Set a new password for another user and enforce a password change at the next user login:

i Note

This command requires user-admin privileges

xs passwd USER [--new-password <NEW PASSWORD>] [-u <USERNAME>] [-p <PASSWORD>]

Set a new password for another user without enforcing a password change at the next user login:

i Note

This command requires user-admin privileges

xs passwd USER --no-password-change [--new-password <NEW PASSWORD>] [-u
<USERNAME>] [-p <PASSWORD>]

Arguments
Command Arguments Overview

Argument Description

<USER> Specify the name of the space user whose password is to be changed
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Options
Command Options Overview

Option Description

--new-password The new password for the user
<NEW_ PASSWORD>

--old-password The old password of the user whose password is to be changed

<OLD_ PASSWORD>

--no-password-change Do not enforce a password change on first login after the password set operation

~u <USERNAME> The name of a user who has the user-administration privileges required to execute this

command to change another user's password.

i Note

The default user is the current session user, who might not have the required privi-
leges.

~p <PASSWORD> The password of the privileged user specified in —u <USERNAME>

--stdin Obtain the password of the privileged user from the stdin pipe

delete-user

Delete an existing user.

| Restriction

The delete-user command can only be executed by a user with role-administrator privileges.

Usage
xs delete-user [-f] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

Since the delete-user command requires role-administrator privileges, it might be necessary to supply a
suitable password for the role administrator interactively. You can specify the role-administrator's password
using the -p <PASSWORD> or the --stdin option.

- Tip

To execute the delete-user command as a user that is not the current session user, specify a user name
using the option -u <USERNAME>.
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Arguments

Command Arguments Overview

Argument Description
<USERNAME> Specify the name of the space user whom you want to delete
Options

Command Options Overview

Option

Description

-f

Force deletion without confirmation

-u <USERNAME>

Specify the name of a user who has the role-administrator privileges required to execute the

delete-user command

- Tip

The default user is the current session user.

-p <PASSWORD>

Specify the password of the user with the role-administrator privileges required to execute the
delete-user command

--stdin

Obtain the password of the role-administrator from the stdin pipe

set-space-role

Assign a space-specific user role to a user. The following roles are available for assignment:

e SpaceManager

Invite and manage users, and enable features for a given organizational space

e SpaceDeveloper

Create and manage applications and services, and view logs and reports

e SpaceAuditor

View logs, reports, and settings for the specified space

Usage

Xs set-space-role <USERNAME> [--origin <ORIGIN>] <ORG> <SPACE> <ROLE>

Arguments

Command Arguments Overview

Argument

Description

<USERNAME>

Name of the user to whom you want to assign the specified space-specific role
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Argument Description
<ORIGIN> The name of the external identity provider (IdP) where the users are defined
<ORG> The name of the organization in which the user space is defined
<SPACE> The name of the organizational space in which you want to assign a user role
<ROLE> The role you want to assign to the specified user
Options

Command Options Overview

Option

Description

--0rigin<ORIGIN>

Specify the external identity provider (IdP) where the users are defined

unset-space-role

Revoke a space-specific user role from a user. The following space-specific roles can be revoked:

e SpaceManager

Invite and manage users, and enable features for a given organizational space

e SpaceDeveloper

Create and manage applications and services, and view logs and reports

e SpaceAuditor

View logs, reports, and settings for the specified space

Usage

Xs unset-space-role <USERNAME> [--origin <ORIGIN>] <ORG> <SPACE> <ROLE>

Arguments

Command Arguments Overview

Argument Description

<USERNAME> Name of the user from whom you want to revoke the specified role

<ORIGIN> The name of the external identity provider (IdP) where the users are defined

<ORG> The name of the organization containing the space where a user's role must be revoked
<SPACE> The name of the organizational space where you want to revoke a user's role

<ROLE> The role you want to revoke from the user specified in <USERNAME>

94 PUBLIC

The SAP HANA XS Command-Line Interface Reference
The XS Command-Line Interface Reference



Options

Command Options Overview

Option Description
--0rigin<ORIGIN> Specify the external identity provider (IdP) where the users are defined
org-users

Show organization users by role, for example:
® Space Manager

e SpaceDeveloper

e SpaceAuditor

Usage

xs org-users <ORG>

Arguments
Command Arguments Overview

Argument Description

<ORG> Name of the organization to which the users belong

set-org-role

Assign an organization-specific role to a user. The following roles are available for assignment in an
organization:

e QOrgManager

Invite and manage users, and enable features for a specified organization
e OrgAuditor

View logs, reports, and settings for this organization

Usage

Xs set-org-role <USERNAME> [--origin <ORIGIN>] <ORG> <ROLE>
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Arguments

Command Arguments Overview

Argument Description
<USERNAME> Name of the user to whom you want to assign the specified organization-specific role
<ORIGIN> The name of the external identity provider (IdP) where the users are defined
<ORG> The name of the organization for which the user role is to be assigned
<ROLE> The role you want to assign to the user specified in <USERNAME>
Options

Command Options Overview

Option Description
--0rigin<ORIGIN> Specify the external identity provider (IdP) where the users are defined
unset-org-role

Revoke an organization-specific role from a user. The following organization-specific roles can be revoked from
auser:

e QOrgManager

Invite and manage users, and enable features for a specified organization
e OrgAuditor

View logs, reports, and settings for this organization

Usage

xs unset-org-role <USERNAME> [--origin <ORIGIN>] <ORG> <ROLE>

Arguments

Command Arguments Overview

Argument Description

<USERNAME> Name of the user from whom you want to revoke the specified organization-specific role
<ORIGIN> The name of the external identity provider (IdP) where the users are defined

<ORG> The name of the organization in which the user role is to be revoked

<ROLE> The role you want to revoke from the user specified in <USERNAME>
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Options

Command Options Overview

Option Description
--0rigin<ORIGIN> Specify the external identity provider (IdP) where the users are defined
roles

Display a list of all existing application roles.

Usage

xs roles [<APPNAME>] [-s, --space <SPACE>] [--all-spaces] [-u <USERNAME>] [-p
<PASSWORD>] [--stdin]

! Restriction
To run this command, you need the privileges of a role-administrator.
If the user running the command does not have these privileges, you will be prompted to enter the password of

a user with the required privileges. You can specify the name and password of a user with the required
privileges in the command itself, for example, with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the application whose assigned roles you want to display
Options

Command Options Overview

Option Description

-s --space <SPACE> Listthe roles of applications in this space (default is the target space)

--all-spaces List the roles of applications in all spaces

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.
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Option Description

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the —--stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

role-templates

List role templates defined by an application.

Usage
xs role-templates [<APPNAME>] [-s, —-—-space <SPACE>] [--all-spaces] [-u
<USERNAME>] [-p <PASSWORD>] [--stdin]

! Restriction

To run this command, you need the privileges of a role-administrator.
If the user running the command does not have these privileges, you will be prompted to enter the password of
a user with the required privileges. You can specify the name of a user with the required privileges in the -u

option; the password of the use with the required privileges can be supplied in the command itself, for example,
with the -p or --stdinoptions.

Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the application whose assigned role templates you want to display
Options

Command Options Overview

Option Description

-s —-space <SPACE> Listrole templates of applications in this space (default is the target space)

--all-spaces List the roles of applications in all spaces.
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Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also usethe —--stdin

option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

role

Show details about an application role.

Usage
xs role [--—app <APPNAME>] [-s, --space <SPACE>] [-t <TEMPLATE>] [-u <USERNAME>]
[-p <PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these role-administrator privileges, you will be prompted to
enter the password of a user with the required privileges. You can specify the name of a user with the required

privileges in the -u option; the password of the use with the required privileges can be supplied in the command

itself, for example, with the -p or --stdinoptions.

Arguments

Command Arguments Overview

Argument Description
<APPNAME> The name of the application whose assigned role templates you want to display
Options

Command Options Overview

Option Description

--app <APPNAME> The application that provides the role (optional if role name is unique)
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Option Description

-s --space <SPACE> The space in which to search for the application (by default, the target space is preferred, but
not enforced)

-t <TEMPLATE> The role template (optional if role name is unique)

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin

option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

create-role

Create a new role from an application role template.

Usage

xS create-role <APPNAME> <ROLE TEMPLATE> <ROLE> [<DESCRIPTION>] [-s, --space
<SPACE>] [-a <ATTRIBUTES>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

If the role template defines attributes, then the attribute values can be entered interactively or specified at the
command line using the [-a <ATTRIBUTES>] option. <ATTRIBUTES> can either be a file or a string in JSON
format. With a sample JSON file, use the [--create-sample <FILE> option, as illustrated in the following
example:

xs create-role <APPNAME> <ROLE TEMPLATE> [-s, —--space <SPACE>] [--create-sample
<FILE>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]
! Restriction
To run this command, you need the privileges of a role-administrator.
If the user running the command does not have these role-administrator privileges, you will be prompted to
enter the password of a user with the required privileges. You can specify the name of a user with the required

privileges in the -u option; the password of the use with the required privileges can be supplied in the command
itself, for example, with the -p or --stdinoptions.
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Arguments

Command Arguments Overview

Argument

Description

<APPNAME>

The name of the application whose assigned role template will be used to create the new role

<ROLE_TEMPLATE>

The name of the role template to use to create the new role

<ROLE> The name of the new role to create
<DESCRIPTION> An optional description of the new role
Options

Command Options Overview

Option

Description

-a —-—attributes

<ATTRIBUTES>

The attribute values to use in the creation of the new role

—-—create-sample

<FILE>

Create a sample file containing an array of attribute values (in JSON format) to use when cre-
ating the new role

-s ——-space <SPACE>

The space in which to search for the application (by default, the target space is preferred, but
not enforced)

-u <USERNAME>

The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD>

The password for the user specified in —u <USERNAME>; you can also usethe —-stdin

option to obtain the password.

--stdin

Pipe the password in from standard input (stdin)

update-role

Update an existing application role.

Usage

Update the description and attribute values of an existing role:

xs update-role <ROLE> [--app <APPNAME>] [-s <SPACE>] [-t <TEMPLATE>] [-d

<DESCRIPTION>] [-a

<ATTRIBUTES>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]
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If the role template defines attributes, then the attribute values can be entered interactively or specified at the
command line using the [-a <ATTRIBUTES>] option. <ATTRIBUTES> can either be a file or a string in JSON
format. With a sample JSON file, use the [--create-sample <FILE> option, as illustrated in the following
example:

xs update-role <ROLE> [--app <APP>] [-s <SPACE>] [-t <TEMPLATE>] --create-sample
<FILE> [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these role-administrator privileges, you will be prompted to
enter the password of a user with the required privileges. You can specify the name of a user with the required
privileges in the -u option; the password of the use with the required privileges can be supplied in the command
itself, for example, with the -p or --stdinoptions.

Arguments

Command Arguments Overview

Argument Description
<ROLE> The name of the role to update
Options

Command Options Overview

Option Description

--app <APPNAME> The name of the application that provides the role (optional if role name is unique)

-a —--attributes The new attribute values to use when updating the role

<ATTRIBUTES>

--create-sample Create a sample file containing an array of attribute values (in JSON format) to use when up-
<FILE> dating the role

-d --description The new description of the new role

-s --space <SPACE> The space in which to search for the application (by default, the target space is preferred, but
not enforced)

-t <TEMPLATE> The name of the role template (optional if the role name is unique)

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.
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Option Description

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the —--stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

delete-role

Delete an existing application role.

Usage

Update the description and attribute values of an existing role:

xs delete-role <ROLE> [--app <APPNAME>] [-s <SPACE>] [-t <TEMPLATE>] [-u
<USERNAME>] [-p <PASSWORD>] [--stdin]

If the role template defines attributes, then the attribute values can be entered interactively or specified at the
command line using the [-a <ATTRIBUTES>] option. <ATTRIBUTES> can either be a file or a string in JSON
format. With a sample JSON file, use the [--create-sample <FILE> option, as illustrated in the following
example:

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these role-administrator privileges, you will be prompted to
enter the password of a user with the required privileges. You can specify the name of a user with the required
privileges in the -u option; the password of the use with the required privileges can be supplied in the command
itself, for example, with the -p or --stdinoptions.

Arguments

Command Arguments Overview

Argument Description

<ROLE> The name of the role to delete
Options
Command Options Overview

Option Description

-—-app <APPNAME> The name of the application that provides the role (optional if role name is unique)

-s —--space <SPACE> The spacein which to search for the application (by default, the target space is preferred, but
not enforced)
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Option Description

-t <TEMPLATE> The name of the role template (optional if the role name is unique)
-f Force deletion without confirmation
-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want

to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin

option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

role-collections

Display a list of all existing application role collections.

Usage

xs role-collections [<APP>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

To run this command, you need the privileges of a role-administrator. If the user running the command does
not have these privileges, you will be prompted to enter the password of a user with the required privileges. You
can specify the name and password of a user with the required privileges in the command itself, for example,
with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description

<APPNAME> The name of the application whose assigned role collections you want to display
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Options

Command Options Overview

Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also usethe —--stdin

option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

role-collection

Display details of the specified application role collection.

Usage

xs role-collection [<ROLE COLLECTION>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these privileges, you will be prompted to enter the password of
a user with the required privileges. You can specify the name and password of a user with the required
privileges in the command itself, for example, with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description

<ROLE_COLLECTION> The name of the role collection whose details you want to display
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Options
Command Options Overview

Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

create-role-collection

Create a new application role collection.

Usage

xs create-role-collection <ROLE COLLECTION> [<DESCRIPTION>] [-u <USERNAME>] [-p
<PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these privileges, you will be prompted to enter the password of
a user with the required privileges. You can specify the name and password of a user with the required
privileges in the command itself, for example, with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description
<ROLE_COLLECTION> The name of the new role collection you want to create
<DESCRIPTION> An optional description of the role collection you want to create
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Options
Command Options Overview

Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

update-role-collection

Manage the details of the roles assigned to an existing application role collection.

Usage
Add a role to an existing role collection:

xs update-role-collection <ROLE COLLECTION> --add-role <ROLE> [--app <APP>] [-s
<SPACE>] [-t <TEMPLATE>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

Remove an assigned role from an existing role collection:

xs update-role-collection <ROLE COLLECTION> --remove-role <ROLE> [-a <APP>] [-s
<SPACE>] [-t <TEMPLATE>] [-u <USERNAME>] [-p <PASSWORD>] [--stdin]
! Restriction

To run this command, you need the privileges of a role-administrator.
If the user running the command does not have role-administrator privileges, you will be prompted to enter the

password of a user with the required privileges. You can specify the name and password of a user with the
required privileges in the command itself, for example, with the -u and -p options.

Arguments
Command Arguments Overview

Argument Description

<ROLE_COLLECTION> The name of the role collection whose details you want to display
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Options

Command Options Overview

Option Description

-a | --add-role Assign a new role to the specified role collection

<ROLE>

-r —--remove-role Remove an assigned role from the specified role collection

<ROLE>

-—-app <APPNAME> The name of the application that provides the role (optional)

-s <SPACE> The name of the space in which to search for the app (by default, the target space is preferred,

but not enforced)

-t <TEMPLATE> The name of the role template used to instantiate the role (optional)

- Tip
Role templates are defined in the application's security descriptor (xs-
security.json).

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

delete-role-collection

Remove an application role collection.

Usage

xs delete-role-collection <ROLE COLLECTION> [-f] [-u <USERNAME>] [-p <PASSWORD>]
[--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.
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If the user running the command does not have role-administrator privileges, you will be prompted to enter the

password of a user with the required privileges. You can specify the name and password of a user with the
required privileges in the command itself, for example, with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description
<ROLE_COLLECTION> The name of the new role collection you want to delete
<USERNAME> The name of a user with the role-administrator privileges required to run the delete-

role-collection command. The default user is the current session user

<PASSWORD> The password for the user with role-administrator privileges specified in <USERNAME >

Options

Command Options Overview

Option Description
-f Force deletion of the specified role collection without confirmation
-u <USERNAME> Specify the name of a user (other than the current session user) with the role-administrator

privileges required to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-

trator privileges in XS advanced.

-p <PASSWORD> Specify the password for the user specified in —u <USERNAME>; you can also use the --

stdin option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

assigned-role-collections

Display a list of all the role collections currently assigned to a user.
Usage

xs assigned-role-collections <USER> [-u <USERNAME>] [-p <PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.
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If the user running the command does not have these privileges, you will be prompted to enter the password of
a user with the required privileges. You can specify the name and password of a user with the required
privileges in the command itself, for example, with the -u and -p options.

Arguments

Command Arguments Overview

Argument Description
<USER> The name of the user whose assigned role collections you want to display
Options

Command Options Overview

Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.
! Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the —--stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

assign-role-collection

Assign a role collections to a user.

Usage

xs assign-role-collection <ROLE COLLECTION> <USER> [-u <USERNAME>] [-p
<PASSWORD>] [--stdin]

| Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have these privileges, you will be prompted to enter the password of
a user with the required privileges. You can specify the name and password of a user with the required
privileges in the command itself, for example, with the -u and -p options.
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Arguments

Command Arguments Overview

Argument Description
<ROLE_COLLECTION> The name of the role collection that you want to assign
<USER> The name of the user to whom you want to assign a role collection
Options
Command Options Overview
Option Description
-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want

to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also usethe —-stdin
option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

unassign-role-collection

Remove an assigned role collections from a user.

Usage

xS unassign-role-collection <ROLE COLLECTION> <USER> [-u <USERNAME>] [-p
<PASSWORD>] [--stdin]
! Restriction

To run this command, you need the privileges of a role-administrator.

If the user running the command does not have the required privileges, you will be prompted to enter the
password of a user with the required privileges. You can specify the name and password of a user with the
required privileges in the command itself, for example, with the -u and -p options.
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Arguments

Command Arguments Overview

Argument Description

<ROLE_COLLECTION> The name of the assigned role collection that you want to remove

<USER> The name of the user from whom you want to remove the assigned role collection
Options

Command Options Overview

Option Description

-u <USERNAME> The name of a specific user (other than the current session user) in whose account you want
to run the command. The default is the current session user.

| Restriction

To retrieve and display role-related information, the specified user requires role-adminis-
trator privileges in XS advanced.

-p <PASSWORD> The password for the user specified in —u <USERNAME>; you can also use the --stdin

option to obtain the password.

--stdin Pipe the password in from standard input (stdin)

Related Information

The XS Command-Line Interface Reference [page 4]

2.13 XS CLI: Administration

Maintain and manage XS application traces and back-up operations for the configuration store.

XS Administration Commands Overview

Command Description

traces List all available tracing components
enable-trace Enable tracing components
disable-trace Disable tracing components
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Command

Description

Ps

Display the process ID (PID) of all application instances in the current space

find-artifacts

Lists artifacts on the server that match user-defined name or version patterns

find-app-artifacts

Lists all artifacts of an application which match a user-defined pattern.

find-droplet-artifacts

Lists all artifacts of an droplet which match a user-defined pattern.

find-buildpack-artifacts

Lists all artifacts of a buildpack which match a user-defined pattern.

find-runtime-artifacts

Lists all artifacts of a runtime which match a user-defined pattern.

traces

List all available tracing components.

Usage

xs traces

- Tip

Use the list of trace components returned by the xs traces command to identify the <TRACE>
component you want to trace in xs enable-trace <TRACE> Or xs disable-trace <TRACE>.

enable-trace

Enable tracing for the specified component.

Usage

xs enable-trace <TRACE>

[-—-debug]
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Arguments

Command Arguments Overview

Argument Description

<TRACE> Name of the component for which you want to enable tracing. The trace component can be
given as a pattern, for example, “Controller.*".

- Tip

To display a list of trace components, use the xs traces command.

Options
Command Options Overview
Option Description
--debug Enable debug-level information

disable-trace

Disable tracing for a specific component.

Usage

xs disable-trace <TRACE>

Arguments

Command Arguments Overview

Argument Description

<TRACE> Name of the component for which you want to disable tracing. The trace component can be
given as a pattern, for example, “Controller.*".

- Tip

To display a list of trace components, use the xs traces command.

ps

Displays the process ID (PID) of all application instances in the current space.

Usage

XS ps

The SAP HANA XS Command-Line Interface Reference
114 PUBLIC The XS Command-Line Interface Reference



find-artifacts

List artifacts on the server that match user-defined name or version patterns. Several filter options can help to

narrow down the list of scanned artifacts. Only resources visible for the executing platform user are covered.

Usage

Several filter options can help to narrow down the list of scanned artifacts. Only resources visible for the
executing platform user are covered.

xs find-artifacts [-n <NAME PATTERN>] [-v <VERSION PATTERN>]

[-0 <ORG>] [-s <SPACE>] [--apps|--droplets|--buildpacks|--runtimes]
[-—artifact-info] [--artifact-tree]
Options

Command Options Overview

Option Description

-n <NAME PATTERN>  Search with wild card for an artifact name, for example, 'spring*', or "*util*"

-v A search with wild card for the artifact version, for example, ‘4.2 .72",'1.2.2=*'
<VERSION PATTERN>

-0 <ORG> Limits the search scope to the organization with the name <ORG>
-s <SPACE> Limits the search scope to the space with the given name.
-—-apps Limits the search scope to applications

--droplet Limits the search scope to droplets (default)

--buildpacks Limits the search scope to build packs

--runtimes Limits the search scope to run times

--artifact-info Shows detailed meta information about the artifacts, if available
--artifact-tree Shows artifact dependencies in the form of a tree

find-app-artifacts

List all artifacts of an application which match a user-defined pattern.

Usage

xs find-app-artifacts <APPNAME>
[-n <NAME PATTERN>] [-v <VERSION PATTERN>]
[-—artifact-info] [--artifact-tree]
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Arguments

Command Arguments Overview

Argument Description
<APPNAME> Name of the application whose artifacts you want to search for and display
Options

Command Options Overview

Option Description

-n <NAME PATTERN> Search with wild card for an artifact name, for example, 'spring*', or '*util*’

-v A search with wild card for the artifact version, for example, '4 .2 .72",'1.2.2=*'
<VERSION PATTERN>

--artifact-info Shows detailed meta information about the artifacts, if available

--artifact-tree Shows artifact dependencies in the form of a tree

find-droplet-artifacts

List all artifacts of an application droplet which match a user-defined pattern.

Usage

xs find-droplet-artifacts <APPNAME>
[--droplet <DROPLET>] [-n <NAME PATTERN>] [-v <VERSION PATTERN>]
[-—artifact-info] [--artifact-tree]

Arguments

Command Arguments Overview

Argument Description

<APPNAME> Name of the application droplet whose artifacts you want to search and display
Options
Command Options Overview

Option Description

--droplet The ID of the application droplet. If no ID is specified the application's latest droplet is used
<DROPLET>

-n <NAME PATTERN> Search with wild card for an artifact name, for example, 'spring*', or "*util*'
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Option Description

-v A search with wild card for the artifact version, for example, ‘4.2 .72",'1.2.2=*'
<VERSION PATTERN>

--artifact-info Shows detailed meta information about the artifacts, if available

--artifact-tree Shows artifact dependencies in the form of a tree

find-buildpack-artifacts

List all artifacts of application build pack which match a user-defined pattern.

Usage

xs find-buildpack-artifacts <BUILDPACK>
[-n <NAME PATTERN>] [-v <VERSION PATTERN>]
[-—artifact-info] [--artifact-tree]

Arguments

Command Arguments Overview

Argument Description
<BUILDPACK> The name of the application build pack whose artifacts you want to search and display
Options

Command Options Overview

Option Description

-n <NAME PATTERN>  Search with wild card for an artifact name, for example, 'spring*', or "*util*"

-V A search with wild card for the artifact version, for example, ‘4.2 .72",'1.2.2=-*'
<VERSION PATTERN>

--artifact-info Shows detailed meta information about the artifacts, if available

--artifact-tree Shows artifact dependencies in the form of a tree

find-runtime-artifacts

List all artifacts of an application run time which match a user-defined pattern.
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Usage
Specify the run time to search by its ID:

xs find-runtime-artifacts -i <ID>
[-n <NAME PATTERN>] [-v <VERSION PATTERN>]
[-—artifact-info] [--artifact-tree]

Specify the run time to search by a query:

xs find-runtime-artifacts <QUERY>
[-n <NAME PATTERN>] [-v <VERSION PATTERN>]
[-—artifact-info] [--artifact-tree]

i Note

The query is a sequence of simple filters separated by the ampersand character '&' and must result in
exactly one run time. For more information about the syntax of the query, see the search-runtimes
command, which is described in XS CLI: Run-time Environments in Related Information below.

Arguments

Command Arguments Overview

Argument Description
<QUERY> The query that defines the run time to inspect
Options

Command Options Overview

Option Description

-1 <ID> The ID of the run time to inspect

-n <NAME PATTERN>  Search with wild card for an artifact name, for example, 'spring*', or '"*util*'

-v A search with wild card for the artifact version, for example,'4.2.72",'1.2.2=%*"

<VERSION PATTERN>

-—artifact-info Shows detailed meta information about the artifacts, if available

--artifact-tree Shows artifact dependencies in the form of a tree

Related Information

XS CLI: Administration [page 112]
XS CLI: Run-Time Environments [page 78]
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2.14 XS CLI: Tenant Databases

Maintain and enable tenant databases and their mapping to organizations or spaces.

XS Advanced Commands Overview

Command Description

tenant-databases List all registered tenant databases

tenant-database Display details of the specified tenant database.

create-tenant-database Create a new tenant database and enable it for use with XS
advanced.

enable-tenant-database Enable an existing tenant database for use with XS ad-
vanced.

disable-tenant-database Disable an existing tenant database so that it is no longer

available for use with XS advanced.

delete-tenant-database Delete a tenant database

tenant-database-mappings List organizations and spaces and show their mapped tenant
databases

map-tenant-database Map organizations or spaces with an existing tenant data-
base.

unmap-tenant-database Remove the mapping between organizations or spaces and a

tenant database.

tenant-databases

List all registered tenant databases.

Usage
xs tenant-databases [-guids]
Options

Command Options Overview

Option Description

--guid Show Global Unique IDentifier (GUID) in the command output
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tenant-database

Display details of the specified tenant database.

Usage

xs tenant-database [<NAME>

Arguments

Command Arguments Overview

Argument Description
<NAME> The name of the tenant database whose details you want to display
Options
Command Options Overview
Option Description
--guid Retrieve and display the SAP HANA broker ID of the specified tenant database. All other out-

put is suppressed.

create-tenant-database

Create a new tenant database and enable it for use with XS advanced.

Usage

xs create-tenant-database <NAME> [--port <PORT>] [--host <HOST>]
[--os-user <USER NAME>] [--os-group <GROUP NAME>] [-t <TENANTDB PWD>]
[-u <SYSDB USER>] [-p <SYSDB PWD>]

Arguments

Command Arguments Overview

Argument Description

<NAME> The name of the new tenant database that you want to create
Options
Command Options Overview

Option Description

--port The number of the internal port to connect on
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Option Description

--host The name of the host where the tenant DB is located

——0S—-user

<USER_NAME> database process (only in high database isolation mode)

The name of the operating-system (OS) user whose account is used for running the tenant

--0s-group

<GROUP_NAME> (only in high database isolation mode)

The name of the operating-system user group used for running the tenant database process

-t <TENANTDB PWD>  The password to set for access to the new tenant database

-u <SYSDB_USER> The name of the user providing access to the system database
-p <SYSDB_PWD> The password for the user providing access to the system database
--stdin Obtain any missing passwords from the stdin pipe

enable-tenant-database

Enable an existing tenant database for use with XS advanced.

Usage

xs enable-tenant-database <NAME>
[-n TENANTDB USER] [-t TENANTDB PWD] [-u <SYSDB USER>] [-p <SYSDB PWD>]

Arguments

Command Arguments Overview

Argument Description
<NAME> The name of the tenant database that you want to enable
Options

Command Options Overview

Option Description

-n <TENANTDB USER> The name of the system user in the tenant database; default=SYSTEM

-t <TENANTDB USER> The password for the SYSTEM user for the tenant database

-u <SYSDB_USER> The name of the user providing access to the system database

-p <SYSDB_PWD> The password for the user providing access to the system database
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Option Description

--stdin Obtain any missing passwords from the stdin pipe

disable-tenant-database

Disable an existing tenant database so that it is no longer available for use with XS advanced.

Usage

xs disable-tenant-database <NAME> [-u <SYSDB USER>] [-p <SYSDB PWD>] [--delete-
services] [--purge]

Arguments

Command Arguments Overview

Argument Description
<NAME> The name of the tenant database that you want to enable
Options

Command Options Overview

Option Description

-n <TENANTDB USER> The name of the system user in the tenant database, default=SYSTEM

-d, --delete- Delete all service instances mapped to this tenant database before disabling the tenant data-

services base

--p, --purge Removes a tenant database from XS advanced even if the database is not accessible any lon-
ger

-t <TENANTDB_PWD> The system user password for the tenant database

--stdin Obtain any missing passwords from the stdin pipe

delete-tenant-database

Delete a tenant database.

Usage

xs delete-tenant-database <TENANT> [-n <TENANTDB USER>] [-t <TENANTDB PWD>] [-u
<SYSDB USER>] [-p <SYSDB PWD>] [-f]
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Arguments

Command Arguments Overview

Argument Description
<TENANT> The name of the tenant database that you want to delete
Options

Command Options Overview

Option Description

-n <TENANTDB USER> The name of the system user in the tenant database; default is “SYSTEM”

-t <TENANTDB PWD>  The password to use for access to the tenant database you want to delete

-u <SYSDB_USER> The name of the user providing access to the system database

-p <SYSDB_PWD> The password for the user providing access to the system database
-f Force deletion without confirmation

--stdin Obtain any missing passwords from the stdin pipe

tenant-database-mappings

List organizations and spaces and show their mapped tenant databases
Usage

xs tenant-database-mappings

<, Output Code

Xs tenant-database-mappings
Getting tenant database mappings as XSA ADMIN...

organizations:spaces tenant databases

orgname SSO0 (inherited from global)

orgname : PROD 5SSO0 (default)

orgname SS0 <3186558c-5842...>(default)

testorg SS0 (inherited from global)

testorg:testspace SSO0 (inherited from global)
map-tenant-database

Map organizations or spaces with an existing tenant database.
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Usage
To map a tenant database to a space, use the following command syntax:

xs map-tenant-database <TENANT> -o <ORG> -s <SPACE> [--default]

To map a tenant database to an organization, use the following command syntax:

xs map-tenant-database <TENANT> -o <ORG>

Arguments

Command Arguments Overview

Argument Description
<TENANT> The name of the tenant database that you want to map to an organization or space
Options

Command Options Overview

Option Description

-0 <ORG> The name of the organization to map to the tenant database
-s <SPACE> The name of the space to map to the tenant database
--default Apply the default conditions

unmap-tenant-database

Remove the mapping between organizations or spaces and a tenant database.

Usage
To remove a tenant database mapping for a space, use the following command syntax:
xs unmap-tenant-database <TENANT> -o <ORG> -s <SPACE>
To remove a tenant database mapping for an organization, use the following command syntax:

xs unmap-tenant-database <TENANT> -o <ORG>

To remove all mappings for a tenant database, use the following command syntax:

xs unmap-tenant-database <TENANT> -all
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Arguments

Command Arguments Overview

Argument Description
<TENANT> The name of the tenant database whose mapping to an organization or space you want to re-
move

Command Options Overview

Option Description

-0 <ORG> The name of the organization to whose tenant mapping you want to remove, or which con-
tains the space whose mapping you want to remove (see also below)

-s <SPACE> The name of the space whose mapping to a tenant database you want to remove

-all Remove all mappings for the specified tenant database

Related Information

The XS Command-Line Interface Reference [page 4]

2.15 XS CLI: Configuration

Set and maintain environment variables.

XS Configuration Command Overview

Command Alias Description
running- revg Retrieve the contents of the running environment variable group
environment-

variable-group

set-running- srevg Pass parameters as JSON to create a running environment variable
environment- group

variable-group

staging- sevy Retrieve the contents of the staging environment variable group

environment-

variable-group
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Command Alias Description

update-running- urevg Add, update or remove a variable of the running environment varia-
environment- ble group

variable-group

update-staging- usevg update-staging-environment-variable-group, usevg Add, update or
environment- remove a variable of the staging environment variable group

variable-group

ssevg Pass parameters as JSON to create a staging environment variable

set-staging-
environment- group

variable-group

running-environment-variable-group

Retrieve the contents of the running environment variable group.

Usage

xs running-environment-variable-group

->Tip

You can use the alias revg in place of the command running-environment-variable-group.

set-running-environment-variable-group

Pass parameters as JSON to create a running environment variable group.

Usage
xs set-running-environment-variable-group
" { " "namell n : n "Value" n , n llname" " : " "Value" " } "
->Tip

You can use the alias srevg in place of the command set-running-environment-variable-group.
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Arguments
Command Arguments Overview

Argument Description

<ENVIRONMENT-GROUP> The environment variable group as JSON parameters

staging-environment-variable-group

Retrieve the contents of the staging environment variable group.
Usage
xs running-environment-variable-group

- Tip

You can use the alias sevg in place of the command staging-environment-variable-group.

update-running-environment-variable-group

Add, update, or remove a variable of the running environment-variable group.

Usage
To add a new variable to the running environment-variable group, or update a value:
xs update-running-environment-variable-group --add <NAME> <VALUE>
To remove a variable from a running environment-variable group:
xs update-running-environment-variable-group —--remove <NAME>
->Tip

You can use the alias urevg in place of the command set-running-environment-variable-group.

Arguments
Command Arguments Overview

Argument Description

<VALUE> The new value for the environment variable
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Options
Command Options Overview

Options Description

-a, --add <NAME> Adds or updates the specified variable

-r, —--remove Removes the specified variable
<NAME>

update-staging-environment-variable-group

Add, update, or remove a variable of the staging environment-variable group.

Usage
To add a new variable to the staging environment-variable group, or update a value:

xs update-staging-environment-variable-group --add <NAME> <VALUE>
To remove a variable from the staging environment-variable group:

xs update-staging-environment-variable-group --remove <NAME>

- Tip

You can use the alias usevg in place of the command update-staging-environment-variable-

group.

Arguments

Command Arguments Overview

Argument Description
<VALUE> The new value for the environment variable
Options

Command Options Overview

Options Description

-a, --add <NAME> Adds or updates the specified variable
-r, —--remove Removes the specified variable
<NAME>
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set-staging-environment-variable-group

Pass parameters as JSON to create a staging environment variable group.

Usage
Xs set-staging-environment-variable-group
" { " llname" " 2 " "value" " 0 " "namell " g " llvaluell " } "
- Tip

You can use the alias ssevg in place of the command set-staging-environment-variable-group.

Arguments
Command Arguments Overview

Argument Description

<ENVIRONMENT-GROUP> The environment variable group as JSON parameters

Related Information

XS CLI: Configuration [page 125]
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2.16 XS CLI: Blob Store

Manage and maintain the contents of the blob store.

XS Blob Store Command Overview

Command Description

blob-store-info Show information about the blob store
blob-set-1list List all blob sets in the blob store
blob-1list List all blobs in the blob set
blob-set-download Download the content of a blob set as a zip file
blob-store-gc Start a garbage collection of the blob store
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blob-store-info

Show information about the blob store.

Usage

xs blob-store-info

blob-set-list

List all blob sets in the blob store.

Usage

xs blob-set-1list

blob-list

List all blobs in the blob set.
Usage

xs blob-list [--show-hash] <set-id>

Arguments

Command Arguments Overview

Argument Description

<set-id> The ID of the blob set for which you want to display blob information
Options

Command Options Overview

Option Description

--show-hash <1D> Display the hash for each blob

blob-set-download

Download the content of a blob set as a zip archive.
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Usage

xs blob-set-download <SET-ID> <ZIP-FILE>

Arguments

Command Arguments Overview

Argument Description
<SET-ID> The ID of the blob set that you want to download
<ZIP-FILE> The name of the Zip archive in which to store and download the blob content

blob-store-gc

Start a garbage collection of the blob store.

Usage

xs blob-store-gc

Related Information

XS CLI: Blob Store [page 129]
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2.17 XS CLI: Advanced

A list of the tools available for advanced administration tasks in SAP HANA XS advanced model.

XS Commands Overview

Command Description

curl Executes a raw request, content-type set to application/json by default

oauth-token Retrieve and display the OAuth token for the current session

curl

Execute a raw request; the content-type is set to “application/json” by default.
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Usage

xs curl <PATH> [-X <METHOD>] [-d <DATA>]

Arguments

Command Arguments Overview

Argument Description
<PATH> The request path, for example, 'v2/info’
Options

Command Options Overview

Argument Description

-X <METHOD> The name of the HTTP method to use, for example: GET, POST, PUT, DELETE, [...]

-d <DATA> The HTTP data to include in the request body; use -d @path/to/file toreaddatafroma
file

--from-file <FILE> Get the body <DATA> from this file (same as -d Q@<FILE>)

--json Interpret the response as a JSON string, even if the application media type states otherwise

oauth-token

Retrieve and display the OAuth token for the current session.

Usage
xs oauth-token [--decode]
Options

Command Options Overview

Argument Description

--decode <METHOD> Try to decode the OAuth token

Related Information

XS CLI: Advanced [page 131]
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2.18 XS CLI: Other Commands

Display details of the installed SAP HANA XS version, the command-line interface (CLI), and system
information.

XS Commands Overview

Command Alias Description
version Show server version information
help h Show a list of all available xs command-line tools as well as a description
of each tool
system-info Show information about the system infrastructure
service-urls Display a list of all registered service URLs
version

Show information about the installed server version.

Usage

Xs version

help

Show a list of all available xs command-line tools as well as a description of each tool
Usage
xs hlelp]

xs h[elp] [<COMMAND>]

Arguments

Command Arguments Overview

Argument Description

<COMMAND> Name of the command for which you want to display usage help
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Examples

To display detailed information for the enable-trace command:

xs help enable-trace

system-info

Show information about the system infrastructure.

Usage

Xs system-info

service-urls

Display a list of all registered service URLs.

Usage

Xs service-urls

Related Information

XS CLI: Other Commands [page 133]
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2.19 XS CLI: Plug-ins

A list of additional commands that have been implemented as plug-ins to extend the base XS CLI client, for
example, to install archives and deploy multi-target applications (MTA) to the SAP HANA XS advanced run-

time environment.

XS Commands Overview

Command Alias Description

plugins List all commands that are provided as plug-ins to the CLI client
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Command Alias

Description

Install-plugin

Install a CLI plug-in

deploy Deploy a new multi-target application (MTA) to an SAP HANA instance or
synchronize changes to an existing MTA

bg-deploy Deploy a multi-target application using “blue-green” (zero-downtime) de-
ployment

undeploy Undeploy a multi-target application (MTA)

install ins Install a software component version (SCV) or a product

uninstall unins Uninstall a software component version or a product version.

display- dil Display the logs generated by the Product Installer

installation-logs

display- dih Display the history of installation and uninstallation processes.
installation-

history

list-components 1lc List all successfully installed software component versions
list-products 1p List all installed product versions or details of a specific product version
mta Display information about a deployed multi-target application (MTA)
mtas List all deployed multi-target applications (MTA)

mta-ops List all active operations for multi-target applications
download-mta-op- dmol Download the log files for one or more operations concerning multi-tar-
logs get applications

purge-mta-config

Purge all configuration entries and subscriptions which are no longer
valid

check-webide cw

Start the tool used to analyze problems in the SAP Web IDE environment

deploy

Deploy a new multi-target application (MTA) to an SAP HANA instance or synchronize changes to an existing

MTA.
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Usage
Deploy a new multi-target application or synchronize changes to an existing one:

xs deploy <MTA ARCHIVE> [-e <EXT DESCRIPTOR 1>[,<EXT DESCRIPTOR 2>]]

[-u <URL>] [-t <TIMEOUT>] [-v <VERSION RULE>][--no-start]

[--use-namespaces] [--no-namespaces-for-services] [--delete-services]
[--delete-service-keys] [--delete-service-brokers] [--no-restart-subscribed-apps]
[-—-keep-files] [--git-uri URI] [--git-ref NAME] [--abort-on-error]
[
[

--git-skip-ssl-validation] [--do-not-fail-on-missing-permissions]
--skip-ownership-validation]

Interact with an active MTA deploy operation, for example, by performing an action:

xs deploy [-1 <OPERATION ID>] [-a <ACTION>]
Deploy an MTA from a Git repository:

xs deploy mtas/jobscheduler/ --git-uri https://github.acme.com/myapps/
jobscheduler.git --git-skip-ssl-validation --git-ref OQtests

In the following example, the dot after the deploy command (“xs deploy .") signifies the location of the
content in the Git repository (that is, the root of the specified repository); the option --git-uri specifies the
URL of the repository where the content to be downloaded (and deployed) is stored.

xs deploy . —--git-uri https://github.acme.com/myapps/jobscheduler.git --git-skip-

ssl-validation --git-ref unzipped mtar

Arguments
Command Arguments Overview

Argument Description

<MTA ARCHIVE> The path to (and name of) the archive or the directory containing the multi-target
application to deploy; the application archive must have the format (and file exten-
sion) mtar, for example, MTAppl .mtar.

Options
Command Options Overview

Option Description

-e Define one or more extensions to the deployment descriptors; multi-
<EXT DESCRIPTOR 1>[,<EXT DESCRIPTOR pleextension descriptors must be separated by commas.
_2>]

-u <URL> Specify the URL for the deployment-service end-point that is to be
used for the deployment operation

-t <TIMEOUT> Specify the maximum amount of time (in seconds) that the deploy-
ment service must wait for before starting the deployed application
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Option

Description

-v <VERSION RULE>

Specify the rule to apply to determine how the application version
number is used to trigger an application-update deployment opera-
tion, for example: “HIGHER", “SAME_HIGHER", or “ALL".

-1 <OPERATION_ ID>

Specify the ID of the deploy operation that you want to perform an
actionon

—-a <ACTION>

Specify the action to perform on the deploy operation, for example,
“abort”, “retry”, or “monitor”, or “resume”

Force deploy without requiring any confirmation for aborting any
conflicting processes

—--no-start

Do not start application after deployment

——-use—namespaces

Use name spaces in application (and service) names during applica-
tion deployment

——no—namespaces—for—services

Do not use name spaces in service names

--delete-services

Recreate changed services and delete discontinued services

--delete-service-keys

Delete the existing service keys and apply the new ones

—--delete-service-brokers

Delete discontinued service brokers

--keep-files

Keep the files used for deployment

--no-restart-subscribed-apps

Do not restart subscribed applications that are updated during the
deployment

--git-uri <URL>

The Universal Resource Locator (URL) or name of a Git repository in
the XS advanced embedded GIT service

i Note

If the Git repository is provided in the XS advanced integrated
git service, the git-uri parameter can only be used to specify
the name of the Gerrit project (repository name).

The content in the specified Git repository should be built and ready
for deployment, either as an MTA archive (MTAR) or a suitably struc-
tured directory.

--git-ref <NAME>

The name of a Git repository branch, tag, or reference

--git-skip-ssl-validation

Skip the SSL verification step when establishing an HTTPS connec-
tion to the GIT repository
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Option Description

--skip-ownership-validation Skip the ownership validation that prevents the modification of enti-
ties managed by other multi-target applications

--do-not-fail-on-missing- Perform the deployment, even if required administrator permission

permissions are missing for some operations (for example, the creation of service
brokers).

--abort-on-error Automatically abort the deployment process in the event of an error

bg-deploy

Deploy a new multi-target application (MTA) to an SAP HANA instance using “blue-green” (zero-downtime)
deployment.

“Blue-green” deployment is a release technique that helps to reduce application downtime and the resulting
risk by running two identical target deployment environments called “blue” and “green”. Only one of the two
target environments is “live” at any point in time and it is much easier to roll back to a previous version after a
failed (or undesired) deployment.

Usage

Deploy a new multi-target application using “blue-green” deployment:

xs bg-deploy <MTA ARCHIVE>
-e <EXT DESCRIPTOR 1>[,<EXT DESCRIPTOR 2>]]
-u <URL>] [-t <TIMEOUT>] [-v <VERSION RULE>]

--no-start] [--use-namespaces] [--no-namespaces-for-services]
--abort-on-error] [--keep-files] [--no-restart-subscribed-apps]

[
[
[
[--delete-services] [--delete-service-keys] [--delete-service-brokers]
[
[
[

--git-uri URI] [--git-ref NAME] [--git-skip-ssl-validation] [--no-confirm]
--do-not-fail-on-missing-permissions] [--skip-ownership-validation]

Interact with an active MTA deploy operation, for example, by performing an action:

xs bg-deploy [-i <OPERATION ID>] [-a <ACTION>]

Arguments
Command Arguments Overview

Argument Description

<MTA ARCHIVE> The path to (and name of) the archive or the path to the directory containing the
multi-target application to deploy. The application archive must have the format
(and file extension) mtar, for example, MTApp1l .mtar; the specified directory

can be specified as a path (for example, myApp/ or . (current directory).
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Options

Command Options Overview

Option Description

-e Define one or more extensions to the deployment descriptors; multi-
<EXT_DESCRIPTOR 1>[,<EXT DESCRIPTOR ple extension descriptors must be separated by commas.
2>1]

-u <URL> Specify the URL for the deployment-service end-point that is to be
used for the deployment operation

-t <TIMEOUT> Specify the maximum amount of time (in seconds) that the deploy-
ment service must wait for before starting the deployed application

-v <VERSION RULE> Specify the rule to apply to determine how the application version
number is used to trigger an application-update deployment opera-
tion, for example: “HIGHER", “SAME_HIGHER", or “ALL".

-1 <OPERATION_ID> Specify the ID of the deploy operation that you want to perform an
action on
-a <ACTION> Specify the action to perform on the deploy operation, for example,

“abort”, “retry”, or “monitor”, or “resume”

-f Force deploy without requiring any confirmation for aborting any
conflicting processes

--no-start Do not start application after deployment

--use-namespaces Use namespaces in application (and service) names during applica-
tion deployment

--no-namespaces-for-services Do not use namespaces in service names

--delete-services Recreate changed services and delete discontinued services

--delete-service-keys Delete the existing service keys and apply the new ones

--delete-service-brokers Delete discontinued service brokers

--keep-files Keep the files used for deployment

--no-restart-subscribed-apps Do not restart subscribed applications that are updated during the
deployment

--git-uri <URI> The Universal Resource Indicator (URI) or name of a Git repository in

the XS advanced embedded GIT service

--git-ref <NAME> The name of a Git repository branch, tag, or reference
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Option Description

--git-skip-ssl-validation Skip the SSL verification step when establishing an HTTPS connec-
tion to the GIT repository

--skip-ownership-validation Skip the ownership validation that prevents the modification of enti-
ties managed by other multi-target applications

--no-confirm Do not require confirmation for the deletion of the previously de-
ployed MTA applications

--do-not-fail-on-missing- Perform the deployment, even if required administrator permission

permissions are missing for some operations (for example, the creation of service
brokers).

--abort-on-error Automatically abort the deployment process in the event of an error

undeploy

Undeploy a multi-target application (MTA), or interact with an undeploy MTA operation.

Usage
Undeploy an MTA.

xs undeploy <MTA ID> [-u <URL>] [-f]
[--delete-services] [--delete-service-brokers] [--no-restart-subscribed-apps]
[-—do-not-fail-on-missing-permissions] [--abort-on-error]

Interact with an undeploy MTA operation, for example, by performing an action.

xs undeploy [-1 <UNDEPLOY ID>] [-a <ACTION>]

Arguments

Command Arguments Overview

Argument Description
<MTA ID> The ID of the MTA you want to undeploy
Options
Command Options Overview
Option Description
-u <URL> Specify the URL for the service end-point that is to be used for the

undeployment operation
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Option

Description

-1 <OPERATION ID>

Specify the ID of the undeploy operation that you want to perform an
action on

—-a <ACTION>

Specify the action to perform on the undeploy operation, for exam-
ple, “abort”, “retry”, or “monitor”

Force completion of the undeploy operation without any system
prompt or confirmation

--delete-services

Delete any related services

-—-delete-service-brokers

Delete discontinued service brokers

--no-restart-subscribed-apps

Do not restart subscribed applications that are updated during the
deployment

--do-not-fail-on-missing-

permissions

Perform the deployment, even if required administrator permission
are missing for some operations (for example, the creation of service
brokers).

-—-abort-on-error

Auto-abort the process on any errors

install

Install or update a software component version (SCV) or a product.

Usage

xs install <ARCHIVE> [-pv |
SOFTWARE COMPONENT VERSION]

-—PRODUCT VERSION] [-scv | --

[-d | --DISPLAY] [-e <EXT DESCRIPTOR>[,...]] [-t <TIMEOUT>]
[-o ALLOW SC_SAME VERSION[,ALLOW SC DOWNGRADE][,...]] [-i | --INSTANCES

<INSTANCE 1[, INSTANCE 2]>]

[--delete-services] [--delete-service-brokers] [--no-start] [--ignore-lock]

[--deploy-passthrough {"<key>"

- Tip

"<value>", ...}]

You can use the alias ins in place of the install command, for example, xs ins.

The install command detects whether the software component is already installed and executes either an

installation or update operation.
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Arguments

Command Arguments Overview

Argument Description
<ARCHIVE> The path to (and name of) the archive containing the product or software compo-
nent (SCV) to install, update, or downgrade

Options
Command Options Overview

Option Description

-pv | —-—-PRODUCT VERSION Install a product

-scv | --SOFTWARE COMPONENT VERSION Install a software component

-d | --DISPLAY Display the archive contents and perform a validation. Nonullnullnull

-e <EXT DESCRIPTOR>[,...]

Define one or more extensions to the installation/deployment de-
scriptors; multiple extension descriptors must be separated by com-
mas.

-t <TIMEOUT>

Specify the maximum amount of time (in seconds) that the installa-
tion service must wait for the installation operation to complete

-0

Specify options which can be used to override the default behavior

ALLOW_SC_SAME VERSION[,ALLOW_ SC_DOW ofthe install command. The following options are available:

NGRADE] [, ...]

e ALLOW_SC_SAME_VERSION
Re-installs the same version of the software component
e ALLOW_SC_DOWNGRADE
Allows downgrade of the software component
e ALLOW_KEEP_SC_NEWER_VERSION
Skips installation of a software component if a newer version is
already installed on the target system
e ALLOW_PV_DOWNGRADE
Allows downgrade of the installed product version

-i, --INSTANCES
<INSTANCE 1>[,<INSTANCE 2>]

By default all instances are installed; a comma-separated list of in-
stances can be specified to limit the number of instances installed

--delete-services

Recreate changed services and/or delete discontinued services

--delete-service-brokers

Delete discontinued service brokers

--no-start

Do not start applications that are updated during the installation

--ignore-lock

Force installation even if the space targeted for installation is locked
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Option Description

--deploy-passthrough <{"<key>" : Define options for the deploy service
"<value>", ...}>
uninstall

Remove a software component version or a product version from the target system.

Usage

xs uninstall <NAME> [<VENDOR>] [-pv | —-—PRODUCT VERSION]

[-scv | —-SOFTWARE COMPONENT VERSION] [-f] [--ignore-scv-reuse]
[--delete-services] [--delete-service-brokers] [--ignore-lock]
- Tip

You can use the alias unins in place of the uninstall command, for example, xs unins.

Arguments

Command Arguments Overview

Argument Description

<NAME> The name of an installed product version (PV) or Software Component Version
(SCV)

[<VENDOR>] The name of the vendor of the specified product or software component version;

optional: only needed if the same product name is used by different vendors

Options
Command Options Overview

Option Description

-pv | —--PRODUCT_ VERSION Remove the specified product; if the component specified in <NAME>

is not a product, the removal operation fails.

-scv | —-—-SOFTWARE COMPONENT VERSION Remove the specified software component version; if the component
specified in <NAME> is not an SCV, the removal operation fails
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Option Description

--ignore-scv-reuse Remove the specified software component even if it is used in other
products.

| Restriction

Only for use software components. If you use this option to unin-
stall a product version (PV), any software components used by
other products are ignored by the uninstall operation and left in
place.

-f Remove the specified product or software component without any
system prompts or confirmation

-i, —--INSTANCES By default all instances are installed; a comma-separated list of in-

<INSTANCE 1>[,<INSTANCE 2>] stances can be used to limit the number of instances that can be in-
stalled

--delete-services Recreate changed services and/or delete discontinued services

--delete-service-brokers Delete discontinued service brokers

--ignore-lock Force removal of the product or software component even if the tar-

get space is locked

display-installation-logs

Display logs generated by the Product Installer application.

Usage
xs display-installation-logs <PROCESS ID>
[--unins _scv] [--unins pv] [--scv] [--pV]
- Tip

You can use the alias dil in place of the display-installation-1logs command.

Arguments
Command Arguments Overview

Argument Description

<PROCESS_ID> The ID of the product installer process whose log contents you want to display
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Options
Command Options Overview

Option

Description

--unins_scv

Show the logs written during the removal of a software component
version (SCV)

--unins_ pv Show the logs written during the removal of a product version (PV)

--scv Show the logs written during the installation of a software compo-
nent version (SCV)

--pv Show the logs written during the installation of a product version

(PV)

display-installation-history

Display the history of installation and uninstallation processes. By default, the last ten processes are displayed.

Usage

xs display-installation-history

->Tip

[-—all] [--last <NUM>]

You can use the alias dih in place of the display-installation-history command.

Options
Command Options Overview

Option Description

--all Display all installation and uninstallation processes

--last <NUM>

Display the last <nuM> installation or uninstallation processes, where
<NUM> can be any number.

list-components

List all successfully installed software component versions.

Usage

xs list-components
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->Tip

You can use the alias 1c in place of the 1ist-components command.

Options
Command Options Overview

Option Description

--all Lists all components including any component versions for which the
installation was not successful

list-products

List all installed products or details about a specific product.
Usage

xs list-products <NAME> <VENDOR>

->Tip

You can use the alias 1p in place of the 1ist-products command.

Arguments

Command Arguments Overview

Argument Description
<NAME> The name of an installed product name; optional
<VENDOR> The name of the vendor of the specified product; optional: only needed when you

specify a product <NAME> in the command

mta

Display information about a multi-target application (MTA). The information displayed includes the requested
state, the number of instances, information about allocated memory and disk space, as well as details
regarding the bound service (and service plan).

Usage

xs mta MTA ID [-u <URL>]
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Arguments

Command Arguments Overview

Argument Description
<MTA ID> The ID of the MTA whose details you want to display
Options
Command Options Overview
Option Description
-u <URL> Specify the URL for the deployment-service end-point to use to ob-

tain details of the selected MTA

mtas

Display information about all available multi-target applications (MTA).

Usage
xs mtas [-u <URL>]
Options

Command Options Overview

Option Description

-u <URL>

mta-ops

Display information about all active operations for multi-target applications (MTA). The information includes
the ID, type, status, the time the MTA-related operation started, as well as the name of the user that started the
operation.

i Note

Active operations are now aborted as soon as their time-to-live (TTL) has expired, which by default is 30
days.

Usage

xs mta-ops [-u <URL>] [--last <NUM>] [--all]
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Options

Command Options Overview

Option Description

-u <URL> Specify the URL for the deployment-service end-point to use to ob-
tain details of the selected MTA operations

--last <NUM> List the last <NUM> active MTA operations

--all List all active MTA operations whose time-to-live (TTL) has not ex-
pired (default = 30 days)

plugins

List all commands that are provided as plugins to the CLI client and, if available, show the plugin name and
version, too.
Usage
xs plugins
This produces output similar to the following example:

<, Output Code

xs plugins

Plugin name Version Command name Command help
MtaPlugin 1.73.0 deploy Deploy a new...
MtaPlugin 1.73.0 bg-deploy Deploy a multi...
MtaPlugin 1.73.0 undeploy Undeploy a...
MtaPlugin 1.73.0 mta-ops List all active...
MtaPlugin 1.73.0 download-mta-op-logs Download logs...
MtaPlugin 1.73.0 mtas List all apps...
MtaPlugin 1.73.0 mta Display info...
MtaPlugin 1.73.0 purge-mta-config Purge invalid...
Product-Installer 1.16.1 install Install/update...
Product-Installer 1.16.1 list-components List all...
Product-Installer 1.16.1 list-products List all...
Product-Installer 1.16.1 display-installation-logs Display Product...
Product-Installer 1.16.1 uninstall Uninstall...
Product-Installer 1.16.1 display-installation-history Display Product...

install-plugin

Install a plug-in for the xs command-line interface.

Usage

xs install-plugin <PLUGIN> [-f]
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Examples

XS

XS

XS

XS

XS

install-plugin

install-plugin

install-plugin

install-plugin

install-plugin

Arguments

~/Downloads/plugin.zip

simple-plugin.jar

plugins/my-plugin/

https://example.com/plugin linux amd64

my-app

Command Arguments Overview

Option Description
<PLUGIN> The local path to a plug-in (directory, zip, or single jar file), or the plug-in download
location (URL, app-name, service-URL)
Options
Command Options Overview
Option Description
-f Force installation without any prompt for confirmation

download-mta-op-logs

Download the log files for one or more operations concerning multi-target applications.

Usage

xs download-mta-op-logs [-u <URL>] [-i1i <OPERATION ID>] [-d <DIRECTORY>]

- Tip

You can use the alias dmo1 in place of the download-mta-op-1ogs command.

Options
Command Options Overview
Option Description
-u <URL> Specify the URL for the deployment-service end-point to use to ob-

tain details of the selected MTA operations
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Option Description

-1 <OPERATION_ID> Specify the identity (ID) of the MTA operation whose logs you want to
download
-d <DIRECTORY> Specify the path to the location where you want to save the down-

loaded MTA operation logs; by default, the locationis . /mta-op-
<OPERATION71D>/

purge-mta-config

Purge all configuration entries and subscriptions which are no longer valid.

Usage
xs purge-mta-config [-u <URL>]

Invalid configuration entries are often produced when the application that is providing configuration entries is
deleted by the user without using the deploy-service, for example, the xs delete command. In this case, the
configuration remains in the deploy-service database even though the corresponding application is no longer
available. This could lead to a failure during subsequent attempts to resolve the configuration entries.

Options
Command Options Overview
Option Description
-u <URL> The URL of the deploy service

check-webide

Start the check-webide tool, which enables you to analyze problems in the SAP Web IDE environment.

Usage

xs check-webide

Related Information
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

o Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:

e The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

e SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

e Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering a SAP-hosted Web site. By using such
links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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© 2022 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
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respective companies.
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