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1 About Single Sigh-On

This document presents the specific requirements and steps to be followed in order to configure SAP
Predictive Analytics server with Single Sign-On (SSO).

The goal is to be able to set up a server in a domain, so that users connecting from remote machines within
that domain do not have to retype their password.

The Single Sign-On is only available for this release on Linux Server, and it is strongly based on the operating
system's Single Sign-On settings. This means that the operating system itself must be configured in order to
offer Single Sign-On; otherwise the application will not provide it.

On Linux, the Single Sign-On configuration is based on Kerberos mechanism and GSS API (Generic Security
Services Application Programming Interface). The basic principle is that the server and the client machines are
relying on a Domain Controller to provide authentication and authorization. Kerberos is a standard protocol for
Single Sign-On and Microsoft Active Directory is an implementation of the Kerberos protocol. This means that
in some configurations, a Microsoft Active Directory can be used as central authentication server for both
Windows machines and Unix/Linux machines.

The rest of this document will focus on the steps needed to configure a server in a Single Sign-On environment.

1 Note

This document makes the assumption that you are familiar with SAP Predictive Analytics server. For more
information, see server installation guides on SAP Help Portal at http://help.sap.com/pa/.

This document also assumes that Single Sign-On is already deployed within your organization.

This installation should be performed by an UNIX administrator, with sufficient knowledge of the following:

® |inux installation

e Network configuration

e Kerberos 5 configuration

e Active Directory if necessary

1.1 Document History

Links to information about the feature and documentation changes for Single Sign-On Configuration Guide in
previous versions of the product.

Product Version What's Changed

SAP Predictive Analytics3.1 No changes
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Product Version

’ What's Changed

SAP Predictive Analytics3.0 Note on how to add users to the correct group if they don't
already exist on the server.
See Server [page 5]

SAP Predictive Analytics 2.5 Added information about using SSO with Windows Active Di-

rectory

See Domain [page 6]
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2 Installation Requirements

This section describes the additional requirements for using SAP Predictive Analytics with Single Sign-On.
Note that other requirements are described in the Client/Server installation documentation on SAP Help Portal
at http://help.sap.com/pa/.

2.1 Server

1 Note
The server machine should be a Linux system.
As SAP Predictive Analytics server authentication is based on the operating system authentication, the Linux

system itself should be configured with Single Sign-On, so that users of the domain can remotely connect (for
example, through ssh) without retyping their password.

It generally requires that the server machine should have GSS and Kerberos packages installed. Namely the
following packages should be installed:

° krb5-user

libgss3
libgss3

° libgssapi-krb5-2

libkrb5-dev
libkrb5-dev
° libgss-dev

Also, if the domain is managed by a Microsoft Active Directory, special configuration should be performed for
core Active Directory authentication on the server by joining it to the Active Directory domain. Manual
configuration is possible or tools can be used (Likewise Open, PowerBroker Identity Services).

1 Note

/etc/krb5.conf should be correctly configured before continuing.

At this step, it should be possible to obtain Kerberos tickets (Ticket Granting Tickets) from the Kerberos
Authority (Kerberos Domain Controller), with commands such as:

kinit user@domain.com
klist
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Regular requirements for the server installation should also be met:

® Adda kxenusers group onthe server

e Add a user kxenadmin on the server, and declare kxenusers as its primary group
This user will be used to perform the installation of the software.

Add users from the domain in the kxenusers group also, to allow them to use the server. This is typically done
using a command such as:

usermod -a -G kxenusers user@domain.com

1 Note

If the user does not physically exist in the server, the following command should be used instead to add the
user to the group:

groupmod -A user@domain.com kxenusers

2.2 Domain

If the domain is managed by a Windows Active Directory, specific settings must be performed on it for the SAP
Predictive Analytics server machine:

® |nthe property of the machine, the setting Accept Credential Delegation for this Computer must be
activated.

e The users must be allowed to delegate their credentials as detailed in the procedure below.

2.2.1 Delegating Credentials

You need to perform this procedure to be able connect to a database without needing to enter your credentials
again.

To perform this procedure you need to be a domain administrator and to know how to manage Active Directory.

1. Open the Active Directory manager.

2. Inthe left pane of the Active Directory Users and Computers window, select the Users folder of the
concerned domain.

The users for this domain are listed on the left.

Open the properties of the user that should be allowed to connect to the SAP Predictive Analytics server.
Select the Delegation tab.

Check Trust this user for delegation to any service (Kerberos only).

Save the properties.

N oo s W

Repeat steps 3 to 6 for all users supposed to access the server, or manage a group with this property.
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2.3 Client Machines

The client machines should be in the domain.

A remote connection should be possible to the server, which means that Kerberos or Active Directory must be
properly configured. For example, on a Linux machine, a connection to the server through ssh must be possible
without retyping the password. On Windows client machine, a similar Single Sign-On (SSO) connection to the
server with tools such as putty must be available.

While all this is not mandatory, it is very helpful to check before installing the application that the network and
domain connectivity meet the requirements.

On Linux, it requires that client machines have GSS and Kerberos packages installed. Namely the following
packages should be installed:

® krbS5-user
® 1libgss3
® libgssapi-krb5-2

On Windows, nothing more is required.
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3 Installing the Server and Client Machines

The following instructions tell you how to install the server and client machines

3.1 Server Installation

To know how install the server before configuring it to use Kerberos Single Sign-On, refer to the Server
Installation Guide for Unix available on the SAP help portal.

3.1.1 Configuring the Server for Single Sigh-On

Edit the file KxAuthServer/KxAuth.cfg
Uncomment the line: Authenticator.Name=SSOKerberos

Comment all other Authenticator.Name lines

A woN o

Uncomment and edit with the proper settings all lines related to Authenticator.SSOKerberos:.

Sample Code

Authenticator.SSOKerberos.SSOServiceName=host
Authenticator.SSOKerberos.SSOServerName= server.domain.com
Authenticator.SSOKerberos.SSORealm=REALM.COM
Authenticator.SSOKerberos.PamServiceName=login
Authenticator.SSOKerberos.UsePamSession=true

In the above example, the service principal name used to connect to this server will be: host/
server.domain.com@REALM.COM

Service principal names available for the server are referenced in a kerberos key table. It is helpful to know
these, so that you can specify the one used in the server configuration file. They can be listed by using the
following commands:

sudo ktutil -k /etc/krb5.keytab list
or

sudo klist -k /etc/krb5.keytab

5. Restart the server asrootuser: . /kxen.server start
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3.2 Deploying on Client Machines

On the client machine, the client must be deployed using the same method as any regular server. Once
running, the client will check with the server if it supports Single Sign-On, and if so, it will try to retrieve
credentials on the local machine and will negotiate authentication with the server. No additional setup is
needed from the client point of view, except normal domain settings as explained in the Installation
Requirements [page 5].

3.3 Special Considerations for Linux

The specific syntax to install a package on Linux will depend on the actual distribution.
On Debian or Ubuntu, use the following command:
® apt-get install <package-name>

On other systems, either rpm (Redhat based systems) or yum (Fedora based systems) use the command
relevant to the platform, for example:

® yum install <package-name>
or

® rpm -ivh <package-name>

3.3.1 Configuring a Linux Server in the Domain

How to join a Linux system to a domain using PowerBroker identity tool :

1. Loginto the server with root privileges (sudo).

2. Download and install PowerBroker® Identity Services - Open Edition.

Sample Code

wget
http://download.beyondtrust.com/PBISO/7.1.0/1203/pbis-
open-7.1.0.1203.1inux.x86 64.deb.sh

chmod +x pbis-open-7.1.0.1203.1inux.x86 64.deb.sh
./pbis-open-7.1.0.1203.1inux.x86 64.deb.sh

Reboot.
Jointhe domain: sudo domainjoin-cli join <domain name> <domain admin user>
Reboot.

Log in as root again (or local admin).

N oo~ w

Optional: change the default shell for domain users to bash: sudo /opt/pbis/bin/config
LoginShellTemplate /bin/bash
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8. Optional: you can set the domain as default so that the <domain>\ prefix is no longer required for logging

in. sudo /opt/pbis/bin/config AssumeDefaultDomain true
9. Add the domain users to groups in /etc/group.

10. Clear the Active Directory cache: sudo /opt/pbis/bin/ad-cache --delete-all

3.3.2 Changing the Encoding Type for Tickets

On Linux platforms, there are two different versions of kinit:

® Provided by MIT, which uses /etc/krb5.conf encryption types to choose how the user TGT will be
encrypted
e Provided by HEIMDAL, which does not use /etc/krb5. conf encryption types

For MIT version of kinit, enctypes should be specified on /etc/krb5. conf by modifying the following values:

® default tgs enctypes =

® default tkt enctypes

® permitted enctypes =

For HEIMDAL version of kinit, enctypes should be specified on the kinit command line, using the option --

enctypes=

Example: kinit --enctypes=RC4-HMAC kxssouser
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4 Activating the Debugging Option for SSO

To perform debugging, you must activate debugging on the client and server machines.

4.1 Activating Debugging on a Client Machine

1. Onthe client (KJWizardCORBA-Authenticated.sh ), you activate the SSO-related debugging feature by
adding the following options on the java command line: -Dsun.security.krb5.debug=true -

Dsun.security.jgss.debug=true -Djava.security.auth.login.config=jaas.conf -debug

2. Usealocal jaas.conf file with debug activated:

Sample Code

Client
{
com.sun.security.auth.module.Krb5LoginModule
required debug=true
doNotPrompt=true
useTicketCache=true
renewTGT=true

}i

Debug information will be logged in /tmp/KxGUI user * date number.txt.

4.2 Activating Debugging on the Server

On the authenticated server, add some additional SSO-related logs to debug the server side by adding the
following lines in ($KX INSTALL DIR)/KxAuthServer/logconf.txt:

Sample Code

SSO.Class=RollingFileAppender
SSO.Directory=../tmp
SSO.Filename=kxenssolog.txt
SSO.append=true

SSO.format="[%D]=%C SE $U(%I)='%sM'"
SSO.DateFormat="%b-%d $H:%M:%S"
SS0.MaxSizeInBytes=500000
SSO.MaxNbOfFiles=4

SSO.MaxLevel=10

SSO.ExcludedLevel=2
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More logs will be generated in ($SKX INSTALL DIR)/tmp/kxenssolog.txt
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Important Disclaimers and Legal Information

Coding Samples

Any software coding and/or code lines / strings ("Code") included in this documentation are only examples and are not intended to be used in a productive system
environment. The Code is only intended to better explain and visualize the syntax and phrasing rules of certain coding. SAP does not warrant the correctness and
completeness of the Code given herein, and SAP shall not be liable for errors or damages caused by the usage of the Code, unless damages were caused by SAP
intentionally or by SAP's gross negligence.

Accessibility

The information contained in the SAP documentation represents SAP's current view of accessibility criteria as of the date of publication; it is in no way intended to be a
binding guideline on how to ensure accessibility of software products. SAP in particular disclaims any liability in relation to this document. This disclaimer, however,
does not apply in cases of willful misconduct or gross negligence of SAP. Furthermore, this document does not result in any direct or indirect contractual obligations of
SAP.

Gender-Neutral Language

As far as possible, SAP documentation is gender neutral. Depending on the context, the reader is addressed directly with "you", or a gender-neutral noun (such as
"sales person" or "working days") is used. If when referring to members of both sexes, however, the third-person singular cannot be avoided or a gender-neutral noun
does not exist, SAP reserves the right to use the masculine form of the noun and pronoun. This is to ensure that the documentation remains comprehensible.

Internet Hyperlinks

The SAP documentation may contain hyperlinks to the Internet. These hyperlinks are intended to serve as a hint about where to find related information. SAP does not
warrant the availability and correctness of this related information or the ability of this information to serve a particular purpose. SAP shall not be liable for any
damages caused by the use of related information unless damages have been caused by SAP's gross negligence or willful misconduct. All links are categorized for
transparency (see: http://help.sap.com/disclaimer).
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© 2017 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any
form or for any purpose without the express permission of SAP SE
or an SAP affiliate company. The information contained herein may
be changed without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company
for informational purposes only, without representation or warranty
of any kind, and SAP or its affiliated companies shall not be liable for
errors or omissions with respect to the materials. The only
warranties for SAP or SAP affiliate company products and services
are those that are set forth in the express warranty statements
accompanying such products and services, if any. Nothing herein
should be construed as constituting an additional warranty.

SAP and other SAP products and services mentioned herein as well
as their respective logos are trademarks or registered trademarks of
SAP SE (or an SAP affiliate company) in Germany and other
countries. All other product and service names mentioned are the
trademarks of their respective companies.

Please see http://www.sap.com/corporate-en/legal/copyright/
index.epx for additional trademark information and notices.
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