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1 What Is Data Attribute Recommendation?

Apply machine learning to predict and classify data records.

Data Attribute Recommendation uses free text, numbers and categories as input to classify entities such as
products, stores and users into multiple classes and also to predict the value of missing numerical attributes
in your data records. You can use Data Attribute Recommendation, for example, to classify incoming product
information and predict the price of commodities based on their description.

With Data Attribute Recommendation you can:

¢ Automate and speed up data management processes
* Reduce errors and manual efforts in data maintenance

* Increase data consistency and accuracy

Features

Manage training data Perform tasks related to the dataset that will be used to train the machine
learning model.

Manage machine learning
model

Perform tasks related to the machine learning model that will be used to classify
entities and predict the missing attributes in your data records.

Classify data records Classify data records by specifying which deployed machine learning model

should be used.

Predict data records Predict the value of missing numerical attributes in your data records by

specifying which deployed machine learning model should be used.

Benefit from
multitenancy support

Use this service in tenant-aware (multitenant) applications. Run them on a shared
compute unit that can be used by multiple consumers (tenants).

Environment

This service is available in the following environments:

¢ Cloud Foundry environment

*  Kyma environment

Data Attribute Recommendation
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Multitenancy Support

This service supports multitenancy. It can be used in tenant-aware applications.

For information on multitenancy support, see Run the Service in a Multitenant Application [page 47].

Applications

Data Attribute Recommendation consists of the following applications:

* Data Manager: manages training data, for example, training upload and deletion

* Model Manager: manages machine learning models, for example, model creation, deployment and
deletion

* Inference: classifies entities or predicts the missing attributes in your data records

Use Cases

Take a look at possible use cases for Data Attribute Recommendation:

¢ Get suggestions of material class and its characteristics when creating new material requests
¢ Getinternational trade commodity code predictions when adding a new product

* Solve master data inconsistencies

¢ Obtain a price estimation for a product based on its description

Prerequisites

See Initial Setup [page 42].

Technical Constraints

For information on technical limits, see Technical Constraints [page 110].

Regional Availability

Get an overview on the availability of Data Attribute Recommendation according to region, infrastructure
provider, and release status in the SAP Discovery Center .

Trial Scope

Data Attribute Recommendation is available for trial use. A trial account lets you try out SAP Business
Technology Platform (SAP BTP) for free and is open to everyone. Trial accounts are intended for personal

Data Attribute Recommendation
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http://help.sap.com/disclaimer?site=https%3A%2F%2Fdiscovery-center.cloud.sap%2Fprotected%2Findex.html%23%2FserviceCatalog%2Fdata-attribute-recommendation%3Ftab%3Dservice_plan%26region%3Dall

exploration, and not for productive use or team development. They allow restricted use of the platform
resources and services.

To activate your trial account, go to Welcome to SAP BTP Trial.
- Tip

See also the following information: Trial Accounts and Free Tier.

In the Cloud Foundry environment, you get a free trial account for Data Attribute Recommendation with the
following constraints: Free Tier Option and Trial Account Technical Constraints [page 117].
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https://cockpit.hanatrial.ondemand.com/cockpit/#/home/trial
https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/046f127f2a614438b616ccfc575fdb16.html

2 What's New for Data Attribute
Recommendation

Mod
Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Service Re- The Data Attribute Info Dep- An- Tech Not SAP 202 202
Attri d moval Recommendation service is only re- noun nol- ap- Business 6-03 6-03

Foun ] Technology

bute dry scheduled to be removed from cate ce- ogy pli- Platform -11 -31
Reco the list of Eligible Cloud Services d men ca-
mme as of March 31, 2026. t ble
Z:atl Data Attribute Recommendation

will be available until the end of
the current subscription term.

It won't be available for re-

newal terms that begin after

the removal date. Service main-
tenance and continuous support
are guaranteed until the end of
the current subscription term.

Reach out to your account man-
ager at SAP to discuss the way
forward if you're using this serv-
ice.

As an alternative offering, con-
sider using SAP-RPT-1 from SAP
Al Core.
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https://help.sap.com/docs/sap-ai-core/generative-ai/sap-rpt-1?version=CLOUD

Mod

Tech ular

nical Envi- Line Busi Lat-

Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou End-of-Life The credential type Re- Dep- Cha Tech Not ©°AP 202 202
Attri for Instance instance-secret has quire re- nged nol- ap- ?:;;1?1272 6-01- 6-01-
bute (:c;;n Secret Cre-  reached end-of-life. For morein- d cate ogy pli- Platformgy 19 15
Reco dential Type formation, refer to the What's d ca-

mme New for the Authorization and ble

ndati Trust Management Service.

on

Credentials of type instance-
secret are scheduled to

be revoked for Data Attribute
Recommendation in January
2026.

Action

Instead of using the
instance-secret credential
type, applications and services,
use the binding-secret
credential type or x509.

We generally recommend rotat-
ing your credentials regularly.
You can see the credential type
in the service key or service
binding in the credential -

type property.
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https://help.sap.com/whats-new/cf0cb2cb149647329b5d02aa96303f56?Component=Authorization+and+Trust+Management+Service;Cloud+Foundry+User+Account+and+Authorization&Valid_as_Of=2026-01-01:2026-01-31
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Model Man- There have been several stabil-  Info  Gen- Cha Tech Not SAE 2025 2025
Attri |C:I ager Stabil- ity improvements relatedtothe only eral nged nol- ap- ?:;:Zngy -09- -09-1
bute d?;n ity Improve- model manager of the Data Avail ogy pli- Platform 23 7
Reco ments Attribute Recommendation serv- abil- ca-
mme ice. ity ble
ndati
on
Data Clou AutoML The machine learning engine be- Re-  Gen- Cha Tech Not SAE 2025 2025
Attri 9 ModelTem-  hind the AutoML model template quire eral nged nol- ap- oSS g o
Foun Technology

bute dry plate Sce-  scenario has been updated. Itin- d Avail ogy pli- Platform 04 04
Reco nario cludes now important security abil- ca-
mme patches that ensure the future ity ble
ndati maintenance of this scenario.
on You can still use existing Au-

toML deployments, but AutoML

models trained before August

4, 2025 can no longer be de-

ployed. Please retrain your Au-

toML models to be able to de-

ploy and use them. We apolo-

gize for the inconvenience.
Data Clou AIAPISDK Thetutorial Consume the SDK  Info Gen- New Tech Not SAP 2025 2025
Attri g Tutorial for Data Attribute Recommenda- only eral nol-  ap- 'E;:CSFI]:Zngy -06- -06-
bute dcr’;” tion using the Al APl from SAP Al Avail ogy Pl puatiorm . 05 05
Reco Core# is now available. abil- ca-
mme ity ble
ndati See Al API Tutorials [page 86].
on
Data Clou  Data Valida- We've fixed an issue related to Info Gen- Cha Tech Not SAE 2025 2025
Attri g tion Im- data validation. Hyphens aren't  only eral nged nol- ap- ?:;:Zigy -05-
bute d(:;m provements supported in feature and la- Avail ogy pli- Platform 07
Reco bel names. Before, unsupported abil- ca-
mme names resulted in errors during ity ble
ndati model training. Now, the prob-
on lem is raised at an earlier stage,

during data validation, improving

the overall user experience.
Data Attribute Recommendation
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http://help.sap.com/disclaimer?site=https%3A%2F%2Fdevelopers.sap.com%2Ftutorials%2Fcp-aibus-dar-sdk-aiapi-usage.html
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Mod

Tech ular

nical Envi- Line Busi Lat-

Com ron- Life- of ness est  Avail

po- men Ac- cy- Busi Proc Revi- able

nent t Title Description tion cle Type ness ess Product sion as of

Data Clou  Service On-  Service onboarding issues are Info  Gen- Cha Tech Not SAP_ 2025 2025

Attri @ boarding now correctly detected andre-  only eral nged nol- ap- Business -05-  -05-
Foun Technology

bute dry Improve- ported. Avail ogy pli- Platform 07 07

Reco ments abil- ca-

mme ity ble

ndati

on

Data Clou Calibration The calibration of classification ~ Info  Gen- Cha Tech Not SAP_ 2025 2025

Attri Improve- models has been further en- only eral nged nol- ap- Business -05-  -05-
Foun ) ) ] Technology

bute dry ments hanced and improved. Avail ogy pli- Platform 07 07

Reco abil- ca-

mme ity ble

ndati

on

Data Clou  Overalllm-  There have been several code Info Cha Tech Not SAP_ 2025 2025

Attri provements and stability improvements. only nged nol- ap- E:;Tsz -04-  -04-

bute Z?;n ogy pli- Platformgy 01 01

Reco ca-

mme ble

ndati

on

Data Clou Calibration We've enhanced the calibration  Info  Gen- Cha Tech Not SAP_ 2025 2025

Attri d Improve- of classification models. The only eral nged nol- ap- Business -02- -02-
Foun o ) ] Technology

bute dry ments returned probabilities are now Avail ogy pli- Platform 06 06

Reco more robust and reliable. abil- ca-

mme ity ble

ndati

on
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Availability —Data Attribute Recommendation Info  Gen- New Tech Not ;AP 2024 2024
Attri @ in Google is now available in the following ~ only eral nol-  ap- usiness -12-1 -12-1
Foun o . . Technology
bute dry Cloud Re- Google Cloud regions: Avail ogy pli- Platform 7
R i bil- -
eco glons ® eu30 - Europe (Frankfurt) _a ! ca
mme ity ble
ndati ® us30 - US Central (IA)
on
Data Clou Data Valida- We've fixed an issue related Info  Gen- Cha Tech Not ;AP 2024 2024
Attri @ tion for to data validation for batch in- only eral nged nol- ap- usiness -12-1 -12-1
Foun ) ) ) ] Technology
bute dry Batch Infer- ference jobs. For business blue- Avail ogy pli- Platform 7
Reco ence Jobs  prints scenarios, if the inference abil- ca-
mme data didn't contain the respec- ity ble
ndati tive business blueprint fields, the
on validation failed even though the
fields aren't needed during infer-
ence.
Data Clou Availability ~Data Attribute Recommendation ¢, Gen- New Tech Not SAP 2024 2024
Attri d in Microsoft |s_now available in the following only eral nol-  ap- Business 120 -12-0
Foun Microsoft Azure regions: ) ] Technology
bute Azure Re- Avail ogy pli- 2
dry . Platform
Reco gions eu20 - Europe (Nether- abil- ca-
mme lands) ity ble
ndati ® us2l-US East (VA)
on
Data Clou  Stability Im- There have been several stability Info Gen- Cha Tech Not EA? 2024 2024
Attri d provements improvements. only eral nged nol- ap- usiness -12-0 -12-0
Foun . ] Technology
bute dry Avail ogy pli- Platform 2
Reco abil- ca-
mme ity ble
ndati
on
Data Clou AIAPI-Re- Youcan now use multi-label Info Gen- Cha Tech Not EAE 2024 2024
Attri |C:I gression dataset schemas with the re- only eral nged nol- ap- T::I::Zigy -11-0 -11-0
oun . . .
bute dry Model Tem- gression model template when Avail ogy pli- Platform 5
Reco plate consuming the Data Attribute abil- ca-
mme Recommendation service via Al ity ble
ndati API.
on

See Scenarios [page 53] and
Model Templates [page 54].
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou BatchInfer- We've fixed anissue withbatch  Info  Gen- Cha Tech Not ;AP 2024 2024
Attri ence Con- inference configurationthatwas only eral nged nol- ap- usiness -09- -09-
Foun . . . ) . Technology
bute dry figuration limiting the size of uploaded Avail ogy pli- Platform 0 30
Reco files. abil- ca-
mme ity ble
ndati
on
Data Clou Sales Order The preprocessing of the Sales Info Gen- Cha Tech Not ZAP 2024 2024
Attri E_I Completion Order Completion (SOC) busi- only eral nged nol- ap- T:;?}i?;gy -08- -08-
oun ) ) ) ) )
bute dry (SOC) Busi- ness blueprint has been im- Avail ogy pli- Platform 05 05
Reco ness Blue-  proved. abil- ca-
mme rint Im- it ble
] pr See Upload Dataset [page 89] e
ndati provements ) i
and Business Blueprints [page
on 55].
Data Clou  Technical The maximum length for dataset Info Gen- Cha Tech Not ZAP 2024 2024
Attri Constraints schema array labels has beenin- only eral nged nol- ap- usiness -08- -08-
Foun ) ) ) ] Technology
bute dry creased to 30 items in the labels Avail ogy pli- Platform 05 05
Reco list. abil- ca-
it bl
mdm: See Technical Constraints [page i €
ndat 1101.
on
Data Clou  Usability Z*I“t? following Usat:”ty andsta- |nfo  Gen- Cha Tech Not ;AP_ 2024 2024
Attri d and Stabil- ! y|mprovemen s arenow only eral nged nol- ap- usIness -06-
Foun . available: ) ] Technology
bute d ity Improve- Avail ogy pli- Platform 24
Reco ry ments ® Some issues with the sup- abil- ca-
mme port of UTF-8 Byte Order ity ble
ndati Mark (BOM) encoding type
on have now been resolved.
® Al APl executions that re-
main in UNKNOWN status
for more than 3 hours are
now abandoned.
® Al APl deployments that re-
main in UNKNOWN status
for more than 6 hours are
now abandoned.
Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data CloU Training  The enableMasking parame- Info  Gen- Cha Tech Not AP 2024 2024
Attri d Configura-  teris now also available for the only eral nged nol- ap- _?:;?}jz -04-1 -04-1
bute (:c;;n tion Sales Order Completion execut- Avail ogy pli- Platformgy 2
Reco ables. abil- ca-
mme o ) . ity ble
ndati See Training Configuration [page
on 68].
Data Clou Al API- The following new functionali-  Info  Gen- New Tech Not AP 2024 2024
Attri @ New Func-  ties are now available when only eral nol-  ap- Business -03-
Foun . . _ _ _  Technology
bute dry tionalities consuming the Data Attribute Avail ogy pli- Platform 06
Reco Recommendation service via Al abil- ca-
mme API: ity ble
ndati ® Support for dataset sche-
on mas with overlapping fea-
tures and labels: Add com-
mon values to the list of
features and labels in your
dataset schemas. Use the
trained model for autocom-
plete tasks.
See Upload Dataset [page
50].
® Support for masking dur-
ing model training: Set the
training configuration pa-
rameter enableMasking
to true to make the
model learn nontrivial rela-
tionships between inputs
and outputs (even when the
list of features coincides
with the list of labels).
See Training Configuration
[page 68].
Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou geiusetof We've fixed an issue related to Info  Gen- Cha Tech Not ;AP 2024 2024
Attri atase the resuse of dataset schemas. only eral nged nol- ap- usiness -03-
but Foun Schemas Avail | Technology 06

ute vai 0 i-
. dry You can now reuse the same da- o & P Platform

eco abil- ca-

taset schema with different da- )
mme ity ble
) tasets.

ndati
on

2.3
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(Archive)

Mod
Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Supportfor The Data Attribute Inffo Gen- New Tech Not ;AP 2023 2023
Attri 'Cj X.509 Au-  Recommendation service now only eral nol-  ap- T:;:i)sggy -11-0 -11-0
oun - - ) .

bute dry thentication supports X.509 authentication. Avail ogy pli- Platform 3 3
R bil- -

eco See Enable X.509 Authentica- i ! Ela
mme_z tion [page 45]. vy €
ndati
on
Data Clou  Batch Infer- The functionalities batch infer-  Info  Gen- Cha Tech Not ;AP 2023 2023
Attri @ ence and ence and transfer learning are only eral nged nol- ap- usIness -11-0 -11-0

Foun ) ) ) ) Technology
bute dry Transfer now available with executable Avail ogy pli- Platform 3 3
Reco Learning version 2.0 and 3.0. abil- ca-
Availabl it bl
mmei \_/al avie See Batch Inference Configura- "y €
ndati with Exe- )
tion [page 76] and Transfer
on cutable Ver- ) i )
) Learning Configuration [page
sion 3.0
75].
Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Overalllm-  There have been several code Info  Gen- Cha Tech Not SAP_ 2023 2023
Attri g provements and stability improvements. only eral nged nol- ap- _?:;:?}jzgy -11-0 -11-0
bute dcr);n Avail ogy pli- Platform 3 3
Reco abil- ca-
mme ity ble
ndati
on

Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou AlAPI- The following new functionali-  Info  Gen- New Tech Not AP 2023 2023
Attri New Func-  ties are now available when only eral nol-  ap- Business -09-
Foun Technology
bute dry tionalities consuming the Data Attribute Avail ogy pli- Platform 04
Reco Recommendation service via Al abil- ca-
mme API: ity ble
ndati .
¢ Batch inference: Upload
on one or more files for asyn-
chronous processing.
® Feature contribution
scores: Get an estimate of
how much the model de-
pends on each feature.
® Transfer learning: Train an
existing model on a new da-
taset.
See Configurations [page 67]
and Metrics [page 83].
A Restriction
These new functionalities
depend on the executable
version. See at a glance
which functionalities are
available with which ver-
sions:
Exe- Exe- Exe-
cuta- cuta- cuta-
ble ble ble
Func Ver- Ver- \Ver-
tion- sion sion sion
ality 1.0 20 30
Batc @ (V) (%)
hin- No Yes No
fer-
ence
Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Exe- Exe- Exe-
cuta- cuta- cuta-
ble ble ble
Func Ver- Ver- Ver-
tion- sion sion sion
ality 1.0 20 30
Fea- @ (V) (V]
ture  Yes Yes Yes
Con-
trib-
ution
Scor
es
Trans € (V) Q
fer ~ No Yes No
Lear
ning
Data Attribute Recommendation
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Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou AIAPI-Im- Youcannow take advantage of  Info Gen- Cha Tech Not SAP_ 2023 2023
- d ) . ) Business
Attri . provements the following training configura- only eral nged nol- ap- Technology -09-
oun S ) . )
bute dry tion improvements to override Avail ogy pli- Platform 04
Reco the default behavior of Data abil- ca-
mme Attribute Recommendation: ity ble
dati
nat ® Usethe
on o
deleteAfterTraining
parameter to delete the
dataset and schema after
model training is done.
® Usethe
computeGlobalMetric
S parameter to hide global
metrics.
See Training Configuration [page
68].
& Restriction
These improvements are
available only with executa-
ble version 3.0.
Data Clou  Technical The label value Info Gen- Cha Tech Not ZAP 2023 2023
Attri E_I Constraints <arg__t op_k>isnolonger only eral nged nol- ap- T;;?}i?igy -09-
oun : :
bute dry allowed for the following / AV?" ogy Pl patform 04
Reco data-manager/api/v3/ abil- ca-
mme datasetSchemas fields: ity ble
ndati
on ® Dataset schema per-feature

label
¢ Dataset schema per-label

label

See Technical Constraints [page
110].
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Trial Ac- When using a trial account, the  Info Gen- Cha Tech Not ;AP 2023 2023
Attri g count Re- response takes more timethan  only eral nged nol- ap- Teu(:SrI:r]]f)ngy -06- -06-
oun : : ) )
bute dry sponse usual if you make an inference Avail ogy pli- Platform 28 28
Reco Times call more than an hour after you abil- ca-
mme deployed the model, or more ity ble
ndati than an hour after the previous
on inference call.
See Free Tier Option and Trial
Account Technical Constraints
[page 117].
Data Clou Business  The Sales Order Completion Info  Gen- New Tech Not ;AP 2023 2023
Attri d Blueprints  (SOC) business blueprintis now only eral nol-  ap- usIness -03- -03-
Foun . . . Technology
bute dry available. Avail ogy pli- Platform 08 08
R bil- -
eco See Upload Dataset [page 89] -a l ca
mme ) ) ity ble
] and Business Blueprints [page
ndati
55].
on
Data Clou  Technical The maximum field value length  Info  Gen- Cha Tech Not ;AP 2023 2023
Attri d Constraints for inference request features only eral nged nol- ap- usiness -03- -03-
Foun . . . Technology
bute dry has been increased to 1024 Avail ogy pli- Platform 08 08
Reco characters. abil- ca-
it bl
mmej See Technical Constraints [page vy €
ndati
110].
on
Data Clou  OverallIm-  There have been several code Info Gen- Cha Tech Not ;AP 2023 2023
Attri g provements and stability improvements. only eral nged nol- ap- T:;:Zslzgy -03-
oun ) )
bute dry Avail ogy pli- Platform 08
Reco abil- ca-
mme ity ble
ndati
on
Data Attribute Recommendation
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou AlAPI- The maximum length Info  Gen- New Tech Not AP 2023 2023
Attri @ PathLength for the URL only eral nol-  ap- E:;EZSIS 011 -011
bute (:‘r);” Technical  paths{{f ol der Nare}}/ Avail ogy pli- Platformgy 8
Reco Limit for {{dat aset SchenaFi | e}} abil- ca-
mme Dataset Up- spg {{fol der Nane}}/ ity ble
ndati load {{datasetFile}} isnow
on 900 characters.

See operations Upload Dataset

Schema and Upload Dataset in

Al API Reference [page 48].
Data Clou AlAPI- You can now get per-label met- Info Gen- New Tech Not SAP_ 2023 2023
Attri Metrics for  rics for data validation when only eral nol-  ap- Business -01-1 -011

Foun Technology

bute dry Data Valida- consuming the service via Al Avail ogy pli- Platform 8
Reco tion APL. abil- ca-
mme- See operation Get Metric Details ity ble
z:ah in Al API Reference [page 48].
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Technical The maximum length for data- Info Gen- Cha Tech Not ;AP 2022 2022
Attri }Crl Constraints set schema array features has only eral nged nol- ap- T::I::Zigy -12-2 -12-2
oun ) ) ) . .
bute dry been increased to 60 items in Avail ogy pli- Platform 3
Reco the labels list. abil- ca-
it bl
mmej See Technical Constraints [page vy €
ndati
1101
on
Data Clou  Overallim-  There have been several code Info Gen- Cha Tech Not ;AP 2022 2022
Attri @ provements and stability improvements. only eral nged nol- ap- usiness -12-2 -12-2
Foun . ~ Technology
bute dry Avail ogy Pl piatform 3
Reco abil- ca-
mme ity ble
ndati
on
Data Clou SAPAlCore Data Attribute Recommendation Info  Gen- New Tech Not ;AP 2022 2022
Attri @ Migration now runs on SAP Al Core. The only eral nol-  ap- usiness -12-0 -12-0
Foun ) . ] Technology
bute dry service no longer uses core Avail ogy pli- Platform 2
Reco functionalities of SAP Leonardo abil- ca-
mme Machine Learning Foundation. ity ble
dati
ndatt See Security Aspects of Data,
on Data Flow and Processes [page
120] and Data Protection and
Privacy [page 122].
Data Clou Al APIData- You can now use the Al API Info Gen- New Tech Not EA? 2022 2022
Attri 9 setUpload  from SAP Al Core to perform only eral nol- ap- oSS 50 100
Foun . . ~ Technology
bute dry the operations related to dataset Avail ogy pli- Platform 2
Reco upload when consuming Data abil- ca-
mme Attribute Recommendation via ity ble
ndati Al API.
on
See Al API Reference [page 48].
Data Clou  Accessibil-  Documentation on Accessibility ~ Info  Gen- New Tech Not ;AP 2022 2022
Attri g ity Features Features in Data Attribute Rec-  only eral nol-  ap- T:;:Zslsgy -10-0 -10-0
oun ) ) . .
bute dry ommendation [page 132] is now Avail ogy pli- Platform 5
Reco available. abil- ca-
mme ity ble
ndati
on
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou  Tutorials The following new tuto- Info Gen- New Tech Not SAP_ 2022 2022
Attri rial groups are now avail- only eral nol-  ap- Business -05-1 -05-1
Foun Technology
bute dry able for Data Attribute Avail ogy pli- Platform 6
Reco Recommendation: abil- ca-
mme- ® Use Machine Learning and ity ble
ndati the Invoice Object Recom-
on mendation Business Blue-
print to Predict Invoice Fi-
nancial Objects
® Use Machine Learning and
the Regression Model Tem-
plate to Predict Data Re-
cords
See Native API Tutorials [page
109].
Data Clou AlAPI You can now use the Al APl from Info  Gen- New Tech Not SAP 2022 2022
Attri SAP Al Core to consume the only eral nol-  ap- Business -05-
Foun Technology
bute dry Data Attribute Recommendation Avail ogy pli- Platform 02
Reco Regression model template and abil- ca-
mme Invoice Object Recommendation ity ble
ndati business blueprint.
on See Al API Reference [page
48].
Data Clou  Global Ac-  You can now move subaccounts Info  Gen- New Tech Not SAP_ 2022 2022
Attri @ counts between your global accounts. only eral nol-  ap- Business -05-
Foun . ~ Technology
bute dry See Initial Setup [page 42]. Avall 8y Pl piatform 0z
Reco abil- ca-
mme ity ble
ndati
on
Data Clou  Overalllm-  There have been several code Info  Gen- Cha Tech Not SAP_ 2022 2022
Attri g provements and stability improvements. only eral nged nol- ap- '?:csilwrr]'niTcS)gy -05-
bute d‘r);” Avail 0%y P ppatiorm 02
Reco abil- ca-
mme ity ble
ndati
on
Data Attribute Recommendation
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Mod

Tech ular
nical Envi- Line Busi Lat-
Com ron- Life- of ness est  Avail
po- men Ac- cy- Busi Proc Revi- able
nent t Title Description tion cle Type ness ess Product sion as of
Data Clou AlAPI You can now use the Al AP from Info  Gen- New Tech Not ;AP_ 2022 2022
Attri SAP Al Core to consume Data only eral nol-  ap- usiness -03- -03-
Foun . . . . Technology
bute dry Attribute Recommendation. Avail ogy pli- Platform 28 28
Reco abil- ca-
See Al API Reference [page ) !
mme ity ble
] 48].
ndati
on
Data Clou  Overalllm-  There have been several code Info  Gen- Cha Tech Not ;AP 2022 2022
Attri g provements and stability improvements. only eral nged nol- ap- T:;?}i?;gy -03- -03-
oun : :
bute dry Avail ogy pli- Platform 28 28
Reco abil- ca-
mme ity ble
ndati
on
Data Clou Concepts  New terms related to the In- Info Gen- Cha Tech Not ;AP 2022 2022
Attri voice Object Recommendation  only eral nged nol- ap- usiness -03- -03-
Foun ) ) ) ] Technology
bute dry business blueprint have been Avail ogy pli- Platform 09 09
Reco added to Concepts [page 33]. abil- ca-
mme ity ble
ndati
on
Data Clou Business The Invoice Object Recommen-  Info  Gen- New Tech Not ;AP 2022 2022
Attri d Blueprints  dation business blueprintis now only eral nol- ap- usIness -02- -02-
Foun ) ) ] Technology
bute dry available. Avail ogy pli- Platform 02 02
R bil- -
eco See Upload Dataset [page 89], an! ca
mme ) ity ble
dati Train Job and Deploy Model
nda
I [page 100] and Business Blue-
on

prints [page 55].
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Tech-

nical
Com- Envi- Avail-
po- Capa- ron- able
nent bility ment Title Description Action Type asof
Data Exten- Cloud  Trigl Data Attribute Recommendation is now available in the AWS  Info New 20211
Attribu sion  FoUN Ac. region US East (VA) on SAP BTP Trial. only 0-26
te Suite - dry count
Recom Devel-
menda op-
tion ment
Effi-
ciency
Data Exten- Cloud Model The Regression model template is now available. Info New 2021-1
Attribu $|0.n Z(:;n Tem- See Model Templates [page 54]. only 004
te Suite - plates
Recom Devel-
menda op-
tion ment
Effi-
ciency
Data Exten- Cloud sApP You can now use the Set up account for Data Attribute Info New 2021-1
Attribu  sion Foun- BTP Recommendation booster to automate the onboarding steps  only 0-04
te Suite - dry Cock-  onthe SAP BTP cockpit, and quickly consume the service.
Recom  Devel pit See Initial Setup [page 42].
menda op- Boos-
tion ment ter
Effi-
ciency
Data Exten- Cloud  Simul- The number of simultaneous training jobs (in PENDING and / Info Chang 2021-1
Attribu  sion Z‘:U”' tane-  or RUNNING status) is now limited to 15. only ed 0-04
. y
te Suite - ous- See Train Job and Deploy Model [page 100] and Common
Recom  Devel Tram» Status and Error Codes [page 108].
menda op- ing
tion ment Jobs
Effi-
ciency
Data Attribute Recommendation
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Tech-

nical
Com- Envi- Avail-
po- Capa- ron- able
nent bility ment Title Description Action Type asof
Data Exten- Cloud  Overall There have been several code and stability improvements. Info Chang 2021-1
Attribu  sion Foun- . only ed 0-04
te Suite - dry prove-
Recom Devel- ments
menda op-
tion ment

Effi-

ciency
Data Exten- Cloud  Tech-  The maximum length for dataset schema array features has  Info Chang 2021-
Attribu sion Zoun— nical been increased to 40 items in the labels list. only ed 07-30

: r

te Suite - ’ Con- See Technical Constraints [page 110].
Recom Devel- straint
menda op- S
tion ment

Effi-

ciency
Data Exten- Cloud  Qverall There have been several code and stability improvements. Info Chang 2021-
Attribu  sion Foun- . only ed 07-30
te Suite - dry prove-
Recom Devel- ments
menda op-
tion ment

Effi-

ciency
Data Exten- Cloud  Free The Free service plan is now available for Data Attribute Info New 2021-
Attribu  sion Zoun— Serv-  Recommendation. only 07-05

) r )
te Suite - ’ e See Service Plans [page 37] and Free Tier Option and Trial
Recom Devel- Plan ) .
Account Technical Constraints [page 117].

menda op-
tion ment

Effi-

ciency
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Tech-

nical
Com- Envi- Avail-
po- Capa- ron- able
nent bility ment Title Description Action Type asof
Data Exten- Cloud  Secur- Auditing and logging information is now available in the Se- Info New 2021-
Attribu sion Foun- ity curity [page 118]. only 07-05
te Suite - dry Guide
Recom Devel-
menda op-
tion ment

Effi-

ciency
Data Exten- Cloud  Overall There have been several code and stability improvements. Info Chang 2021-
Attribu  sion Foun- . only ed 06-07
te Suite - dry prove-
Recom Devel- ments
menda op-
tion ment

Effi-

ciency
Data  Exten- Cloud  Overall e There have been several code and stability improve- Inffo Chang 2021-
Attribu  sion Foun- . ments. only ed 05-31
te Suite - o Prove= e The maximum model name length has been changed to
Recom Devel- ments 56 characters. See Technical Constraints [page 110].
menda op-
tion ment

Effi-

ciency
Data Exten- Cloud Model The AutoML model template is now available. Info New 2021-
Attribu sion Foun-  Tem- See Model Templates [page 54]. only 04-16
te Suite- dry plates
Recom Devel-
menda op-
tion ment

Effi-

ciency

Data Attribute Recommendation
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Tech-

nical
Com- Envi- Avail-
po- Capa- ron- able
nent bility ment Title Description Action Type asof
Data Exten- Cloud Multi- You can now run Data Attribute Recommendation in a multi-  Info New 2021-
Attribu sion Foun- tenant tenant application using the SAP SaaS Provisioning service.  only 04-16
te Suite - dry Appli- See Run the Service in a Multitenant Application [page 47].
Recom Devel- cation
menda op- De-
tion ment pend-

Effi- ency

ciency Ena-

ble-
ment

Data Exten- Cloud Overall There have been several code and security improvements. Info Chang 2021-
Attribu  sion Foun-  Im- The processing of inference requests is now faster. only ed 03-04
te Suite- dry prove-
Recom Devel- ments
menda op-
tion ment

Effi-

ciency
Data Exten- Cloud Overall There have been several code and stability improvements. Info Chang 2021-
Attribu sion Foun-  Im- only ed 01-27
te Suite- dry prove-
Recom Devel- ments
menda op-
tion ment

Effi-

ciency
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Techni-

cal Envi- Availa-
Com- Capa- ron- ble as
ponent bility ment  Title Description Type of
Data Exten- Cloud Overall There have been several code, stability and security improve- Chang 2020-1
Attribut sion Foun-  Im- ments. ed 2-03

e Suite- dry prove-

Recom Devel- ments

mendat opment

ion Effi-
ciency
Data Exten- Cloud Feature The Feature Scope Description for Data Attribute Chang 2020-1
Attribut sion Foun-  Scope Recommendation has been updated. ed 0-30
e Suite- dry De-
Recom Devel- scrip-
mendat opment tion
ion Effi-
ciency
Data Exten- Cloud Swag- New Swagger Ul endpoints are now available for the Data New 2020-1
Attribut sion Foun-  gerUl  Attribute Recommendation APIs: 0-30
e Suite- dry

® Data Manager API. See Upload Dataset [page 89].
Recom Devel-

mendat opment ® Model Manager API. See Train Job and Deploy Model [page

ion Effi- 100].

ciency * Inference API. See Get Inference Results [page 107].
Data Exten- Cloud Techni- The allowed values for the following fields have changed: Chang 2020-1
Attribut sion Foun-  cal R ed 0-30

) Dataset schema per-feature label

e Suite- dry Con-
Recom Devel- straints Dataset schema per-label label
mendat opment See Technical Constraints [page 110].
ion Effi-

ciency
Data Exten- Cloud Overall There have been several code improvements. Chang 2020-1
Attribut sion Foun-  Im- ed 0-16
e Suite- dry prove-
Recom Devel- ments

mendat opment
ion Effi-
ciency
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Techni-

cal Envi- Availa-
Com- Capa- ron- ble as
ponent Dbility ment  Title Description Type of
Data Exten- Cloud Infer-  The Swagger Ul documentation for inference request and re- Chang 2020-0
Attribut sion Foun-  ence sponse has been fixed. TopN is not a mandatory field in the Infer-  ed 9-15
e Suite- dry API ence API.
Recom  Devel- See Get Inference Results [page 107] to find out how to access
mendat opment ) e .
on Eff- comprehensive specification of the Inference APl in Swagger Ul.
ciency
Data Exten- Cloud Techni- The maximum request size for inference request has been in- Chang 2020-0
Attribut sion Foun-  cal creased to 200 KB. ed 9-15
© Suite - dry Con-— See Technical Constraints [page 110].
Recom Devel- straints
mendat opment
ion Effi-
ciency
Data Exten- Cloud  SDK A Python SDK (Software Development Kit) # is now available for ~ New 2020-0
Attribut sion Foun- Data Attribute Recommendation. 817
e Suite- dry ) ) )
Recormn  Devel- See the new tutorial group Classify Data Records with the SDK for
mendat opment Data Attribute Recommendation .
ion Effi-
ciency
Data Exten- Cloud SAP Data Attribute Recommendation is now available in the SAP API New 2020-0
Attribut sion Foun-  API Business Hub. 8-17
e Suite- dry Busi- ) )
Recormn  Devel- ness See Data Attribute Recommendation .
mendat opment Hub
ion Effi-
ciency
Data Exten-  Cloud  Trial The Free Tier Option and Trial Account Technical Constraints Chang 2020-0
Attribut sion Foun-  Ac- [page 117] have been updated. ed 8-17
e Suite- dry count
Recom Devel- Techni-
mendat opment cal
ion Effi- Con-
ciency straints
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Techni-

cal Envi- Availa-
Com- Capa- ron- ble as
ponent Dbility ment  Title Description Type of
Data Exten- Cloud Overall There have been several code improvements. Chang 2020-0
Attribut sion Foun-  Im- ed 8-17
e Suite- dry prove-
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud Overall There have been several code improvements. Chang 2020-0
Attribut 5|o-n Foun-—Im- CA-ML-DAR is now the BCP component for Data Attribute ed 615
© Suite - dry prove- Recommendation. See Getting Support [page 136].
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud Overall There have been several code and stabilization improvements. Chang 2020-0
Attribut sion Foun-  Im- ed 4-20
e Suite- dry prove-
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud Tutori- A new tutorial mission is now available for Data Attribute New 2020-0
Attribut sion Foun- als Recommendation. 4-20
e Suite- dry ) ) )
Recormn  Devel- See Use Machine Learning to Classify Data Records #r .
mendat opment See also the Data Attribute Recommendation - Postman Collec-
ion Effi- tion and Dataset Example Sample Files # repository.
ciency
Data Exten- Cloud Service The Service Guide documentation has been updated with the fol-  New 2020-0
Attribut sion Foun-  Guide lowing new sections: 4-20
€ Suite- dry ® Metering and Pricing [page 39]
Recom Devel-
mendat opment ® Free Tier Option and Trial Account Technical Constraints
ion Effi- [page 117]
ciency
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Techni-

cal Envi- Availa-
Com- Capa- ron- ble as
ponent Dbility ment  Title Description Type of
Data Exten- Cloud Overall There have been several code and stabilization improvements. Chang 2020-0
Attribut SIO-I’I Foun-—Im- The status VALIDATING is now deletable after timeout. ed 316
e Suite- dry prove-
Recom Devel- ments The Swagger Ul documentation has been updated.
mendat opment
ion Effi-
ciency
Data Exten- Cloud Overall There have been several code and stabilization improvements. Chang 2020-0
Attribut 5|o-n Foun-—Im- Data Attribute Recommendation can now validate datasets larger ed 302
e Suite- dry prove-
than 1GB.
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud  Trial You can now try out Data Attribute Recommendation on SAP New 2020-0
Attribut sion Foun-  Ac- Cloud Platform Trial. 3-02
e Suite- dry count
Recom Devel-
mendat opment
ion Effi-
ciency
Data Exten- Cloud Overall There have been several code and stabilization improvements. Chang 2020-0
Attribut sion— Foun 1M 0 tatus UPLOADING is now deletable after timeout, ed >
e Suite- dry prove-
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud Model Model Templates [page 54] are now available. New 2020-0
Attribut sion Foun-  Tem- 2-17
e Suite- dry plates
Recom Devel-
mendat opment
ion Effi-
ciency
Data Attribute Recommendation
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Techni-
cal Envi- Availa-
Com- Capa- ron- ble as
ponent Dbility ment  Title Description Type of
Data Exten- Cloud  Simul- The number of simultaneous training jobs (in PENDING and / or ~ Chang 2019-1
Attribut sion Foun-  tane- RUNNING status) is now limited to 3. ed 2-02
© Suite - dry OUS_ See Train Job and Deploy Model [page 100].
Recom Devel- Train-
mendat opment ing See also the new error code 503 (Service Unavailable)in
ion Effi- Jobs Common Status and Error Codes [page 108].
ciency
Data Exten- Cloud Overall There have been several stability and security improvements. Chang 2019-1
Attribut 5|o-n Foun-—Im- UTF-8 Byte Order Mark (BOM) encoding type is now supported ed 202
© Suite - dry prove: and can be used in the dataset CSV files.
Recom Devel- ments
mendat opment
ion Effi-
ciency
Data Exten- Cloud New A new service that applies machine learning to match and clas- An- 2019-1
Attribut sion Foun-  Service sify data records automatically is now available. Data Attribute nounce 0-22
e Suite- dry Recommendation can be used, for example, to classify incoming  ment
Recom Devel- product information. See Data Attribute Recommendation docu-
mendat opment mentation.
ion Effi-
ciency
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3 Concepts

Find out more about key concepts relating to the Data Attribute Recommendation service.

Term Definition
accuracy Classification metric. Percentage of correctly predicted records. The higher the better.
batch infer- A process that gives users the option of uploading one or more files for asynchronous processing, instead
ence of making synchronous inference requests. The resulting predictions are collected in a JSON file that can be
downloaded.
A Restriction
® AutoML scenario isn't currently supported.
® Like transfer learning (see definition in this table), this functionality can only be consumed via Al
API.
® Models trained before batch inference was introduced don't support this functionality.
BKPF Accounting Document Header. It's a standard table in SAP R/3 and SAP ERP systems.
BSEG Accounting Document Segment. It's a standard table in SAP R/3 and SAP ERP systems.
business Each business blueprint implements a machine learning scenario tailored to solve a specific business use
blueprint case. In contrast to a model template, the data processing rules are enhanced and optimized for the task at
hand.
calibration Measures the degree of the match between the predicted probability and the true correctness likelihood.
CO-PA di- The table field name in SAP tables for profitability analysis.
mensions

cost center

A cost object defined as an organizational unit within a controlling area that represents a defined location of
cost incurrence.

dataset A dataset is a table: the rows represent instances of business objects and the columns represent the values
of those instances.

dataset Description of a dataset structure. Each dataset must obey exactly one dataset schema. The dataset

schema schema defines which columns must appear in a dataset. No other column is allowed. Moreover, the
dataset schema specifies which columns are used as features and which are used as labels.

deployment  Trained machine learning model that's available as an engine for prediction and classification via the

ordeployed corresponding API endpoint.

model

fl score Classification metric. Harmonic mean of precision and recall. The higher the better.
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Term

Definition

features Columns of the dataset, which are used as inputs to the machine learning model.

G/L (general A structure that records value movements in a company code and represents the G/L account items in
ledger) ac- a chart of accounts. A G/L account has transaction figures that record changes to the account during a
count posting period. These figures are totals that are used for G/L reporting.

HKONT The table field name in SAP tables for G/L account.

inference Process during which a machine learning model receives an input (features) and predicts the most probable

labels.

inference re-
quest

A single call to a machine learning model to perform inference.

KOSTL The table field name in SAP tables for cost object.

labels Fields of the dataset that are predicted by the machine learning model.

machine The ability of computers to learn on their own (without being programmed) by using algorithms that

learning process large quantities of data.

machine A machine learning algorithm that learns patterns from a given set of training data to accomplish a certain

learning task. For Data Attribute Recommendation, this involves classifying entities such as products, stores and

model users into multiple classes, using free text, numbers, and categories as input.

masking Technique where the feature values are randomly dropped and substituted with a special token (called
masking value) before the model training begins. This approach forces the model to learn under missing
information making it more likely to give good predictions when some feature values are missing.

mean abso-  Regression metric. Average absolute difference between the predicted values and the actual values. The

lute error lower the better.

(MAE)

mean abso-  Regression metric. Average of the absolute percentage errors of the predictions. The lower the better.

lute percent-

age error ® Note

(MAPE) . : , o o

For predictions that are too high there's no upper limit to the percentage error, resulting in values that
can exceed 100%.

mean Regression metric. Average squared difference between the predicted values and the actual values. The

squared er-  lower the better.

ror (MSE)

model tem-  Each model template consists of a machine learning pipeline, where specific data preprocessing rules and

plate model architectures are defined. The model templates for Data Attribute Recommendation are generic
technical components that can be used in a variety of use cases, covering classification and regression
scenarios. Different model templates can provide different prediction performance for the same dataset.
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Term Definition

precision Classification metric. The ability of the machine learning model to assign only the relevant records to the
correct attributes. The higher the better.

recall Classification metric. The ability of the machine learning model to find all the records belonging to the
correct attributes. The higher the better.

record A single instance that has a set of features. Depending on the business case, a record can mean, for
example, a single product or a single sales order.

tenant Technical entity that represents a customer as an organization on SAP Business Technology Platform.

training data

Business data used to train a machine learning model. For Data Attribute Recommendation, the training
data is the master data and it's composed of a dataset schema and a dataset.

training job

A procedure whereby the machine learning model learns to match patterns from training data.

transfer
learning

A technique that gives users the option of training an existing model on a new dataset instead of training
anew model from scratch. This approach is an effective way of retaining and leveraging previously learned
knowledge and keeps models updated while minimizing training time.

A Restriction

® The dataset schema of the new dataset must match the schema used for training the starting
model. There's currently no support for modifications to features or labels.

® The same scenario must be used for transfer learning as was used originally to train the existing
model. For example, if the starting model was obtained via a hierarchical training executable,
transfer learning is only possible if the hierarchical transfer learning executable is chosen.

® There's currently no support for AutoML and Regression scenarios.

® This functionality is only available if the service is consumed via Al API, and the dataset is up-
loaded as described in Upload Dataset [page 50].

®* Models trained before transfer learning was introduced don't support the functionality. In such
cases, you must retrain your models to enable transfer learning.

undeployed
model

Trained machine learning model that hasn't been chosen for productive usage and, therefore, doesn't
generate costs.

executable

An executable is a template that is instantiated for a purpose, such as training a model or creating a
deployment.

User-defined labels can be applied to an executable and are listed with the executable’s details.

* If anon-deployable executable is instantiated, it results in an execution. Executions can produce output
artifacts.

® [fadeployable executable is instantiated, it results in a deployment. Deployments generate URLs that
can be used for inference.

artifact

A reference to data or a file that is produced or consumed by an execution or deployment.
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Term Definition

execution An execution is an instance of a non-deployable executable. Executions are used to train a model or to run
other types of workflow.

An execution runs only once and produces an output artifact. If a training instance is executed, the output
artifacts produced are models.

There's typically a large amount of metadata associated with an execution. The metadata is stored as
metrics (and associated labels), tags, and custom info. Multiple metrics, tags, and custom info can be
passed with a single execution.

Once the metric, tag and custom info are saved, they can be queried with an <execution 1D>.

Every metric, tag, and custom info must be associated with an execution.

scenario A scenario is a group of related executables for a use case within the user's tenant. A scenario can have
multiple versions that further correspond to the different versions of executables.

configura- A collection of parameters, artifact references, and executables that is used to run an execution or deploy-
tion ment. A configuration is required to instantiate an execution. Executables and configurations have a 1:n
relationship (that is, one executable can have many configurations).

global met-  Aggregated performance of the model across all labels. In this case, the model output is considered correct

rics if the predictions across all labels match the corresponding ground truth.
per-lable Detailed model performance for each label independently.
metrics

feature con-  Estimate of how much the model depends on each feature.
tribution
scores

All scores are values between O and 1, which sum up to 1. Therefore, the scores should be judged relative to
each other. The higher the contribution score, the more important the feature is. If all features were equally
important, their score would be 1 / n, where n is the number of features in the corresponding dataset
schema.
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4 Service Plans

Learn more about the different types of service plans for Data Attribute Recommendation.

Data Attribute Recommendation provides different types of service plans. The type you choose determines
pricing, conditions of use, resources, available services, and hosts.

It depends on your use case whether you choose a free or a paid service plan. If you plan to use your global
account in productive mode, you must purchase a paid enterprise account. It's important that you're aware of
the differences when you're planning and setting up your account model. See Initial Setup [page 42].

There are three service plans available:

* Free (for enterprise accounts)
* Standard (for enterprise accounts)

* Standard (for trial accounts)

For more details about the service plans, see the following table:

Service Plan Details Account Type

Free *  Service plan intended for develop- ~ Enterprise
ment and try-out purposes.

® You can get up to 2000 record pre-
dictions.

See Free Tier Option and Trial Account
Technical Constraints [page 117] and
the tutorial Get an Account on SAP BTP
to Try Out Free Tier Service Plans#r.

Standard * Data Attribute Recommendation ~ Enterprise

default service plan.

® Service plan intended for produc-
tive usage.

® I|tincludes for free 5 running mod-
els. The first 5 models can be used
without extra model-costs.

® Deployed model hours charge + In-
ference requests in blocks of 1000
records.

See Metering and Pricing [page 39]
and Technical Constraints [page 110].
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Service Plan Details Account Type

Standard *  Service plan intended to let you Trial

try out the full functional scope of
Data Attribute Recommendation. It
isn't intended for productive use.
Access is open to everyone after
registration.

® You can get up to 2000 record pre-
dictions.

See Free Tier Option and Trial Account
Technical Constraints [page 117].

-> Remember

* If you first activated the Free service plan, you can update the same service instance to switch to
Standard for enterprise accounts.

* If you've already activated Standard for enterprise accounts, you won't be able to activate the Free
service plan in your subaccount. Although the Free service plan is available, you won't be able to
activate it.

* If the Free service plan is still available but unsubscribed, it can be resubscribed.

* |f Standard for enterprise accounts is active but unsubscribed, you can only subscribe to it again, not
the Free service plan.

* If you've subscribed to Standard for enterprise accounts in a subaccount and want to use the Free
service plan in the same account, you can unsubscribe from the Standard service plan and use the Free
service plan after 14 days of offboarding, but all your data would be lost.

* Both metadata and transaction data, including trained models, are transferred to Standard for
enterprise accounts when you switch from Free to Standard.

* If you don't want Free and Standard data to be combined together, you can split them by subscribing to
the service plans in separate subaccounts.
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5 Metering and Pricing

- Tip

The metering and pricing details listed here are relevant only to users of the Standard service plan for
enterprise accounts. See Service Plans [page 37].

Usage Metric

Data Attribute Recommendation is metered based on a predefined usage metric consisting of records and
deployed models:

* Records: objects in the inference requests processed by the cloud service each month

* Deployed Models: trained machine learning models that have been deployed and are available as an
engine for prediction and classification via the corresponding API endpoint

Block Size

1 block =1,000 records or 1 hour of use of each model deployed in addition to the first 5 deployed models.

The total cost is the sum of the prices for the records and for the additional models deployed.

Basic Service

A Caution

The price rates listed here may be outdated. Find the latest price rates on the SAP Discovery Center#r .

Data Attribute Recommendation allows users to train and deploy customizable models. The first 5 deployed
models can be used without extra model costs. In this case, only inference requests are charged. Inference
requests are metered in blocks of 1,000 records.

® Note

There's a fixed price of EUR 320.00 for the first 5 blocks of 1,000 records.
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Metric Range Block Price per Month
Blocks of 1,000 records Up to 100 blocks EUR 64.00

Up to 250 blocks EUR 32.00

Up to 500 blocks EUR 19.00

Up to 750 blocks EUR 13.00

More than 751 blocks EUR 10.00
Example
Number of Blocks of 1,000 Records Price per Block Total Cost

7 EUR 64.00 7 * EUR 64.00 = EUR 448.00
110 EUR 32.00 110 * EUR 32.00 = EUR 3,520
310 EUR 19.00 310 * EUR 19.00 = EUR 5,890
510 EUR13.00 510 * EUR 13.00 = EUR 6,630
810 EUR 10.00 810 * EUR 10.00 = EUR 8,100

Extended Service

If more than 5 models are deployed on the client concurrently, the hours for which the additional deployed
models are used during the given month are subject to a charge.

The charge for additional deployed models is EUR 0.907 per hour of use.

Example
) 2.5h 6h 17 4h
[}
B 2h 3h Model 6 10h
= 1
5 5
g Model 5
o
Q. Model 4
[
a Model 3
Model 2
Model 1
Hours of Use in Month
40 PUBLIC

2 additional
deployed models:
charged at EUR 0.907
per hour of use

First 5 deployed
models: no model
charge

Model 6:

(2h + 3h + 10h) * EUR 0.907
= EUR 13.6050

Model 7:

(2.5h + 6h + 4h) * EUR 0.907
= EUR 11.3375

EUR 13.6050 + EUR 11.3375
= EUR 24.9425
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The total cost for the extended service is calculated as follows:

¢ Total cost = (number of hours for which additional deployed models are used * charge per hour) + charge
for inference requests (in blocks of 1,000 records)

As shown in the graphic, the charge for the additional deployed models is EUR 24.94 in this example.

Let's assume that the inference requests consist of 105 blocks of 1,000 records. The price per block is
therefore EUR 32.00. So, the charge for the inference requests is 105 * EUR 32.00 = EUR 3,360.

Total cost: EUR 24.94 + EUR 3,360 = EUR 3,384.94
- Tip

Use the pricing estimator tool .

Related Information

SAP Discovery Center vt
SAP Business Technology Platform Service Description Guide#
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6 Initial Setup

Get started with Data Attribute Recommendation using the standard procedures for SAP BTP Cloud Foundry
environment or Kyma environment.

- Tip

See Native API Tutorials [page 109] to find out how to use a trial account or the free tier option for Data
Attribute Recommendation to try out the service.

Prerequisites

You have set up your global account and at least one subaccount on SAP BTP. For an overview of the required
steps, see Getting Started in the Cloud Foundry Environment or Getting Started in the Kyma Environment.

® Note

Data Attribute Recommendation allows you to move subaccounts between your global accounts. For more
information, see Relationship Between Global Accounts, Subaccounts, and Directories.

Related Information

Enabling the Service in the Cloud Foundry Environment [page 43]
Enabling the Service in the Kyma Environment [page 43]
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6.1 Enabling the Service in the Cloud Foundry Environment

Enable Data Attribute Recommendation using the standard procedures for SAP BTP Cloud Foundry
environment.

Context

- Tip

You can also use the booster Set up account for Data Attribute Recommendation to automate the steps
described below on the SAP BTP cockpit. See Boosters and the tutorial Use Free Tier to Set Up Account for
Data Attribute Recommendation and Get Service Key#r.

Procedure

1. Create a service instance in the Cloud Foundry environment. See Creating Service Instances.

® Note

In the New Instance or Subscription wizard, enter only the Basic Info details, and leave the Parameters
details empty. The configuration of instance parameters isn't required or supported for this service.

2. You can then bind the service instance to your application, or you can create a service key to communicate
directly with the service instance. See Binding Service Instances to Applications and Creating Service Keys.

6.2 Enabling the Service in the Kyma Environment

Enable Data Attribute Recommendation using the standard procedures for SAP BTP Kyma environment.

Procedure

1. Create a service instance in the Kyma environment.

® Note

In the New Instance or Subscription wizard, enter only the Basic Info details, and leave the Parameters
details empty. The configuration of instance parameters isn't required or supported for this service.
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2. You can then bind the service instance to your application, or you can create a service key to communicate
directly with the service instance. See Using SAP BTP Services in the Kyma Environment.
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7 Enable X.509 Authentication

Find out how to enable your service instance for authentication with an X.509 client certificate.

The Data Attribute Recommendation service supports X.509 authentication with the certificates managed
either by the SAP Authorization and Trust Management service or self-managed. The authentication with an
X.509 client certificate is enabled for every service instance by default.

Create Service Key or Service Binding Additional Parameters

To use X.509 secrets, you need to set additional parameters when you create your service key or service
binding. We support the following two scenarios:

® The SAP Authorization and Trust Management service generates certificates for you. In this case, the
parameters you need to set when you create your service key or service binding are the following in JSON

format:
{

"xsuaa':{
"credential-type':""x509",
"x509":{

"key-length':2048,
“validity":8,
"validity-type":"DAYS"
3
}
3

For a detailed description of the parameters, see Parameters for X.509 Certificates Managed by SAP
Authorization and Trust Management Service.

* You already have your own public key infrastructure (PKI), with certificates issued from one of the trusted
Certificate Authorities (CAs). In this case, the parameters you need to set when you create your service key
or service binding are the following in JSON format::

"xsuaa™:{
"credential-type':""x509",
"x509":{
“certificate":"-————- BEGIN CERTIFICATE-———- R END
CERTIFICATE-----

"ensure-uniqueness':false,
"certificate-pinning”:true,
"hide-certificate":true
¥
s
}

For a detailed description of the parameters, see Parameters for Self-Managed X.509 Certificates. See also
Trusted Certificate Authentication.
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Get an Authorization Token with X.509 Certificate

To get an authorization token using an X.509 certificate, use “certurl”. In the scenario of already generated
certificates, also use “key” and “certificate” from the service key.

Example of a request using curl:

curl --cert <path to certificate.pem> --key <path to
key.pem> --request POST <value of '"'uaa.certurl'>/ocauth/token -d
"grant_type=client_credentials&client_id=<Value of "uaa.clientid">"

See also the blog post: X.509 certificate-based authentication(mTLS) — Generating X.509 certificates of BTP
managed servicesfr.

Restrict your Service Instance to X.509 Certificate Authentication Only
(Optional)

To restrict your instance to support only X.509 certificate authentication and don't allow any service keys that
use different authentication methods, in the New Instance or Subscription wizard, enter in Parameters the
following instance parameters in JSON format:

""xs-security':{
""’Xsappname'':"'<app-name>"",
“oauth2-configuration™:{

"credential-types": [
""x509"
1

}
}
}

® Note

In the sample code, "<app-name>"is a name of your choice.
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8 Run the Service in a Multitenant
Application

Find out how to run Data Attribute Recommendation in a multitenant application.

In the Cloud Foundry environment, you can develop and run multitenant applications, and share them with
multiple consumers simultaneously on SAP BTP.

Data Attribute Recommendation supports this scenario and can be declared as a dependency of a multitenant
application. This means that Data Attribute Recommendation gets provisioned automatically for every
consumer that subscribes to the multitenant application. Different consumers are independently provisioned
and data from these consumers is isolated inside Data Attribute Recommendation.

- Tip

See Develop the Multitenant Application for more details on how to declare Data Attribute
Recommendation as a dependency of a multitenant application using the SAP SaaS Provisioning service.
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9 Al API Reference

Find out how to consume Data Attribute Recommendation using the Al API from SAP Al Core.
- Tip

We recommend consuming the Data Attribute Recommendation service via Al API, which includes batch
inference, feature contribution scores, transfer learning, multi-label regression model template, and other
advanced functionalities.

Prerequisites

You have a service instance and service key for Data Attribute Recommendation. See tutorial Use Free Tier to
Set Up Account for Data Attribute Recommendation and Get Service Key the main operations you can call to
consume #r.

->Tip

The booster Set up account for Data Attribute Recommendation the main operations you is available both
for the free tier option, and the standard service plan.

See in Upload Dataset [page 50] and Train and Deploy Model [page 52]Data Attribute Recommendation via
Al API. For more information, see Al APl Overview and SAP Al Core Terminology.

® Note

* The operations related to inference are handled by the native Data Attribute Recommendation
Inference API. See Get Inference Results [page 107].

* The operations related to dataset upload, model training and deployment are handled by the Al API.

* When consuming the service via Al API, data validation is performed immediately before model training
starts.

-> Remember

Do not delete jobs, models, and deployments created via Al API using the native Data Attribute
Recommendation APIs.

You can use Postman, curl or any other REST client to make calls to the Al API and Data Attribute
Recommendation APIs. If you choose Postman, get ahead by using the Data Attribute Recommendation and Al
API Postman Environment and Collection JSON files.
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Related Information

Get Authorization [page 49]
Upload Dataset [page 50]

Train and Deploy Model [page 52]
Al API Tutorials [page 86]

9.1 Get Authorization

Before processing any requests, Data Attribute Recommendation checks if you have the right authorization.
Every request has to contain an "Authorization" header value, which is a JSON Web Token (JWT).

HTTP
Operation Method URL Additional information
>G<§EJAA GET {{authU peore sending this request, edit Postman environment to add the values from your
ri}y/ Data Attribute Recommendation service key in the following environment variables:
OAuth To- oaut h/

ken t oken? * authUrl:to be filled from the uaa . url section of the service key

grant_t e clientld:tobe filled fromthe uaa.cl ientid section of the service key

ypte:cl b clientSecret: to be filled from the uaa.cl ientsecret section of the
ent _cre
dent_i al service key
s ® url:to be filled from the ur I section of the service key
- Tip

The{{accessToken}} isvalid for 12 hours. After that, you need to generate a
new one. To do so, send this request once again.

When sending the next request after this one, Upload Dataset Schema, for
example, set Type to Bear er Token on the Authorization tab and enter
{{accessToken}} in Token. Always repeat this step after creating a new
{{accessToken}}.

Related Information

Initial Setup [page 42]
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9.2 Upload Dataset

HTTP
Operation Method URL Additional information
Upload PUT {{url}} For file and folder names use only alphanumeric characters, underscores “_" and
Dataset / model - "
hyphens “-". No spaces are allowed.
Schema nmanager
/v2/ 1 m Don'tuse morethan 900 characters in the URL path { { f ol der Nane}}/
files/ {{dataset SchenaFile}}.
{{folde
rNare}} f - Remember
/
{{dat as Set the header "Content-Type" to "application/octet-stream" before sending this
et Schem request.
aFile}}
To use the trained model for autocomplete tasks, you can add common values to the
list of features and labels in your dataset schemas, as you can see in the following
example:
"features":[
"label™:"description™,
“type™ s "TEXT"
o
{
"label™ :"manufacturer™,
"type" :""CATEGORY""
o
{ )
"label™:"price",
"type" :""NUMBER""
}
1,
"labels":[
"label":"manufacturer",
"type' :""CATEGORY""
1, )
"name' :"'my-dataset-schema-with-overlaps"
3
Here, the value "manufacturer” is both a feature and a label. It can be, for example, an
input and an output of the model. For classical classification and regression scenarios
this is usually not the case, but this kind of dataset schemas enables use cases
where you can use the resulting machine learning model for autocomplete tasks. For
example, with a complete overlap of features and labels, you can fill in the value of one
field (any field of your choice) and ask the model to predict the rest.
If the value of "manufacturer" is provided as input, the task of the model is trivial.
Because of that you should use such dataset schemas only if you set the training con-
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HTTP
Operation Method URL Additional information

figuration parameter enab leMasking to true. For more information, see Training
Configuration [page 68].

Delete Da- DELETE {{url}}

taset / nodel -

Schema nmanager
Iv2/ 1
files/
{{fol de
r Nane} }
/
{{dat as
et Schem
aFile}}

Upload PUT {{url}}
Dataset / model -

manager ¥ - Remember
Iv2llm
files/ The total size of the merged dataset cannot exceed 5 GB and must contain at

{{folde least 10 records.
r Nane} }
/ Don't use more than 900 characters in the URL path { { f ol der Nane} }/

{{datas ({qdatasetFile}}.
etFil e}

} - Remember

You can upload dataset CSV files in batches. Each file can have up to 500 MB.

Set the header "Content-Type" to "application/octet-stream" before sending this
request.

Delete Da- DELETE {{url}}

taset / nodel -
manager
Iv2l
files/
{{folde
r Nane} }
/
{{dat as
etFile}

}

If you've uploaded dataset CSV files in batches, delete one file at a time.
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HTTP
Operation Method

URL

Additional information

Upload In- PUT
ference
Dataset

{{url}}

/ model -
manager
/v2/ 1 n
files/
{{infer
encefFol
der Nane
P
{{infer
enceDat
aset Fi l

et}

You can upload inference dataset CSV files in batches. Each CSV file should include a
column called _object_id and all the features.

The _object_id column is mandatory. Its values should be unique strings that
start with a single alphanumeric character followed by zero or more alphanumeric
characters.

- Remember

Set the header "Content-Type" to "application/octet-stream" before sending this
request.

Delete In- DELETE
ference
Dataset

{{url}}

/ nodel -
manager
/v2/ 1
files/
{{infer
encefFol
der Nane
P
{{infer
enceDat
aset Fil

et}

If you've uploaded dataset CSV files in batches, delete one file at a time.

-> Remember

As of version 3.0 of the executables, Data Attribute Recommendation automatically deletes the dataset and
dataset schema used to train a model once training execution reaches its final status (“COMPLETED" or

“DEAD").

To prevent the service from deleting the dataset and schema, you can change this default behavior by
setting the deleteAfterTraining parameter to false when you create the Training Configuration [page

68].

9.3 Train and Deploy Model

- Tip

To make the most of continuous improvements shipped with the service, we encourage you to retrain and

redeploy your models regularly.
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Related Information

Scenarios [page 53]
Artifacts [page 56]
Executables [page 59]

Configurations [page 67]

Executions [page 79]
Metrics [page 83]

Deployments [page 86]

9.3.1 Scenarios

HTTP
Operation Method

URL Additional information

ListSce- GET

{{url}} Data Attribute Recommendation supports the following scenarios:

narios / model -
manager ° AutoML modeltemplate: this scenario corresponds to the model template
/v2/ | nl “188df8b2-795a-48c1-8297-37f37b25ea00" of Data Attribute Recommendation.
scenari ® Generic model template: this scenario corresponds to the model template
0s “223abe0f-3b52-446f-9273-f3ca39619d2¢” of Data Attribute Recommendation.
® Hierarchical model template: this scenario corresponds to the model template
“d7810207-ca31-4d4d-9b5a-841a644fd81f" of Data Attribute Recommendation.
® Regression model template: this scenario corresponds to the model
template “bdbcd699-4419-40a5-abb8-e7ad43dded9b” of Data Attribute
Recommendation.
® Invoice Object Recommendation business blueprint: this scenario corresponds
to the business blueprint “4788254b-0bad-4757-a67f-92d5b55f322d" of Data
Attribute Recommendation.
¢ Sales Order Completion business blueprint: this scenario corresponds to the
business blueprint “9d15125d-2b7b-4136-8872-1ddd337cf36f" of Data Attribute
Recommendation.
See Model Templates [page 54] and Business Blueprints [page 55].
Get.Sce- GET {{url}} Before sending this request, enter your scenariold in the Postman environment
nario De- / model - _ _
tails variable scenariold.
manager
/v2/ 1
scenari
os/
{{scena
riold}}
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HTTP
Operation Method

URL Additional information

GetSce- GET
nario Ver-
sions

{{url}}

/ model -
manager
/v2/ 1 n
scenari
os/
{{scena
riold}}
/
ver si on
s

9.311 Model Templates

Each model template consists of a machine learning pipeline, where specific data preprocessing rules and
model architectures are defined. The model templates for Data Attribute Recommendation are generic
technical components that can be used in a variety of use cases, covering classification and regression
scenarios. See below the available classification and regression model templates.

Name

ID

Description

AutoML

188df8b2-795a-48¢1-8297
-37f37b25ea00

A set of generic and traditional machine learning models for sin-
gle-label, multi-class classification tasks. This template automati-
cally starts several experiments and searches for the best data
preparation and machine learning algorithms for a given dataset
within the defined algorithm space. Use this model template for
small to medium sized classification tasks.

See also the blog post How does AutoML work in Data Attribute

Recommendation#.

Generic

223abe0f-3b52-446f-927
3-f3ca39619d2c

Generic neural network for multi-label, multi-class classification.
The number of inputs and outputs is derived from the dataset
schema. This model template is recommended for a generic mul-
ticlass prediction use case.

Hierarchical

d7810207-
ca31-4d4d-9b5a-841a644
fd81f

Generic neural network for hierarchical classification. The number
of inputs and outputs is derived from the dataset schema. This
model template is recommended for the prediction of multiple
classes that form a hierarchy (a product hierarchy, for example).
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Name ID Description

Regression bdbcd699-4419-40a5- Generic neural network for regression. The number of inputs and
abb8-e7ad43dde49b outputs is derived from dataset schema. Multi-label regression is
only allowed through consumption via Al API.

® Note

Only single-label dataset schemas are supported when using
the service's native APIs.

See also the blog post Solving regression use-cases with Data
Attribute Recommendation .

® Note

Different model templates may provide different prediction quality for the same dataset and use case.

If you are not sure, which model template is the best for your use case, you can Ask a Question in the
SAP Community# using the tag Data Attribute Recommendation. You can also train several models and
compare the expected accuracy among them.

9.3.1.2 Business Blueprints

Each business blueprint implements a machine learning scenario tailored to solve a specific business use case,
detailed in the table below in the description column. In contrast to a model template, the data processing rules
are enhanced and optimized for the task at hand. See below the available business blueprints.

Name ID Description
Invoice Object Recom- 4788254b-0bad-4757- Business blueprint for Invoice Object Recommendation (IOR). Use
mendation (IOR) a67f-92d5b55f322d this business blueprint to assign G/L (general ledger) accounts,

cost objects and profitability analysis (CO-PA) dimension values to
incoming invoices without a purchase order reference.

See also the following blog posts:
® Announcement: Invoice Object Recommendation Becomes

Part of Data Attribute Recommendation (Part 1)#

* Announcement: Invoice Object Recommendation becomes
part of Data Attribute Recommendation — Technical Details

(Part 2) P
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Name ID Description

Sales Order Completion 9d15125d-2b7b-4136-887 Business blueprint for Sales Order Completion (SOC). Use this

(SOC) 2-1ddd337cf36f business blueprint in the context of the sales order process to
predict missing fields that are needed for completion. With a dedi-
cated preprocessing, the business blueprint takes care of imbal-
anced datasets as well as model training split based on the sales
order object.

Related Information

Native API Tutorials [page 109]

9.3.2 Artifacts

Operation HTTP Method URL Additional information
List Artifacts GET {{url}}/ rodel -

manager/v2/ 1 m

artifacts
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56 PUBLIC Al API Reference



Operation

HTTP Method

URL

Additional information

Create Dataset Schema Arti-
fact

POST

{{url}}/ nodel -
manager/v2/ 1 m
artifacts

Before sending this

request, enter your
datasetSchemaUrl

in the Postman

environment variable
datasetSchemaUrl, and
make sure the ID belongs

to a dataset in status “SUC-
CEEDED".

In Body r aw, enter the fol-
lowing:

"labels": [],

"description':
"<description>",

"kind":
“other™,

""name""':
""<dataset schema
name>"",

“url™:
"{{datasetSchemal
ri}y”,

""'scenariold":
"{{scenariold}}"
T

Create Dataset Artifact

POST

{{url}}/ nodel -
manager/v2/ 1 m
artifacts

Before sending this request,
enter your datasetUrl in
the Postman environment
variable datasetUrl, and
make sure the ID belongs

to a dataset in status “SUC-
CEEDED".

In Body r aw, enter the fol-
lowing:

“labels™: [],

“"description™:
""<description>",

"kind":
"dataset',

"name':
""'<dataset name>"',

“url':
"{{datasetUrl}}",

“scenariold":
"{{scenariold}}"
¥
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HTTP Method

URL

Additional information

Create Inference Dataset Ar-
tifact

POST

{{url}}/ nodel -
manager/v2/ 1 m
artifacts

Before sending this request,
enter your datasetUrl in
the Postman environment
variable datasetUrl, and
make sure the ID belongs

to a dataset in status “SUC-
CEEDED".

In Body r aw, enter the fol-
lowing:

"labels™: [1,

“description’:
"'<description>",

"kind":
"dataset",

"name"":
""<dataset name>",

“url™:
"{{datasetUrl}}",

""'scenariold":
"{{scenariold}}"
b

Get Artifact Details

GET

{{url}}/ nodel -
manager/v2/ 1 m
artifacts/
{{datasetArtifactld

1

Before sending this
request, enter your
datasetArtifactlid
in the Postman
environment variable
datasetArtifactld

58 PUBLIC

Data Attribute Recommendation
Al API Reference



9.3.3 Executables

Operation HTTP Method URL Additional information
List Executables GET {{url}}/nodel - See Supported Executables
manager/v2/ | m [page 66].
scenari os/
{{scenariold}}/ ® Note

execut abl es
This endpoint only

lists the executables

for the given sce-

nario. If for example,
your scenariold cor-
responds to the ge-
neric scenario, you only
see the generic train-
ing executable, the ge-
neric transfer learning
executable, the generic
batch inference executa-
ble, and the generic de-
ployment executable.

For the executable
version, see the
versionld attribute in
the response.

Before trying out

new configurations and
functionalities, check
whether they're availa-
ble with your executa-
ble version. See, for ex-
ample, the restrictions
in Training Configuration
[page 68], Transfer
Learning Configuration
[page 75], and Batch
Inference Configuration
[page 76].

Response Example

count':3,
""resources": [
{
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Operation HTTP Method URL Additional information

"createdAt':""2021
-11-03T13:42:127"

"deployable':fals
e,

“description”:"Tr
aining

executable for
model template
"223abe0f-3b52-44
6F-9273-
f3ca39619d2c*"",

"id":"13cde9e4-
a83d-4eeb-a54b-
fbl175F1c4doa™,

"inputArtifacts™:

{

"description':"Da
taset artifact
for training",

"kind":""dataset",

"name':""dataset"

}
1.

"labels":[
{

"key':"ext.ai.sap
.com/
islm_released_ver
sion",

“value":"true"

e

{
"key':"ext.ai.sap
.com/
islm _executable t
ype",

"value":"train"

}
1.

"modifiedAt':"202
1-11-03T13:42:127

"name':"""Generic*"
training
executable",
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Operation HTTP Method URL Additional information

"outputArtifacts"
L
{

"description:"Mo
del artifact for
deployment",

"kind":"model™,

"name'' :""'model"

}
1.

"parameters': [

"name' :"'mode IName

"type':"string”
T
1.

"scenariold":"ccb
99¢c7¢c-07c1-45F5-
b51b-3e7d8b76eb0c

"“versionld":"1.0"

3}
{

"'createdAt' 12022
-11-02T14:45:00Z"

"deployable':fals
e,

"description”:"Tr
aining

executable for
model template
"223abe0f-3b52-44
61-9273-
f3ca39619d2c"",

"id":""3d5c9888-18
be-468a-
b75a-4b056678c246

"inputArtifacts":
L

{
"description':"Da
taset artifact
for training”,

"kind":"dataset",
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HTTP Method

URL

Additional information

"labels™:[
{

"key'":"ext.ai.sap
.com/

islm_datamanageme
nt_artifact_type"

"value":"dataset"

}
1.

"name':""dataset"

3}
{

"description':"Da
taset schema
artifact for
training",

"kind":"other",
"labels™:[
{

"key'":"ext.ai.sap
.com/

islm_datamanageme
nt_artifact_type"

"value'":""schema"

}
1.

"name' :""datasetSc
hema"
¥

1.

"modifiedAt':"202
2-11-02T14:45:00Z

"name':"""Generic"
training
executable",

"outputArtifacts"

:L
{
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Operation

HTTP Method

Additional information

"description':"Mo
del artifact
suitable for
deployment,
transfer

learning or

batch inference",

"kind":"model™,

"name'' :""'model"

}
1.

"parameters': [

"name' :"'mode IName

"type':"string”
T
1.

"scenariold":"ccb
99¢c7¢c-07c1-45F5-
b51b-3e7d8b76eb0c

"versionld":"2.0"

3}
{

"createdAt':""2023
-06-05T23:48:232"

"deployable':fals
e,

"description”:"Tr
aining

executable for
model template
"223abe0f-3b52-44
61-9273-
f3ca39619d2c"",

"id":"40dcdel3-
ceOf-45cc-
aac0-74da78175305

"inputArtifacts":
L

{
"description':"Da
taset artifact
for training”,

"kind":"dataset",
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Operation

HTTP Method

URL

Additional information

"labels™:[
{

"key'":"ext.ai.sap
.com/

islm_datamanageme
nt_artifact_type"

"value":"dataset"

}
1.

"name':""dataset"

3}
{

"description':"Da
taset schema
artifact for
training",

"kind":"other",
"labels™:[
{

"key'":"ext.ai.sap
.com/

islm_datamanageme
nt_artifact_type"

"value'":""schema"

}
1.

"name' :""datasetSc
hema"
¥

1.
"labels":[

"key':"ext.ai.sap
.com/
islm released ver
sion',

"value'":"true"

3}
{
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Operation

HTTP Method

Additional information

"key':"ext.ai.sap
.com/
islm_executable_t

ype™,

“value'":"train"

3}
{

"key':"ext.ai.sap
.com/
islm_datamanageme
nt_supported",

"value":"true"

}
1.

"modifiedAt':""202
3-06-05T23:48:23Z

"name':"""Generic"
training
executable",

"outputArtifacts"
L

{
"description':"Mo
del artifact
suitable for
deployment,
transfer

learning or
batch inference",

"kind":"model™,

"name' :"'model™

}
1.

“"parameters': [

{

"name"' :""'mode IName

""type':''string"

“"default':"true",

"name' :"deleteAft
erTraining",

“type':''string

{
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Operation HTTP Method URL Additional information

“"default':"true",

"name' :"'computeGl
obalMetrics",

“"type':"'string"
1.

"'scenariold":"ccb
99c7c-07cl1-45F5-
b51b-3e7d8b76eb0c

"versionld':"3.0"
¥
]
T

Get Executable Details GET {{url}}/ nodel -
manager/v2/ 1 m
scenari os/
{{scenariold}}/
execut abl es/
{{execut abl el d}}

Before sending this request,
enter your executableld
in the Postman environment
variable executableld.

9.3.3.1 Supported Executables

See at a glance which executables are supported.

Data Attribute Recommendation supports the following executables:

Model Templates Executables

* AutoML Executables:
* AutoML training executable
* AutoML deployment executable
* Generic Executables:
* Generic training executable
* Generic transfer learning executable
* Generic batch inference executable
* Generic deployment executable
* Hierarchical Executables:
* Hierarchical training executable
* Hierarchical transfer learning executable
* Hierarchical batch inference executable
* Hierarchical deployment executable
* Regression Executables:
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* Regression training executable
* Regression batch inference executable
* Regression deployment executable

Business Blueprints Executables

* Invoice Object Recommendation Executables:
* Invoice Object Recommendation training executable
* Invoice Object Recommendation transfer learning executable
* Invoice Object Recommendation batch inference executable
* Invoice Object Recommendation deployment executable
¢ Sales Order Completion Executables:
* Sales Order Completion training executable
¢ Sales Order Completion transfer learning executable
¢ Sales Order Completion batch inference executable
¢ Sales Order Completion deployment executable

Related Information
Model Templates [page 54]

Business Blueprints [page 55]

9.3.4 Configurations

Related Information

Training Configuration [page 68]

Transfer Learning Configuration [page 75]
Batch Inference Configuration [page 76]
Deployment Configuration [page 78]
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9.34.1

Operation

Training Configuration

HTTP Method

URL

Additional information

List Configurations GET

{{url}}/ nodel -
manager/v2/ 1 m
configurations
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Operation

HTTP Method

URL

Additional information

Create Training Configuration POST

{{url}}/ nodel -
manager/v2/ 1 m
configurations

For executable versions 1.0
and 2.0, in Body r aw, enter
the following:

{

"executableld":
"{{trainingExecut
ableld}}"”,

"inputArtifactBin
dings":[{

llkeyll:
"datasetSchema",

"artifactld":
"{{datasetSchemaA
rtifactld}}”

ol
"key'':
"dataset",

"artifactld":
"{{datasetArtifac

tid}}
.

“"parameterBinding
s": [

"key'':
"modelName"",
"value:
“{{modelName}}"
T

1

"name'': "Test
Training™,

“scenariold":
"{{scenariold}}"
¥

A Restriction

The training configura-
tion parameters
deleteAfterTrain
ing,
computeGlobalMet
rics, and
enableMasking are
available only with exe-
cutable version 3.0.

The parameters
deleteAfterTrain
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Operation

HTTP Method

URL

Additional information

ingand
computeGlobalMet
rics are available for all
executables.

The parameter
enableMaskingis
only available for the ge-
neric and Sales Order
Completion training exe-
cutables.

By default, Data Attribute
Recommendation deletes all
data and schemas automat-
ically following training, irre-
spective of whether training
is successful or not.

This behavior applies only to
SAP Al Core tenants and the
file upload API.

If you want to retain data
and schemas after train-
ing, set the parameter
deleteAfterTraining
to false:

"executableld":

“{{trainingExecut
ableld}}"”,

"inputArtifactBin
dings":[{

"key':

"datasetSchema'",

"artifactld":
"{{datasetSchemaA
rtifactid}}”

3.1
“key':

"dataset",

"artifactld":
"{{datasetArtifac
tid}}"

.

“'parameterBinding

s": [

{
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Operation

HTTP Method

Additional information

"key':
""modelName"",

“value™:
"{{modeIName}}"

{

"key" :
"deleteAfterTrain
ingn )

“value:
“false"

}

"name": "Test
Training",
"'scenariold":
“"{{scenariold}}"
}

By default, Data Attribute
Recommendation displays
global metrics. If you want to
hide these metrics, set the
parameter
computeGlobalMetric
sto false

{

"executableld":
"{{trainingExecut
ableld}}"”,

"inputArtifactBin
dings":[{

llkeyll:
"datasetSchema",

"artifactld":
"{{datasetSchemaA
rtifactld}}”
3.{
"key':
"dataset",

“artifactld":
"{{datasetArtifac
tid}}"

1.

“"parameterBinding

s": [ -

"key'':
"modelName"",
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Operation

HTTP Method

URL

Additional information

"value"':
"{{modelName}}"

Ilkeyll:
"*computeGlobalMet
rics",

"value":
"false"

}

"name': "Test
Training™,

“scenariold":
"{{scenariold}}"
¥

A Restriction

The
computeGlobalMet
rics parameter only
works if the tenant is on-
boarded to the SAP Al
Core infrastructure.

If you're on SAP
Leonardo Machine
Learning Foundation and
want to use this param-
eter to hide global met-
rics, open a ticket that
includes your instance
details.

To enable masking during
model training, set the pa-

rameter enableMasking
to true:
{
"executableld":"{
{trainingExecutab
leld}}”,
"inputArtifactBin
dings":[
{
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Operation

HTTP Method

Additional information

"key' :""datasetSch
ema",

“artifactld":"{{d
atasetSchemaArtif
actld}}”

e
{
"key':"dataset",

“artifactld":"{{d
atasetArtifactld}

3
}
1.

“"parameterBinding

s":[
{

""key" :""mode IName"

"value":"{{modelIN

ame}}"
e
{
"key' :"enableMask
ing”,
“value":"true"
b
1,
"name' :""Test
Training",

"scenariold":"{{s
cenariold}}”

With this configuration,
masking is applied and the
feature values are randomly
masked before training, mak-
ing the model learn nontrivial
relationships between inputs
and outputs (even when the
list of features coincides with
the list of labels). The result
of the training procedure is
amodel artifact that can be
deployed as any other model.

Once you've deployed the
model (see Deployments
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Operation

HTTP Method

URL

Additional information

[page 86]), when sending

an inference request to the
model (see Get Inference Re-
sults [page 107]), you have
to indicate the absence of
information. To do that, use
empty strings as the value of
the corresponding features
(this guideline applies to all
feature types), as you can
see in the following example:

"objects": [
"objectld":"{{obj

ectld}}”,

“"features'":[

{

“name' :"'descripti
on",

vvalue'™: "

¥,

{
"name"' :""'manufactu
rer',
llval uell : y

o

{
"name':""price",

“value™:""

1

}

}
1
}

Get Training Configuration
Details

GET

{{url}}/ nodel -
manager/v2/ 1 m
configurations/
{{trainingConfigura
tionld}}

Before sending this request,
enter your
trainingConfigurati
onld in the Postman envi-
ronment variable
trainingConfigurati
onld.
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9.3.4.2 Transfer Learning Configuration

Operation HTTP Method URL Additional information
List Configurations GET {{url}}/ nodel -

manager/v2/ 1 m

configurations
Create Transfer Learning POST {{url}}/ nodel -

Configuration

manager/v2/ 1 m
configurations

In Body r aw, enter the fol-
lowing:

{

"executableld:
“"{{transferlLearni
ngExecutableld}}"

"inputArtifactBin
dings":[{

"Key'':
"model"™*,

"artifactld":
“"{{modelArtifactl

d}y

llkeyll :
"dataset",

"artifactld":
"{{datasetArtifac

tid}}
.

“"parameterBinding

s": [

"key'':
"modelName"",
"value":
“{{modelName}}"
b

1.
name"':
"Test Transfer
Learning",
"'scenariold":
“"{{scenariold}}"
¥

A Restriction

The transfer learning
functionality is available
only with executable ver-
sion 2.0 and 3.0.
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Operation HTTP Method URL Additional information

Get Transfer Learning Config- GET {{url}}/ nodel - Before sending this request,

uration Details manager/ v2/ | ni
configurations/
{{transferLearningC
onfigurationld}}

enter your
transferLearningCon
figurationld inthe
Postman environment varia-

ble
transferLearningCon
figurationld.

Related Information

Concepts [page 33]

9.3.4.3 Batch Inference Configuration

Operation HTTP Method URL Additional information

List Configurations GET {{url}}/ nodel -
manager/v2/ 1 m
configurations
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Operation

HTTP Method

URL

Additional information

Create Batch Inference Con-

figuration

POST

{{url}}/ nodel -
manager/v2/ 1 m
configurations

In Body r aw, enter the fol-
lowing:

{

"executableld":
"{{batchInference
Executableld}}™,

"inputArtifactBin
dings™: [{

“key":
"model"",

"artifactld":
“{{modelArtifactl
d}}”

llkeyll :
"inferenceDataset

"artifactld":
“{{inferenceDatas
etArtifactld}}”

.

“parameterBinding
s": [

llkeyll :
""topN",

“value™:

"{{topN}}"
] }

"name': ""Test
Batch Inference",
"'scenariold":
“"{{scenariold}}"

}

The output artifact
inferenceDataset s
produced by a batch infer-
ence execution, which con-
tains the URL where the

JSON file with the model pre-

dictions is accessible.

A Restriction

The batch inference
functionality is available
only with executable ver-
sion 2.0 and 3.0.
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Operation HTTP Method

URL

Additional information

Get Batch Inference Configu- GET
ration Details

{{url}}/ nodel -
manager/v2/ 1 m
configurations/
{{bat chl nferenceCon
figurationld}}

Before sending this request,
enter your
batchlInferenceConfi
gurationld in the Post-
man environment variable
batchInferenceConfi
gurationlid

Related Information

Concepts [page 33]

9.3.44 Deployment Configuration

Operation HTTP Method

URL

Additional information

List Configurations GET

{{url}}/ nodel -
manager/v2/ 1 m
configurations

Create Deployment Configu- POST
ration

{{url}}/ nodel -
manager/v2/ 1 m
configurations

In Body r aw, enter the fol-
lowing:

{

"executableld":
“"{{deploymentExec
utableld}}"”,

"inputArtifactBin
dings":[{

"key" :
"model™,

"artifactld":
"{{modelArtifactl
d}}”

H.

"name': ""Test
Deployment™,

"'scenariold":
“"{{scenariold}}"
¥
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Operation HTTP Method

URL

Additional information

Get Deployment Configura-  GET
tion Details

{{url}}/ nodel -
manager/v2/ 1 m
configurations/
{{depl oynent Confi gu

Before sending this request,
enter your

deploymentConfigura
tionld inthe Postman en-

rationld}}
vironment variable
deploymentConfigura
tionld
9.3.5 Executions
Operation HTTP Method URL Additional information
List Executions GET {{url}}/ nodel -

manager/v2/ 1 m
executions

Create Training Execution POST

{{url}}/ nodel -
manager/v2/ 1 m
executions

In Body r aw, enter the fol-
lowing:

{

*configurationld”
;{{trainingConfig
urationld}}”

}

Get Execution Details GET

{{url}}/ nodel -
manager/v2/ 1 m
executions/
{{trainingExecution

Id}}

Before sending this

request, enter your
trainingExecutionld
in the Postman
environment variable
trainingExecutionld

Make sure the training execu-
tion status changes to “COM-
PLETED" before sending the
next request.

Delete Training Execution DELETE

{{url}}/ nodel -
manager/v2/ 1 m
execut i ons/

{{traini ngExecution

I d}}
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Operation HTTP Method URL Additional information

Create Transfer Learning Exe- POST {{url}}/ model - In Bodly r aw, enter the fol-
cution manager/v2/ | m lowing:
) owing:
executions
{
"configurationld"
{{transferLearn
ingConfigurationl
d}}
}
Get Transfer Learning Execu- GET {{url}}/ nodel -
tion Details manager/v2/ | m

execut i ons/
{{transferLearni ngE
xecutionl d}}

Delete Transfer Learning Exe- DELETE {{url}}/ nodel -

cution manager/v2/ | m
execut i ons/
{{transferLearni ngE
xecutionl d}}

Create Batch Inference Exe-  POST {{url}}/ nodel - In Body r aw, enter the fol-
cution manager/v2/ | m lowing:
) owing:
executions
{
“configurationld"
'{{batchlnferenc
eConfigurationld}
3
}
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Operation

HTTP Method

URL

Additional information

Get Batch Inference Execu-
tion Details

GET

{{url}}/ nodel -
manager/v2/ 1 m
execut i ons/

{{bat chl nf erenceExe
cutionld}}

Batch inference details would
contain an inferenceResult
output artifact, whose url
property can be used to
download the JSON file

"outputArtifacts™:

L

""createdAt':
"'2023-08-23T08:57
:597",
“description':
"eiecutionld":
"{{batchInference
Executionld}}",
tidT:
"73677fef-6a29-47
78-8110-42a528331

40a'",

"kind": "other",
"labels™: [

{

"key'':
“ext.ai.sap.com/
artifact",
"“value:
"inferenceResult"
¥

1.
"modifiedAt":
''2023-08-23T08:57
597",

"name" :
"inferenceResult"
""'scenariold":

"{{scenariold}}",
turl':
"{{inferenceResul
turl}}”

1

The output artifact
inferenceResultisa
dataset containing only fea-
tures (as listed in the data-
set schema) and a column
called _object_id, which
acts as a primary key for the
objects to be predicted. This
is a mandatory column. If not
present, the user receives an
error message.
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Operation

HTTP Method

URL

Additional information

Delete Batch Inference Exe-

cution

DELETE

{{url}}/ nodel -
manager/v2/ 1 m
execut i ons/

{{bat chl nf erenceExe
cutionld}}

82
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9.3.6 Metrics

Operation

HTTP Method

URL Additional information

Get Metric Details

Data Attribute Recommendation
Al API Reference

GET

{{url}}/ nodel -
manager/v2/ 1 m
metrics?
executionlds={{tra
ni ngExecuti onl d} }

Use this operation to gain

an overview of the model per-
formance, including the fol-
lowing (available with all exe-
cutable versions):

® Global metrics

® Per-label metrics

® Feature contribution
scores

A Restriction

Feature contribution
scores aren't cur-
rently available for
the scenariold
that corresponds to
AutoML.

- Tip

See Concepts [page 33]
and also the FAQ What
values are used to meas-
ure Data Attribute Rec-
ommendation perform-
ance on specific data?.

Response Example:

{

“count™: 1,
"resources":

{

"executionld":
"eela616156e3f46d

"metrics”: [{
"labels": [{

“name’:
"type",

“value™:
"accuracy"
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Operation HTTP Method URL Additional information

1.

""name""':
""ACCURACY"",

"timestamp™:
"'2023-01-16T10:30
:16Z7",

“value™: 0.7
o
{

"labels": [{

"name'':
“type”,

"value':
"‘accuracy"’

}.
{

"name"":
""target',

"value"':
"F1_readable"

}

"name"":
"ACCURACY_F1 read
able",

“timestamp™:
""2023-01-16T10:30
:16z",

"value'™: 0.9

}.
nov
"labels™: [{

""name""':
“type",
"value:

"feature_contribu
tion_scores"

}.
{

Data Attribute Recommendation
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Operation

HTTP Method

Additional information

"name':
""target",

"value":
"manufacturer"

}

"name'':
"FEATURE_CONTRIBU
TION_SCORE_manufa
cturer",

“timestamp™:
""2023-01-16T10:30
:16z",

"value': 0.4

1
b
}

In this example, search the
metric name "ACCURACY" to
see the global metric. For
each label, you get the cor-
responding per-label metric,
which you find by appending
the label name (as in the da-
taset schema) to the name of
the desired metric - for ex-
ample, “ACCURACY_F1_read-
able”. Similarly, the contribu-
tion score for the feature
“manufacturer” in this exam-
ple is obtained by search-

ing for “FEATURE_CON-
TRIBUTION_SCORE_manu-
facturer”.

If you're using a
scenariold that corre-
sponds to a single-label
model template (AutoML),
you get both global and per-
label metrics with the same
value since they coincide in
this particular case.
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9.3.7 Deployments

Operation HTTP Method URL Additional information

List Deployments GET {{url}}/ nodel -
manager/v2/ 1 m
depl oynent s

Deploy Model POST {{url}}/ nodel - In Body r aw, enter the fol-
manager/v2/ 1 m lowing:
owing:
depl oynent s
{
“configurationld”
'_'{{deploymentConf
igurationld}}”
}
Get Deployment Details GET {{url}}/ nodel - Before sending this request,

manager/v2/ 1 m
depl oynent s/
{{depl oynent 1 d}}

enter your deploymentlid
in the Postman environment
variable deploymentld.

Make sure the deployment
status changes to “RUN-
NING". This endpoint returns
adeploymentUrl key,
which can be used for the in-
ference calls.

Delete Deployment DELETE {{url}}/ nodel -
manager/v2/ 1 m
depl oynent s/
{{depl oynent 1 d}}

9.4 Al API Tutorials

Follow our tutorials to get familiar with the Data Attribute Recommendation APIs and functionalities.

Tutorial Group or Mission Description
Classify Data Records with the SDK for Data Attribute Set up and use the SDK (Software Development Kit) for
Recommendation® Data Attribute Recommendation to classify entities such as

products, stores and users into multiple classes, using free
text, numbers and categories.
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Related Information

Tutorial Navigator e
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10 Native API Reference

Explore the native Data Attribute Recommendation APIs.
->Tip

We recommend consuming the Data Attribute Recommendation service via Al API. The native APIs
don't include batch inference, feature contribution scores, transfer learning, multi-label regression model
template, and other advanced functionalities. For more information, see Al API| Reference [page 48].

Get an overview on how to perform the following tasks:

* Get Authorization [page 88]

* Upload Dataset [page 89]

¢ Train Job and Deploy Model [page 100]
* GetInference Results [page 107]

Related Information

Common Status and Error Codes [page 108]
Native API Tutorials [page 109]
Technical Constraints [page 110]

10.1 Get Authorization

Before processing any requests, Data Attribute Recommendation checks if you have the right authorization.
Every request has to contain an "Authorization" header value, which is a JSON Web Token (JWT).

Context

To call Data Attribute Recommendation APls, use Postman or any other application for interaction

with the RESTful services over HTTPS. Find Postman installation and related documentation at https://
www.getpostman.com/ # . See also for your reference the following JSON files from the Data Attribute
Recommendation - Postman Collection and Dataset Example Sample Files # repository:

* Data_Attribute_Recommendation_Tutorial_Postman_Collection.json
* Data_Attribute_Recommendation_Tutorial_Postman_Collection_Environment.json
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Procedure
1. Toreceive a JWT, create a service key for Data Attribute Recommendation, as decribed in Creating Service
Keys.

® Note

The token is valid for 12 hours. After that, you need to generate a new one.

2. Enter the following values from your service key in the Postman environment:

Service Key Postman Environment

"url" (inside the "uaa" section of ~ "authentication_endpoint"

the service key)

"clientid" (inside the "uaa" sec- "clientid"

tion of the service key)

"clientsecret" (inside the "uaa" "clientsecret"
section of the service key)

"url" (outside the "uaa" section of "hostname"
the service key)

3. Import to Postman the JSON file for the Postman environment (containing the values listed in the table
above) and send a GET (Get Authorization) request to Data Attribute Recommendation.

Related Information

Initial Setup [page 42]

10.2 Upload Dataset

For the definition of dataset, dataset schema and training data in the Data Attribute Recommendation

context, see Concepts [page 33].
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Data Manager API

Use the hostname from the “url” value of the service key and the paths listed below to perform the following
HTTP methods:

HTTP Method Path Description

GET /data-manager/api/v3/doc See comprehensive specification of the

Data Manager APl in YAML format

GET /data-manager/doc/ui See comprehensive specification of the
Data Manager APl in Swagger Ul
GET /data-manager/api/v3/ See the list of dataset schemas
datasetSchemas
Data Attribute Recommendation
90 PUBLIC

Native API Reference



HTTP Method

Path

Description

POST

/data-manager/api/v3/
datasetSchemas

Create new dataset schema

® Note

The dataset schema is represented
by features, labels and name. One
features object consists of label
and type and one labels object con-
sists of label and type.

> Tip

To create a new dataset schema
provide a name to it. Specify which
columns of the dataset are features
and labels. Each column specifica-
tion consists of label and type. The
label should match the name of the
column in the dataset. The type
can be one of the following:

* CATEGORY
®* NUMBER
® TEXT

When using the AutoML model tem-
plate, create a single-label, multi-class
classification dataset schema. This
model template does not support multi-
label dataset schemas.

When using the Regression model tem-
plate, create a single-label, regression
dataset schema where the label type is
"NUMBER". This model template does
not support multi-label dataset sche-
mas.

For the Hierarchical model template,
each item inside the labels field of a
dataset schema defines one level in
the hierarchy you want to predict. The
order of the items determines the ar-
rangement of these levels: the very first
item corresponds to the highest level
in the hierarchy and the very last item
represents the deepest level in the hi-
erarchy. The dataset schema from the
code sample below defines the follow-
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HTTP Method Path Description

ing hierarchy levels: "'F1_readable"
—"F2_readable" —
"F3_readable™.

¢» Sample Code

"features": [

{

"label™ :"description™

“type":"TEXT"

"label" :"manufacturer

"type" :""CATEGORY"

{
"label™:"price",

""type" :""NUMBER""

1,

"id" " fbb37bd1-
d43e-419d-aa62-
c4a643deall7",

"labels":[

{

"label™:"F1_readable™

""type" :"CATEGORY""

“label™:"F2_readable™

""type' :""CATEGORY""

"label™:"F3_readable™

"type" :"CATEGORY"
}

“name* :"'my-
dataset-schema"

}

See Model Templates [page 54].
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HTTP Method

Path

Description

When using Business Blueprints
[page 55], add the relevant
businessBlueprintFieldsto
the dataset schema.

For the Invoice Object Recom-
mendation business blueprint,

you need to add Features:

BUKRS, BELNR, LIFNR, BUDAT,
GJAHR, BUZEI, and WRBTR, and

the businessBlueprintFields
BSCHL, SHKZG, STBLG, and BUZID to
the dataset schema. Adding labels s
optional.

¢» Sample Code

Data Attribute Recommendation

Native API Reference

{
“"features'": [
“label™:
""BUKRS™",
""type':
""CATEGORY""
}!
{
"label":
""BELNR",
""type':
""CATEGORY""
e
{
“label™:
"GJAHR",
""type':
"NUMBER""
}!
{
"label":
"BUZEI",
""type':
""NUMBER""
e
{
“label™:
"KOART",
""type':
""CATEGORY""
}!
{
"label":
"WRBTR",
""type':
""NUMBER""
e
{
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HTTP Method Path Description

"label":
“"LIFNR™,
“type':
""CATEGORY""
e
{
“label™:
"BLART",
""type':
""CATEGORY""
P
{
"label":
""BUDAT™",
“type':
""CATEGORY""
e
{
“label™:
"MWSKZ'™,
""type':
""CATEGORY""
s
1,
"labels™: [
{
“label™:
""HKONT"",
""type':
""CATEGORY""
P
{
"label":
"KOSTL™,
“"type':
""CATEGORY""
s
1.
"businessBlueprintFie
lds™: [
“label™:
""BSCHL",
""type':
""CATEGORY""
P
{
"label":
""'SHKZG™,
“"type':
""CATEGORY""
e
{
“label™:
"STBLG",
""type':
""CATEGORY""
P
{
"label":
“"BUZID™,
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HTTP Method

Path

Description

""type':
""CATEGORY""
s
name': "ior-
dataset-schema"
s

For the Sales Order Completion (SOC)
business blueprint, you need to add
the businessBlueprintFields
SALESDOCUMENT and
SALESDOCUMENT ITEM to the data-
set schema. Adding features and
labelsis optional.

¢» Sample Code

"features":[

{

“label" :""SALESORDERTY
PE",

“type' :""CATEGORY""

{

"label™ :""SALESORGANI1Z
ATION™,

"type' :"CATEGORY""

{

"label” :""'DISTRIBUTION
CHANNEL"™,

""type' :""CATEGORY""

"label" :""ORGANIZATION
DIVISION",

"type' :""CATEGORY""

“label™ :""MATERIAL",

"type' :"CATEGORY""
}

1,
"labels":[

{

Data Attribute Recommendation
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HTTP Method

Path

Description

"label" :""SALESGROUP",
""type' :""CATEGORY""

"label" :""SALESOFFICE"

"type" :""CATEGORY"
}

1.
"businessBlueprintFie
lds":[

{
“label™ :""SALESDOCUMEN
™,

“type' :""CATEGORY""

{

“label" :""SALESDOCUMEN
TITEM",

“"type' :"CATEGORY""
}
1

ame' :''soc-
dataset-schema"

}
GET /data-manager/api/v3/ See dataset schema by its ID
datasetSchemas/ )
{dataset_schema_id} > Tip
Here you need to provide the ID of a
previously created dataset schema.
DELETE /data-manager/api/v3/ Delete dataset schema by its ID
datasetSchemas/ )
{dataset_schema_id} > Tip
Here you need to provide the ID of a
previously created dataset schema.
POST /data-manager/api/v3/ Create a new dataset.
datasets
GET

/data-manager/api/v3/
datasets

See the list of datasets
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HTTP Method

Path

Description

POST

/data-manager/api/v3/

datasets/{dataset_id}/data

Upload data (CSV file) to the dataset
by its ID. Data upload triggers validation
process.

> Tip
Here you need to provide the ID of a

dataset previously created and that
has no data yet.

For more information on the train-
ing data configuration, see Data
Validation [page 98].

® Note

When using the Invoice Object
Recommendation business
blueprint, you need to add the
businessBlueprintFiel
ds from the dataset schema to
the dataset CSV file to prevent
data validation from failing.

GET

/data-manager/api/v3/
datasets/{dataset_id}

See dataset by its ID
> Tip

Here you need to provide the ID of a
previously created dataset.

DELETE

/data-manager/api/v3/
datasets/{dataset_id}

Delete dataset by its ID
> Tip

Here you need to provide the ID of a
previously created dataset.

Related Information

Data Validation [page 98]
Dataset Lifecycle [page 99]
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10.2.1 Data Validation

Data validation is a set of steps that Data Attribute Recommendation performs to verify if the dataset uploaded
by the client application is compliant with the provided dataset schema, and how many records can be
effectively used for training. This also allows the client application to get some feedback on the usability and
quality of the provided dataset.

Context

The data validation process is performed by SAP once the dataset status changes from UPLOADING to
VALIDATING. To ensure the process is successful, observe the uploaded dataset prerequisites listed below.

Prerequisites

* Dataset schema and dataset have been successfully uploaded
* Dataset status is VALIDATING

¢ Datasetisin CSV file format (possibly compressed with gzip) containing a header that should match the
feature and label names provided in the dataset schema

¢ Dataset CSV file uses only commas (,) as separators

¢ Dataset CSV file only contains UTF-8 encoding. Any other encoding type is not supported by Data Attribute
Recommendation

At the end of the data validation process, the possible dataset status are the following:

* SUCCEEDED
* INVALID_DATA
* VALIDATION_FAILED

® Note

The validation process can take some minutes to complete depending on the size of the uploaded dataset.

Related Information

Dataset Lifecycle [page 99]
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10.2.2 Dataset Lifecycle

Data Attribute Recommendation defines a lifecycle for datasets to enable you to classify data records or
predict the value of missing numerical attributes. This section provides you with descriptions of the different
possible statuses of datasets for Data Attribute Recommendation.

Status Description

NO_ DATA The dataset schema and dataset have not been uploaded yet. Upload a CSV file to
start the process.

UPLOADING The dataset schema and dataset are uploading.

VALIDATING After the dataset schema and dataset are uploaded, the status changes from UP-
LOADING to VALIDATING. The dataset validation is in process, wait until the status
changes again to either SUCCEEDED, INVALID_DATA or VALIDATION_FAILED to con-
tinue the process.

SUCCEEDED The dataset validation process was successful (no fatal error was found). You can now
start to train the machine learning model.

INVALID_DATA During the dataset validation process, fundamental problems were identified (for ex-

ample, the file is not in CSV file format or it does not contain a header). Fix the listed
issues and upload a new dataset, this will trigger data validation once again.

VALIDATION_FAILED

The dataset validation process was not possible due to application issues. Create a
new dataset and upload data again.
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Native API Reference

PUBLIC 929



NO_DATA

User uploads data

UPLOADING

¥ " INVALID_DATA

Data upload succeeds Data upload fails

——— VALIDATION_FAILED
SUCCEEDED

10.3 Train Job and Deploy Model

For the definition of training job, machine learning model and deployment in the Data Attribute
Recommendation context, see Concepts [page 33].

- Tip

To make the most of continuous improvements shipped with the service, we encourage you to retrain and
redeploy your models regularly.
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Model Manager API

Use the hostname from the “url” value of the service key and the paths listed below to perform the following

HTTP methods:
HTTP Method Path Description
GET /model-manager/api/v3/doc See comprehensive specification of the
Model Manager APl in YAML format
GET /model-manager/doc/ui See comprehensive specification of the
Model Manager APl in Swagger Ul
GET /model-manager/api /v3/ EZT the list of Model Templates [page
modelTemplates
GET /model-manager/ See a model template by its ID
api/v3/modelTemplates/ - Tip
{model_template_id}
Here you need to provide the ID
of one of the available model tem-
plates.
GET /model-manager/api /v3/ See the list of Business Blueprints
_ _ [page 55]
businessBlueprints
GET /model -manager/ See a business blueprint by its ID
api/v3/businessBlueprints/ N Tip
{business_blueprint_id}
Here you need to provide the ID of
one of the available business blue-
prints.
GET

/model-manager/api/v3/jobs

See the list of training jobs
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HTTP Method Path Description

POST /model-manager/api/v3/jobs Create a new training job

® Note

The number of simultaneous train-
ing jobs (in PENDING and / or
RUNNING status) is limited to 15.
See Training Job Lifecycle [page
105].

Enter the model_template_idor
the business_blueprint_idin
the Body of the request. You cannot use
both Model Templates [page 54] and
Business Blueprints [page 55] in the
same request.

"datasetld":
"{{dataset_id}}",
“modelTemplateld™:
“"{{model_ template_id}}",
""'mode IName™:
“"{{model_name}}"
}

"datasetld":
"{{dataset_id}}",

"businessBlueprintld™:
"{{business_blueprint_id
3,

""modeIName™:
“"{{model _name}}"
}

GET /model-manager/api/v3/jobs/  Seetrainingjob by its ID

job_id
oty > Tip

Here you need to provide the ID of
a previously created job.

DELETE /model-manager/api/v3/jobs/  Delete training job by its ID

job_id
oty > Tip

Here you need to provide the ID of
a previously created job.
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HTTP Method

Path

Description

GET

/model-manager/api/v3/models

See the list of models

GET

/model-manager/api/v3/
models/{model_name}

See training statistics by model name
> Tip

Here you need to provide the name
of a previously created model.

{""'modelIName" : ""my-
model-name""}

Response Example: classification met-
rics (when a classification model tem-
plate is selected)

"validationResult":
faccuracy'':
0.9810261009503216,
"f1Score"':
0.9794542101212391,
"precision:
0.9779722507388351,
"recall":
0.981026100910936

}
}

Response Example: regression metrics
(when the regression model template is
selected)

"validationResult":

"meanAbsoluteError':
16.34337203216552,

"meanAbsolutePercentageE
rror':
12.93408453707585,
“meanSquaredError':
796.23282547694

}
}
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HTTP Method Path Description

DELETE /model-manager/api/v3/
models/{model_name}

Delete model by its name
> Tip

Here you need to provide the name
of a previously created model.

{""'modeIName" : ""my-
model-name""}

GET

/model-manager/api/v3/ See the list of deployments
deployments
POST /model-manager/api/v3/ Deploy a model by its name
deployments )
> Tip
Here you need to provide the name
of a previously created model.
{"'modeIName" : ""my-
model-name™}
GET /model-manager/api/v3/ See deployment by its ID
deployments/{deployment_id} )
> Tip
Here you need to provide the ID of
a previously deployed model.
DELETE

/model-manager/api/v3/ Undeploy a model
deployments/{deployment_id} )
> Tip
Here you need to provide the ID of
the deployment previously created.

Related Information

Training Job Lifecycle [page 105]
Deployment Lifecycle [page 106]
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10.3.1 Training Job Lifecycle

Data Attribute Recommendation defines a lifecycle for training jobs to enable you to classify data records or
predict the value of missing numerical attributes. This section provides you with descriptions of the different
possible statuses of training jobs for Data Attribute Recommendation.

Status Description

PENDING The training job has been enqueued for processing, but training has not started yet.
RUNNING The model is being trained and you can follow the training progress.

SUCCEEDED The model has been successfully trained and is now ready to be deployed.

FAILED An error occurred during training or the training process was cancelled mid-way.

Delete existing job and create a new one to trigger the training process again.

RUNNING

1

Training job succeeds Training job fails

l 1

SUCCEEDED FAILED
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10.3.2 Deployment Lifecycle

Data Attribute Recommendation defines a lifecycle for deployments to enable you to classify data records or
predict the value of missing numerical attributes. This section provides you with descriptions of the different
possible statuses of deployments for Data Attribute Recommendation.

Status Description

PENDING This is an intermediate status when the model is being deployed (currently being
loaded).

SUCCEEDED The model has been successfully deployed and can be used for inference.

FAILED Model deployment has failed. Delete the existing deployment and create a new one to

trigger the model deployment process again.

STOPPED This is a possible status from the Bring Your Own Model (BYOM) service. Data
Attribute Recommendation service does not support transitions to this status.
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User deploys model

Deployment succeeds Deployment fails
SUCCEEDED FAILED
r=—====== é _______ 1

_________________

10.4 Get Inference Results

For the definition of inference in the Data Attribute Recommendation context, see Concepts [page 33].
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Inference API

Use the hostname from the “url” value of the service key and the paths listed below to perform the following
HTTP methods:

HTTP Method Path Description

GET /inference/api/v3/doc See comprehensive specification of the

Inference APl in YAML format

GET /inference/doc/ui See comprehensive specification of the
Inference APl in Swagger Ul
POST /inference/api/v3/models/ Send an inference request to a machine
{model_name}/versions/1 learning model by its name
> Tip

Here you need to provide the name
of a model previously created,
trained and deployed.

10.5 Common Status and Error Codes

Code Message Reason

200 OK Request was successful.

202 Accepted Request was accepted.

204 Successfully deleted Request was deleted.

400 Bad request Process could not be submitted or

completed; possibly due to parameter
error, bad request syntax or invalid re-
quest message framing.

401 Not authorized No token, bad or invalid token.

404 Not found URL used is incorrect.
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Code Message

Reason

409 Conflict

Request cannot be processed due to a
conflict in the current status of the re-
source, for example a dataset that was
already uploaded.

500 Internal server error

Process could not be submitted or
completed; possibly due to an internal
error.

503 Service Unavailable

Process could not be submitted or
completed due to exceeded number of
simultaneous training jobs. The number
of simultaneous training jobs (in PEND-
ING and / or RUNNING status) is lim-
ited to 15. See Training Job Lifecycle
[page 105].

10.6 Native API Tutorials

Follow our tutorials to get familiar with the Data Attribute Recommendation APIs and functionalities.

Tutorial Group or Mission

Description

Use Machine Learning to Classify Data Records

Use Data Attribute Recommendation to classify entities
such as products, stores and users into multiple classes,
using free text, numbers and categories.

Use Machine Learning and the Invoice Object
Recommendation Business Blueprint to Predict Invoice Fi-

nancial Objects

Use Data Attribute Recommendation to process invoices
without a purchase order reference attached with the Invoice
Object Recommendation business blueprint.

Use Machine Learning and the Regression Model Template
to Predict Data Records#r

Use Data Attribute Recommendation to predict data records
with the Regression model template.

Use Machine Learning and the Sales Order Completion
(SOC) Business Blueprint to Predict Missing Sales Order
Fields

Use Data Attribute Recommendation to process sales orders
with the Sales Order Completion (SOC) business blueprint.

Related Information

Tutorial Navigator #a
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11 Technical Constraints

All Data Attribute Recommendation endpoints exposed to the end user have strict technical limits. The body of
the PUT or POST request, for example, cannot exceed a size limit specified per endpoint. The size and content
of each field are checked against a set of validation criteria. By default, all endpoints have a limit of 20KB, but
there are exceptions. See more details in the following table.

® Note

The technical limits listed here are relevant only to users of the Standard service plan for enterprise
accounts. See Service Plans [page 37].

Field Value Size or

Path Field Length Allowed Values
/data- Maximum request 10KB
manager/api/v3 size for dataset
/ schema
datasetSchemas
/data- Dataset schema Minimum:1charac- “[a-zA-Z] ([a-zA-Z0-9]| | _|-)*$ (regular
manager/api/v3 name ter expression)
/ ; .
¢3 Sample Maximum: 255 char-
datasetSchemas Code P acters © Note

You can use spaces in the <val ue> for name
{ except in the first character that cannot be a
number (use letters only).

"name’: For example: <Test Dat aset Schema
NG 123-5>

-
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Field Value Size or

Path Field Length Allowed Values
/data- Dataset schemaar-  Minimum: litemin
manager/api/v3 ray features the features list
/ 2 Sample Maximum: 60 items
datasetSchemas ; i
Code in the features list

{

"features

R

"labels":

(NP

}
/data- Dataset schemaar-  Minimum: litem in
manager/api/v3 raylabels the labels list
/ 2 Sample Maximum: 30 items
datasetSchemas ; ;

Code in the labels list

{

"features

"= [0

"labels":

.
}
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Field Value Size or

Path Field Length Allowed Values
/data- Dataset schema per- Minimum: 1charac- [ a-zA-Z] ([ a-zA-Z0-9] | _) *$ (regular ex-
manager/api/v3 featurelabel ter pression)
/ ; .
Maximum: 255 char-
datasetSchemas [ ¢ Sample acters ® Note
Code Use only letters in the first character of the
c <val ue> for label (do not use numbers). From
the second character onwards, use only alphanu-
meric characters and underscores “_". You can't
"fe?t%res use hyphens “-" or spaces.
“label™: For example: <Test _Label 123> (allowed),
<value> <Test - Label - 123> (not allowed) and
1. <1_Test Label 123> (notallowed).
"labels™:
H- A Restriction
¥ The label value <ar g__t op_k> is not allowed.
/data- Dataset schema per- Minimum:1charac- ~[a-zA-Z] ([ a- zA-Z0-9] | _) *$ (regular ex-
manager/api/v3 labellabel ter pression)
/ ; .
Maximum: 255 char-
datasetSchemas [ ©? Sample acters ® Note
Code Use only letters in the first character of the
{ <val ue> for label (do not use numbers). From
the second character onwards, use only alphanu-
meric characters and underscores “_". You can't
,.fe?ti’l res use hyphens “-" or spaces.
“labels": For example: <Test _Label 123> (allowed),
[{ <Test - Label - 123> (not allowed) and
“label"- <1_Test _Label _123> (not allowed).
<value>
...}] ’ & Restriction
}

The label value <ar g__t op_k> is not allowed.
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Field Value Size or

Path Field Length Allowed Values
/data- Dataset schema per- * CATEGORY
manager/api/v3 featuretype * NUMBER
/
¢3 Sample * TEXT
datasetSchemas
Code
{
"features
"I
"type':
"value™
H.
"labels":
I
}
/data- Dataset schema per- ® CATEGORY (used for the classification model
manager/api/v3 label type templates, and business blueprints)
/ S | * NUMBER (used for the regression model tem-
& Sample
datasetSchemas P plate)
Code
{
"features
"r L1,
"labels":
{
""type':
"value™
H.
3
/data- Maximum request 5GB
manager/api/v3 size for dataset up-
/datasets load - Remem-
ber
The merged da-

taset must con-
tain at least 10
records.
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Field Value Size or

Path Field Length Allowed Values
/model - Maximum request 1KB
manager/api/vs size for all model
manager endpoints
listed below
/model - Model job Minimum:1charac- ~[a-zA-Z] ([a-zA-Z0-9]| _|-)*$ (regular ex-
manager/api/v3 modelName ter pression)
/jobs ¢ Sample Matximum:56 char- ® Note
acters
Code Use only letters in the first character of the
{ <val ue> for modelName (do not use numbers).
From the second character onwards, use only
“mode INam alphanumeric characters, underscores “_", and
e'"- hyphens “-". No spaces are allowed.
<value>,
For example: <Test _Mbdel _Nane_123- 5>
3 (allowed), <- Test _Mbdel _123- 5> (not al-
lowed)and<_1 Test Mbddel _123- 5> (not
allowed).
/model - Model deployment ~ Minimum: 1charac-  ~[ a-zA-Z] ([ a- zA- Z0-9] | _| -) *$ (regular ex-
manager/api/v3 modelName ter pression)
/deployments ¢ Sample Miximum: 56 char- ® Note
acters
Code Use only letters in the first character of the
{ <val ue> for modelName (do not use numbers).
From the second character onwards, use only
“mode INam alphanumeric characters, underscores “_", and
e"- hyphens “-". No spaces are allowed.
<value>,
B For example: <Test _Mbdel _Nane_123- 5>
} (allowed), <- Test _Model _123- 5> (not al-
lowed)and<_1 Test Mbddel _123- 5> (not
allowed).
/ Maximum request 200 KB
inference/api/ size forinference re-
v3/models/ quest
{model_name}/
versions/1
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Field Value Size or

Path Field Length Allowed Values
/ Inference request Minimum: 1 charac-
inference/api/ topN ter
v3/models/ ® Note Maximum: 100 char-
{model_name}/ acters
versions/1 For regression
topN must be
settol.
¢ Sample
Code
{
""topN':
<value>,
3
/ Inference request ar-  Minimum: 1litemin
inference/api/ rayobjects the objects list
v3/models/ 3 Sample Maximum: 50 items
{model_name}/ Code in the objects list
versions/1
{
"objects"
0.
¥
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Field Value Size or

Path Field Length Allowed Values
/ Inference request ar-  Minimum: 1item in
inference/api/ rayfeatures the features list
v3/models/ ¢ Sample Maximum: 60 items
{model_name}/ Code in the features list
versions/1 and 1024 characters

{ in the <value> for

features

"objects"

= R

"features

SN

] ’

}
/ Inference request Minimum:1charac- ~[a-zA-Z0-9] ([a-zA-Z0-9]| | _|-)*$

inference/api/ objectld
v3/models/

¢ Sample
{model_name}/ P
_ Code
versions/1
{
"objectld
<Qalue>,
¥

ter

Maximum: 255 char-
acters

(regular expression)

® Note

You can use spaces in the <val ue> for objectld
except in the first character that cannot be a
number (use letters only).

For example: <Test Cbject |d 123-5>.

Related Information

Free Tier Option and Trial Account Technical Constraints [page 117]
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11.1 Free Tier Option and Trial Account Technical
Constraints

When using the free tier option for Data Attribute Recommendation or a trial account, be aware of the following
technical limits:

® Note

The technical limits listed here:
* Areonly relevant to users of the Free service plan for enterprise accounts and the Standard service
plan for trial accounts. See Service Plans [page 37].
* Are applied on global account level
* Aren't reset, even when deleting dataset schemas, datasets, jobs or models

Variable Maximum Limit
Number of dataset schemas 50

Number of datasets 20

Size of dataset 5GB

Number of pending jobs 1

Number of trained models 10

Number of simultaneously deployed models 1

Number of record predictions 2000

- Remember
When using a trial account, the response takes more time than usual:

* |f you make an inference call more than an hour after you deployed the model.
* |f you make an inference call more than an hour after the previous inference call.

For the subsequent inference calls, the response time is back to normal unless another hour already passed
from the previous inference call.
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12 Security

Get an overview on the security information that applies to Data Attribute Recommendation. Learn about the

main security aspects of the service and its components.

Related Information

Technical System Landscape [page 118]

Security Aspects of Data, Data Flow and Processes [page 120]
User Administration, Authentication and Authorization [page 121]
Data Protection and Privacy [page 122]

Auditing and Logging Information [page 126]

Front-End Security [page 131]

12.1 Technical System Landscape

This section provides an overview of the Data Attribute Recommendation architecture.

Data Attribute Recommendation consists of the following 3 applications:

* Data Manager
* Model Manager

* Inference
See the key responsibilities of each application in the table below.
Data Attribute Recommendation Applications

Application Purpose

Data Manager * Upload training data (dataset with dataset schema)
® Validate dataset quality
® Pre-process dataset
® List datasets and dataset schemas

® Delete datasets and dataset schemas

118 PUBLIC

Data Attribute Recommendation
Security



Application

Purpose

Model Manager

Start a new training job creating a model
List all training jobs

Delete training jobs

List all models

Quality check models

Delete models

Deploy models

List all deployments

Delete deployments

Inference

Classify data records or predict the value of missing numerical attributes

Data Attribute Recommendation provides a set of RESTful application programming interfaces (APIs) to

communicate with already existing applications. In the Data Attribute Recommendation RESTful APIs table,
you can see a list of all available APIs of the Data Attribute Recommendation service. The communication to

the APls is secured via HTTPS protocol. The service provides no graphical user interface and it has no frontend.

Data Attribute Recommendation RESTful APIs

API Purpose
Dataset Schema API Upload new dataset schemas
List uploaded dataset schemas
Delete dataset schemas
Dataset API Upload new datasets
List uploaded datasets
Delete datasets
Job API Start model training
List all training jobs
Delete training jobs
Model API List all models
Delete models
Deployment API Deploy models

List all deployed models
Undeploy models

Inference API

Classify data records or predict the value of missing numerical attributes
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12.2 Security Aspects of Data, Data Flow and Processes

This section provides an overview of the data flow of Data Attribute Recommendation.

Data Attribute Recommendation uses services from SAP Al Core to train a new machine learning model on the
customer data and to make this model available for inference to customers.

The Data Attribute Recommendation Data Flow table below details the security aspects to be considered in the
data processing steps.

Data Attribute Recommendation Data Flow

Step Description Security Measure
Upload training Client applica- Only authorized users of SAP Business Technology Platform (SAP BTP) in Cloud
data (dataset and tion uploads train-  Foundry environment can upload data to the service.
dataset sch ing data t
ataset schema) ng datato The communication between Data Attribute Recommendation and SAP BTP
Data Attribute ) )
) services happens via HTTPS protocol.
Recommendation.
Data Attribute

Recommendation
saves training data
on the Object Store
service from SAP
BTP.

Validate training
data

Data Attribute
Recommendation
automatically vali-
dates the data
quality on file up-
load and informs
customers about
issues (if any).

The communication between Data Attribute Recommendation and SAP BTP
services happens via HTTPS protocol.

Transport trained
model

Once a training of
a machine learning
model succeeds,
Data Attribute
Recommendation
automatically
transfers the
trained model to
the Object Store
service from SAP
BTP.

The communication between Data Attribute Recommendation and SAP BTP
services happens via HTTPS protocol.
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Step Description Security Measure
Deploy trained On model The communication between Data Attribute Recommendation and SAP BTP
model deployment, services happens via HTTPS protocol.

Data Attribute

Recommendation
copies the trained
model from the
Object Store serv-
ice from SAP BTP
to SAP Al Core.
The copy on Model
Server is deployed
to model runtime
where it can be
used for inference.

Provide records to
classify data re-
cords or predict
missing attributes

Client application
provides to

Data Attribute
Recommendation
records to classify
or predict missing
attributes.

Data Attribute
Recommendation

sends the validated

records to SAP Al
Core for inference.

Only authorized users of SAP BTP in Cloud Foundry environment can send data
for inference to the service.

The communication between Data Attribute Recommendation and SAP BTP
services happens via HTTPS protocol.

12.3 User Administration, Authentication and Authorization

Introduction

Data Attribute Recommendation uses the standard user authentication and authorization mechanisms

provided by SAP Business Technology Platform (SAP BTP) for Cloud Foundry, in particular the user account
and authentication service. For more information, see User Account and Authentication Service of the Cloud
Foundry Environment.

To use Data Attribute Recommendation, the service customer should create an instance of the service and
generate a service key. For more information on how to perform this task, see Using Services in the Cloud
Foundry Environment.

Data Attribute Recommendation
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The service key contains credentials that allow the business user to retrieve a JWT token necessary for
secure communication with the application. Customers are authorized by having a valid JWT token. For more
information on this topic, see Security.

User Administration and Provisioning

The application does not manage or provision users.

Delivered Default Users

There are no default users.

Tenants

Atenant is a technical entity that represents a customer as an organization on SAP BTP. Different instances of
Data Attribute Recommendation service are isolated. Thus, the service does not allow data share between the
different service instances even if they belong to the same business user.

Standard Roles

The table below shows the standard roles that are used by Data Attribute Recommendation.

Data Attribute Recommendation Standard Roles

Role Description

Technical user The single role currently supported by the service. The same access token may be used to access all
service's APls.

12.4 Data Protection and Privacy

Introduction

Data protection is associated with numerous legal requirements and privacy concerns. In addition to
compliance with general data privacy acts, it is necessary to consider compliance with industry-specific

Data Attribute Recommendation
122 PUBLIC Security


https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/e129aa20c78c4a9fb379b9803b02e5f6.html

legislation in different countries or regions. This section describes the specific features and functions that
SAP provides to support compliance with the relevant legal requirements and data privacy.

This section and any other sections in this Security Guide do not give any advice on whether these features and
functions are the best method to support company, industry, regional or country/region-specific requirements.
Furthermore, this guide does not give any advice or recommendations with regard to additional features that
would be required in a particular environment; decisions related to data protection must be made on a case-by-
case basis and under consideration of the given system landscape and the applicable legal requirements.

® Note

SAP software supports data protection by providing security features and specific data protection-relevant
functions such as functions for the simplified blocking and deletion of personal data. SAP does not provide
legal advice in any form. The definitions and other terms used in this document are not taken from any
given legal source.

The Data Attribute Recommendation service generally requires the following types of data:

Data required by Data Attribute Recommendation

Data Purpose
Training Dataset A set of features together with the labels used to train a machine learning model.
Dataset Schema A meta-description of the dataset. It should define the names of each single feature and label col-

umns as well as their type.

Currently only three types of features are supported: number, text and category. Labels can only be
categories.

Data for Inference A set of features to be predicted or assigned to one or more labels specified by the dataset schema.

The test data should reference the features in the dataset schema used to train the machine learning
model.

Glossary

The following terms are general to SAP products. Not all terms may be relevant for this SAP product.

Term Definition

Blocking A method of restricting access to data for which the primary business purpose has ended.

Business purpose  The legal, contractual, or in other form justified reason for the processing of personal data to com-
plete an end-to-end business process. The personal data used to complete the process is predefined
in a purpose, which is defined by the data controller. The process must be defined before the personal
data required to fulfill the purpose can be determined.

Deletion Deletion of personal data so that the data is no longer available.
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Term Definition

Personal data Any information relating to an identified or identifiable natural person ("data subject"). An identifiable
natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier, or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural, or social
identity of that natural person.

Consent

According to Personal Data Processing Agreement for SAP Cloud Services, SAP acts as data processor. Thus,
customers are responsible for obtaining relevant consent to process personal data, including when applicable
approval by controllers to use SAP as a processor.

Deletion of Personal Data

The Data Attribute Recommendation service has no mechanism for determining the type of data it processes.
This means that the service can't determine whether this data includes personal data, which is subject to

the data protection laws applicable in specific countries/regions. Therefore, no dedicated functionality for the
deletion of personal data is available. You can delete data uploaded to or created by the service any time. See

the tables below for more details on how to delete training datasets, dataset schemas, and data for inference.

® Note

All data associated to a tenant (see User Administration, Authentication and Authorization [page 121]) is
automatically deleted by the off-boarding process triggered with the deletion of the service instance.

->Tip

For more information on how to consume the service using the native Data Attribute Recommendation
APIs, see Native API Reference [page 88].

For more information on how to consume the service using the Al API from SAP Al Core, see Al API
Reference [page 48].

Deletion of uploaded data: native APIs

HTTP Method Path Description

DELETE /data-manager/api/v3/ Delete a dataset schema with data-
datasetSchemas/ set_schema_id. A schema cannot be deleted until
{dataset_schema_id} all datasets that use it are deleted.
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HTTP Method

Path

Description

DELETE /data-manager/api/v3/datasets/ Delete a dataset with dataset_id. Only datasets
{dataset_id} that are not used by any training job can be de-
leted.
DELETE /model-manager/api/v3/jobs/ Delete a training job with job_id. Only jobs without
{job_id} assigned models can be deleted.
DELETE /model-manager/api/v3/models/ Delete a trained machine learning model with
{model_name} model_name. Only undeployed models can be de-
leted.
DELETE

/model-manager/api/v3/
deployments/{deployment_id}

Undeploy a trained machine learning model with
deployment_id. Only undeployed models can be
deleted.

Deletion of uploaded data: Al API

HTTP Method Path Description

DELETE /model-manager/v2/Im/files/ Delete dataset.
{{folderName}}/{{datasetFile}}

DELETE /model-manager/v2/1Im/ Delete dataset schema.
files/{{folderName}}/
{{datasetSchemaFile}}

DELETE /model-manager/v2/Im/executions/  Delete training execution.
{{executionld}}

DELETE Delete deployment.

/model-manager/v2/Im/deployments/
{{deploymentlid}}

-> Remember

As of version 3.0 of the executables, Data Attribute Recommendation automatically deletes the dataset and
dataset schema used to train a model once training execution reaches its final status (“COMPLETED" or

“DEAD").

To prevent the service from deleting the dataset and schema, you can change this default behavior by
setting the deleteAfterTraining parameter to false when you create the Training Configuration [page

68].

Read Access Logging

The training data used by Data Attribute Recommendationis controlled and managed by the consuming
application/customer which calls the Data Attribute Recommendation APIs. However, the service does not
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have any means to verify whether the data uploaded to the service contains any personal information.
Therefore, it is not possible for Data Attribute Recommendation to support logging of read access to (sensitive)
personal data.

Information Report

The training data used by Data Attribute Recommendationis controlled and managed by

the consuming application/customer which calls the Data Attribute Recommendation APIs. Data Attribute
Recommendation does not have any means to verify whether the data uploaded to the service contains any
personal data. Therefore, it is not possible for Data Attribute Recommendation to provide a retrieval function
to identify data of specific individuals. It is recommended that the consuming application/customer which
uses Data Attribute Recommendation provides personal data reports to its users about the data being stored
and transferred to Data Attribute Recommendation for processing.

Change Log

The training data used by Data Attribute Recommendationis controlled and managed by the consuming
application/customer which calls the Data Attribute Recommendation APIs.

Change logging of personal data in Data Attribute Recommendation

Data Attribute Recommendation does not have any means to verify whether the data uploaded to the service
contains any personal data. Neither does it allow any change to the content of the uploaded data. Therefore,
Data Attribute Recommendation does not support logging of personal data change.

Change logging of training/test data in Data Attribute Recommendation

Data Attribute Recommendation does not provide means to change the uploaded training data directly.
Nonetheless, the training and inference applications as part of Data Attribute Recommendation perform some
basic preprocessing of the training and test data, respectively. However, this activity only changes the format of
the input data at runtime and does not affect the content of the data, meaning no changes in the stored data
occur.

The preprocessing steps depend on the type of the provided data (only numbers, text or categories are
allowed) and include, for example, such formatting operations as lowercasing, deletion of repetitive spaces,
deletion of empty instances, normalization of numerical features.

12.5 Auditing and Logging Information

Here you can find a list of the security events that are logged by the Data Attribute Recommendation service.
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Security events written in audit logs

Event grouping

What events are logged

How to identify related log
events

Additional information

Application related events

Application start

'user_id": {app-names}, 'te-
nant": {sap_tenant_zid}, 'da-
ta": Starting application ver-
sion {version}, 'uuid": {uuid},
'time": {time}

Unauthorized access to ap-
plication

'user_id": {user-names-au-
thorisation}, 'tenant":
{sap_tenant_zid}, 'data": Un-
authorized access to applica-
tion: JWT token is not valid,
'uuid": {uuid}, 'time": {time}

Dataset related events

Creation of a new dataset

'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'data"

New dataset with id {data-
set_id} was created, 'uuid":
{uuid}, 'time": {time}

Creation of a new dataset via
file upload API

'user_id"; {tenant_cid}, 'te-
nant': {tenant_zid}, 'data":
New dataset with id
{file_path} was created,
'uuid": {uuid}, 'time": {time}

Dataset status update

'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'ob-
ject_id":{dataset_id}, 'busi-
ness_object': {dataset}, 'ser-
vice_name':{service_name},
subject_type: meh_tenant,
'new_attributes": {new_attrib-
utes}, 'correlation_id": {corre-
lation_id}, 'uuid": {uuid}, 'ti-
me': {time}

Deletion of a dataset

'user_id"; {tenant_cid}, 'te-
nant': {tenant_zid}, 'ob-
ject_id":{dataset_id}, 'busi-
ness_object': {dataset}, 'ser-
vice_name':{service_name},
subject_type: meh_tenant,
‘correlation_id": {correla-
tion_id}, 'uuid": {uuid}, 'time":
{time}

See below the definitions of
the notations used in the log
events.

® {dataset_id}: ID of the
dataset.

¢ {dataset_schema_id}: ID
of the dataset schema.

® {deployment_id}: ID of
the deployment.

¢ {job_id}: ID of the train-
ing job.

* {model_name}: name of
the machine learning
model.

* {new_attributes}: the
meaning depends on the
business objects listed
below.

® Whenajobis up-
dated, the following
attributes are up-
dated respectively:

® status
® message
® progress

® ended_at

®*  Whenamodelis

updated, the fol-
lowing attributes
are updated respec-
tively:

® accuracy

® fl score

® Dprecision

® recall

® mean_squared

_error

® mean_abso-
lute_percent-
age_error
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Event grouping

What events are logged

How to identify related log
events

Additional information

Deletion of a dataset via file
upload API

'user_id": {tenant_cid},
'tenant”: {tenant_zid},
'object_id":{file_path}, 'busi-
ness_object": {file_path}, 'ser-
vice_name":{service_name},
subject_type: meh_tenant,
‘correlation_id": {correla-
tion_id}, 'uuid": {uuid}, 'time":
{time}

Dataset schema related

Creation of a new dataset

'user_id": {tenant_cid}, 'te-

® mean_abso-
lute_error

® Note

The updated
attributes vary
according to
the selected
model template
or business
blueprint. See

events schema nant': {tenant_zid}, 'data"
Model Tem-
New dataset schema with
) N ) plates [page
id {dataset_fsc emfa_ld}lwas S
created, 'uuid": {uuid}, 'time": )
" ness Blueprints
{time} [page 55].
Creation of a new dataset user_id": {tenant_cid}, 'te- * When a deployment
schema via file upload API nant': {tenant_zid}, 'data" . .
i is activated or up-
New dataset schema with dated, the following
id {dataset_schema_id} was )
] . . attributes are up-
created, 'uuid": {uuid}, 'time": dated respectively:
{time}
® name
Deletion of dataset schema  'user_id": {tenant_cid}, 'te- ® status
nant': {tenant_zid}, 'ob- * deployment_id
ject_id":{dataset_schema_id}, o created. at
'business_object": {da-
. ®* When adatasetis
taset_schema}, 'ser-
) . ) updated, the follow-
vice_name": {service_name}, . ) .
subject_type: meh_tenant, Ing attribute is up-
, N dated:
correlation_id": {correla-
tion_id}, 'uuid": {uuid}, 'time": ¢ status
{time} ® ‘success'’: it can have
one of two possible val-
Deletion of dataset schema  'user_id": {tenant_cid}, 'te- ues (true or false).
via file upload API nant": {tenant_zid}, 'ob- * {time}: time stamp of
ject_id":{dataset_schema_id},
when a log was created.
'business_object": {da- )
You can use time stamps
taset_schema}, 'ser- :
) : to sort the logs by time.
vice_name": {service_name},
subject_type: meh_tenant, ~ See also Concepts [page 33],
'correlation_id': {correla- Al API Reference [page 48],
tion_id}, 'uuid': {uuid}, 'time":  and Native API Reference
{time} [page 88].
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Event grouping What events are logged

How to identify related log
events Additional information

Deployment related events Deletion of a deployment

'user_id": {tenant_cid},
'tenant’: {tenant_zid},
'object_id":{deployment_id},
'business_object": {deploy-
ment}, 'service_name":{serv-
ice_name}, subject_type:
meh_tenant, 'correlation_id":
{correlation_id}, 'uuid":
{uuid}, 'time": {time}

Job related events Creation of a new job

'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'data"
New training job with id
{job_id} was started on Al
Core, 'uuid": {uuid}, 'time":
{time}

Job status update

'user_id": {tenant_cid},
'tenant": {tenant_zid},
'object_id":{job_id}, 'busi-
ness_object": {job}, 'ser-
vice_name'": {service_name},
subject_type: meh_tenant,
'new_attributes': {new_attrib-
utes}, 'correlation_id": {corre-
lation_id}, 'uuid": {uuid}, 'ti-
me'": {time}

Deletion of a job

'user_id": {tenant_cid},
'tenant”: {tenant_zid},
'object_id":{job_id}, 'busi-
ness_object": {job}, 'ser-
vice_name": {service_name},
subject_type: meh_tenant,
‘correlation_id": {correla-
tion_id}, 'uuid": {uuid}, 'time":
{time}
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Event grouping What events are logged

How to identify related log

events Additional information

Model activation related Model activation

events

'user_id": {tenant_cid},
'tenant’: {tenant_zid},
'object_id":{deployment_id},
'business_object": {deploy-
ment}, 'service_name":{serv-
ice_name}, subject_type:
meh_tenant, 'new_attribu-
tes": {new_attributes}, 'cor-
relation_id": {correlation_id},
'uuid": {uuid}, 'time": {time}

Activated model updated

'user_id": {tenant_cid},
'tenant”: {tenant_zid},
'object_id":{dataset_id}, 'bu-
siness_object': {deploy-
ment}, 'service_name':{serv-
ice_name}, subject_type:
meh_tenant, 'new_attribu-
tes": {new_attributes}, 'cor-
relation_id": {correlation_id},
'uuid": {uuid}, 'time": {time}

Model creation related Creation of a new model

events

'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'data":
New model with id {job_id}
was stored in DB, 'uuid":
{uuid}, 'time": {time}

Deletion of a model

'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'ob-
ject_id":{model_name}, 'busi-
ness_object': {model}, 'ser-
vice_name":{service_name},
subject_type: meh_tenant,
‘correlation_id": {correla-
tion_id}, 'uuid": {uuid}, 'time":
{time}

Service instance related New service instance {serv-

'user_id": {sb_cid}, 'tenant":

events ice_instance_id} created (re- {sb_zid}, 'data’: New schema
sulting in the creation of a {schema_name} for the
new schema) tenant {service_instance_id}
was created, 'uuid": {uuid}, 'ti-
me'": {time}
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Event grouping

What events are logged

How to identify related log
events Additional information

Service instance {service_in-
stance_id} deleted (resulting
in the deletion of a schema)

'user_id": {sb_cid}, 'tenant":
{sb_zid}, 'data": Deleting
schema {schema_name}

for the tenant {serv-
ice_instance_id}. Success-
fully deleted schema
{schema_name} for {serv-
ice_instance_id}, 'uuid":
{uuid}, 'time": {time}

Tenant related events Tenant not found 'user_id": {tenant_cid}, 'te-
nant': {tenant_zid}, 'data"
Tenant is not on-boarded,

'uuid": {uuid}, 'time": {time}

Access to non-existing re- 'user_id": {sb_cid/ten-

source ant_cid}, 'tenant’: {sb_zid/
tenant_zid}, 'data’; Attempt
- Tip to access not existing route:
The use of an SAP ten- {url}, 'uuid": {uuid}, 'time":
{time}

ant or customer tenant
depends on the tenant
that sent the request.

Related Information

Audit Logging in the Cloud Foundry Environment

12.6 Front-End Security

Data Attribute Recommendation does not have any user interface component. All functionalities are delivered
via web services, JSON over HTTPS.

The serviceis a backend-only service component and not designed to be invoked by a web browser.
Additionally, outputs returned by the service depend on the data submitted to it. Therefore, a consumer of
the service should sanitize the data submitted to the service and returned by it to avoid script injection attack.

Data Attribute Recommendation
Security PUBLIC 131


https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/f92c86ab11f6474ea5579d839051c334.html

13 Accessibility Features in Data Attribute
Recommendation

To optimize your experience of Data Attribute Recommendation, SAP Business Technology Platform (SAP
BTP) provides features and settings that help you use the software efficiently.

® Note

Data Attribute Recommendation runs on the SAP BTPcockpit. For this reason, the accessibility features for
SAP BTP cockpit apply. For more information, see the accessibility documentation for SAP BTP cockpit on
SAP Help Portal at Accessibility Features in SAP BTP Cockpit.

For more information on keyboard handling for SAPUI5 Ul elements and screen-reader support for SAPUI5
controls, see Accessibility for End Users.
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14 Monitoring and Troubleshooting

See answers to frequently asked questions, and find out how to get support.

Related Information

FAQ [page 133]
Getting Support [page 136]

141 FAQ

This section provides answers to frequently asked questions about Data Attribute Recommendation.

What is Data Attribute Recommendation?

Data Attribute Recommendation uses free text, numbers and categories as input to classify entities such as
products, stores and users into multiple classes and also to predict the value of missing numerical attributes
in your data records. You can use Data Attribute Recommendation, for example, to classify incoming product
information and predict the price of commodities based on their description.

What are the prerequisites to use Data Attribute Recommendation?

For a list of Data Attribute Recommendation prerequisites, see Initial Setup [page 42].

What machine learning technology is used in Data Attribute
Recommendation?

Data Attribute Recommendation uses a variety of machine learning algorithms (including neural networks) to
solve classification and regression tasks.
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Can Data Attribute Recommendation be used on premise?

No. Currently the service is available only on SAP Business Technology Platform (Cloud Foundry environment).

What kinds of training data can be processed by Data Attribute
Recommendation?

Data Attribute Recommendation supports tabular data in CSV file format only. The data can contain several
columns of different types. Currently, the following types are supported:

* CATEGORY: a column of this type define a finite set of allowed values, whereby each record in the column
has exactly one value from the set (for example, a column color with three available values: red, yellow,
green).

* NUMBER: columns of this type represent real or integer numbers (for example, price and size).

* TEXT: records in the columns of this type may contain arbitrary text. Currently, only UTF-8 encoding is
supported.

Which languages does Data Attribute Recommendation support?

Data Attribute Recommendation supports UTF-8 encoding and is, therefore, multilingual. The current machine
learning model available in Data Attribute Recommendation uses the space character as word delimiter,
therefore it may have poor performance on languages with a non-trivial word segmentation, for example,
Chinese, Japanese and Vietnamese.

Can Data Attribute Recommendation be used without training step?

To guarantee better performance, the machine learning algorithm should be trained on the customer specific
data. Therefore Data Attribute Recommendation does not allow to skip the training step to classify or predict
data records directly.

Does the quality of the model depend on the amount of data?

Yes. The amount of data has an effect on the machine learning algorithm. Very little data can negatively
influence the generalization ability of the model and, hence, results in poor accuracy. Having a large amount of
data demands an increase in the number of learning iterations and, therefore, a longer training time.
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What is the minimum dataset size recommended for training a machine
learning algorithm?

We recommend to provide at least 3.000 records for training.

What values are used to measure Data Attribute Recommendation
performance on specific data?

In order to measure the performance of the trained models on unseen records, one part of the provided data is
held out from the training process and is used to evaluate the performance of the algorithm.
* For classification the following metrics are considered:
* Accuracy: percentage of correctly predicted records. The higher the better.
* F1score: harmonic mean of precision and recall. The higher the better.

* Precision: ability of the model to assign only the relevant records to the correct attributes. The higher
the better.

* Recall: ability of the model to find all the records belonging to the correct attributes. The higher the
better.

* For regression the following metrics are considered:

* Mean absolute error (MAE): average absolute difference between the predicted values and the actual
value. The lower the better.

* Mean absolute percentage error (MAPE): average of the absolute percentage errors of the
predictions. The lower the better.

® Note

For predictions which are too high there is no upper limit to the percentage error, resulting in values
that may exceed 100%.

* Mean squared error (MSE): average squared difference between the predicted values and the actual
value. The lower the better.

Does the service provides a possibility to train the machine learning
algorithm incrementally?

No.

How long does it take to train a machine learning model?

The training time depends on the size of the training dataset. A bigger training dataset would lead to a longer
training time. For each model, Data Attribute Recommendation shows the progress of the training process.
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What is the maximum size of the data file one can upload to the service?

The size of uploaded files is limited to 5GB.

14.2 Getting Support

If you encounter an issue with this service, we recommend to follow the procedure below.

Check Platform Status

Check the availability of the platform at SAP Trust Center#r.

For more information about selected platform incidents, see Root Cause Analyses.

Check Guided Answers

In the SAP Support Portal, check the Guided Answers# section for SAP Business Technology Platform. You
can find solutions for general platform issues as well as for specific services there.

Contact SAP Support

You can report an incident or error through the SAP Support Portal. For more information, see Getting Support.

Please use the following component for your incident:

Component Name Component Description

CA-ML-DAR Data Attribute Recommendation

When submitting the incident, we recommend including the following information:

* Region information (Canary, EU10, US10, for example)
® Subaccount technical name

* The URL of the page where the incident or error occurs
* The steps or clicks used to replicate the error

* Screenshots, videos, or the code entered
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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