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Copyright 

© Copyright 2012 SAP AG. All rights reserved. 

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG. The 
information contained herein may be changed without prior notice.  

Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.  

Microsoft, Windows, Excel, Outlook, and PowerPoint are registered trademarks of Microsoft Corporation.  

IBM, DB2, DB2 Universal Database, System i, System i5, System p, System p5, System x, System z, System z10, System z9, z10, z9, 
iSeries, pSeries, xSeries, zSeries, eServer, z/VM, z/OS, i5/OS, S/390, OS/390, OS/400, AS/400, S/390 Parallel Enterprise Server, 
PowerVM, Power Architecture, POWER6+, POWER6, POWER5+, POWER5, POWER, OpenPower, PowerPC, BatchPipes, BladeCenter, 
System Storage, GPFS, HACMP, RETAIN, DB2 Connect, RACF, Redbooks, OS/2, Parallel Sysplex, MVS/ESA, AIX, Intelligent Miner, 
WebSphere, Netfinity, Tivoli and Informix are trademarks or registered trademarks of IBM Corporation.  

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries. 

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either trademarks or registered trademarks of Adobe Systems Incorporated in 
the United States and/or other countries. 

Oracle is a registered trademark of Oracle Corporation.  

UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.  

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or registered trademarks of Citrix 
Systems, Inc.  

HTML, XML, XHTML and W3C are trademarks or registered trademarks of W3C®, World Wide Web Consortium, Massachusetts Institute 
of Technology.  

Java is a registered trademark of Sun Microsystems, Inc.  

JavaScript is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and implemented by Netscape.  

SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP Business ByDesign, and other SAP products and services mentioned 
herein as well as their respective logos are trademarks or registered trademarks of SAP AG in Germany and other countries.  

Business Objects and the Business Objects logo, BusinessObjects, Crystal Reports, Crystal Decisions, Web Intelligence, Xcelsius, and 
other Business Objects products and services mentioned herein as well as their respective logos are trademarks or registered trademarks 
of Business Objects S.A. in the United States and in other countries. Business Objects is an SAP company. 

All other product and service names mentioned are the trademarks of their respective companies. Data contained in this document serves 
informational purposes only. National product specifications may vary. 

These materials are subject to change without notice. These materials are provided by SAP AG and its affiliated companies ("SAP Group") 
for informational purposes only, without representation or warranty of any kind, and SAP Group shall not be liable for errors or omissions 
with respect to the materials. The only warranties for SAP Group products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional warranty. 

Open Source and Third-Party Software Notices 

Certain third-party software, including open source software, is provided with or within the Complex Assembly Manufacturing Solution 
(CAMS) products. The license terms of such software requires that SAP provide certain notices in documentation. This document lists the 
notices required to be placed in the documentation for products that contain the third-party and open source software named below. 

Notice for Accusoft Pegasus ImageGear 

Imaging Technology provided under License by AccuSoft Corporation. ImageGear ©1996-2002. All Rights Reserved. 

Notice for BWidget ToolKit 

Copyright (c) 1998-1999 UNIFIX.  
Copyright (c) 2001-2002 ActiveState Corp.  

The following terms apply to all files associated with the software unless explicitly disclaimed in individual files.  

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 



CAMS Security Guide, Version 1.0  June 2012 

CAMS 7.2  3 

Notice for GDI 

GDI TCL Extension for Windows 
RCS Version $Revision: 1.4 $ 
RCS Last Change Date: $Date: 1998/02/08 06:17:15 $ 
Original Author: Michael I. Schwartz, mschwart@nyx.net 

Notice for Oratcl 

Copyright (c) 2000-2005 Todd M. Helfter 

Permission to use, copy, modify, distribute, and sell this software and its documentation for any purpose is hereby granted without fee, 
provided that (i) the above copyright notices and this permission notice appear in all copies of the software and related documentation, and 
(ii) the name of Todd Helfter may not be used in any advertising or publicity relating to the software without the specific, prior written 
permission of Todd Helfter. 

THE SOFTWARE IS PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EXPRESS, IMPLIED OR OTHERWISE, 
INCLUDING WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

IN NO EVENT SHALL TODD HELFTER BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES OF 
ANY KIND, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER OR NOT 
ADVISED OF THE POSSIBILITY OF DAMAGE, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR IN CONNECTION WITH 
THE USE OR PERFORMANCE OF THIS SOFTWARE. 

Notice for PLM Vis 8.1 

Siemens and the Siemens logo are registered trademarks of Siemens AG Teamcenter is a Registered trademark of Siemens Product 
Lifecycle Management Software Inc. This Software and related documentation are proprietary to Siemens Product Lifecycle Management 
Software Inc. ©2008 Siemens Product Lifecycle Management Software Inc. All Rights Reserved. 

Notice for Print 

Tcl Extension for Windows 
RCS Version $Revision: 1.4 $ 
RCS Last Change Date: $Date: 1997/10/27 03:28:01 $ 
Original Author: Michael I. Schwartz, mschwart@nyx.net 
Contributing Author: Mark Roseman, roseman@cpsc.ucalgary.ca 

Notice for Spellex 

The Spellex Spell-Checking Engine Copyright © 1994-2003 Spellex Corporation - Wintertree Software Inc. 

Notice for tbcload 

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc., Scriptics Corporation, and other parties.  
The following terms apply to all files associated with the software unless explicitly disclaimed in individual files. 

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.  

Notice for Tcl/Tk 

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc., Scriptics Corporation, ActiveState 
Corporation and other parties.  The following terms apply to all files associated with the software unless explicitly disclaimed in individual 
files.  

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 

Notice for TclBlend 

SUN MICROSYSTEMS, INC. THROUGH ITS SUN MICROSYSTEMS LABORATORIES DIVISION ("SUN") WILL LICENSE THIS 
SOFTWARE AND THE ACCOMPANYING DOCUMENTATION TO YOU (a "Licensee") ONLY ON YOUR ACCEPTANCE OF ALL  THE 
TERMS SET FORTH BELOW.  
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Sun grants Licensee a non-exclusive, royalty-free right to download, install, compile, use, copy and distribute the Software, modify or 
otherwise create derivative works from the Software (each, a "Modification") and distribute any Modification in source code and/or binary 
code form to its customers with a license agreement containing these terms and noting that the Software has been modified. The Software 
is copyrighted by Sun and other third parties and Licensee shall retain and reproduce all copyright and other notices presently  on the 
Software. As between Sun and Licensee, Sun is the sole owner of all rights in and to the Software other than the limited rights granted to 
Licensee herein; Licensee will own its Modifications, expressly subject to Sun's continuing ownership of the Software. Licensee will, at its 
expense, defend and indemnify Sun and its licensors from and against any third party claims, including costs and reasonable attorneys' 
fees, and be wholly responsible for any liabilities arising out of or related to Licensee's development, use or distribution of the Software or 
Modifications. Any distribution of the Software and Modifications must comply with all applicable United States export control laws.  

THE SOFTWARE IS BEING PROVIDED TO LICENSEE "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS AND WARRANTIES, 
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-
INFRINGEMENT, ARE DISCLAIMED. IN NO EVENT WILL SUN BE LIABLE HEREUNDER FOR ANY DIRECT DAMAGES OR ANY 
INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND. 

Notice for Tcllib 

This software is copyrighted by Ajuba Solutions and other parties. The following terms apply to all files associated with the software unless 
explicitly disclaimed in individual files.  

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 

file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 

Notice for TclODBC 

This software is copyrighted by Roy Nurmi, contact address by email at Roy.Nurmi@iki.fi. The following terms apply to all files associated 
with  the software unless explicitly disclaimed in individual files.  

The author hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 

Notice for TclWS 

Copyright (c) 2006, Visiprise Software, Inc. 
Copyright (c) 2006, Gerald W. Lester 
Copyright (c) 2006, Colin McCormack 
Copyright (c) 2006, Rolf Ade 
Copyright (c) 2001-2006, Pat Thoyts 
All rights reserved. 

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met: 

  * Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. 

  * Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the 
documentation and/or other materials provided with the distribution. 

  * Neither the name of Visiprise Software, Inc. nor the names of its contributors may be used to endorse or promote products derived from 
this software without specific prior written permission. 

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED  TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR  CONTRIBUTORS BE LIABLE FOR 
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,  EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED 
TO,  PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR 
TORT (INCLUDING NEGLIGENCE OR  OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF  
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 
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Notice for TclXML 

Copyright (c) 2005 Explain 
http://www.explain.com.au/ 

Explain makes this software available free of charge for any purpose. This software may be copied, and distributed, with or without 
modifications; but this notice must be included on any copy.  

The software was developed for research purposes only and Explain does not warrant that it is error free or fit for any purpose.  Explain 
disclaims any liability for all claims, expenses, losses, damages and costs any user may incur as a result of using, copying or modifying this 
software.  

Copyright (c) 1998-2004 Zveno Pty Ltd 
http://www.zveno.com/  

Zveno makes this software available free of charge for any purpose. This software may be copied, and distributed, with or without 
modifications; but this notice must be included on any copy.  

The software was developed for research purposes only and Zveno does not warrant that it is error free or fit for any purpose.  Zveno 
disclaims any liability for all claims, expenses, losses, damages and costs any user may incur as a result of using, copying or modifying this 
software.  

Copyright (c) 1997 ANU and CSIRO on behalf of the participants in the CRC for Advanced Computational Systems ('ACSys').   

ACSys makes this software and all associated data and documentation  ('Software') available free of charge for any purpose.  You may 
make copies  of the Software but you must include all of this notice on any copy.   

The Software was developed for research purposes and ACSys does not warrant that it is error free or fit for any purpose.  ACSys 
disclaims any liability for all claims, expenses, losses, damages and costs any user may incur as a result of using, copying or modifying the 
Software. 

Notice for tDOM  

The tDOM specific source files come with the Mozilla Public License Version 1.1 (at http://www.mozilla.org/MPL/1.1/). 

If you want to distribute/use tDOM under a different license please  feel free to contact the author (loewerj@hotmail.com). 

For Expat XML parser package: 

Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd and Clark Cooper 
Copyright (c) 2001, 2002, 2003, 2004, 2005, 2006 Expat maintainers. 

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the 
"Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, 
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following 
conditions:  

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.  

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT 
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, 
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE 
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.  

Notice for Thread 

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc., Scriptics Corporation, and other parties.  
The following terms apply to all files associated with the software unless explicitly disclaimed in individual files.  

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 

Notice for TkTable 

This software is copyrighted by Jeffrey Hobbs <jeff.hobbs@acm.org>.  The following terms apply to all files associated with the software 
unless explicitly disclaimed in individual files. 

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions.  No written 
agreement, license, or royalty fee is required for any of the authorized uses.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  
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THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.  

RESTRICTED RIGHTS: Use, duplication or disclosure by the U.S. government is subject to the restrictions as set forth in subparagraph (c) 
(1) (ii) of the Rights in Technical Data and Computer Software Clause as DFARS 252.227-7013 and FAR 52.227-19.  

Notice for TLS 

This software is copyrighted by Matt Newman <matt@novadigm.com> and other parties. The following terms apply to all files associated 
with the software unless explicitly disclaimed in individual files.  

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documentation for any purpose, 
provided that existing copyright notices are retained in all copies and that this notice is included verbatim in any distributions. No written 
agreement, license, or royalty fee is required for any of the authorized uses. Modifications to this software may be copyrighted by their 
authors and need not follow the licensing terms described here, provided that the new terms are clearly indicated on the first page of each 
file where they apply.  

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, 
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY 
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.  THIS 
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE 
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS. 

Notice for X11 Header Files 

keysym.h; keysymdef.h, X.h, Xutil.h 

Copyright 1987 by Digital Equipment Corporation, Maynard, Massachusetts, and the Massachusetts Institute of Technology, Cambridge, 
Massachusetts. 

All Rights Reserved 

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby granted, 
provided that the above copyright notice appear in all copies and that both that copyright notice and this permission notice appear in 
supporting documentation, and that the names of Digital or MIT not be used in advertising or publicity pertaining to distribution of the 
software without specific, written prior permission. 

DIGITAL DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL DIGITAL BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL 
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION 
OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR 
PERFORMANCE OF THIS SOFTWARE. 

Xfuncproto.h 

Copyright 1989, 1991 by the Massachusetts Institute of Technology 

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby granted, 
provided that the above copyright notice appear in all copies and that both that copyright notice and this permission notice appear in 
supporting documentation, and that the name of M.I.T. not be used in advertising or publicity pertaining to distribution of the software 
without specific, written prior permission. M.I.T. makes no representations about the suitability of this software for any purpose.  It is 
provided "as is" without express or implied warranty. 

Xlib.h 

Copyright 1985, 1986, 1987, 1991 by the Massachusetts Institute of Technology 

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby granted, 
provided that the above copyright notice appear in all copies and that both that copyright notice and this permission notice appear in 
supporting documentation, and that the name of M.I.T. not be used in advertising or publicity pertaining to distribution of the software 
without specific, written prior permission. M.I.T. makes no representations about the suitability of this software for any purpose.  It is 
provided "as is" without express or implied warranty. 

X Window System is a Trademark of MIT. 

Disclaimer 

Some components of this product are based on Java™. Any code change in these components may cause unpredictable and severe 
malfunctions and is therefore expressively prohibited, as is any decompilation of these components.  

Any Java™ Source Code delivered with this product is only to be used by SAP’s Support Services and may not be modified or altered in 
any way. 
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Icons in Body Text 

Icon Meaning 

 Caution 

 Example 

 Note 

 Recommendation 

 Syntax 

 

Additional icons are used in SAP Library documentation to help you identify different types of 

information at a glance. For more information, see Help on Help  General Information Classes 
and Information Classes for Business Information Warehouse on the first page of any version of 
SAP Library. 

Typographic Conventions 

Type Style Description 

Example text Words or characters quoted from the screen. These include field 
names, screen titles, pushbutton labels, menu names, menu paths, and 
menu options. 

Cross-references to other documentation. 

Example text Emphasized words or phrases in body text, graphic titles, and table 
titles. 

EXAMPLE TEXT Technical names of system objects. These include report names, 
program names, transaction codes, table names, and key concepts of a 
programming language when they are surrounded by body text, for 
example, SELECT and INCLUDE. 

Example text Output on the screen. This includes file and directory names and their 
paths, messages, names of variables and parameters, source text, and 
names of installation, upgrade and database tools. 

Example text Exact user entry. These are words or characters that you enter in the 
system exactly as they appear in the documentation. 

<Example text> Variable user entry. Angle brackets indicate that you replace these 
words and characters with appropriate entries to make entries in the 
system. 

EXAMPLE TEXT Keys on the keyboard, for example, F2 or ENTER. 
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 Introduction 

 

This guide does not replace the administration or operation guides that are available 
for productive operations. 

Target Audience 

The Complex Assembly Manufacturing Solutions (CAMS) Security Guide is designed for the 
following: 

●  Technology consultants 

●  System administrators 

This CAMS Security Guide is not included as part of the Installation Guides, Configuration 
Guides, Technical Operation Manuals, or Upgrade Guides. Such guides are only relevant for a 
certain phase of the software life cycle, whereas the CAMS Security Guide provides information 
that is relevant for all life cycle phases. 

Why Is Security Necessary? 

With the increasing use of distributed systems and the internet for managing business data, the 
demands on security are also on the rise. When using a distributed system, you need to be sure 
that your data and processes support your business needs without allowing unauthorized access to 
critical information. User errors, negligence, or attempted manipulation on your system should not 
result in loss of information or processing time. These demands on security apply likewise to the 
CAMS suite. To assist you in securing the CAMS suite, we provide this CAMS Security Guide. 

About this Document 

The CAMS Security Guide provides an overview of the security-relevant information for CAMS.  

Overview of the Main Sections 

The CAMS Security Guide comprises the following main sections: 

●  Technical System Landscape 

This section provides an overview of the technical components of CAMS. 

●  User Administration and Authentication 

This section provides an overview of the following user administration and authentication 
aspects: 

○  User management 

○  User administration tools 

○  User types  

○  Standard users that are delivered with CAMS 

○  Emergency user functionality 

○  User data synchronization 
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●  Authorizations 

This section provides an overview of the standard roles delivered with CAMS. 

●  Network and Communication Security 

This section addresses network and communication security issues as they relate to 
CAMS.  

●  Data Storage Security 

This section explains CAMS data storage security. 

●  Security for Additional Applications 

This section provides security information that applies to third-party applications that are 
used with CAMS. 

●  Dispensable Functions with Impacts on Security 

This section lists an optional CAMS function that impacts security and the consequences of 
not activating that functionality. 

●  Enterprise Services Security 

This section provides an overview of the security aspects that apply to the enterprise 
services delivered with CAMS. 

●  Other Security-Relevant Information 

This section contains information about the following: 

○  The camsDBInfo file 

○  The CAMS-INT file 

○  Configuration files 

○  Citrix 

○  Database connect string 

○  SHA-1 hashing/encryption technology 

○  Passwords 

○  Failed logon attempts  

○  SQL*Net interface for encryption 

○  ActiveX  

○  Auto-logoff 

○  Personal data viewing 

○  SAP Visual Enterprise Generator Interface Security 

○  Virus scanning 

○  Invalid passwords dictionary 
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●  Security Logging and Tracing 

This section covers logging and tracing information, including how to track selected system 
changes and an optional CAMS feature you can configure to reproduce activities if a 
security breach occurs. 

SAP Notes for the Security Guide 

You must read the following SAP Notes which contain the most recent information on system 
security as well as corrections to the security documentation. 

Make sure that you have the up-to-date version of the SAP Note, which you can find in the SAP 

Service Marketplace at service.sap.com/notes. 

SAP Note 
Number 

Title Description 

1673442 CAMS 7.2 Security Guide Information not included in the CAMS Security 
Guide 

 Technical System Landscape 
Figure 1 shows the system landscape for CAMS. In this landscape, the following is true: 

●  The servers can either store files or run the application in a Citrix environment.  

●  Clients can be fat or thin.  

●  The database is on a separate server accessed by clients through an Oracle SQL*Net 
connection. 

The number and types of servers and the client configuration for CAMS depend on your sizing, 
availability, infrastructure, and security requirements. 

Figure 1 – System Landscape 
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 User Administration and Authentication 
CAMS includes functionality to manage users and groups. This section covers the following: 

●  User Management 

This section describes the CAMS user management tools, the types of users required, the 
standard users that are delivered with CAMS, and the emergency user functionality. 

●  User Data Synchronization 

This topic describes the options for synchronizing user data.  

User Management 

CAMS includes the following components: 

●  Profiles 

●  User IDs 

●  Logon IDs 

●  Group maintenance 

User Administration Tools 

The following table lists the CAMS user management and administration tools. For more 
information about the tools, see the CAMS System Maintenance application help. 

Tool Description 

User Maintenance You use User Maintenance to create and modify user IDs in CAMS.  

For more information, see the CAPP System Maintenance  User 
Maintenance section in the CAMS System Maintenance application help. 

Employee Master You use the Employee Master to work with user IDs and logon IDs for 
the Shop Floor Management (SFM) application.  

For more information, see the SFM System Maintenance  Employee 
Master section in the CAMS System Maintenance application help. 

Profile 
Maintenance 

You use Profile Maintenance to create profiles that are assigned 
privileges to use CAMS functions. You then assign profiles to users via 
User Maintenance. 

For more information, see the CAPP System Maintenance  Profile 
Maintenance and User Maintenance sections in the CAMS System 
Maintenance application help. 

Group Maintenance You use Group Maintenance to create groups. You can then assign 
users to groups via User Maintenance. 

For more information, see the CAPP System Maintenance  Group 
Maintenance and User Maintenance sections in the CAMS System 
Maintenance application help. 
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User Types 

The following application user types are required for CAMS: 

●  System administrators with access to all CAMS functions 

●  Maintenance users with limited maintenance privileges 

●  Users who can edit CAMS data 

●  Users who can view CAMS data but cannot edit it 

Standard Users 

The following table lists the standard users that are necessary to operate CAMS. 

 

We recommend changing the user IDs and passwords for users that are 
automatically created during installation.  

System User ID Type Password Description 

CAPP system System 
administrator 

There is no initial password 
for the system user ID. You 

should create a password 
once the system user is 

logged on to CAMS. For 
more information, see CAPP 
System Maintenance  
User Maintenance  
Creating or Editing a User ID 
Password in the CAMS 
System Maintenance 
application help. 

The system user is 

automatically created 
during installation and 
is the initial user for 
CAMS with access to 
all functions.  

SFM wipadmin System 
administrator  

There is no initial password 
for the wipadmin user ID. 

You must create a password 
once the wipadmin user is 

logged on to SFM. For more 
information, see SFM 
System Maintenance  
Employee Master  User 
IDs  Changing a 
Password in the CAMS 
System Maintenance 
application help. 

The wipadmin user is 

automatically created 
during installation. The 
wipadmin user is the 

initial user for CAMS 
SFM with access to all 
functions. 

 

Emergency User 

The emergency user functionality provides system administrators with a way to activate a super 
user that can gain access to the system to diagnose problems when there is no user access to 
the system.  

In order to gain access, the system administrator must know the customer Security Key and 
Customer ID numbers (provided to you by your SAP representative). 
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To use this function, there is a bat file located in the main folder of the release named 

RunManageEmergencyUser.bat. You need to update the bat file to reflect your release folder 

locations, TNS name, etc. See the CAMS Installation Guide for instructions. 

Running this bat file displays the window shown below. Once the system administrator enters the 

Security Key and Customer ID, clicking Activate activates the emergency user, “cams-em.” 

(Note that if the upgrade script has not been run, the system administrator will get an error 
message to that effect when he or she tries to activate the emergency user.) Once activated, the 

system administrator can now log into CAMS as cams-em. The cams-em password is the same 

as the user ID.  

Clicking Deactivate deactivates the emergency user so the user can no longer log in to CAMS. 
The Reset button is used to restore the emergency user to its original settings in the event that 

someone edits the cams-em user privileges via User Maintenance.  

  

User Data Synchronization 

CAMS does not provide preconfigured integration that supports user authentication using 
Lightweight Directory Access Protocol (LDAP). It also does not support synchronization of 
specific user data with external applications. However, you can use customized code 
programmed by SAP representatives to support user authentication using LDAP and user data 
synchronization with external systems. 

 Authorizations 
This section provides an overview of the standard roles delivered with CAMS. 

Standard Roles 

The following table lists standard roles used by CAMS. System administrators can manually 
create and customize other roles. For more information about creating roles, see CAPP System 
Maintenance  Profile Maintenance in the CAMS System Maintenance application help. For 
information about assigning profiles to users, see CAPP System Maintenance  User 

Maintenance in the CAMS System Maintenance application help. 

Role Description 

system  Role with privileges for system administration functions. The system 

user has this role. 

ME (Manufacturing 

Engineer) 

Role with privileges to view and edit most planning data in CAMS. 
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Role Description 

IE (Industrial 

Engineer) 

Role with privileges to view most planning data and edit some data in 
CAMS. 

 Network and Communication Security 
Your network infrastructure is extremely important in protecting your system. Your network needs 
to support the communication necessary for your business needs without allowing unauthorized 
access. A well-defined network topology can eliminate many security threats based on software 
flaws (at both the operating system and application level) or network attacks such as 
eavesdropping. If users cannot log on to your application or database servers at the operating 
system or database layer, then there is no way for intruders to compromise the machines and 
gain access to the backend system’s database or files. Additionally, if users are not able to 
connect to the server local area network (LAN), they cannot exploit well-known bugs and security 
holes in network services on the server machines. 

For more information, see the following sections: 

●  Communication Channel Security 

This section covers communication channel security for SAP Visual Enterprise Generator. 

●  Network Security 

This section provides network security information. 

●  Communication Destinations 

This section describes the information needed to configure communication paths. 

Communication Channel Security 

CAMS uses Web services to communicate with SAP Visual Enterprise Generator (formerly Deep 
Server). 

The table below shows the communication channels used by CAMS, the protocol used for the 
connection, and the type of data transferred. 

Communication 
Path 

Protocol Used Type of Data 
Transferred 

Data Requiring 
Special Protection 

CAMS BOMM to 
SAP Visual 
Enterprise Generator 

SOAP Part instance data None 

CAMS retrieves part instance information from Visual Enterprise Generator and loads it into the 
BOMM module. This functionality requires a user name and password to connect to Visual 
Enterprise Generator. The password is stored (encrypted) in the CAMS database. 

For secure communications between CAMS and Visual Enterprise Generator, use https:// instead 
of http:// as URL to the Visual Enterprise Generator SOAP service. This requires that you have 
setup IIS (which hosts the Visual Enterprise Generator Web service) to support HTTPS protocol 
and that you  have a server authentication certificate installed on the IIS machine. 

The Visual Enterprise ActiveX Parameters configuration parameters are used to configure the 
user name, password, web services description language (WSDL) interface address, the full file 
path to the WSDL file used to pass data in or out in order to transfer requests and results 
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generated from calls to web services, and additional Visual Enterprise Generator settings. See 
the CAMS Configuration Guide for details on these configuration parameters. To set these 
configuration parameters, select the CAPP Maintenance  Configuration Parameters  CAPP 
menu and click the Visual Enterprise ActiveX Parameters bar. 

Network Security 

Since CAMS is a two-tier application, the only way it can be split is by having the application (fat 
client) separate from the database. SAP uses Web services for implementation-specific and core 
interfaces. 

Communication Destinations 

The database administrator configures the communication port from the client to the Oracle 
database during Oracle installation. For more information, see the Oracle technical 
documentation.  

The Transaction Daemon is configured by default for port 2541, but this can be changed. 

NetWeaver uses communication ports; see the appropriate NetWeaver documentation. 

The system administrartor must set up the SAP Visual Enterprise Generator configuration 
parameters as discussed above. 

 Data Storage Security 
All CAMS data is stored in an Oracle database. For security information, see the Oracle technical 
documentation. 

CAMS is executed with a connection to a single database schema, referred to as the “CAMS” 
schema. The CAMS schema has access to other database schemas that are used to contain the 
data specific to the various features provided by CAMS. The (basic) schema names are: CAMS, 
CAMSBOM, CAMSCAPP, CAMSSHOP, CAMSMCM, CAMSNCM, CAMSPROJ, CAMSTOOL, 
and CAMSTCA. However, these names are usually modified (enhanced) to include the specific 
environment, e.g., DEV72CAMS, TEST72CAMS, PROD72CAMS, etc. 

Each of the database schemas used by CAMS must have privileges to insert and delete data to 
the various database objects contained within the schemas in order for CAMS to function 
properly. However, in order to provide additional security to avoid accidental removal of objects 
owned by the various schemas, the privilege to delete schema objects may be removed from the 
schema owner name. Refer to Oracle technical documentation for how to remove the privileges 
for schema owners to delete objects owned by the schema. 

 Security for Additional Applications 
CAMS uses third-party applications to display and print graphics; however, no additional security 
settings are required. 
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 Dispensable Functions with Impacts on 
Security  
This section lists an optional CAMS function that impacts security and the consequences of not 
activating that functionality. 

SAP Visual Enterprise Generator 

If you do not activate the SAP Visual Enterprise Generator interface, the ability to import instance-
based BOMs is lost.  

 Enterprise Services Security 
The following chapters in the NetWeaver Security Guide are relevant for all enterprise services 
delivered with CAMS: 

●  User Administration and Authentification 

●  Network and Communication Security 

You can find the NetWeaver Security Guide on the SAP Help Portal at 

http://help.sap.com/netweaver. Select SAP NetWeaver Platform  SAP NetWeaver 7.3 

 Security Information. 

 Other Security-Relevant Information 
The following are additional CAMS security-relevant information: 

●  camsDBInfo File 

CAMS will not run without this file. It is created during installation and named by your 
installers or implementers. You must back it up and protect it from unauthorized access by 
allowing read-only access.  

●  CAMS-INT File 

CAMS cannot communicate with CAMS-INT without this file. It is created during installation 
and named by your installers or implementers. You must back it up and protect it from 
unauthorized access by allowing read-only access.  

●  Configuration Files 

The following files are modified during the implementation process: 

○  HMSConfig.tcl 

○  HMSCappConfig.tcl 

○  HMSShopConfig.tcl 

You must back up and protect these files from unauthorized access by setting them as 
read-only. CAMS will run without these files, but they will use the default configuration 
settings rather than your settings. 

Changes made to the system configuration parameters or the configuration text files are 
not logged in CAMS. You must manually track changes made to the configuration 
parameters and configuration text files. 

http://help.sap.com/netweaver
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Once CAMS is implemented at your site, configuration parameters and 
configuration text files should not be changed without consulting with your SAP 
representative. 

●  Citrix 

If you are using a Citrix environment, see their related documentation for additional security 
information. 

●  Database Connect String 

For database access security, CAMS uses a routine to convert the information used to 
establish the connection to the Oracle database into characters masking the real connect 

string information and stores it in the camsDBInfo file. When CAMS starts, that masked 

connection information is converted back using the same routine so that the connection 
from the client to the database can be established. 

●  SHA-1 Hashing/Encryption Technology 

CAMS uses SHA-1 hashing/encryption technology. The password is stored in the 

HMS_USERS database table. The table has an encrypted column that identifies the 

password format.  

●  Passwords 

If the system and wipadmin users need to reset their passwords, they must be reset at 

the database level using the following script: 

ACCEPT userId CHAR DEFAULT wipadmin PROMPT "Enter user ID 

to have password reset : [wipadmin]" 

/* 

It is only used when the CAMS system user has forgotten 

his/her password. The password will be changed and the 

Administrator’s account will be set to prompt for a 

password change upon system logon. The new password will be 

set to "ChangeOnInstall." 

*/ 

update hms_users set user_password = '3e68ab201de17c93edc3b4e435b59300',  

PASSWORD_EXPIRATION_DATE = sysdate -1,  

PASSWORD_EXPIRATION = 'X' 

where user_id = '&&userId'; 

/*  

This will enable the password expiration feature. If the 

system administrator does not want this feature turned on, 

then it will need to be reset once the system administrator 

has gained access to the system. 
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*/ 

update wip_control_parameters set parameter_value = '1'  

where array_index = 'passwordexpiration' and 

parameter_value = '0'; 

 

commit; 

In the event that all user IDs, including system and wipadmin, become unavailable for 

some reason, your SAP representative or database administrator (DBA) can activate an 
emergency user. See the Emergency User section. 

You can configure passwords so that users (including system and wipadmin users) are 

prompted to change their passwords when they first log on to CAMS. For more information 
on configuring passwords, see the CAMS System Maintenance application help.  

●  Failed Logon Attempts 

You can configure CAMS so that a user ID is inactivated after a specified number of failed 
logon attempts.  

In addition, when a user successfully logs into CAMS and the number of invalid login 
attempts prior to this login is greater than zero, a warning message displays. It tells the 
user the number of invalid attempts for his or her user ID since the current logon and alerts 
the user to contact the system administrator. 

System administrators can also view failed logon information in CAMS from either the 
CAPP User Maintenance or the SFM User Maintenance dialog boxes. For instructions on 
how to access and view this information, see the CAMS System Maintenance application 
help. 

●  SQL*Net Interface for Encryption 

You can set up the SQL*Net interface for encryption. For more information, see the Oracle 
technical documentation. SAP does not install or configure SQL*Net security; your 
company’s network and Oracle administrators must handle the configuration. 

●  ActiveX 

If you deactivate ActiveX in your Interner Explorer browser, you cannot view the CAMS 
application helps properly in the HTML Help format. 

●  Auto-logoff 

Users can be automatically logged off after a specified time period. By default, auto-logoff 
is not enabled. 

●  Personal Data Viewing 

Users can view the personal data that is stored about them in CAMS. System 
administrators can view personal data reports for all users. For more information on this 
functionality, see the CAPP and the CAMS System Maintenance application helps. 

●  SAP Visual Enterprise Generator Interface Security 

Integration to SAP Visual Enterprise Generator requires specification of a user and 
password for connection. These must be specified in Visual Enterprise ActiveX 
Parameters. See the CAMS Configuration Guide for details. 
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●  Virus Scanning 

If configured, the system will use the SAP VSI interface to scan files for viruses when users 
import them into CAMS. The Use Anti Virus Scanner and Virus Scan Adapter DLLs 
configuration parameters must be set up as described in the CAMS Configuration Guide. 

●  Invalid Password Dictionary 

System administrators can build a dictionary of invalid passwords, which stops users from 
using these passwords. For more information, see the CAMS System Maintenance 
application help. 

 Security Logging and Tracing 
SAP advises that you establish a very limited number of system administrators with privileges to 
make changes to users and authorizations and the CAMS system configuration. 

CAMS logs changes made to users, profiles, and authorizations. System administrators can 
access this information from the CAPP User Maintenance and Profile Maintenance dialog boxes 
and from the SFM User Maintenance dialog box by clicking the Security Audit button. For more 
details on how to view and print the information, see the CAMS System Maintenance application 
help. 

CAMS also logs changes made to the configuration parameters. System administrators can 
access this information by clicking the Parameter Audit button in the Configuration Parameter or 
Control File dialog boxes. For more details on how to view and print the information, see the 
CAMS System Maintenance application help. 

 

Remember, changes to configuration files are not logged by CAMS; refer to 
Configuration Files on page 17 for more details. Once CAMS is implemented at your 
site, configuration parameters should not be changed without consulting with your 
SAP representative. 

CAMS security and configuration logs identify what was changed, the old value, the new value 
(with the exception of passwords), who made the change, and when.  

CAMS includes a console logging feature to capture anything that an unauthorized user might try 
to do in the system. The console logging feature uses configuration parameters. For more 

information, see the CAMS Operations Guide in the Documentation folder of the CAMS core 

delivery. 

 

There is a deviation in CAMS version 7.2 from the above described configuration 
parameter change logging, which is described in the previously referenced SAP 
Note. 


