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1 Document History

Before you begin reading this guide, be sure that you have the latest version. Find the latest version at https://
help.sap.com/docs/SAP_SERVICE_ASSET_MANAGER.

The following table provides an overview of the most important document changes.

Document Version Date Description of Changes

10 NOV 2025 Original release of the SAP Service and
Asset Manager Quick Start Guide guide,
version 2511.
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2 SAP Service and Asset Manager

Installation Prerequisites

To install SAP Service and Asset Manager, ensure the following prerequisites are met:

A valid subscription to SAP Service and Asset Manager. See Product Licensing Overview [page 4].
The SAP back end prerequisites are met. See SAP Back End Prerequisites [page 11].

You have access to your company's SAP BTP Global Account and Subaccount. See SAP Business
Technology Platform Prerequisites [page 11].

OPTIONAL.: If using certificate-based authentication, acquire the certificates the IdP expects from mobile
devices running the SAP Service and Asset Manager application. See the SAP Cloud Identity Services

- Identity Authentication portal page for complete information on working with certificates and Identity
Providers.

® Note

If you optionally enable certificate based authentication, the Mobile Development Kit client passes the
certificate to the IdP for use in authentication as long as the |dP supports and asks for certificates, and
certificates are present on the mobile device.

You have an iOS or Android mobile device or tablet to test the SAP Service and Asset Manager mobile
application. See 3693382 : Software Release Note - SAP Service and Asset Manager 2511, for a complete
list of device requirements for the SAP Service and Asset Manager application.

To see if the SAP Service and Asset Manager application supports your language, refer to Supported
Languages.

2.1 Product Licensing Overview

Software Components

SAP Mobile Execution and Dynamic Forms is a bundle offering, giving access to the following mobile
applications, as well as to a fixed entitlement of SAP Dynamic Forms (1200 documents FUE/contract
year) :

* SAP Service and Asset Manager: A mobile asset management application that supports
Maintenance, Service and Safety Technicians, as well as Inventory, Warehouse Management and
Logistics features.

* SAP Dynamic Forms: With this application you can design, deploy and use custom forms and
extensions, from basic to complex ones. These forms can be integrated in an offline-mobile solution
such as SAP Service and Asset Manager and also can be used in an online SAP Fiori web-based
application on the SAP BTP.
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¢ SAP Field Service Management Mobile: The SAP Field Service Management platform includes an
offline-first SaaS-based mobile application for handling service calls. This application is considered as

Standard Use.

* SAP Maintenance Assistant: The mobile companion for Maintenance Technicians using the SAP
S/4HANA Cloud Public Edition. This application is considered as Standard Use.

* SAP Dynamic Forms Add-on gives you access to a tiered volume of form instances in addition to the fixed

entitlement above.

® Note

SAP Mobile Execution and Dynamic Forms [page 4] is a prerequisite for this component.

Usage Types Comparison

The following table compares the licensing options you can use as part of SAP Mobile Execution and SAP

Dynamic Forms.

® Note

To get a better understanding of the license entitlements, please make sure to select the INCLUDED filter
for all usage types (Basic, Standard and Professional).

Application

Details

Basic Use Standard Use Professional Use

SAP Dynamic Forms

Build forms from
an online form de-
signer and assign
them to their re-
spective SAP ob-
jects.

Manage forms
lifecycle (monitor
version controls,
utilization of data
and use import
export capabili-
ties)

Access adminis-
tration panel and
backend integra-
tion tools
Complete forms
from an online
Forms Explorer

INCLUDED INCLUDED INCLUDED
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Application Details Basic Use Standard Use Professional Use
SAP Dynamic Forms Fixed entitlement of INCLUDED INCLUDED INCLUDED

1200 documents FUE/

contract year
SAP Service and As- * Maintenance INCLUDED NOT INCLUDED NOT INCLUDED

set Manager Basic
Personas

Technician Exter-
nal (compared

to Maintenance
Technician Stand-
ard and Professio-
nal, it is a separate
persona with lim-
ited functionality,
created specifially
for external work-
ers within your or-
ganization)

Field Service
Technician Exter-
nal (compared

to Field Service
Technician Stand-
ard and Professio-
nal, it is a separate
persona with lim-
ited functionality,
created specifially
for external work-
ers within your or-
ganization)
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Application Details

Standard Use

Professional Use

SAP Service and As- *  You can complete
set Manager Standard
Personas

forms from SAP
Service and Asset
Manager (offline
use case).

®  You can choose ei-
ther of the follow-
ing personas:

®* Maintenance
Technician
Standard
(manage
maintenance
notifications
and complex
asset infor-
mation)

® Field Service
Technician
Standard
(perform cus-
tomer service
operations)

® Inventory
Clerk (man-
age inven-
tory, goods
movements
and material
documents)

® Warehouse
Clerk (opti-
mize the use
of various
storage bins
and stock
movements,
store stocks
from several
plants to-
getherina
randomly-
managed
warehouse)

NOT INCLUDED

INCLUDED
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Application

Details

Standard Use

Professional Use

* Field Logis-
tics Operator
(manage the
movement of
goods in for-
warding and
returning
scenarios)

SAP Service and Asset
Manager Professional
Personas

You can choose
multiple per-
sonas, as well

as standard and
custom personas:

® Field Service
Technician
Professional
(perform cus-
tomer service
operations in-
cluding meter
management
processes)

®* Maintenance
Technician
Professional
(maintain en-
terprise as-
sets and per-
form the job
with complex
asset infor-
mation)

® Safety Tech-

nician (per-
form clear-
ance activi-
ties, isolation
of equipment
and manage
permits)

You can complete

forms from SAP

Service and Asset

Manager (offline

use case).

NOT INCLUDED

NOT INCLUDED INCLUDED
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Application Details Basic Use Standard Use Professional Use

SAP Field Service Man- See SAP Field Service  NOT INCLUDED INCLUDED INCLUDED
agement Mobile Management Mobile.
SAP Maintenance As-  See SAP Maintenance  NOT INCLUDED INCLUDED INCLUDED
sistant Assistant.

A Caution

Please note that the SAP Service and Asset Manager license provisions users with access to the SAP
S/4HANA back end system with similar functionality; however, it does not include full transaction access.
This could lead to overuse of Full Usage Equivalents (FUESs). To resolve this issue, you need to set up a
special user type (see Licensing - Important notes [page 9]).

2.1.1 Licensing - Important Notes

Please note the following regarding licensing and typical use cases:

* The SAP Service and Asset Manager mobile application Full User Equivalent (FUE) licenses do not provide
any entitlement for custom app development or usage, even if it is by the same user. This is governed by
the Mobile Service Plans. The SAP Service and Asset Manager application includes entitlements to the
basic—plus-app mobile services plan. Custom development is not permitted; however, in-app extensibility
options are available for SAP Service and Asset Manager.

* If you would like to develop and deploy mobile apps on the same platform, you can license the appropriate
service plan that meets your needs. For more information about the available service plans, refer to Active
Service Plans for mobile services in SAP Mobile Services documentation.

* SAP Service and Asset Manager-named user provisioning from a SAP Service and Asset Manager license
will provision users to perform similar transactions from SAP S/4HANA or SAP ERP back end, but will
not provision the complete SAP S/4HANA transaction access. This could lead to overuse of Full Usage
Equivalents (FUESs). To resolve this issue, you need to set up a special user type:

1. To measure users in your SAP installation clearly and precisely, your users must be classified
according to their current use and the price list they are based on prior to each system measurement.
2. If auser requires back end on-premise or private cloud access for their cloud service (such as SAP
Service and Asset Manager mobile solution):
1. In SAP GUI, use the transaction code USMM
2. Classify the user with a special module user type for identification.
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3. The user will not consume a named user license from SAP S/4HANA during the consolidation, or
will be excluded from the regular user count as part of the audit.
If the same user requires access to another SAP software that is not part of the cloud service scope on
this Prod system (with a named user requirement):
1. Classify the user with the appropriate contractual definition.
2. During consolidation or deduplication, the user will be counted only at their highest user type — or
not counted at all, if they are unique to the special module user type.

In| SAP GUI » SUOI 3, set up the special module user type [page 9] for all SAP Mobile Execution
and Dynamic Forms (MEDF) users, along with the required authorization roles to run the application.

SAP Display Users
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2.2 License Matrix for Cloud Foundry and Neo Platforms

Platform Required Services

Cloud Foundry * Application Runtime
® Mobile Services

® SAP Business Application Studio

Neo ®* Mobile Services

® Mobile Development Kit SAP Web IDE

-> Remember

SAP Business Technology Platform, Neo environment will sunset as described in SAP Note 3351844 #ar .
For more information about how to migrate the SAP Service and Asset Manager application, see Migrating
From Neo to Cloud Foundry Environment.

2.3 SAP Back End Prerequisites

For the complete list of back end requirements, refer to the 3693382 #% : Software Release Note - SAP Service
and Asset Manager 2511. Additionally, please note the following information and prerequisites:

* You have avalid user in the SAP system and client, in order to perform the SAP back end system setup.

* SAP S/4HANA Cloud Private edition OR SAP S/4HANA On-Premise edition (1610 FPS 01 or higher, 1709,

1809, 1909) OR SAP ERP 6.0 enhancement package 7 or 8.
¢ SAP Netweaver Gateway: SAP_GWFND 740 SP17 or later

* Cloud Connector

® Note
* The SAP Mobile Add-On, known as Mobile Application Integration Framework, is embedded in SAP
S/4HANA 1909.

* Therefore, the SAP Mobile Add-On as a back end prerequisite is relevant for you only if you are on
ECC or on an older SAP S/4HANA version (1610 to 1809).

* With the SAP S/4HANA Cloud Public edition back-end system, you must use SAP Maintenace
Assistant.

2.4 SAP Business Technology Platform Prerequisites

SAP Service and Asset Manager uses the oData service that is provided with the SAP Business Technology
Platform Mobile Services. Please note the following prerequisites and information related to the SAP BTP:
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¢ Ensure that an SAP Business Technology Platform Mobile Services account with an active mobile services
account is available. See Step 3 [page 13] in Quick Installation Overview for SAP Service and Asset
Manager.

* Cloud Foundry only: Mobile Services and Application Runtime are provisioned in the SAP Business
Technology Platform subaccount.

® The application MDK is created in SAP Business Technology Platform Mobile Services.

® Note

* Your organization may have multiple SAP BTP global accounts with different product licenses
associated with them. Please make sure one of those licenses is associated with the global account
that end users have access to. If a corresponding license that grants entitlements for SAP Service and
Asset Manager is not associated with the global account that end users have access to, SAP Service
and Asset Manager will not be a visible application available for use.

* If the license for Mobile Execution and SAP Service and Asset Manager is not assigned to the correct
global account, please reach out to your account executive. They can correctly assign the product SKU
to the global account in which you wish to operate SAP Service and Asset Manager.
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3 Quick Installation Overview for SAP
Service and Asset Manager

This quick start guide provides the essential high-level steps to set up SAP Service and Asset Manager end to

end.
Step Action Link Role
1 Ensure that all prerequisites are met before in- SAP Service and Asset Manager Installation Pre-  IT admin-
stalling SAP Service and Asset Manager. requisites [page 4] istrator
2 SAP back end system setup
21 Identify your back end system and perform the *  Mobile Add-On for SAP ERP [page 15] SAP ERP
relevant setup procedure. * Mobile Add-On for SAP S/4HANA [page  (ECC)
16] adminis-
) ) trator or
® MAIF for SAP S/4HANA On-Premise or Pri- SAP
vate Cloud [page 17
[page 17] S/4HAN
2.2 Perform general configurations for the back end  General Setup for the SAP Back End System Aadmin-
istrator
system. [page 17]
23 Activate the SAP Service and Asset Manager Activating the SAP Service and Asset Manager
Business Configuration Set (BC Set). BC sets [page 19]
24 Perform the relevant Authorization Types in Ap-  Configuring Authorization Type by Persona [page Security
plication Persona configuration. 20] expert
25 Activate the SAP Gateway Services SAP Gateway System Setup [page 22] SAP ERP
(ECC)
adminis-
trator or
SAP
S/4HAN
A admin-
istrator
3 SAP Business Technology Platform (SAP BTP) account setup
31 If you do not have one yet, create an SAP BTP Enterprise Accounts in SAP BTP documentation ~ SAP BTP
Enterprise Account. adminis-
trator
32 Provision the SAP BTP subaccounts with the Creating a Cloud Foundry Subaccount Using
proper entitlements. a SAP Business Technology Platform Booster
[page 23]
SAP Service and Asset Manager Quick Start Guide
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Step Action Link Role
4 SAP Cloud Connector setup
41 nstalland configure the Cloud Connector. Setting Up the Cloud Connector [page 28] IT admin-
istrator
4.2 Perform the additional system mapping configu-  Setting up the SAP BTP Cloud Connector Sys-
ration. tem Mapping [page 31]
5 Create and update your SAP Mobile Services Create an SAP Mobile Services App for the SAP  SAP ERP
application using the App Create program. Service and Asset Manager Mobile App#r (ECC)
adminis-
trator or
SAP
S/4HAN
A admin-
istrator
6 SAP Service and Asset Manager application deployment
61 Set up the SAP Business Application Studio Setting Up the SAP Business Application Studio  MDK de-
(BAS). [page 32] veloper
6.2 Download and import SAP Service and Asset How to deploy SAP Service and Asset Manager
Manager metadata definitions into SAP Business metadata definitions to Mobile Services
Application Studio.
63 Deploy SAP Service and Asset Manager meta-
data definitions into the SAP Mobile Services ap-
plication.
7 Onboarding for the SAP Service and Asset Manager client
71 Obtain SAP Service and Asset Manager onboard- Obtain SAP Service and Asset Manager On- Business
ing URL or QR code. boarding URL or QR Code [page 36] expert
/2 Download and install the SAP Service and Asset  Installing the SAP Service and Asset Manager
Manager client into your mobile device. Client [page 38]
73 Log in to the SAP Service and Asset Manager Initial Log In to the SAP Service and Asset Man-
application using a QR code. ager Application [page 39]
8 Troubleshooting [page 41]
SAP Back End Performance Tracing Tools SAP Back End Performance Tracing Tools [page
42]
SAP Gateway Error Logs SAP Gateway Error Logs [page 43]
SAP Gateway Tracing Tools SAP Gateway Tracing Tools [page 44]
Cloud Connector Log and Trace Files Cloud Connector Log and Trace Files [page 46]
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Step Action Link Role

SAP Business Technology Platform Mobile Serv-  SAP Business Technology Platform Mobile Serv-
ices Logs ices Logs [page 47]

SAP Business Technology Platform Mobile Serv-  SAP Business Technology Platform Mobile Serv-

ices Network Traces ices Network Traces [page 49]
Internet Communications Trace Internet Communications Trace [page 45]
Mobile Client and Device Logs Mobile Client and Device Logs [page 51]

® Note

* This procedure describes the minimum required installation steps. For additional installation and
customization options, refer to the SAP Service and Asset Manager Installation Guide.

* Once you are done with the installation steps, you can continue with configuring SAP Service and Asset
Manager. See SAP Service and Asset Manager Configuration Guide.

3.1 SAP Back End System Setup
3.1.1 Installing the Relevant Back End System

3.111 Mobile Add-On for SAP ERP

If you are on the SAP ERP back end system, you need to install the SAP Mobile Add-On for the SAP ERP back
end alongside the requisite service packs, in order to provide the required OData services for specific versions
of SAP Service and Asset Manager. Follow the installation steps in SAP Note 2660361#%, SAP Service and
Asset Manager Mobile Add-On for ERP Installation Primary Note.

® Note
For more information, see:

* 2577248 Release Information Note - Mobile Add-On for ERP 6.30 and Support Packages

* 2660862#% : SAP BTP Mobile Services Setup Info for SAP Service and Asset Manager with SAP ERP
System

* Installing the SAP Mobile Add-On for SAP ERP

* SAP ERP Mobile Add-On documentation

After downloading the files for the SAP Mobile Add-On desired support packages from the SAP Software
Download Center, load the mobile add-on onto your system through the add-on manager, using the transaction
code SAI NT. Once the add-on is installed, load the support packages into your system through the Support
Package Manager (accessed through transaction code SPAM).
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Supported Versions

Ensure that the corresponding Mobile Add-On for SAP ERP and service packs are installed for the SAP Service
and Asset Manager application you wish to run. The following versions are available for the compatible SAP
ERP 6.0 EHP7 SP14 systems or higher:

SAP ERP 6.0 Enhancement Package 7

Software Compnent Release Support Package
SAP_ABA 740 SP17 or higher
SAP_APPL 617 SP14 or higher
SAP_BASIS 740 SP17 or higher
SAP_GWFND 740 SP17 or higher
SAP_UI 740 SP17 or higher
IS_UT 617 SP14 or higher

SAP ERP 6.0 Enhancement Package 8

Software Compnent Release Support Package
SAP_ABA 750 SPO8 or higher
SAP_APPL 618 SPO7 or higher
SAP_BASIS 750 SPO8 or higher
SAP_GWFND 750 SPO8 or higher
SAP_UI 750 SPO8 or higher
IS_UT 618 SPO7 or higher

3.1.1.2 Mobile Add-On for SAP S/4HANA

If you are on the SAP S/4HANA back end system, you need to install the SAP Mobile Add-On for SAP S/4HANA
back end alongside the requisite service packs, in order to provide the required OData services for specific
versions of SAP Service and Asset Manager. Follow the installation steps in SAP Note 2493602, SAP Service
and Asset Manager Mobile Add-On for S/AHANA 1.0 Installation Primary Note.

® Note
For more information, see:

* Installing the SAP Mobile Add-On for SAP S/4HANA 1909 and Earlier Versions
* SAP S/4HANA Mobile Add-On documentation
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Supported Versions

Ensure that the corresponding Mobile Add-On for SAP S/4HANA and service packs are installed for the SAP
Service and Asset Manager application you wish to run. The following versions are available for the compatible
SAP S/4HANA 1610 FPS (Feature Pack Stack) O1 systems or higher:

Software Component Release Support Package
SAP S/4HANA on-premise edition 1610 FPS 01 or higher
SAP S/4HANA on-premise edition 1709 1709
SAP S/4HANA on-premise edition 1809 1809

® Note

If you are running SAP Service and Asset Manager in SAP S/4HANA on-premise edition 1909 or higher:

* Refer to MAIF for SAP S/4HANA On-Premise or Private Cloud [page 17].

* SAP Mobile Add-On installation is not required. The Mobile Application Integration Framework used by
SAP Service and Asset Manager is included as part of SAP S/4HANA 1909 on-premise.

3113 MAIF for SAP S/4HANA On-Premise or Private
Cloud

To support SAP Service and Asset Manager on the SAP S/4HANA On-Premise or Private Cloud system with
release version 1909 and above, you need to configure MAIF as described in SAP Note 2977434 #& SAP Service
and Asset Manager: Mobile Application Integration Framework for S/4HANA on-premise or private cloud edition
Installation Primary Note.

® Note

For more information, refer to the Mobile Application Integration Framework (MAIF) Product Page.

3.1.2 General Setup for the SAP Back End System

Procedure

1. Set up MAIF number range by executing transaction SNRO.
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MAIF uses the Number Range object to generate a readable record ID for runtime data. Maintain these
number ranges as follows:

Number Range Object Interval Usage

/MFND/CS1 01 Client state record ID
/MFND/DQ1 01 Dependent queue record ID
/SYCLO/C_2 01 Push instance record ID

2. Activate HTTP Services by using transaction SICF (HTTP Service Hierarchy Maintenance).

Activate HTTP services for the ConfigPanel and the Administration and Monitoring tool using the following

information:
ICF Service Path Description
/default_host/sap/bc/webdynpro/syclo Activates service node including subnode

a. Verify that service activation is completed through transaction /SYCLO/ADMIN.
b. Activate any other ICF services required for Web Dynpro application as prompted.

3. Define user roles and authorizations through transaction PFCG (Role Maintenance).

Define the user role with required authorization for SAP Service and Asset Manager and MAIF using the
following information:

Authorization Description

Authorization object: /MERP/SAM Regular SAP Service and Asset Manager user

Activity: Execute

Authorization object: /SMFND/AO1 Admin user who can run system purge utility programs

Activity: Delete

4. Define the essential authentications to call the OData service through the SAP Gateway.

* The following table lists the authorization objects required to run the OData service:

Authorization Object Authorization Attribute Value
/MERP/SAM ACTVT 16
P_ORGIN INFTY 0105
SUBTY 0001
P_PERNR INFTY 0001
SUBTY *
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Authorization Object Authorization Attribute Value

INFTY 0002
SUBTY *
INFTY 0006
SUBTY *
INFTY 0105
SUBTY *

* Foran ERP system Gateway (GW) HUB installation scenario, the following authorization object is
required when a user connects from a HUB system to an ERP system:

Authorization Object Authorization Attribute Value

S_RFCACL ACTVT 16
RFC_CLIENT <CLIENT SPECIFIC>
RFC_EQUSER Y
RFC_INFO *
RFC_SYSID <SYSTEM SPECIFIC>
RFC_TCODE *
RC_USER

Next Steps

Continue with Activating the SAP Service and Asset Manager BC sets [page 19].

3.1.3 Activating the SAP Service and Asset Manager BC sets

Prerequisites

See General Setup for the SAP Back End System [page 17].
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Context

To activate the SAP Service and Asset Manager BC sets, perform the following steps:

Procedure

1. InSAP GUI, use the transaction code SCPR20 to implement the following:

SAP Service and Asset Manager BC Set Implementation Scenario

| MERP/ SAP_SRV_ASSET_MANAGER _<XXXX>>_REF Standard Plant Maintenance execution business proc-
esses. This BC set includes usage of Asset Central, Crew
® Note Management, Customer Service, and Field Operations

Replace the <XXXX> with the application release ver- ~ Worker
sion. For example, 2010.

® Note

For more information, refer to Application BC Sets in MAIF Installation Guide.

2. Click Activate.

Next Steps

Complete Configuring Authorization Type by Persona [page 20].

3.1.4 Configuring Authorization Type by Persona

Prerequisites

See Activating the SAP Service and Asset Manager BC sets [page 19].

Persona-Based Authorizations

For mobile users to access specific persona(s) in the SAP Service and Asset Manager application, it is required
to perform either of the following Authorization Types in Application Persona configuration:

¢ Authorization Object
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¢ Authorization Profile
¢ User Role

Mobile Application (Change Mode) 8 -
@ save | % Cancel

General | Mobile Status Setting Conversion Exit Setting |~ System Components | Parameters | Client Globals | UserAttributes | Application Persona |  Features | Sync Groups

Mobile Application Info

Mobile Appiication: | SAP_SERVICE_ASSET_MANAGER_ Release: Mobile App. Desc | SAP Service and Asset Manage:

Application Personas

Auto Determination Rule: v
Persona List
Add Persona || [, Delete Persona || Copy Persona
Persona Name Persona Type Persona Code Usage Type Active  Default] Authorization Type Check Object

FIELD_LOGISTICS_OPERATOR FIELD LOGISTICS OPER Field Logistics Operator ~  Standard User v Authorization Object ~
FIELD_SERVICE_TECHNICIAN FIELD SERVICE TECH Field Service Technicia... ~ Standard User v User Role
FIELD_SERVICE_TECHNICIAN_PRO FIELD SERV TECH PRO Field Service Technicia. ~~  Advanced User v
FIELD_SERVICE_TECH_STD_EXT FST STD EXTERNAL Field Service Technicia. ~  External User v A_\m‘?nf.o" f.’.‘,)flf
INVENTORY_CLERK INVENTORY CLERK Inventory Clerk ~ Standard User v Authorization Object ~
MAINTENANCE_TECHNICIAN MAINTENANCE TECH Maintenance Technicia. ~  Advanced User v v User Role d
MAINTENANCE_TECHNICIAN_EXT MAINTENANCE TECH EXT Maintenance Technicia. ~  Extemal User v Authorization Object v
MAINTENANCE_TECHNICIAN_STD MAINTENANCE TECH STD Maintenance Technicia. ~  Standard User v Authorization Object d
SAFETY_TECHNICIAN SAFETY TECHNICIAN Safety Technician ~  Advanced User v Authorization Object v
WAREHOUSE_CLERK 'WAREHOUSE CLERK Extended Warehouse ~  Standard User v Authorization Object A

Authorization Object

This is the default Authorization Type used in Application Persona configuration. By default, each persona is
associated with a standard, pre-defined Authorization Object. You can assign the pre-defined Authorization
Objects to users as needed. The authorization objects are then used to determine the user persona.

See the following table about required Authorization Objects for users to access specific persona(s) in the
mobile application:

Persona Name Authorization Object Authorization Attribute Value
FIELD_LOGISTICS_OPERA-  /MERP/FLOG ACTVT 16
TOR

FIELD_SERVICE_TECHNI- /MERP/FST ACTVT 16
CIAN

FIELD_SERVICE_TECHNI- /MERP/FSTP ACTVT 16
CIAN_PRO

FIELD_SERV- /MERP/CST ACTVT 16
ICE_TECH_STD_EXT

INVENTORY_CLERK /MERP/SIC ACTVT 16
MAINTENANCE_TECHNI- /MERP/SMT ACTVT 16
CIAN

MAINTENANCE_TECHNI- /MERP/CST ACTVT 16
CIAN_EXT

MAINTENANCE_TECHNI- /MERP/MTB ACTVT 16
CIAN_STD

SAFETY_TECHNICIAN /MERP/WCM ACTVT 16
WAREHOUSE_CLERK /MERP/EWM ACTVT 16
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Authorization Profile

You can create a custom Authorization Profile and associate the profile (as Check Object in screenshot above)
in Application Persona configuration as needed. The authorization profile configured will then be used to
determine the user persona.

User Role

You can create a custom role and associate the role (as Check Object in screenshot above) in Application
Persona configuration as needed. The User Role configured will then be used to determine the user persona.

® Note

* To improve performance, we recommend creating separate roles for each persona and assigning them
to the end mobile users.

* For more information about personas in SAP Service and Asset Manager, see Persona Overviews and
Configuring Personas.

Next Steps

Continue with SAP Gateway System Setup [page 22].

3.1.5 SAP Gateway System Setup

Prerequisites

See Configuring Authorization Type by Persona [page 20]

Procedure

1. Check if Gateway is active through transaction SPRO.

Navigate to [ IMG » SAP Netweaver » SAP Gateway » OData Channel » Configuration ¥ Activate or
Deactivate SAP Gateway 3 to check if the Gateway is active.

2. Maintain system alias through transaction SPRO.

Navigate to [r IMG » SAP Netweaver » SAP Gateway » OData Channel » Configuration » Connection
Settings » SAP Gateway to SAP System » Manage SAP System Alias 3 to check if the Gateway is active.
3. Register and activate the OData and online services through transaction /IWFND/MAINT_SERVICE

a. Click Add Service and search for the following technical service name:
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Technical Service Name Usage

/ MERP/ SAP_SRV_ASSET_MANAGER _<XXXX> Standard Plant Maintenance scenario

b. Click Add Selective Services and click Enter.
c. Click Add Service and search for the following online service name:

Technical Service Name Usage

/ MERP/ SAP_ONLI NE_LOOKUP_EXT_<XXXX> SAP Service and Asset Manager online lookup services

d. Click Add Selective Services and click Enter.

® Note

<XXXX> is the release version of the application. For example, 2310.

4. Test OData services through transaction /IWFND/GW_CLIENT

® Note

Use HTTP GET method and request URI / sap/ opu/ odat a/ MERP/
SAP_SRV_ASSET_MANAGER <XXXX>/ $net adat a.

3.2 SAP Business Technology Platform account setup

3.2.1 Creating a Cloud Foundry Subaccount Using a SAP
Business Technology Platform Booster

Establish an SAP Business Technology Platform Cloud Foundry account with the requisite individual services
using the Boosters tile.

Context

Administrators of SAP BTP global accounts that have purchased licenses and entitlements for SAP Service and
Asset Manager can use the SAP BTP Boosters tile. The booster quickly creates a SAP BTP subaccount with
Cloud Foundry-enabled features. It creates the required SAP BTP configurations; however, you will still need to
manually add your own connections to your back end on-premise system.

® Note

* If your environment is more complex, use the manual SAP BTP services - Setting Up a Cloud Foundry
Environment, Single Instance procedure found in the Appendix of the SAP Service and Asset Manager
Installation Guide.
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* For detailed information on Cloud Foundry, see the Enabling Mobile Services page.
* For additional information on entitlements, see the note found in the Prerequisites for SAP Service and

Asset Manager Application Installation subsection in the SAP Service and Asset Manager Installation
Prerequisites topic.

Procedure

1. Open the SAP BTP cockpit and navigate to the Boosters section. Perform a search for SAP Service and
Asset Manager. Then select the Setup account for SAP Service and Asset Manager when it displays.

= SAP” BTP Cockpit

&5 Account Explorer

(8 Resource Providers Boosters

ﬁr Boosters Follow our interactive guided boosters to build applications or use different platform services and features.

System Landscape service and asset manager| X Q| AL v
Systems

Formations Extension Suite - Digital Process Automation (1}

(% Entitlements

Entity Assignments g

B A S Setup account for SAP Service and

B security Asset Manager

Set up a landscape with subscriptions and services used

Users
by SAP Service and Asset Manager

Role Collections
Start
Trust Configuration

/M Usage

2. Select the Start button on the booster overview page that displays.
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= SAP” BTP Cockpit

O% "ulali () Setup account for SAP Se
(& Booster

Setup account for SAP Service and Asset Manager

Set up a landscape with subscriptions and services used by SAP Service and Asset Manager
Overview  Components  Additional Resources

SAP Service and Asset Manager (SSAM) is a mobile solution that leverages SAP Business Technology Platform (BTP) and digital core with SAP
S/4HANA to enable robust, scalable, and modern field service and asset management. The solution, at a minimum, requires a sub-account with Cloud
Foundry application runtime and Mobile Services enabled for establishing connection between mobile client and SAP backend (S/4HANA or ECC).

This booster will guide you through setting up a new or an existing sub-account, configuring necessary entitlements and services, and assigning
members on SAP Business Technology Platform

Once the booster has been implemented, your sub-account will be ready for end-to-end connectivity and consumption by an SAP Service and Asset
Manager mobile application.

SAP Service and Asset Manager- Integration Architecture

R

8 Legal Information

The booster begins a check to ensure the licenses and authorizations in the global account are ready to run
the booster. As long as the checks pass with Done or Warning, the booster can continue running.

® Note

If there is a Warning about Missing Licenses or Missing Entitlements, please speak to your SAP account
representative for the correct course of action.

Setup account for SAP Service and Asset Manager

° Check Prerequisites 2 Select Scenario 3 Configure Subaccount 4 Add Users

A One or more Issues occurred. Click on the button for more information. Rerun

Check Prerequisites

We're checking if you meet all the prerequisites required for this booster. (D

Checking Authorizations: m
Checking Entitiements:  @FSSTE

Missing Entitlements

Below are the missing entitlements:

Required

Name Type B

Service MEMORY

Service basic-plus-app
Subscription  standard
Subscription  standard-edition

dynamic-forms Subscription  standard

Solution:

Purchase the missing plan(s) to make it available in your global account, and then use
the Entitiements page in the cockpit to distribute it to the subaccounts where you
would like to execute this booster.

See Managing Entitlements and Quotas Using pit.

Navigate to nments to view the quota assignment and modify accordingly:

Close

Next  Cancel

B Legal hore

3. Tap Next to continue. Then select Create Subaccount and click Next.
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Setup account for SAP Service and Asset Manager

_' Check Prerequisites ——————————— o Select Scenario 3  Configure Subaccount 4  Add Users

Select Scenario
Select subaccount mode for the booster.

A Some optional entitiements are missing or have insufficient quota. See mi

(@) Create Subaccount

) Select Subaccount
de will help y

The Configure Subaccount screen displays.

4. Remove any features that you don't need by clicking the trashcan icon next to the feature. You can also
change any of the default input names in the fields. Select a Cloud Foundry provider and region in which to
operate the subaccount. Then select Next.

Setup account for SAP Service and Asset Manager

( 1 ) Check Prerequisites —————————— ( 2 ) Select Scenario ——————————————— o Configure Subaccount 4 Add Users

Configure Subaccount

‘Configure your Cloud Foundry Subaccount and Space. (D)

Entitlements:

Service Plan Required Quota  Remaining Quota
Cloud Foundry Environment * MEMORY i ar 899
Mobile Services* basic-plus-app 1+ 3

SAP Business Application Studio standard-edition 1 o

dynamic-forms standard il limited

Amazon Web Services (AWS)
e infrastructure provider of the

Europe (Frankfurt) AWS 2

Org Name:*

Previous |Next | Cancel

The Add Users page displays.

5. Select a custom identity provider, if required. Add your administrator users and developer users to the
corresponding fields, then click Next.
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Setup account for SAP Service and Asset Manager

( 1 ) Check Prerequisites —————————— | elect Scenario ————— ( 3 ) Configure Subaccount ————————— ° Add Users

Add Users

Enter the detalls of additional users who will work on your development project and assign them to the relevant roles. (D

© Thre Platform identity Provider displays all the Custom Identity Authentication Service (IAS) tenants configured in your global account. The booster will use it to assign cockpit platform roles like "Subaccount Administrator'. Similarly,
the Application Identity Provider displays all the Custom IAS tenants associated with the selected subaccount. This IAS tenant will be used by application users having application roles like "BuildAppsDeveloper”.

accounts.sap.com

sap_asset_manager_administrator@sap.com

inistrate

Previous | Next Cancel

6. Confirm that all your subaccount details are correct, then select Finish.
A popup appears that updates in real time as the booster creates the subaccount and prepares it for use
with the application.

Progress

Creating Subaccount
Assigning Service Quotas

Enabling Cloud Foundry

Subscribing Saas Applications

Creating Space

Creating Role Collection

Assigning Role Collection

Results

Once the subaccount creation is complete, your new subaccount will appear under the Account Explorer
section.
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SAP" BTP Cockpit

Q" T - -
&5 Account Explorer L
(5 Resource Providers Global Account: A% F Fa ¥ kLl F™Ja FL=IM - Account Explorer G  Svitch Global Account
(& Boosters All; 4 directories, 3 subaccounts | Subdomnain; ==
(@ system Landscape -

Systems Search QAL

Formations

Directories and Subaccounts  Subaccounts (3)

(S Entitlements

Entity Assignments ExpandAll  Collapse All

Service Assignments Name = Type Environment Provider Region Changed On

@ security v@ur s mm - Global Account 4 Dec 2024, 212552 (...
Users anm i Directory (Managed) 22 May 2024, 1
Role Collections t il In Directory (Managed) 22 May 2024, 1

Trust Configuration Subaccount Multi-Environment  Amazon Web Services (AWS) ™ Europe (Frankfurt) AWS 2 24 Sept 2024, 15:
2 Usage Directory (Managed) 22 May 2024, 1
Subaccount Multi-Environment  Amazon Web Services (\WS) ™7 Europe (Frankfurt) AWS 2 22 May 2024, 1

Directory (Managed) 22 May 2024, 14:53:

Subaccount Multi-Environment  Amazon Web Services (AWS) Europe (Frankfurt) AWS 2 10 Dec 2024, 09:50:45 ...

& Legal Information
hitps:/[canary.cockpit.btp.int.sap/cockpitf#{globalaccount/8d58eB08-a8be-4e 03-bg5h-614BcefB5eBe/subaccount/215072ff-dd6b-4401-bee7-b0ceee823731

Next Steps

Continue on to the Opening the SAP BTP services App Creator and Using the SAP Business Technology
Platform Mobile Services App Creator to Create an Application topics to create your app in your subaccount.

3.3 Setting Up the Cloud Connector

Prerequisites

Meet the following requirements before beginning this procedure:

* HTTP Configuration: SAP Business Technology Platform Mobile Services communicates with the back
end using HTTP/OData service

* Principal Propagation: Principal propagation to an ABAP system must be configured

* Certificate User Mapping in ABAP system: X.509 certificate must be mapped to named user in the SAP
ABAP system

* Creating a Cloud Foundry Subaccount Using a SAP Business Technology Platform Booster [page 23]
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Context

For detailed information on installing and configuring the Cloud Connector, see the following links:

* SAP Development Tools for Cloud

* SAP Business Technology Platform Connectivity — Cloud Connector

Procedure

1. Find your subaccount ID: To set up your subaccount, you must know the subaccount ID.

a. Open the SAP Business Technology Platform Cockpit.

b. Navigate to the subaccount list of the global account containing your subaccount: choose | Home
» <Your Global Account> » Subaccounts 3.

c. Find your subaccount in the list. Select the subaccount to navigate into the overview page and see the
Subaccount ID.

SAP Cloud Platform Cockpit
Overview %y Home | [@ Testing

Talie i &, Global Account: Testing - Subaccounts

1 Recipes All: 2

1 Registered Systems New Subaccount AllRoles ~~

Entitlements
2 admin-test & Test_CF
Entitlements

nt: Cloud Foundry

er: Amazon Web Services (AWS)

11 BB US East (VA)

nt: Cloud Foundry
SAP

11 |l Europe (Rot)

-none-

Members

-none-

2. Add subaccount:
a. The <Regi on> field specifies the SAP Business Technology Platform region that should be used, for
example, Eur ope ( Rot).Choose the one you need from the drop-down list.

b. For <Subaccount >and <Subaccount User > (user/password), enter the values you obtained when
you registered your account on SAP Business Technology Platform.

® Note

Enter the subaccount ID as <Subaccount >, rather than its actual (technical) name. See the
previous step to determine your subaccount ID. As <Subaccount User > provide your Logi n
E- mai | instead of a user ID.

c. (Optional) You can define a <Di spl ay Nane> that allows you to easily recognize a specific subaccount
in the Ul compared to the technical subaccount name.

d. (Optional) You can define a<Locat i on | D> that identifies the location of this Cloud Connector for a
specific subaccount.
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e. (Optional) You can provide a <Descr i pt i on> of the subaccount that is shown when clicking on the
Details icon in the Actions column.

f.  Save your changes.

3. Configure access control: to allow your cloud applications to access a certain backend system
through HTTP, specify this system in the Cloud Connector.

a. Choose Cloud To On Premise from your Subaccount menu in the SAP Business Technology Platform
Cockpit. Then choose Add.

A wizard opens to guide you through adding required values.
b. Select ABAP System for <Backend Type>and click Next.
c. Select HTTP for <Pr ot ocol > and click Next.

d. Your<Internal Host>is<Backend On-Premise Server Name>. Your <l nt ernal Port>is
<Backend On-Premise Port Number>. Click Next.

® Note

Find your internal host and internal port through the SAP GUI by running transaction SMICM and
navigating to | go to » Service (ICM Monitor) - Service 3.

e. Your <Virtual Host>is<Name displayedin SAP Business Technology Platform>. Your <Vi r t ual
Por t > is <Port number displayed in SAP Business Technology Platform>. Click Next.

f. Select None for <Pri nci pal Type> and click Next.
g. Select Use Virtual Host for <Host i n Request Header > and click Next.
h. Enter an optional <Descri pti on>and click Next. Click Finish on the summary screen.

4. Add a resource: In addition to allowing access to a particular host and port, you also must specify which
URL paths (Resources) are allowed to be invoked on that host.

a. Click the +icon in the Resources Accessible On... section.
b. Fill the Add Resource dialog box fields as follows:

®* <URL Pat h:>sap/opu/odata

® <Active: >Ensure box is checked

* <WebSocket : > Don't check box

®* <Access Policy: > Pathand All Sub-Paths

* <Descri ption: >Optional description
c. Click Save.

The Status icon is now a green square, indicating the resource is active.
5. Perform an initial Cloud Connector configuration. See Initial Configuration - SAP Help Portal for detailed
information.

Mandatory fields are as follows:

* Region

* Subaccount: SAP S/4HANA account name
* Subaccount user: SAP BTP connection user
* Password

6. Generate a CA certificate. See Installation of a System Certificate for Mutual Authentication for more
information.

7. Setup the trust store with your backend system.
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8. Set the System Certificate.
Mandatory fields are as follows:

* Common Name

* Organizational Unit

* Organization

* Country
9. Set the Principle Propagation Subject Pattern.
10. Establish the connection between the cloud subaccount and the Cloud Connector.
11. Establish a connection to the on-premise back end system.

12. Establish a Cloud Connector connection for the on-premise system.

Next Steps

Continue with Setting up the SAP BTP Cloud Connector System Mapping [page 31].

3.3.1 Setting up the SAP BTP Cloud Connector System
Mapping

Prerequisites

This procedure describes additional configuration modifications after the initial Cloud Connector installation
and configuration [page 28].

Context

The SAP Business Technology Platform Cloud Connector serves as the link between on-demand applications
in the SAP Business Technology Platform and existing on-premise systems. This procedure addresses specific
SAP Service and Asset Manager Cloud Connector configurations to make in the Cloud Connector cockpit.

® Note

For general Cloud Connector set up and configuration, see the SAP Business Technology Platform Cloud
Connector documentation, specifically Configure Access Control (HTTP).
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Procedure

1. Click the Cloud to On-Premise link, and in the Access Control tab, add your on-premise system in your
Cloud to On-Premise mapping as follows:
* Protocol: HTTPS
* Back-End Type: ABAP
* Virtual Host: Your choice
* Virtual Port Your choice
* Internal Host: SAP back-end system
* Internal Port: SAP back-end system
® Principle Type: X.509 Certificate

2. Add aresource to your Cloud to On-Premise account:

* URL Path:/ sap/ opu/ odat a
¢ Click the Path and all sub-paths radio button
3. Click the Principle Propagation tab and set each of the Trust Configurations to Trusted (checked).
® Note

For Cloud Foundry subaccounts, refresh the Trust Configuration to ensure the subaccount trust
configuration is inherited by the Cloud Connector. This page should be checked for refresh options
any time significant changes are made to the subaccount's Trust Configuration. For more information
regarding Cloud Foundry Trust Configurations, refer to Trust and Federation with Identity Providers in
SAP Business Technology Platform documentation.

3.4 SAP Service and Asset manager Application
Deployment

3.4.1 Setting Up the SAP Business Application Studio

Context

Use the SAP Business Application Studio to edit application metadata and deploy the bundle to SAP BTP
services on Cloud Foundry.

® Note

For more information, refer to the SAP Business Application Studio portal page.

SAP Service and Asset Manager Quick Start Guide
32 PUBLIC Quick Installation Overview for SAP Service and Asset Manager


https://help.sap.com/docs/btp/sap-business-technology-platform/trust-and-federation-with-identity-providers?version=Cloud
https://help.sap.com/docs/bas

Procedure

1. Navigate to the | Subaccount » Entitlements tab .

a. Select Configure Entitlements to add the ability to subscribe to SAP Business Application Studio to the
subaccount.

SAP SAP BTP Cockpit

Spaces
P @ SAP-Asset-Manager v~ | & v

Quota Plans .
Subaccount: - Entitlements

Org Members

HTML5 Applications

% Connectivity v
Search
Destinations ‘ @
St
loud Connectors ervice lechnical Name an ssign Quota uyaccount e Actions
Cloud C t S Technical N Pl A Qi
Assignment
& Security v Applicati
plication ] )
autoscaler standard ared units 1 shared units
Autoscaler @ ©) ®
Users
Applicati _— " . .
pplication application-logs lite 1 shared units D 1 shared units (O
Role Collections Logging Service
Audit Log ditl
Roles auditlog- i i
Management manageme ault @ 1 shared units @ 1 shared units @
Service
Trust Configuration
Audit L
et ~og auditlog-api default @ 1shared units @ 1 shared units
Settings Servi
orization
Entitlements
and Trust
Xsuaa application 1 shared units 1 shared units
~ R Management PP ® @ ®
s Usage Analytics Service
® Help and Support broker (D 1 shared units D 1 shared units (O
& Useful Links space (D 1shared units 3 1 shared units
@ Legal Information apiaccess (D 1 shared units D 1 shared units (O
- V)

2. Search for SAP Business Application Studio and add it to the entitlements.

Subaccount — Entitlements

Entitlements Service Details: SAP Business Application Studio

[ All Solutions v ‘ l busine X Q ‘ Technical Name: sapappstudio

Available Plans
for this

[] standard-edition (Application)

<> SAP Business Application Studio Use the plan for productive development in pre-configured dev spaces.

0 selected plans
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3. Save the changes to the subaccount.

4. Navigate to the Service Marketplace tab on the Cloud Foundry subaccount on which you are setting up the
SAP Business Application Studio.

a. Create a subscription to the service.

SAP SAP BTP Cockpit

& Overview @ SAP-Asset-Manager P v
W5 Services v 5 gnt: SusanTest - gox
IService Marketplace . -
Service Marketplace P ?> SAP Business Application m
All: 20 Q’ Studio
Instances and Subscriptns (% appName: sapappstudio
‘ Search Q ‘
@ Cloud Foundry ) _
Overview Application Plans
Spaces
Application Development and Automati...
Quota Plans SAP Business ion Studio is the next generation of SAP Web IDE, offering a modular
. . developm, ironment tailored for efficient devel of business ications for the SAP
g Mobile Services Intellj terprise. It provides pre-configured environments where you can develop, build, test
Org Members < Build and run mobile apps. using pre-installed runtimes and tools tailored for key scenarios such as: S/4AHANA
Pp:
ensions, full stack business applications, Fiori applications and more. It supports quick
HTMLS Applications integration with SAP solutions and services to allow building smarter and more intelligent
_N\, SAP Business Application applications.
. ZZ studio
& Connectivity v N Documentation Discovery Center [
Develop, debug, test, and deploy ...
Destinations .
Data and Analytics Application Plans
Cloud Connectors .
E‘I AUdlf Log Management Choose an application plan to create a subscription to this application.
& Security v *@ service
Retrieve logs and change retention Plan Description Availability Active

Users
N . standard- Use the plan for productive 16 @D
Audit Log Service API development in pre-configured...

: vz edition
Role Collections Eél\ SAP Audit Log service API More

Help and Support
@ Help and Suppo Foundation / Cross Services

& Useful Links L
@ Application Autoscaler
@ Legal Information L. Automatically increase or decreas...
. 4

5. Navigate to the Role Collections tab in your subaccount to ensure that the SAP Business Application Studio
roles are created.

= SAP” SAP Cloud Platform Cockpit

& Overview > Home [Europe (Frankfurt) - Canary] | [@ SAP-Asset-Manager v | & SAM_CF v
Spaces .

@ s Subaccount: SAM_CF - Role Collections

[EE Subscriptions AlL3

. Connectivity e New Role Collection

Destinations

Name Description Roles
Cloud Connectors
® seauy Business_Application_Studio_Administrator Allows administrators to manage (export and delete) user data. Administrator
cur v
Adminisators Business_Application_Studio_Developer Allows developers to load and develop applications using SAP Business Application Studio. Developer
ol Collctions | Business_Applcaton_Studio_Extension_Deployer Allows extension developers to deploy simple extensions. Extension deployer

Trust Configuration

Learn more about building roles and maintaining role collections,
Quota Plans
Entitements

Q@ usage Analytics

& Members

6. Select each Name in the Role Collections of the subaccount to add users to the collections.

a. Enter the email address you want to add to the roles.
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Click the + button to assign the roles from the SAP Business Application Studio.

SAP SAP BTP Cockpit

Spaces

Quota Plans

Org Members

HTML5 Applications
Connectivity v
Destinations

Cloud Connectors

Security v
Users

Role Collections

L

a.

Roles

Trust Configuration
Settings
Entitlements

Usage Analytics

Help and Support
Useful Links

Legal Information

@ SAP-Asset-Manager » | & SAP-Asset-Manager-CF
Business_Application_Studio_Developer

Roles (1) Users (24) User Groups Attribute Mappings Description

Subaccount: SAP-Asset-...

~
TS
X

| Search
Role Name Role Template Application Identifier
Business_Application
Devel M
Name eveloper _Studio_Developer
Backend Devs >
Users (24)
Business_Application_Studio_Admi N
nistrator
Business_Application_Studio_Devel 5
oper
Business_Application_Studio_Exten 5 Identity Provider E-Mail
sion_Deployer
Cloud Connector Administrator > ‘ l | ‘ v ‘ ‘
Cloud_Integration_Dev > . . . &
Default identity provider Ty

Connectivity and Destination N
Administrator Default identity provider w
Custom Domain Administrator >
ClistoRi Dormain Vieer N Default identity provider w
Destination Administrator > -

e " Default identity provider A}
Enterprise Messaging Administrator >
Enterprise Messaging Developer > Default identity provider w
Enterprise Messaging Display > Default identity provider o
s A s et b 4

7. Navigate to the Instances and Subscriptions tab.

Click on the link for SAP Business Application Studio.

SAP SAP BTP Cockpit

E

Overview

Services v

Service Marketplace

Instances and Subscriptions

[

@

&

s

L

Cloud Foundry v
Spaces

Quota Plans

Org Members

HTMLS Applications
Connectivity v
Destinations

Cloud Connectors

Security v
Users

Role Collections

Help and Support

Useful Links

Legal Information

@ SAP-Asset-Manager v & SAP-Asset-Manager-CF v

Subaccount: SAP-Asset-Manager-CF - Instances and Subscriptions m
All: 103

@ To manage the Cloud Foundry user-provided service instances, navigate to Cloud Foundry - Spaces, select your space, and then from X
Services select Service Instances.

[ Search Q ‘ l All Services v AllPlans v All Statuses

Subscriptions (5) Instances (97) Environments (1)
Applications to which your 1t is currently subscribed [y
Application Plan Created On Changed On Status

Custom Domain Service 4. standard >
Event Mesh 71 standard Subscribed >
Common Functions 71 standard Subscribed >
SAP Business Applicatio... &. standard-edition >
Visualization 73 standard >

Instances (97)

Service instances created in: Cloud Foundry | Kyma/Kubernetes | Other environments S

8. To begin working, Create the Dev Space: A Dev Space is a pre-configured private environment (your own
"virtual machine" on the cloud) where you can develop, build, test, and run using pre-installed runtimes
and tools.

a. Enter aname of your choice.
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b. Select SAP Mobile Application for the type of app.
c. Click Create Dev Space.
d. Activate whichever extensions you wish to use, and wait for your space to finish installation.

SAP Business Application Studio

Create a New Dev Space

| MyDevSpace v

What kind of application do you want to create?

E FUlI-S1ECK APRIICAURN USINg
L Productivity Tools

SAP Mobile Application Dev Space
Customize, deploy, and manage your customized iOS and Android apps in the cloud. This dev space contains a comprehensive set of tools to help
you develop your app and deploy it to SAP Mobile Services.

SAP Predefined Extensions Additional SAP Extensions
The following extensions are enabled by default. Select additional extensions to enhance your space.

Basic Tools SAPUIS Adaptation Project (Cloud Foundry
CABhp Full-Stack ABAP Application ‘j Allows you to perform operations such as build and only)
. deployment of multitarget applications, while... Allows you to extend SAPUI5 applications using

an adaptation project based on SAP or partner-...

more

more

>=2 Full Stack Cloud Application

more more

Y
.s § SAP HANA Native Application HTML  HTMLS Runner

5 Allows you to locally run HTMLS applications. Includes

Docker Image Builder

Allows you to build docker images. Supports
build, login, and push commands. Note: The...
more

the HTMLS runner and run cor

’ more

Mobile Services App Development Tools Application Frontend Service CLI
@ Mobile Services App Development Tools enable The Application Frontend Command Line
v developers to build end to end mobile applications... B Interface (appfront-cli) provides easy access to...
o
oog
%

[+] @ SAP Mobile Application

Wy Java Tools CAP Tools
Allows you to develop and run Java applications. It </> Allows you to develop CAP applications using the
includes debugging capabilities, enhanced code... CDS command-line and tools. Includes enhance...
more more

‘ Cancel | Create Dev Space |

9. Once the space has finished installation, navigate into it by selecting the space name.
->Tip

Chrome works better than Safari when attempting to access your space.

Next Steps

Continue with How to deploy SAP Service and Asset Manager metadata definitions to Mobile Services .

3.5 Onboarding for the SAP Service and Asset Manager
Client

3.5.1 Obtain SAP Service and Asset Manager Onboarding
URL or QR Code

Context

Use the following procedure to generate an onboarding QR code for the SAP Service and Asset Manager. The
parameters needed for the procedure are as follows:
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Attribute Name

Value

Apple Device Application URI Scheme

samclient

Android Device Application URI Scheme

samclient

Mobile Device Application Type

Mobile Development Kit

Procedure

1. Using the SAP Business Technology Platform Mobile Services Cockpit, navigate to the sap.sam<XXXX>

application, where <XXXX> is the release version.

S T A

Navigate to the APIs tab.

Select the Application Links tab. Find the Device Application URI Scheme section and click Edit.
Enter the parameters as shown in the table in this procedure.
Open the <Devi ce Appl i cati on>drop-down list and select Mobile Development Kit. Then click OK.

Click OK in the Confirm Save dialog window to confirm the save.

The launch app QR codes are now available in the Onboarding section.

Application Links

Default Configuration:

i0s L Android L

Next Steps

Continue to the Installing the SAP Service and Asset Manager Client [page 38] procedure. When prompted,
scan the QR code using your mobile device [page 39], or copy and paste the URL to your device browser.

SAP Service and Asset Manager Quick Start Guide

Security Discovery Alert Event Log

Apple and Android Launch App Code with
URI Scheme:

£ —
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3.5.2 Installing the SAP Service and Asset Manager Client

When you first install and start the SAP Service and Asset Manager application, a demo version is loaded,
complete with demo data. Use the demo version to acclimate yourself to the app before connecting to the SAP
Business Technology Platform.

Prerequisites

* A connection to the internet is required so you can download the SAP Service and Asset Manager
application.

*  See 3693382 : Software Release Note - SAP Service and Asset Manager 2511, for a complete list of device
requirements for the SAP Service and Asset Manager application.

Context

Download the SAP Service and Asset Manager application to your mobile device from the App Store (i0S)
or SAP Software Download Center (Android). A demo version is initially loaded. When you are ready to begin
working with the true application, exit the demo, log in, and begin working.

Procedure

1. Inthe App Store Search box, type SAP Servi ce and Asset Manager and tap Search.

The application description opens.

2. Tap Free and then tap Install.

The SAP Service and Asset Manager client application is downloaded from the store. After the download,
an SAP Service and Asset Manager application icon appears on the mobile device.

3. Taptheicon to open the application.

Results

The SAP Service and Asset Manager client is installed on your mobile device. See the Initial Log In to the SAP
Service and Asset Manager Application [page 39] procedure for information on how to access the application
and begin work.

® Note

To check the version of the client software, tap the Information icon on the Module screen of the mobile
device.
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3.5.3 Initial Log In to the SAP Service and Asset Manager
Application

During the initial logon process, set a numerical passcode to unlock the application without having to enter
your user name and password each time the application or the mobile device is locked.

Context

To work with your application, first log in with a corporate user name and password. Then, set a secondary
personal passcode known only to you to easily unlock the application when it is locked on your device. You do
not need to enter your user name and password after the initial log on, only the passcode.

Touch ID is supported on iOS and Android models with the capability and with users who choose to implement
the Touch ID feature.

Procedure

1. Tap onthe app icon to open the application.

The application splash screen appears.

® Note

You can try out the app in demo mode before using it productively with your business data. To launch
the app in demo mode, tap on Try the Demo, and ignore the remaining steps.

2. Ontheinitial screen of the application, read the End-User License Agreement and click Agree to accept.

3. Scan the QR code provided to you by your administrator.

® Note

For Administrators: You can generate an application QR code through the APIs tab in the SAP BTP
cockpit.

4. Login using your SAP BTP email address and password credentials.

5. Choose your device passcode. Reconfirm the passcode when prompted.

Results

The application performs an initial transmit to bring down all of your assigned objects, such as work orders,
notifications, or equipment. Depending on the size of your application, the transmit could take several minutes.
When finished, the main Overview screen is shown and you are ready to begin to work with the application.
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® Note

If your customer site has enabled digital registration, a pop-up wizard appears. See the Registering Digital
Signature procedure for information on how to register.
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4 Troubleshooting

The following image provides an overview of the main troubleshooting areas and procedures relevant for
installing SAP Service and Asset Manager end to end.
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D Troubleshooting
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Error logs provide detailed context information about errors that have occurred at runtime. Use the following

27

logs and traces to help diagnose issues with your SAP Service and Asset Manager installation and performance

after installation:

¢ SAP OData service traces (I WWND and | \BEP):
* SAP Back End Performance Tracing Tools [page 42]
* SAP Gateway Error Logs [page 43]
* SAP Gateway Tracing Tools [page 44]
* Internet Communications Trace [page 45]
* Cloud Connector logs:
* Cloud Connector Log and Trace Files [page 46]
* SAP Business Technology Platform Mobile Services troubleshooting:
* SAP Business Technology Platform Mobile Services Network Traces [page 49]
* SAP Business Technology Platform Mobile Services Logs [page 47]
* Mobile Client and Device Logs [page 51]

® Note

For additional troubleshooting options, refer to the SAP Service and Asset Manager Installation Guide.
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4.1

SAP Back End Performance Tracing Tools

The SAP back end performance tracing tools display a trace log of processes that ran as well as detailed
performance information regarding those processes.
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® Note

For more information, refer to Configuration Settings for the Error Log.

cochqurarnn MRl Favoad Trce

F &= Y B 8 B [T T s Reguest R ([ Today <o Al Traces|

Perfarmance Trace: Client B00 Use

. Smat Serece Call Info
[ 1 RS SET_MANAGER_20/Workede Tramlen
|_ASSET_MAMNGER_20/ MeterfadngRuasora™ dek
(MISUFSAP_ASSET_MAMAGER ) Dwiions Mdekatnien="TALG

PMISLSSAP_SSSET_MAMAGER I Gepmetmes debatoim=F
PIEAR_ASSET_MANAGIR_20/Docurmanti dekatohan="F
[MISLSAR_ASSET MAMAGGER_Z0fsatch
FMIESUSAP_ASSET MAMAGER_ZHiMbatch
PMTSUISAP_ASSE T MAMAGER_J0/Premmsie delaboken= TA]
PMISUISAP_ASSET_MASAGER_D0/5each
(MISUFSAR_ASSET_MAMAGER 2/ Tnsaltonsdelatoken= T
FUISUISAP_ASEET MAMAGER_ M §tatch
PERLIISAP_AASET_MARAGER_J0/sbanch
(MISUFSAP_ASSET MAMALGER_J0MAcmwyfaasord™ delaiokn
FMISUSAP_ASTET MAMAGER_Z0/#tatch
PMISUISAP_AS5ET_MANAGER_20/5batch
MESUSAP_ASSET MAMAGER_J0M D¢ cariSULRGE™ dsEatshes
FMISUFSAP_ASSET MAMAKGER 0 $tatch
PMISUSSAP_ASSET_MAMAGER 20/ $hatch
PMISUFSAP_AASET_MANAGER_20/550ch
[MISLYSAP_ASSET MAMASER_J0batch
FMISUSAP_ASSET MAMAGER_ZHiMbatch

PMESUSSAP_ASSIT MAMAGER_J0 - GET_META_DaTa
(MESUFSAP _ASSET MAMAGER 20/ SratiesmSiatuses
FMISUFSAF_ASSET_MAMAGER_ 31 - GET_META_DATA

PUBLIC

Hethos  Feec. I Appl Tme Hoo-GWw Aeg 55 Bew,

GET
GET
EET
POST

BOLT

POST
BET

POST
POET
POST

mn
&5
FLl
b
5
50
185
M
-2
144
13
180
388
o
185
133
L
182

B HEY s BB

EF
5
L3
[+
5
L3]
13

Bag

B¥8zaoed

L
[P

LB N T DR B BRI BRI NIRRT T TR

D ee 00800800060 5000000 5980058008888

It

10.065. 2018
10.05.2018
10,08, 2018
10,08 2018
10.05.2018
10.05.2018
10.08.2610
10.08. 2018
1052018
10,08.2010
10.08. 2018
10,065 2018
10,05, 2018
10,08 2010
10052018
10.[E.201LE
10,08 2018
10,08 2018
10.05. 2018
10.08.2018
10.08. 2018
10.08.2018
10.05.2018
10.08.2010
10,08 2018
10,05 2018
10,08, 2018
FLN R ]
10.08. 2018
10.EL201E
10,00 2010
10,05 2018
10.05.2018

.ﬁ'?.i'b-i"'ﬁ'ﬁ'F#.###iﬁi#ﬁﬂ'i?#i##ﬁi?

Time

250
c250
0249
00240
[CEFET]
LR ]
(LS
[CE 2T
HC02AG
024G
L]
[Ca ]
0243
Lot
[CE ]
DczA2
ez
[
o240
240
il 19
00230
o238
237
036
0236
0235
0205
[CiFE ]
0232
L]
D230
Ok ]

Exgery Dt
24.08.10;
24.08.70.
24.08.10;
24,0801,
24.08.20;
24.08.10.
2400510
24.08.70;
24.08.20.
24.00.10;
24.08.30;
24.08.30:
24.58.20.
40050
24.08.10;
24.08.20.
24.08.00;
24,08.10;
24.08.10.
24.08.10;
2450, 50;
24.08.10:
24.08.10.
24.00.10;
24.08.30;
24.08.20.
24.08.10;
400,30
24.08.30;
24.08.20.

240810
24.08. 20
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SAP Backend Performance Trace

T B L,
Status OK

1 /IWBER/CL_MGW_LOCAL_HANDLER
2 | /IWBER/CL_MGW_LOCAL_HANDLER
3 /IWBEP/CL_MGW_DPC_FACTORY
3 /MFNDJOL_CORE_ODATA_VZ_DPC
3 /IWEBEPR/CL_MGW_MED_PROVIDER
4 IWBEP/CL_MGW_MED_PROVIDER
3 MFNDYCL_CORE_ODATA_VZ_DPC
4 /IWBEF/CL_MGW_MED_PROVIDER
3 /MFND/CL_CORE_ODATA_V2_DPC

4 [MFND/CL_CORE_CQDATAZ PROXY MGR

5 /MERP/CL_HR_EMPLOYEE_DD
6 [MERP/CL_HR_EMPLOYEE_OD
7 /MERF{CL_HR_EMPLOYEE_OD
7 JMERP{CL_HR_EMPLOYEE_OD
8 /MERP/CL_HR_EMPLOYEE_OD

2 JMFND/CL_CORE_CLIENT_STATE_MGR

8 /MERP/CL_HR_EMPLOYEE_OD
9 /MERP/CL_HR_EMPLOYEE_OD
10 [MERP/CL_HR_EMPLOYEE_DD
@ MERR/CL_HR_EMPLOYEE_DO
8 /MERP/CL_HR_EMPLOYEE_OD
& /MERP/CL_HR_EMPLOYEE_DD
7 [MERP/CL_HR_EMPLOYEE_OD

FE&I|=|H
Client 800 Us
E. Line Ho Subcak Level Chxs

1 1
2 5
3
4
5 1
1
7 1
a8
=] 1
b1] 1
11 2
12 3
12
14 5
15 1
16
17 i
18 1
19
20
21
22
23
L

& MERP/CL_HR_EMPLOYEE_OD

] Error Log | ™ Source Code ' 50 Request URT 55 Payload Trace

Mathod

PROCESS_BATCH

GET_ENTITY_SET
[MFND,CL_CORE_ODATA_VZ_DPC
BATCH_BEGIN
GET_SERVICE_METADATA
GET_LAST_MODIFIED
GET_ENTITYSET_DELTA
GET_SERVICE_METADATA
BATCH_END

PROCESS_REQUEST
EXECUTE_OMDO

READ
READ_STD_READ_FLOW_INIT_S¥HC
RUN_STD_READ_FLOW_DELTA_S¥NC
GET_CACHED _DISTR_KEYLIST
GET_IFSER_CLIEENT _STATES
INVOKE_DATA_DISTRIE_CALC
GET_OBIKEYS5_BY_DISTRIE_RULES
RUN_ALTH_CHECK_DISTRIB_KEYLIST
GET_OBIKEYS_FOR_DELTA_LOAD
LOAD_ENTITY_DETAILS
DETERMIME_CEPENDENT_ORJECTS
POST_READ_PROCESSING
UPDATE_BO_CLIENT_STATE_CACHE

4.2 SAP Gateway Error Logs

Error logs provide detailed context information about errors that have occurred at runtime, enabling you to

perform root cause analysis, as well as reproducing and correcting errors.

==

Duration (ms)
]
87

(Y - ]

B Hé&dd

=
b - -

-

Nat Tima (ms)

2
2

30
20

17

You can launch the error log with transaction /IWFND/ERROR_LOG in Gateway Hub systems. Launch the error
log with transaction /IWBEP/ERROR_LOG in your back-end system.

The SAP Gateway error logs reveal basic details about errors and show errors from all users for a given client.

Business logic errors are often displayed in this error log due to improper business logic. Other errors displayed

include the HTTP code to indicate the type of error.

Note that based on the security level setting, advanced details or the replay function may be hidden or

disabled. Note also that these error logs will not show generic authorization errors if users fail to properly

authenticate.
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SAP Gateway: Error Log
& [[] EY Re-Select

gl=|=|H Y .|l|E .53 .|| [#3] )| |[™ || 2 Error Context || B4 Active Source |t Download to PC||sut Upload from PC| E® Summarize Logs

Overview
B Line Entry . Date 7 Time T User T100 E. T100 . Er_ ICFN_ HTT. B Error Text Comp,., Package Names  Service Name
5 1 11.06.2018 10:44:42 ME_ /[IWBE [{] 2 odata 400 ., Mo mobile application is assigned to odata service /MERP/SAP_ASSET__ OPU-_ /IWFND_ /MERP/ SAP_ASSET_MAMAGER_20
4 2 05:25:36  HU_ /IWBE H 1 odata -/ Business error: Type =E Id =IM Mo =002 Message =Functional locatio_ OPU-_ /IWFND_ /MERP/ SAP_ASSET_MANAGER_20
2 1 HU . /IWFN |I 1 odata 202 ./ Rejected because of error during changeset processing OPU-. /IWFND_ /MERP/ SAP_ASSET_MANAGER_20
2 2 04:14:50  HU  /IWBE [£] 1 odata +/ Business error: Type =E Id =IM No =002 Message =Functional locatio,, OPU-_ /IWFND_ /MERP/ SAP_ASSET_MAMAGER_20
1 1 HU  /IWFN H 1 odata 202 .y Rejected because of error during changeset processing OPU-__ /IWFND_ /MERP/ SAP_ASSET_MAMNAGER_20
<>

g &= Y .| ER|| =255 XML Format || &4 Call stack | [T Application Log | 55 Request Data . || 54 Response Data .| (& Backend Monitor|| B Replay .| B Configuration .

Error Context

Exp_ Name Value
['p;j j .ERROR_CONTEXT
..ERROR_INFO No mobile application is assigned to odata service /MERP/SAP_ASSET_MANAGER_20 version 0001.
& ..ERROR_RESOLUTIOM
...SAP_NOTE See SAP Note 1797736 for error analysis
...LINK_TO_SAP_NOTE https://service.sap.comysap/support/notes/1797736

& ../IWFND/CX_MGW_BUSI_EXCEPTION
...REMOTE_MESSAGE
...REMOTE_SYSTEM
...REMOTE_MESSAGE_TYPE
~.ENTITYSET_MNAME

...MESSAGE
...OPERATION
@ ..SERVICE_INFO
-..MAMESPACE /MERP/
...SERVICE_MNAME SAP_ASSET_MANAGER_20
...VERSION ool
...SYSTEM_ALIAS SVB_800
...DESTINATION NONE
@ ..SYSTEM_INFO
...REQUEST_URI /sap/opu/odata/MERP/SAP_ASSET_MANAGER_20/MobieClientSynchronzationSessions?$format=json&amp;$top=5
...REMOTE_ADDRESS 10.97.66.248
-..APPLICATION_SERVER ldcisvb_SVB_00
...HUB_VERSION_INFO SVB/800, Rel. 7.51, SAP_GWFND 5P01, GWHUB Version 017
...BEP_VERSION_INFO not yet available

You can navigate to different sections from the Error Context area as shown above. Choose Replay to reproduce
and correct errors. Choose from the following two replay options:

* SAP Gateway Client

*  Web Browser
Use option SAP Gateway Client to reproduce runtime situations that led to a particular error without accessing

the application from the actual mobile client, and to simulate a service at runtime to identify and resolve
potential issues.

For more information about how to configure the error log, see Configuration Settings for the Error Log in the
SAP Gateway Technical Operations Guide.

In addition, use the Application Log Viewer to display more technical error details by using transaction /IWFND/
APPS_LOG.

4.3 SAP Gateway Tracing Tools

The SAP Gateway provides tracing tools (transaction code: / | WWND/ TRACES) to trace on a particular user for
both performance and payload.

Performance trace enables you to monitor performance at service call level for both the SAP Business Suite
and the SAP Gateway. Payload trace enables you to monitor the service calls with request and response data,
and to replay and simulate the service calls without accessing the application from the mobile client.
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Traces display detailed request and response data coming into the SAP Gateway. Traces are active for only a
short time, and are purged on a regular basis.

[ Took Edit Goto System Help

9 VKIE QOO Mo 0%

SAP Gateway: Tracing Tools

A [[] & M erorlog

¥ Wl Users & Request URI Prefix
d Configuration Performance Trace  JENRELRIEIES

F|I&|=]F|I|B |53 .|| & | @ |3 &5 Request URT || FE] Today <-> All Traces

Payload Trace:

B Status Service Call Info Method Proc. Tme  Appl. Time Mon-GW Req. Sze Resp. Sze Format Date
[ [ | ]fMERP/SAP_ASSET_MANAGER_N,/'SAPUSerS?‘dehtuken='6CAEBE77396ElE . GET 72 41 0 0 614 xml 05.00.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 108 56 0 360 11.232 mixed  05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 132 73 0 1.369 3.436 mixed 05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 110 64 0 1.035 2.577 mixed 05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 147 70 0 1.044 19.415 mixed  05.06.2018
. /MERP/SAP_ASSET_MANAGER_20/MobilaStatuses? deftatoken='6CAESB7739 . GET 106 72 0 o 644 xml 05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 113 63 0 702 1.723 mixed 05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch pPOST 170 108 1 1.353 3.356 mixed  05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 125 71 0 717 1.798 mixed 05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 132 80 0 703 1.728 mixed 05.06.2018
. /MERP/SAP_ASSET_MANAGER_20/Geometries?ldeltatoken='6CAEBB77396E1  GET 88 54 o a 624 xml 05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/Documents?!deltatoken="6CAEBB77396E1,  GET 88 52 0 0 619 xml 05.06.2018
. /MERP/SAP_ASSET_MANAGER_20/Documents?ldelatoken="6CAESB77396E1  GET o ] 0 o 0 05.06.2018
I /MERP/SAP_ASSET_MANAGER_20/$batch POST 150 86 0 1.709 4.325 mixed 05.00.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 519 416 0 4.053 10.368 mixed  05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch POST 249 165 0 3.077 7.921 mixed 05.06.2018
B /MERP/SAP_ASSET_MANAGER_20/$batch pPOST 178 77 0 706 84.712 mixed  05.06.2018
B /MERP/SAP_ASSET_MAMAGER_20/$batch POST 1.272 836 0 708 | 2.722.215 mixed 05.06.2018
. /MERP/SAP_ASSET_MANAGER_20/$batch POST 2.166 1.974 0 5.815 32.054  mixed 05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/$batch POST 1.032 756 0 4.483 81.225 mixed 05.06.2018
. /MERP/SAP_ASSET_MANAGER_20/$batch POST 696 461 0 9.651 103.371 mixed 05.06.2018
[ /MERP/SAP_ASSET_MANAGER_20/$metadata?sap-anguage=en GET 318 2 0 o 559.537 [xml 05.06.2018

With this tool, you can verify the exact content of the request header and body that is sent from the mobile
device, and also check the response from the SAP Gateway.

[ Payload Trace Edt System Help

o YKIE Q00 MO 0%

SAP Gateway: Payload Trace

Time
21:34:

i
F&=|H Y ./||E .||EE|l|®] Error Log || % Show Source || 4 Download to PC|| 53 HTTP Header || 55 HTTP Body .| (2 Replay || 55 Performance Trace
Client 800

B Date Tirm User Call Type Method Service Cal Info Transaction 1D

05.06.2018 E Regquest GET JMERP/SAP_ASSET_MANAGER_20/SAPUsers?!deftatoken="6CAEBB7739_ 4DD6EF3A032E0540E00
05.06.2018 Respanse /MERP/SAP_ASSET_MANAGER_20/SAPUsers?! deftatoken="'6CAEBB7739, 4DD6EF3A032E0540E00,
<?xml version="1.0"?>

- <feed xml:base="https:// fsap/opu/odata/MERP/SAP_ASSET_MANAGER_20/" xmins:d="http://schemas.microsoft.com/ado/2007/08/dataservices"

xmins:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata" xmlns="http:/ /www.w3.0rg/2005/Atom">
<id=https:// ~ . /sap/opu/odata/MERP/SAP_ASSET_MANAGER_20/SAPUsers</id=
<title type="text">SAPUsers </title>
<updated=2018-06-05T19:54:527 </updated>

- <author>
<name/>
</author>
<link title="SAPUsers" rel="self" href="SAPUsers"/>
<link rel="delta" href="SAPUsers?!deltatoken=" '_20180605215452%20"" />
</feed>

® Note

For information about how to configure and activate the Payload Trace tool, refer to Tracing Tools:
Configuration in the SAP Gateway documentation.

4.4 Internet Communications Trace

If the internet connection is not handled properly, you can use the Internet Communications Trace that can
reveal issues with principal propagation.
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* Use the transaction SM CMto reveal client certificates and information sent alongside HTTP requests.

* You can use the incoming forwarded client certificate to determine if certificate-mapping rules are properly
established.

* Trace levels are set through an administration menu.
® You can also restart the ICM using SM CM

o « 5 QOO0 THAE ODOAN T O

ICM Monitor of Server

QB a7 B

[Thr 14@404246030080]

[Thr 14@404246030080] cookie: MYSAPSS02=XXX; SAP_SESSIONID_SVB_B00=XXX; sap-usercontext=sap-language=en&sap-client=808; BIGipServe
[Thr 14@404246030080] content-length: 4744

[Thr 14@404246030080] user-agent: Apache-HttpClient/4.5.1 (Java/1.7.8_161}

[Thr 148404246030080] cookie: <value skipped=

[Thr 140404246030080] x—dynatrace: FW2;634330268;5;-1273435946;198806;1;-4457717

[Thr 14@404246030080] ssl_client_cert:

[Thr 149404246030080] Connection Info: role=Server, local= peers= protocol=HTTPS

[Thr 140404246030080] <<- SapS5LGetPeerInfolsss1_hdl=7fbl17177b760)==5AP_0_K

[Thr 140404246030080] out: cert_len = <no cert>

[Thr 148404246030080
:[Thr 142404246030080
[Thr 1404@4246030080
[Thr 140404246030080] DpPlgGetVirtHost: search virt host fo

IThr 14A4A424RATAARAT NnPlafiatlirtHnct: nn carvar dafined uce dafanlt

Forwarded Client certificate: subject="CN= issuers="

4.5 Cloud Connector Log and Trace Files

Cloud Connector logs show all traffic that passes through your Cloud Connector.

® Note

For detailed information about how to log and trace files for SAP Cloud Connector, refer to SAP Note
0002452568 #r .
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You can set your Cloud Connector settings with or without payload information:

B3 cloud connector * [ - | b4
e =S A *| = 2 O
Cloud Connector Administration ) | (@ Administrator
Al Subaccount. KeithTestPrey =

Log And Trace Files @

Aberting
High Availabity
Hardware N 5 Maonior Eetllngs &

Configuration
AT A Cloud Conneclor Log... © Al
Other Loggers: Information

KeithTestPrey
CPIC Trace Level 0

Cloud To On-Premise
o . ¥ Pavioad Trace: No

On-Premise to ud

Momnitor
Audits Log And Trace Files i W
o Trace Files
Log And Trace Files Time Stamp File Mame File Size  Actions
2018-08-00 21:45.48 lis_trace log 173MB L s W
2018-08-09 21:48.07 localnost_ntp_access_2018-08-08 kog 206B 1 g3 W
2018-08-00 21:48.07 localnost_htlp_access_2018-08-09.jog TOT8Bytes 1 53 W
5 \mportant Links 2018-08-08 14:11.52 localhost_htlp_access 2018-08-07 log 13KBE 4 s W
2018-08-07 18:09:17 Ijs_trace fog.1 s0omMB 1 s W

4.6 SAP Business Technology Platform Mobile Services
Logs

SAP Business Technology Platform Mobile Services technical logs contain grouped logs by correlation ID for
easier readability of log data.

The SAP Business Technology Platform Mobile Services aren't enabled by default. Enable the logs using Log
Settings.

You can set the individual log levels for each component of SAP Business Technology Platform Mobile Services
through the log settings. You can also set the consistency of log purging through the settings.
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Mobdie Service for Development and Ciperations - Preview
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Mobile Service for Development and Oparations: - Praview
[oag | Techeical Log 0c5637M-20c5-4176-8635-BaT 56MTHETI

=]

O

Technical Log 0c563714-28cf-41T6-8635-80TS618TRETI

ADDBRCARLGN I
com.sag. sam2i. cauth deepdive I

Technical Log Details

Tima (UTC-

Larwid travticn 10 Componant “
0500} Fea —
2018-06-0
7B 42 B3 o MA Feundation Fatew Suppor-cloud-desination-Dagc-3e0 doos nol axst
o . Erroe i Bepiung Siore, Redum Ml
FE-pa-0ra
?E 35:42.80 [ MA Foundation Calie=d Appication s not of the neguired type wel
i o T inkMreatne P oo sap samal sauth. despd e
2018-08-073 =
i Feature Suppor-cloud-destnation-basic-850 doas nol axisl
e
Eﬂ.z‘e- 220 il B, Foundation i Seabure isos, Fiakar Maiss

4.7 SAP Business Technology Platform Mobile Services
Network Traces

SAP Business Technology Platform Mobile Services network traces trace calls that route through mobile
services.

Download network trace files in either ZIP or HAR format. Note that SAP Business Technology Platform Mobile
Services are best read in HAR format by programs like Fiddler or Charles.

You can also set the consistency of log purging on the Network Traces screen.
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4.8 Mobile Client and Device Logs

Use the built-in logger of the Mobile Development Kit client so that it turns on when it connects to the SAP
Business Technology Platform Mobile Services application based upon the log policy set on the Client Policies
screen.

You can set the log level from the Client Policies screen in the SAP Business Technology Platform Mobile
Services. Log levels are brought into the logging page through the Analytics section of SAP Business
Technology Platform Mobile Services.

le Service for Development and Operations - Preview

Home Miaenbigbricd | SAP_Aseel_lissager 30 chulh | Chan Polices

LU T (S ] ’ _1‘:_3'1' Cliont Policles
L

3 2 e

s Py hng

SR Mobie Carcs

Fomiures
Corfiguration Info
L]
Passcoda Policy Log Policy
Erahle Passoooe Posoy Enabie Clert Log Upioad
Expration Time Frame LoD Liewes
o Darys ERRCR
Winimum Leng® Disieis Uigicaded Lag After:
1 T ey
Ratry Lt
[
e Offing: Store Upload Palicy
WEnimum Humbs of Ungees Charsciens:
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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/contactsap

© 2026 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.


https://www.sap.com/about/legal/trademark.html

	SAP Service and Asset Manager Quick Start Guide
	Content
	2 SAP Service and Asset Manager Installation Prerequisites
	2.1 Product Licensing Overview
	2.1.1 Licensing - Important Notes

	2.2 License Matrix for Cloud Foundry and Neo Platforms
	2.3 SAP Back End Prerequisites
	2.4 SAP Business Technology Platform Prerequisites

	3 Quick Installation Overview for SAP Service and Asset Manager
	3.1 SAP Back End System Setup
	3.1.1 Installing the Relevant Back End System
	3.1.1.1 Mobile Add-On for SAP ERP
	3.1.1.2 Mobile Add-On for SAP S/4HANA
	3.1.1.3 MAIF for SAP S/4HANA On-Premise or Private Cloud

	3.1.2 General Setup for the SAP Back End System
	3.1.3 Activating the SAP Service and Asset Manager BC sets
	3.1.4 Configuring Authorization Type by Persona
	3.1.5 SAP Gateway System Setup

	3.2 SAP Business Technology Platform account setup
	3.2.1 Creating a Cloud Foundry Subaccount Using a SAP Business Technology Platform Booster

	3.3 Setting Up the Cloud Connector
	3.3.1 Setting up the SAP BTP Cloud Connector System Mapping

	3.4 SAP Service and Asset manager Application Deployment
	3.4.1 Setting Up the SAP Business Application Studio

	3.5 Onboarding for the SAP Service and Asset Manager Client
	3.5.1 Obtain SAP Service and Asset Manager Onboarding URL or QR Code
	3.5.2 Installing the SAP Service and Asset Manager Client
	3.5.3 Initial Log In to the SAP Service and Asset Manager Application


	4 Troubleshooting
	4.1 SAP Back End Performance Tracing Tools
	4.2 SAP Gateway Error Logs
	4.3 SAP Gateway Tracing Tools
	4.4 Internet Communications Trace
	4.5 Cloud Connector Log and Trace Files
	4.6 SAP Business Technology Platform Mobile Services Logs
	4.7 SAP Business Technology Platform Mobile Services Network Traces
	4.8 Mobile Client and Device Logs

	Important Disclaimers and Legal Information
	Copyright / Legal Notice


