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1 Introduction

The Operations Guide provides essential information to help you set up, operate, and manage SAP Digital
Manufacturing in your organization.

Overview

SAP Digital Manufacturing is a fully cloud-based manufacturing execution system that focuses on the
scheduling, dispatching, execution, and integration of manufacturing processes.

In the Operations Guide, you'll learn how to subscribe to and set up SAP Digital Manufacturing. We also cover a
range of topics, including user management, basic system configuration, and onboarding of additional services
and capabilities.

Structure of the Guide

The Operations Guide is organized into the following areas:

• Learn how to subscribe to SAP Digital Manufacturing
• Find out how to onboard users and assign roles collections to manage access and authorizations
• Establish system communication and prepare for API integration
• Enable additional services such as Alerts and Issue Resolution
• Configure cloud notifications to automatically receive messages on the status of your system
• Enable the use of Joule with SAP Digital Manufacturing

4 PUBLIC
Operations Guide for SAP Digital Manufacturing

Introduction



2 Prerequisites

Find out which prerequisites you must meet to set up your system.

Before you get started with SAP Digital Manufacturing, make sure you meet all the following requirements.

SAP Business Technology Platform Cockpit

• To create subaccounts and manage members in an SAP Business Technology Platform global account, you
must be a member of the global account.

• To assign entitlements and services to subaccounts, you must be a global account administrator.
• To subscribe to applications and perform other administrative tasks like creating destinations in

subaccounts, you must be a member of the global account.
• To manage trust configuration and configure authorization using role collections, you must be a security

administrator in the subaccount.

SAP Cloud Identity Services - Identity Authentication Tenant

If you use SAP Cloud Identity Services - Identity Authentication to manage users, you must be a tenant
administrator and have the appropriate roles assigned to you. After you're added to the tenant as an
administrator, you receive an email with an account activation link. To perform tenant administrative tasks,
you must first activate your user account.

Related Information

Administrator Authorizations in SAP Cloud Identity Services - Identity Authentication
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3 Supported Data Centers

The following data centers support SAP Digital Manufacturing:

Region Name IaaS Provider Region

Europe (Netherlands) Microsoft Azure eu20

US West (WA) Microsoft Azure us20

Related Information

SAP Business Technology Platform Regions and Service Portfolio
Cloud Foundry Regions and API Endpoints
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4 Data Storage

Find out about data storage for SAP Digital Manufacturing.

For the latest information on data storage, see 2662178 .
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5 Browser and Platform Support Matrix

Find out which browsers and platforms you can use to run SAP Digital Manufacturing.

For the latest information on the browsers and platforms supported by SAP Digital Manufacturing, see
2722235 .
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6 Language Support

Find out which languages the user interface of SAP Digital Manufacturing supports.

For the latest information on the languages supported by SAP Digital Manufacturing, see SAP note 2722461 .
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7 Onboarding and User Management

The onboarding process starts after your organization purchases SAP Digital Manufacturing. During the
process, the contact person of your organization receives a series of emails from SAP, with instructions for
next steps and additional information. If your organization does not already have an SAP Business Technology
Platform global account or an SAP Cloud Identity Services - Identity Authentication tenant, the contact person
is automatically assigned as the first administrator for the global account and tenant.

 

 

• [page 11]
• [page 11]
• [page 12]
• [page 14]
• [page 118]
• [page 127]
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7.1 Emails from SAP

The contact person for an organization is responsible for the communication between the organization and
SAP. The communication includes a series of emails from SAP.

During the provisioning process for SAP Digital Manufacturing, the contact person receives several emails.

When using the application, the contact person receives further emails such as upgrade and downtime
notifications.

Welcome Email from SAP Business Technology Platform

If an organization doesn't already have an SAP Business Technology Platform account, a new global account is
provisioned.

The contact person receives a welcome email with access information to an SAP Business Technology Platform
account. An S-user (SAP user) is also created for the contact person and added as the first member of the
account.

For information on adding additional contact persons to your account, see Initial Access to Your SAP BTP
Cockpit .

Account Activation Email from SAP Cloud Identity Services - Identity
Authentication

If an organization doesn't already have an SAP Cloud Identity Services - Identity Authentication tenant, a new
tenant is also provisioned.

The contact person receives an account activation email and is redirected to the administration console when
activating the user account.

Welcome Email from SAP Digital Manufacturing

After an organization purchases SAP Digital Manufacturing, the contact person receives a welcome email with
the order details.

Provisioning Complete Notification from SAP Digital Manufacturing

When the provisioning process for SAP Digital Manufacturing is complete, the contact person receives a
notification. This email includes information on getting started with SAP Digital Manufacturing and instructions
for further actions.

Operations Guide for SAP Digital Manufacturing
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 Note
The provisioning process can take up to 24 hours.

7.2 Subscribe to SAP Digital Manufacturing

Subscribe to SAP Digital Manufacturing to trigger the provisioning process.

Prerequisites

• Your organization has purchased SAP Digital Manufacturing.
• The entitlement appropriate to the license has been allocated to your SAP Business Technology Platform

global account.
• To add entitlements directly in a subaccount, you must be a member of the subaccount and a global

account administrator. For more information, see Configure Entitlements and Quotas for Subaccounts.

Context

Depending on the role of your organization (customer or partner), the license purchased, and the purpose of
the subscription, different entitlements (SaaS applications) for SAP Digital Manufacturing are available.

For each customer, 2 SaaS applications for SAP Digital Manufacturing are available for subscription: one for
production and one for testing. As a partner, you receive one application.

 Caution
You must subscribe to the production and test applications in different subaccounts.

As the production and test applications use the same services, when you subscribe to an application,
you may notice that the other application is automatically subscribed. However, the subscription doesn't
trigger the provisioning process for the other application. Subscribe to the other application separately in
another subaccount.

The video shows how you subscribe to SAP Digital Manufacturing on the SAP Business Technology Platform.

Procedure

1. Log into your global account on the SAP Business Technology Platform using the URL provided in your
provisioning mail. For more information, see Emails from SAP [page 11].
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2. Create a subaccount in the multi-cloud environment. Optionally, you can use an existing subaccount
created in a region that supports SAP Digital Manufacturing. For more information, see Supported Data
Centers [page 6].

If you create a new subaccount, fill in the following information:

Field Description

Display Name Define a meaningful name for the subaccount.

Environment Multi-cloud

Provider Refer to Supported Data Centers [page 6] to select the
infrastructure provider.

Region Refer to Supported Data Centers [page 6] to select the
region for the data center.

Subdomain The system automatically creates a subdomain based on
the subaccount you select. You can change the name of
the subdomain. If you change the name, ensure that the
name you choose contains only lowercase letters and dig-
its.

The subdomain is part of the application URL for SAP
Digital Manufacturing. Therefore, ensure that the subdo-
main is identifiable and meaningful for your users.

 Caution
You can't change the name of the subdomain after
deployment.

3. In the subaccount Overview page, choose Enable Cloud Foundry and enter a name for your Org.
4. Create a space.

a. In the subaccount you created, choose Create Space.
b. Enter a name for your space and choose Create.

5. Configure the entitlements of the subaccount.
a. Choose Entitlements from the left hand-side navigation to see the entitlements available for your

subaccount.
b. Choose Configure Entitlements.
c. Choose Add Service Plans. From the dialog, you can select the services and the plans from each

service that you would like to add to the subaccount.

You can also edit the quota assigned to service plans during this step.
d. Select the SAP Digital Manufacturing for execution application and the relevant plan.
e. When you're done, choose Save to save and exit edit mode.

6. Subscribe to SAP Digital Manufacturing. Subscribe to the test tenant before you subscribe to the
production tenant. Test tenant availability depends on your license:

Operations Guide for SAP Digital Manufacturing
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License Available Test Tenant

Test and Demo SAP Digital Manufacturing for execution, Test; Plan: part-
nertandd

SAP Digital Manufacturing for execution SAP Digital Manufacturing for execution, Test; Plan: test

a. From the side bar menu, choose Service Marketplace.
b. Search for the application SAP Digital Manufacturing.
c. Choose the tile for the appropriate SAP Digital Manufacturing entitlement.
d. Choose Create.
e. In the dialog box that appears, select the relevant plan and choose Create.

The subscription is submitted.
f. To check the status of your subscription, go to Instances and Subscriptions.

The Go to Application link becomes available. Choose the link to launch the application and obtain its
URL.

 Caution
Once the provisioning process is completed, you'll receive a notification from SAP. At that point,
you can share the application URL with the intended users of SAP Digital Manufacturing in your
organization. Until then, the application will remain inaccessible.

g. If your subscription fails, choose View Details and follow the steps described there.

7. If you've another entitlement for a production tenant for SAP Digital Manufacturing, create a new
subaccount for production use and repeat steps 3 to 6.

Results

Once you trigger the provisioning process, you'll receive a notification when it's complete. Provisioning can take
up to 24 hours to complete.

Related Information

Subscribe to Multitenant Business Applications Using the Cockpit

7.3 Configure Authorization by Creating Role Collections

As a security administrator for an SAP Business Technology Platform subaccount, you can configure
authorization for applications and services by creating role collections. A role collection contains one or more
roles from the same or different applications or services. Each role is created based on a role template that
defines the permissions for an application or service.
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Context

SAP Digital Manufacturing provides two types of role templates you can use to create role collections. Persona-
based role templates authorize access to apps based on a persona such as the Production_Engineer or the
Production_Operator. Object-based role templates authorize access to apps required to manage or view an
object, such as a nonconformance or a set point

Procedure

1. Go to your subaccount.
a. Log on to the SAP BTP cockpit and select a region.
b. Select a global account.
c. Select a subaccount.

2. From the side bar menu, choose Security Role Collections .
3. To create a new role collection, choose Create New Role Collection, enter a name, and then choose Create.
4. To add roles to the role collection, choose the name of the role collection, and then Edit.
5. Choose Add Role.
6. In the Select: Role window, select a role, a role template, and the application identifier for SAP Digital

Manufacturing and then choose Add.

Role templates and roles have a 1:1 mapping.

The application identifier for each application or service follows a certain pattern. The table contains an
overview of the applications and services that are relevant to SAP Digital Manufacturing:

Application / Service
Application Identifier Pat-
tern Example Remarks

SAP Digital Manufacturing <license>-dmc-sap-

<landscape><randomStr

ing>

execution-dmc-sap!

t7760

SAP Digital Manufacturing
Services

dmc-services-

<landscape><randomStr

ing>

dmc-services!b3715 Relevant for integration with
Production Connector only.
For more information, see
Integrate with the Produc-
tion Connector for SAP Digi-
tal Manufacturing.

Audit Log Manager auditlog-

management<randomStri

ng>

auditlog-management!

b6316

Audit Log Viewer auditlog-

viewer<randomString>

auditlog-viewer!t6316

Personal Data Manager personal-data-

manager<randomString>

personal-data-

manager!b6007
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Application / Service
Application Identifier Pat-
tern Example Remarks

Retention Manager retention-

manager<randomString>

retention-manager-

service!b1824

SAP BTP Portal portal-cf-

service<randomString>

portal-cf-service!

b254

UI Theme Designer sap-

theming<randomString>

sap-theming!b241

Next Steps

There are two ways to manage authorizations. If you use a trusted identity provider, you can map role
collections to user groups. Alternatively, you can assign role collections manually to users.

• If you use a trusted identity provider, map role collections to user groups in the identity provider. For more
information, see Configure Role Collection Mappings [page 125].

• Assign role collections directly to users. For more information, see Assign Users to Role Collections.

7.3.1  Role Templates (Persona-Based)

Find out about available persona-based role templates and the permissions each role template has.

Overview

The table contains an overview of all persona-based role templates that are available for SAP Digital
Manufacturing.

Role Template Description

Global_Regional_Manager A user who is in the management team or board taking tacti-
cal decisions to optimize the manufacturing performance. A
user who is accountable for manufacturing and production
functions across multiple plants.
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Role Template Description

Integration_Manager A user who manages and monitors integration messages
between systems in the Integration Message Dashboard, en-
suring smooth data flow and resolving issues. The user can
search for, retry, and inactivate integration messages, as
well as access logs for troubleshooting. They are responsible
for configuring integration settings, automatic retry settings,
and retention settings to optimize system performance and
maintain data integrity.

Plant_Manager A user who is accountable for manufacturing and production
functions of a plant and needs complete visibility into the
plant's operations.

Manufacturing_Admin A user who manages plants and integration configuration.

Production_Supervisor A user who ensures that the production runs according to
the production plan, tracks the production progress, man-
ages breakdowns and other exceptional situations.

The user is responsible for allocating resources such as la-
bor to the right place and at the right time, keeping all ma-
chines up and running, and ensuring all material at work.

Production_Operator A user who executes work in process transactions and per-
forms data collection and nonconformance logging.

Production_Engineer A user who defines and manages product and process con-
figurations within a plant.

Automation_Engineer A user who is responsible for manufacturing automation, for
example, defining and maintaining the production processes
on the operational level.

Manufacturing_Extension_Provider A user who manages extensions (registration, unregistra-
tion, and so on) and event subscriptions

Data_Privacy_Auditor A user who has access to blocked data.

Edge_Production_Operator A production operator who (also) works on the shop floor
using the edge solution.

Edge_Production_Supervisor A production supervisor who (also) works on the shop floor
using the edge solution.

Edge_Admin A user who manages edge devices and installation, and ad-
ministrates edge settings.

VI_Operator A user who can view, create, and edit visual inspections.

VI_Models_Admin A user who can view, create, edit, and delete machine learn-
ing models.

VI_Results_Admin A user who can view, create, edit, approve and delete visual
inspection results.
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 Tip
You can also use the role templates Manufacturing_Admin_Limited and
Production_Engineer_Limited to define roles. These role templates provide limited authorizations
for some apps.

Role Templates, Apps, and Permission

The table describes the permissions each role template has on the SAP Digital Manufacturing apps. Use this
table as a basis for configuring role collections.

 Tip
You can filter by role template and/or app to determine the best combinations.

Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View, create, edit,
and delete config-
uration settings
for time tracking

dmc Production_Superv

isor
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Production_Operat

or
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Production_Engine

er
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking
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Application Identifier Role Template Area / Capability App Permissions

dmc Production_Engine

er_Limited
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Automation_Engine

er
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Production_Operat

or
-Execution Component

Consumption
Reconciliation

Assigned users can do
the following:

• View and update
component con-
sumption transac-
tions

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Message
Brokers

Assigned users can do
the following:

• View, create, and
edit brokers

dmc Global_Regional_M

anager
-Execution Configure Time

Tracking
Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Plant_Manager -Execution Configure Time
Tracking

Assigned users can do
the following:

• View configura-
tion settings for
time tracking

dmc Edge_Admin -Execution Manage Edge Devices Assigned users can do
the following:

• View, create, edit,
and delete edge
devices

• Trigger initial load
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Application Identifier Role Template Area / Capability App Permissions

dmc Edge_Admin -Execution Monitor Edge
Transactions

Assigned users can do
the following:

• View the transac-
tions that have
been routed from
edge to cloud

• Retry failed trans-
actions

dmc Edge_Production_S

upervisor
-Execution Monitor Edge

Transactions
Assigned users can do
the following:

• View the transac-
tions that have
been routed from
edge to cloud

• Retry failed trans-
actions

dmc Edge_Production_O

perator
-Execution Monitor Edge

Transactions
Assigned users can do
the following:

• View the transac-
tions that have
been routed from
edge to cloud

• Retry failed trans-
actions

dmc DMCi_SAC_READ_ONL

Y
-Insights Manage Dashboards Assigned users can do

the following:

• View data visu-
alizations using
embedded SAP
Analytics Cloud

 Note
The
DMCi_SAC_READ_

ONLY role tem-
plate overrides the
DMCI_SAC_USER

role template or
any access levels
assigned to an
user in embedded
SAP Analytics
Cloud.
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dmc DMCI_SAC_User -Insights Manage Dashboards Assigned users can do
the following:

• View, create, edit,
and, delete data
visualizations us-
ing embedded
SAP Analytics
Cloud

dmc DMCI_SAC_Admin -Insights Configuration for
Analytics

Assigned users can do
the following:

• Download HANA
credentials in
JSON file format
and use the cre-
dentials to access
the data residing
in MDOs via SAP
HANA database

• Establish trust be-
tween the iden-
tity providers used
by SAP Digital
Manufacturing for
insights and SAP
Analytics Cloud
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dmc Integration_Manag

er
-Execution Integration Message

Dashboard
Assigned users can do
the following:

• Search for, man-
ually retry, and
inactivate integra-
tion messages
as well as ac-
cess SAP Cloud
Integration logs.

• Check integration
settings, configure
automatic retry
settings, and con-
figure retention
settings.

 Note
Users also
need the
Launchpad_

Access and
Plant_Read

roles.

dmc Production_Superv

isor
-Execution Integration Message

Dashboard
Assigned users can
view integration mes-
sages.

dmc Manufacturing_Adm

in
-Execution Manage Set Points Assigned users can do

the following:

• View, create, edit,
and, delete set
point groups

dmc Manufacturing_Adm

in
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View, create, edit,
and delete rout-
ings

• View, edit, and
delete recipes im-
ported from inte-
grated ERP sys-
tems
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dmc Manufacturing_Adm

in
-Execution Manage Assets Assigned users can

view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Equipment_Read -Execution Manage Assets Assigned users can
view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Manufacturing_Adm

in_Limited
-Execution Manage Assets Assigned users can

view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Production_Engine

er
-Execution Manage Assets Assigned users can

view, create, and mod-
ify the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist
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dmc Production_Engine

er_Limited
-Execution Manage Assets Assigned users can

view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Production_Engine

er
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View, create, edit,
and delete rout-
ings

• View, edit, and
delete recipes im-
ported from inte-
grated ERP sys-
tems

dmc Production_Operat

or
-Execution Manage Assets Assigned users can

view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Production_Operat

or
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View routings

• View recipes im-
ported from inte-
grated ERP sys-
tems
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dmc Production_Superv

isor
-Execution Manage Assets Assigned users can

view the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Production_Superv

isor
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View routings,
edit, and delete
routings

• View recipes im-
ported from inte-
grated ERP sys-
tems

dmc Production_Superv

isor
-Execution Manage Time Tracking Assigned users can do

the following:

• Create, edit, de-
lete, approve, and
view time records
for assigned pro-
duction operators

dmc Production_Operat

or
-Execution Manage Time Tracking Assigned users can do

the following:

• View their time re-
cords

dmc Manufacturing_Adm

in
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)
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dmc Production_Engine

er
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)

dmc Production_Operat

or
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)

dmc Production_Superv

isor
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)

dmc Manufacturing_Adm

in
-Execution Manage POD Users Assigned users can do

the following:

• View, create, edit,
and delete the as-
signment of users
to production op-
erator dashboards
(PODs)

dmc Production_Engine

er
-Execution Manage POD Users Assigned users can do

the following:

• View and as-
sign users to
production opera-
tor dashboards
(PODs)
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dmc Production_Superv

isor
-Execution Manage POD Users Assigned users can do

the following:

• View, edit, and
delete the assign-
ment of users
to production op-
erator dashboards
(PODs)

dmc Production_Superv

isor
-Execution Overlay Authoring Tool Assigned users can do

the following:

• View, create,
edit, and delete
projects and asso-
ciated objects

• View and manage
overlays

dmc Production_Operat

or
-Execution Overlay Authoring Tool Assigned users can do

the following:

• View projects
and associated
objects

dmc Production_Superv

isor
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Configure Production
Connectivity

Assigned users can do
the following:

• View objects
of the produc-
tion connectivity
model

dmc Production_Superv

isor
-Execution Dispatching and

Monitoring
Assigned users can do
the following:

• Monitor, schedule,
and dispatch op-
erations on the
shop floor
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dmc Production_Superv

isor
-Execution Manage Skills Template Assigned users can do

the following:

• Modify skill tem-
plates

dmc Production_Superv

isor
-Execution Schedule Labor Assigned users can do

the following:

• Assign shifts and
resources to the
workers for a
given calendar
week

dmc Production_Superv

isor
-Execution Manage Floor Stocks Assigned users can do

the following:

• View, receive, edit,
and create the
floor stock

dmc Production_Superv

isor
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status

dmc Production_Superv

isor
-Execution Manage Logistics

Orders
Assigned users can do
the following:

• View, create and
edit logistics or-
ders

dmc Production_Superv

isor
-Execution Execute Logistics

Orders
Assigned users can do
the following:

• View and execute
logistics orders
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dmc Production_Superv

isor
-Execution Manage Storage

Locations
Assigned users can do
the following:

• Create, edit, copy,
and delete storage
locations

dmc Production_Operat

or
-Execution View Labor Schedule Assigned users can do

the following:

• View the assign-
ments of workers
for all shifts

dmc Production_Engine

er
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Production_Operat

or
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Production_Engine

er
-Manufacturing Auto-
mation

Configure Production
Connectivity

Assigned users can do
the following:

• View objects
of the produc-
tion connectivity
model

dmc Production_Engine

er
-Manufacturing Auto-
mation

Manage Web Servers Assigned users can do
the following:

• View, edit, create,
and delete web
servers

• Manage connec-
tions to other web
servers

Operations Guide for SAP Digital Manufacturing
Onboarding and User Management PUBLIC 29



Application Identifier Role Template Area / Capability App Permissions

dmc Production_Engine

er
-Manufacturing Auto-
mation

Manage Service
Providers

Assigned users can do
the following:

• View, create, up-
date, and delete
service providers

dmc Production_Engine

er
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View, create, edit,
and delete service
registry entries

dmc Manufacturing_Ext

ension_Provider
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View, create, edit,
and delete service
registry entries

dmc Production_Engine

er
-Execution Manage Floor Stocks Assigned users can do

the following:

• Receive, edit, and
view floor stock

• Create new inven-
tory

dmc Production_Engine

er
-Execution Manage Storage

Locations
Assigned users can do
the following:

• Create, edit, copy,
and delete storage
locations
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dmc Manufacturing_Adm

in
-Manufacturing Auto-
mation

Design Production
Processes

Assigned users can do
the following:

• View cloud-based
or edge-based
production proc-
esses (cloud or
edge processes)

• View production
processes (auto-
mation sequen-
ces) based
on Production
Connector

• Export and import
production proc-
ess designs with
cloud processes
and relevant serv-
ices

• Add users and
work groups to
a production proc-
ess design

• Remove users and
work groups from
a production proc-
ess design

• Add users to a
work group

• Remove users
from a work group

• Delete work
groups that are
not assigned to
any production
process designs

• Add more work
groups, if neces-
sary
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dmc Automation_Engine

er
-Execution Manage Assets Assigned users can

view, create, and mod-
ify the following enti-
ties:

• Asset

• Asset type

• Structure

• Attribute

• Indicator

• Codelist

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View, create, edit,
and delete service
registry entries

dmc Production_Operat

or
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View service regis-
try entries

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View service regis-
try entries

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Service
Providers

Assigned users can do
the following:

• View, create, and
delete service pro-
viders

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Configure Production
Connectivity

Assigned users can do
the following:

• View, create, up-
date, and delete
objects of the pro-
duction connec-
tivity model
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dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Web Servers Assigned users can do
the following:

• View, create, de-
lete web servers

• Manage connec-
tions to other web
servers

dmc Automation_Engine

er
-Execution Manage Floor Stocks Assigned users can do

the following:

• Create, receive,
edit, and view
floor stock

dmc Automation_Engine

er
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign and unas-
sign orders and
tools from a spe-
cific resource

dmc Automation_Engine

er
-Execution Manage Storage

Locations
Assigned users can do
the following:

• View storage loca-
tions

dmc Global_Regional_M

anager
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Plant_Manager -Execution Manage Alerts Assigned users can do
the following:

• View alerts and
modify the status
and processors of
alerts
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dmc Plant_Manager -Execution Manage Document
Print Templates

Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

• Create new docu-
ments

dmc Plant_Manager -Execution Manage Printers Assigned users can do
the following:

• Set up, edit, and
delete printers
to print various
types of produc-
tion-related docu-
ments

dmc Plant_Manager -Execution Reprint Documents Assigned users can do
the following:

• Reprint or view
documents that
printed for spe-
cific SFCs or or-
ders

dmc Production_Superv

isor
-Execution Manage Orders Assigned users can do

the following:

• Create, edit, and
view orders

• Release orders to
create SFCs
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dmc Production_Superv

isor
-Execution Manage Service Orders Assigned users can do

the following:

• View orders

• Release service
orders to create
SFCs

 Note
Users also need
the following roles:

• Launchpad_

Access

• Plant_Read

• Product_Re

ad

• Service_Or

der_Read /
Service_Or

der_Manage

dmc Production_Superv

isor
-Execution Manage Cancellations Assigned users can do

the following:

• View activity con-
firmations, EWM
goods issues and
EWM goods re-
ceipts, and IM
goods receipts
that are posted
against the order

• Cancel activity
confirmations,
EWM goods is-
sues and EWM
goods receipts,
and IM goods
receipts that
are successfully
posted against the
order
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dmc Production_Superv

isor
-Execution Manage Resource

Assignments
Assigned users can do
the following:

• Assign orders to a
resource

• View a resource
with assigned or-
ders

dmc Production_Superv

isor
-Execution Load Resources with

Components
Assigned users can do
the following:

• Load components
or floor stock in-
ventories into the
empty resource
bins

• Unload compo-
nents or floor
stock inventories
from the loaded
resource bins

dmc Production_Superv

isor
-Execution Manage Holds Assigned users can do

the following:

• View SFCs placed
on hold or re-
leased from hold

• Place SFCs on
hold or release
SFCs from hold

dmc Production_Superv

isor
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Production_Superv

isor
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source
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dmc Production_Superv

isor
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Superv

isor
-Execution Post-Production

Reporting POD
Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Superv

isor
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Production_Superv

isor
-Execution Manage BOMs Assigned users can do

the following:

• View, create, edit,
and delete bills of
materials (BOMs)

dmc Production_Superv

isor
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View, create, edit,
and delete opera-
tion activities

dmc Production_Superv

isor
-Execution Manage Work

Instructions
Assigned users can do
the following:

• View, create, and
edit work instruc-
tions
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dmc Production_Superv

isor
-Execution Manage Materials Assigned users can do

the following:

• View, create, edit,
and delete materi-
als

dmc Production_Superv

isor
-Execution Manage Material

Groups
Assigned users can do
the following:

• View, create, edit,
and delete mate-
rial groups

dmc Production_Superv

isor
-Execution Manage Data

Collection
Assigned users can do
the following:

• View, create, edit,
and delete data
collection groups

dmc Production_Superv

isor
-Execution Manage Resources Assigned users can do

the following:

• View, create, edit,
and delete resour-
ces

dmc Production_Superv

isor
-Execution Manage Resource

Types
Assigned users can do
the following:

• View, create, edit,
and delete re-
source types

dmc Production_Superv

isor
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Production_Superv

isor
-Execution Manage Shifts Assigned users can do

the following:

• View, create, edit,
and delete shifts
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dmc Production_Superv

isor
-Execution Manage Set Points Assigned users can do

the following:

• View, create, edit,
and delete set
point groups

dmc Production_Superv

isor
-Execution Manage Tools Assigned users can do

the following:

• Create, edit, and
view tools

• Define tool log-
ging method

• Track tool usage

• View tool sched-
ules planned in
Resource Orches-
tration (REO)

dmc Production_Superv

isor
-Execution Manage Carriers Assigned users can do

the following:

• View, create, and
edit carriers

dmc Production_Superv

isor
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View, create, edit,
and delete non-
conformance co-
des

dmc Production_Superv

isor
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View, create,
edit, and delete
nonconformance
groups

dmc Production_Superv

isor
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View, create, and
edit OEE reason
codes
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dmc Production_Superv

isor
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• Assign OEE rea-
son codes to re-
sources

• Change the as-
signment of the
OEE reason codes

dmc Production_Superv

isor
-Execution Manage User

Assignments
Assigned users can do
the following:

• View user data,
assign business
attributes to
users, and delete
user settings

dmc Production_Superv

isor
-Execution Manage Certifications Assigned users can do

the following:

• View, create, edit,
and delete certifi-
cations

dmc Production_Superv

isor
-Execution Manage Plants Assigned users can do

the following:

• View and create
plants

dmc Production_Superv

isor
-Execution Manage Business

Settings
Assigned users can do
the following:

• View and change
business settings

dmc Production_Superv

isor
-Execution Manage Custom Data Assigned users can do

the following:

• View, create, edit,
and delete custom
field definitions
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dmc Production_Superv

isor
-Execution Manage Data Types Assigned users can do

the following:

• Group data fields
created in the
Manage Data
Fields

• View, edit, create
and delete new
data types

dmc Production_Superv

isor
-Execution Manage Data Fields Assigned users can do

the following:

• View, create, edit,
and delete data
fields

dmc Production_Superv

isor
-Execution POD Designer Assigned users can do

the following:

• View, create,
edit, and delete
production opera-
tor dashboards
(PODs)

dmc Production_Superv

isor
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View, create, and
edit OEE time ele-
ments

dmc Production_Superv

isor
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View, create, edit,
and delete stand-
ard rates

dmc Production_Superv

isor
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses
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dmc Production_Superv

isor
-Execution Manage Next Numbers Assigned users can do

the following:

• View, create, and
edit numbering
patterns

dmc Production_Superv

isor
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, edit,
and delete buyoffs

dmc Production_Operat

or
-Execution Manage Orders Assigned users can do

the following:

• View orders

dmc Production_Operat

or
-Execution Manage Cancellations Assigned users can do

the following:

• View activity con-
firmations, EWM
goods issues and
EWM goods re-
ceipts, and IM
goods receipts
that are posted
against the order

dmc Production_Operat

or
-Execution Manage Resource

Assignments
Assigned users can do
the following:

• View a resource
with assigned or-
ders

dmc Production_Operat

or
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status
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dmc Production_Operat

or
-Execution Execute Logistics

Orders
Assigned users can do
the following:

• View and execute
logistics orders

dmc Production_Operat

or
-Execution Load Resources with

Components
Assigned users can do
the following:

• View empty and
loaded resource
bins

dmc Production_Operat

or
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Production_Operat

or
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Production_Operat

or
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Operat

or
-Execution Post-Production

Reporting POD
Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order
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dmc Production_Operat

or
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Production_Operat

or
-Execution Manage BOMs Assigned users can do

the following:

• View bills of mate-
rials (BOMs)

dmc Production_Operat

or
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View operation ac-
tivities

dmc Production_Operat

or
-Execution Manage Work

Instructions
Assigned users can do
the following:

• View work instruc-
tions

dmc Production_Operat

or
-Execution Manage Materials Assigned users can do

the following:

• View materials

dmc Production_Operat

or
-Execution Manage Material

Groups
Assigned users can do
the following:

• View material
groups

dmc Production_Operat

or
-Execution Manage Data

Collection
Assigned users can do
the following:

• View data collec-
tion groups

dmc Production_Operat

or
-Execution Manage Resources Assigned users can do

the following:

• View resources
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dmc Production_Operat

or
-Execution Manage Resource

Types
Assigned users can do
the following:

• View resource
types

dmc Production_Operat

or
-Execution Manage Work Centers Assigned users can do

the following:

• View work centers

dmc Production_Operat

or
-Execution Manage Shifts Assigned users can do

the following:

• View shifts

dmc Production_Operat

or
-Execution Manage Carriers Assigned users can do

the following:

• View carriers

dmc Production_Operat

or
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View nonconform-
ance codes

dmc Production_Operat

or
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View nonconform-
ance groups

dmc Production_Operat

or
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View OEE reason
codes

dmc Production_Operat

or
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• View OEE reason
code assignments

dmc Production_Operat

or
-Execution Manage Certifications Assigned users can do

the following:

• View certifications

dmc Production_Operat

or
-Execution Manage Plants Assigned users can do

the following:

• View plants

Operations Guide for SAP Digital Manufacturing
Onboarding and User Management PUBLIC 45



Application Identifier Role Template Area / Capability App Permissions

dmc Production_Operat

or
-Execution Manage Business

Settings
Assigned users can do
the following:

• View business set-
tings

dmc Production_Operat

or
-Execution Manage Custom Data Assigned users can do

the following:

• View custom field
definitions

dmc Production_Operat

or
-Execution Manage Data Types Assigned users can do

the following:

• View data fields
created in the
Manage Data
Fields

dmc Production_Operat

or
-Execution Manage Data Fields Assigned users can do

the following:

• View data fields

dmc Production_Operat

or
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View OEE time el-
ements

dmc Production_Operat

or
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View standard
rates

dmc Production_Operat

or
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses

dmc Production_Operat

or
-Execution Manage Next Numbers Assigned users can do

the following:

• View numbering
patterns
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dmc Production_Operat

or
-Execution Manage Buyoffs Assigned users can do

the following:

• View, log, create,
and delete buyoffs

dmc Production_Operat

or
-Execution Manage Floor Stocks Assigned users can do

the following:

• Receive, edit, and
view floor stock

dmc Production_Operat

or
-Execution Manage Storage

Locations
Assigned users can do
the following:

• View storage loca-
tions

dmc Production_Engine

er
-Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes
of cloud and Pro-
duction Connec-
tor on Windows
runtime

• Terminate cloud
processes

• View statistics re-
port

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes
of cloud and Pro-
duction Connec-
tor on Windows
runtime

• Terminate cloud
processes

• View statistics re-
port
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dmc Production_Operat

or
-Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes
of cloud and Pro-
duction Connec-
tor on Windows
runtime

• Terminate cloud
processes

• View statistics re-
port

dmc Plant_Manager -Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes
of cloud and Pro-
duction Connec-
tor on Windows
runtime

• View statistics re-
port

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes
of cloud and Pro-
duction Connec-
tor on Windows
runtime

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Recover Production
Processes

Assigned users can do
the following:

• Search and retry
production proc-
esses terminated
with error
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dmc Production_Engine

er
-Manufacturing Auto-
mation

Production Process
Administration

Assigned users can do
the following:

• Change the log
level of cloud/
edge processes

• Configure debug
mode settings

• Delete process in-
stances

• Download ar-
chived process in-
stance logs

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Production Process
Administration

Assigned users can do
the following:

• Change the log
level of produc-
tion processes
(automation se-
quences) based
on Production
Connector

• Download ar-
chived process in-
stance logs

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Production Process
Administration

Assigned users can do
the following:

• Change the log
level of cloud/
edge processes

• Delete process in-
stances

• Download ar-
chived process in-
stance logs

dmc Production_Engine

er
-Execution Manage Orders Assigned users can do

the following:

• Create, edit, and
view orders

• Release orders to
create SFCs
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dmc Production_Engine

er
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status

dmc Production_Engine

er
-Execution Load Resources with

Components
Assigned users can do
the following:

• Load components
or floor stock in-
ventories into the
empty resource
bins

• Unload compo-
nents or floor
stock inventories
from the loaded
resource bins

dmc Production_Engine

er
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Production_Engine

er
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Production_Engine

er
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order
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dmc Production_Engine

er
-Execution Post-Production

Reporting POD
Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Engine

er
-Execution Manage Tools Assigned users can do

the following:

• Create, edit, and
view tools

• Define tool log-
ging methods

• Track tool usage

• View tool sched-
ules planned in
Resource Orches-
tration (REO)

dmc Production_Engine

er
-Execution Manage Carriers Assigned users can do

the following:

• View, create, edit,
and delete carri-
ers

dmc Production_Engine

er
-Execution Manage BOMs Assigned users can do

the following:

• View, create, edit,
and delete bills of
materials (BOMs)

dmc Production_Engine

er
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View, create, edit,
and delete opera-
tion activities

dmc Production_Engine

er
-Execution Manage Work

Instructions
Assigned users can do
the following:

• View, create, and
edit work instruc-
tions
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dmc Production_Engine

er
-Execution Manage Materials Assigned users can do

the following:

• View, create, edit,
and delete materi-
als

dmc Production_Engine

er
-Execution Manage Material

Groups
Assigned users can do
the following:

• View, create, edit,
and delete mate-
rial groups

dmc Production_Engine

er
-Execution Manage Data

Collection
Assigned users can do
the following:

• View, create, edit,
and delete data
collection groups

dmc Production_Engine

er
-Execution Manage Resources Assigned users can do

the following:

• View, create, edit,
and delete resour-
ces

dmc Production_Engine

er
-Execution Manage Resource

Types
Assigned users can do
the following:

• View, create, edit,
and delete re-
source types

dmc Production_Engine

er
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Production_Engine

er
-Execution Manage Shifts Assigned users can do

the following:

• View, create, edit,
and delete shifts
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dmc Production_Engine

er
-Execution Manage Set Points Assigned users can do

the following:

• View, create, edit,
and delete set
point groups

dmc Production_Engine

er
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Production_Engine

er
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View, create, edit,
and delete non-
conformance co-
des

dmc Automation_Engine

er
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View nonconform-
ance codes

dmc Production_Engine

er
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View, create,
edit, and delete
nonconformance
groups

dmc Automation_Engine

er
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View nonconform-
ance groups

dmc Production_Engine

er
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View, create, and
edit OEE reason
codes
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dmc Production_Engine

er
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• Assign OEE rea-
son codes to re-
sources

• Change the as-
signment of the
OEE reason codes

dmc Production_Engine

er
-Execution Assigned users can do

the following:

• View user data,
assign business
attributes to
users, and delete
user settings

dmc Production_Engine

er
-Execution Manage Certifications Assigned users can do

the following:

• View, create, edit,
and delete certifi-
cations

dmc Production_Engine

er
-Execution Manage Plants Assigned users can do

the following:

• View and create
plants

dmc Production_Engine

er
-Execution Manage Business

Settings
Assigned users can do
the following:

• View and change
business settings

dmc Production_Engine

er
-Execution Manage Custom Data Assigned users can do

the following:

• View, edit, and de-
lete custom field
definitions
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dmc Production_Engine

er
-Execution Manage Data Types Assigned users can do

the following:

• Group data fields
created in the
Manage Data
Fields app

• Create, edit, and
delete data types

dmc Production_Engine

er
-Execution Manage Data Fields Assigned users can do

the following:

• View, create, edit,
and delete data
fields

dmc Production_Engine

er
-Execution POD Designer Assigned users can do

the following:

• View, create,
edit, and delete
production opera-
tor dashboards
(PODs)

dmc Production_Engine

er
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View, create, and
edit OEE time ele-
ments

dmc Production_Engine

er
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View, create, edit,
and delete stand-
ard rates

dmc Production_Engine

er
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses
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dmc Production_Engine

er
-Execution Manage Next Numbers Assigned users can do

the following:

• View, create, and
edit numbering
patterns

dmc Production_Engine

er
-Execution Manage Document

Print Templates
Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

• Create new docu-
ments

dmc Production_Engine

er
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, and
delete printers
to print various
types of produc-
tion-related docu-
ments

dmc Production_Engine

er
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Production_Engine

er
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, and
edit buyoffs
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dmc Manufacturing_Adm

in
-Administration License Usage Report Assigned users can do

the following:

• Monitor the re-
source consump-
tion of the
SAP Digital
Manufacturing li-
cense

dmc Manufacturing_Adm

in
-Execution Configure Inspection

Points
Assigned users can do
the following:

• Create, change,
display and delete
user field com-
binations for in-
spection points.

• Import and de-
fine validation co-
des for inspection
point valuation
from integrated
ERP systems.

dmc Manufacturing_Adm

in
-Execution Manage Orders Assigned users can do

the following:

• Create, edit, and
view orders

• Release orders to
create SFCs
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dmc Manufacturing_Adm

in
-Execution Manage Cancellations Assigned users can do

the following:

• View activity con-
firmations, EWM
goods issues and
EWM goods re-
ceipts, and IM
goods receipts
that are posted
against the order

• Cancel activity
confirmations,
EWM goods is-
sues and EWM
goods receipts,
and IM goods
receipts that
are successfully
posted against the
order

dmc Manufacturing_Adm

in
-Execution Manage Resource

Assignments
Assigned users can do
the following:

• Assign orders to a
resource

• View a resource
with assigned or-
ders

dmc Manufacturing_Adm

in
-Execution Load Resources with

Components
Assigned users can do
the following:

• Load components
or floor stock in-
ventories into the
empty resource
bins

• Unload compo-
nents or floor
stock inventories
from the loaded
resource bins
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dmc Manufacturing_Adm

in
-Execution Manage Holds Assigned users can do

the following:

• View SFCs placed
on hold or re-
leased from hold

• Place SFCs on
hold or release
SFCs from hold

dmc Manufacturing_Adm

in
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Manufacturing_Adm

in
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Manufacturing_Adm

in
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Manufacturing_Adm

in
-Execution Post-Production

Reporting POD
Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Manufacturing_Adm

in
-Execution Dispatching and

Monitoring
Assigned users can do
the following:

• Monitor, schedule,
and dispatch op-
erations on the
shop floor
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dmc Manufacturing_Adm

in
-Execution Schedule Labor Assigned users can do

the following:

• Assign shifts and
resources to the
workers for a
given calendar
week.

dmc Manufacturing_Adm

in
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Manufacturing_Adm

in
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status

dmc Manufacturing_Adm

in
-Execution Manage Logistics

Orders
Assigned users can do
the following:

• View, create and
edit logistics or-
ders

dmc Manufacturing_Adm

in
-Execution Execute Logistics

Orders
Assigned users can do
the following:

• View and execute
logistics orders

dmc Manufacturing_Adm

in
-Execution Manage Transport

Systems
Assigned users can do
the following:

• View, create and
edit transport sys-
tems
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dmc Manufacturing_Adm

in
-Execution Manage BOMs Assigned users can do

the following:

• View, create, edit,
and delete bills of
materials (BOMs)

dmc Manufacturing_Adm

in
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View, create, edit,
and delete opera-
tion activities

dmc Manufacturing_Adm

in
-Execution Manage Work

Instructions
Assigned users can do
the following:

• View, create, and
edit work instruc-
tions

dmc Manufacturing_Adm

in
-Execution Manage Materials Assigned users can do

the following:

• View, create, edit,
and delete materi-
als

dmc Manufacturing_Adm

in
-Execution Manage Material

Groups
Assigned users can do
the following:

• View, create, edit,
and delete mate-
rial groups

dmc Manufacturing_Adm

in
-Execution Manage Data

Collection
Assigned users can do
the following:

• View, create, edit,
and delete data
collection groups

dmc Manufacturing_Adm

in
-Execution Manage Resources Assigned users can do

the following:

• View, create, edit,
and delete resour-
ces
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dmc Manufacturing_Adm

in
-Execution Manage Resource

Types
Assigned users can do
the following:

• View, create, edit,
and delete re-
source types

dmc Manufacturing_Adm

in
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Manufacturing_Adm

in
-Execution Manage Shifts Assigned users can do

the following:

• View, create, edit,
and delete shifts

dmc Manufacturing_Adm

in
-Execution Manage Tools Assigned users can do

the following:

• Create, edit, and
view tools

• Define tool log-
ging method

• Track tool usage

• View tool sched-
ules planned in
Resource Orches-
tration (REO)

dmc Manufacturing_Adm

in
-Execution Manage Carriers Assigned users can do

the following:

• View, create, edit,
and delete carri-
ers

dmc Manufacturing_Adm

in
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View, create, edit,
and delete non-
conformance co-
des
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dmc Manufacturing_Adm

in
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View, create,
edit, and delete
nonconformance
groups

dmc Manufacturing_Adm

in
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View, create, and
edit OEE reason
codes

dmc Manufacturing_Adm

in
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• Assign OEE rea-
son codes to re-
sources

• Change the as-
signment of the
OEE reason codes

dmc Manufacturing_Adm

in
-Execution Manage User

Assignments
Assigned users can do
the following:

• View user data,
assign business
attributes to
users, and delete
user settings

dmc Manufacturing_Adm

in
-Execution Manage Certifications Assigned users can do

the following:

• View, create, edit,
and delete certifi-
cations

dmc Manufacturing_Adm

in
-Execution Manage Plants Assigned users can do

the following:

• View and create
plants
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dmc Manufacturing_Adm

in
-Execution Manage Custom Data Assigned users can do

the following:

• View, create, edit,
and delete custom
field definitions

dmc Manufacturing_Adm

in
-Execution Manage Data Types Assigned users can do

the following:

• Group data fields
created in the
Manage Data
Fields app

• Create, edit, and
delete new data
types

dmc Manufacturing_Adm

in
-Execution Manage Data Fields Assigned users can do

the following:

• View, create, edit,
and delete data
fields

dmc Manufacturing_Adm

in
-Execution POD Designer Assigned users can do

the following:

• View, create,
edit, and delete
production opera-
tor dashboards
(PODs)

dmc Manufacturing_Adm

in
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View, create, and
edit OEE time ele-
ments

dmc Manufacturing_Adm

in
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View, edit, and
delete standard
rates
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dmc Manufacturing_Adm

in
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses

dmc Manufacturing_Adm

in
-Execution Manage Next Numbers Assigned users can do

the following:

• View, create, and
edit numbering
patterns

dmc Manufacturing_Adm

in
-Execution Manage Document

Print Templates
Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing and define,
edit, and delete
print formats

dmc Manufacturing_Adm

in
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, cre-
ate and delete
printers to print
various types
of production-re-
lated documents

dmc Manufacturing_Adm

in
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders.
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dmc Manufacturing_Adm

in
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, and
edit buyoffs

dmc Manufacturing_Adm

in
-Execution Manage Collaboration

Links
Assigned users can do
the following:

• Map directives to
a system action
for use with the
collaboration

• Add new direc-
tives

dmc Manufacturing_Adm

in
-Execution Manage Collaboration

Directives
Assigned users can do
the following:

• Create directives
by copying exist-
ing ones to use
with the collabora-
tion

dmc Manufacturing_Adm

in
-Execution Integration Message

Dashboard
Assigned users can do
the following:

• View, process, and
inactivate integra-
tion messages

• Retry failed inte-
gration messages
and submessages

dmc Manufacturing_Adm

in
-Execution Manage Integration

Workflows
Assigned users can do
the following:

• View and update
the workflow con-
figurations for in-
bound and out-
bound collabora-
tion

dmc Manufacturing_Adm

in
-Execution Manage Floor Stocks Assigned users can do

the following:

• Receive, edit, and
view floor stock
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dmc Manufacturing_Adm

in
-Execution Manage Storage

Locations
Assigned users can do
the following:

• Create, edit, copy,
and delete storage
locations

dmc Production_Engine

er
-Execution
-Manufacturing Auto-
mation

Deploy Shop Floor
Elements

Assigned users can do
the following:

• View, create, edit,
and delete deploy-
ment groups

• Deploy and acti-
vate shop floor el-
ements

• Remove shop
floor elements
from deployment
groups

• View activity logs
of shop floor ele-
ments

• Add users to a de-
ployment group

• Remove users
from a deploy-
ment group
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dmc Automation_Engine

er
-Execution
-Manufacturing Auto-
mation

Deploy Shop Floor
Elements

Assigned users can do
the following:

• View, edit, and de-
lete deployment
groups

• Deploy and acti-
vate shop floor el-
ements

• Remove shop
floor elements
from deployment
groups

• View activity logs
of shop floor ele-
ments

• Add users to a de-
ployment group

• Remove users
from a deploy-
ment group

dmc Manufacturing_Adm

in
-Execution
-Manufacturing Auto-
mation

Deploy Shop Floor
Elements

Assigned users can do
the following:

• View deployment
groups

• Add users to a de-
ployment group

• Remove users
from a deploy-
ment group

dmc Production_Engine

er
-Manufacturing Auto-
mation

Manage Automatic
Triggers

Assigned users can do
the following:

• View subscrip-
tions

• View, create,
edit, copy, de-
ploy, pause, re-
sume, and delete
timers and busi-
ness rules
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dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Automatic
Triggers

Assigned users can do
the following:

• View timers and
business rules

• View, create, edit,
copy, deploy,
pause, resume,
and delete sub-
scriptions
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dmc Production_Engine

er
-Execution
-Manufacturing Auto-
mation

Design Production
Processes

Assigned users can do
the following:

• View, create, edit,
copy, and delete
production proc-
ess designs

• View, create, run,
edit, download,
and delete cloud-
or edge-based
production proc-
esses (cloud or
edge processes)

• View, download,
production proc-
esses (automa-
tion sequen-
ces) based
on Production
Connector

• Export and import
production proc-
ess designs with
cloud processes
and relevant serv-
ices

• Import cloud and
edge processes
from other pro-
duction process
designs

• Submit produc-
tion process de-
signs with cloud-
or edge-based
production proc-
esses (cloud or
edge processes)
for deployment
and activation

• Debug cloud proc-
esses

• Manage error co-
des
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• View activity logs
of production
process designs

• Add users and
work groups to
a production proc-
ess design

• Remove users and
work groups from
a production proc-
ess design

• Add users to a
work group

• Remove users
from a work group

• Delete work
groups that are
not assigned to
any production
process designs

• Add more work
groups, if neces-
sary

• Transport produc-
tion process de-
signs through
SAP Cloud Trans-
port Management
service
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dmc Automation_Engine

er
-Execution
-Manufacturing Auto-
mation

Design Production
Processes

Assigned users can do
the following:

• View, create, edit,
copy, and delete
production proc-
ess designs

• View, download,
cloud-or edge-
based production
processes (cloud
or edge proc-
esses)

• View, create, run,
edit, download,
and delete pro-
duction processes
(automation se-
quences) based
on Production
Connector

• Export production
process designs
with cloud proc-
esses and relevant
services

• Import automa-
tion sequences
from other pro-
duction process
designs

• Submit produc-
tion process de-
signs with pro-
duction processes
(automation se-
quences) based
on Production
Connector for de-
ployment and ac-
tivation

• Manage error co-
des
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• View activity logs
of production
process designs

• Add users and
work groups to
a production proc-
ess design

• Remove users and
work groups from
a production proc-
ess design

• Add users to a
work group

• Remove users
from a work group

• Delete work
groups that are
not assigned to
any production
process designs

• Add more work
groups, if neces-
sary

dmc Automation_Engine

er
-Execution
-Manufacturing Auto-
mation

Manage Document
Print Templates

Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

dmc Automation_Engine

er
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, and
delete printers
to print various
types of produc-
tion-related docu-
ments
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dmc Automation_Engine

er
-Execution Manage Carriers Assigned users can do

the following:

• View, create, and
edit carriers

dmc Automation_Engine

er
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Automation_Engine

er
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, and
edit buyoffs

dmc Production_Superv

isor

-Execution Line Monitor POD
(Default)

Assigned users can do
the following:

• Monitor the pro-
duction line for a
plant in the pro-
duction, quality,
asset, and OEE
perspectives

dmc Production_Engine

er

-Execution Overlay Authoring Tool Assigned users can do
the following:

• View, manage,
and delete over-
lays

• Create new
projects

dmc Production_Operat

or

-Execution Overlay Authoring Tool Assigned users can do
the following:

• View overlays
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dmc Production_Superv

isor
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Production_Engine

er
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Manufacturing_Adm

in
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Global_Regional_M

anager
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Plant_Manager -Insights Order Report Assigned users can do
the following:

• View information
about orders in
the Order Report
app

dmc Production_Superv

isor
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app
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dmc Production_Engine

er
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app

dmc Manufacturing_Adm

in
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app

dmc Global_Regional_M

anager
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app

dmc Plant_Manager -Insights SFC Report Assigned users can do
the following:

• View information
about SFCs in the
SFC Report app

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View, update, and
delete connectiv-
ity between tags
and asset indica-
tors

dmc Production_Engine

er
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View, create, up-
date, and delete
connectivity be-
tween tags and
asset indicators

dmc Production_Superv

isor
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View and edit as-
set connectivity
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dmc Production_Operat

or
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View asset con-
nectivity

dmc Manufacturing_Adm

in
-Execution Manage Barcode

Settings
Assigned users can do
the following:

• Scan, read, create,
manage, and de-
lete barcode con-
figurations

dmc Production_Engine

er
-Execution Manage Barcode

Settings
Assigned users can do
the following:

• Scan, read, create,
manage, and de-
lete barcode con-
figurations

dmc Production_Operat

or
-Execution Manage Barcode

Settings
Assigned users can do
the following:

• Scan and read
barcode configu-
rations

dmc Production_Superv

isor
-Execution Manage Barcode

Settings
Assigned users can do
the following:

• Scan, read, create,
manage, and de-
lete barcode con-
figurations

dmc Production_Operat

or
-Visual Inspection Manage Visual

Inspection Views
Assigned users can do
the following:

• View information
about inspection
views

dmc Production_Operat

or
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View information
about visual in-
spections
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dmc Production_Superv

isor
-Visual Inspection Manage Visual

Inspection Views
Assigned users can do
the following:

• View information
about inspection
views

dmc Production_Superv

isor
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View information
about visual in-
spections

dmc Production_Engine

er
-Visual Inspection Manage Visual

Inspection Views
Assigned users can do
the following:

• View, create, edit,
and delete inspec-
tion views

dmc Production_Engine

er
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View, create, edit,
and delete visual
inspections

dmc Production_Engine

er_Limited
-Visual Inspection Manage Visual

Inspection Views
Assigned users can do
the following:

• View information
about inspection
views

dmc Production_Engine

er_Limited
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View information
about visual in-
spections

dmc Production_Engine

er_Limited
-Execution Manage Bills of

Materials
Assigned users can do
the following:

• View, create, edit,
and delete bills of
materials (BOMs)
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dmc Production_Engine

er_Limited
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View, create, edit,
and delete rout-
ings and recipes

dmc Production_Engine

er_Limited
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View, create, edit,
and delete opera-
tion activities

dmc Production_Engine

er_Limited
-Visual Inspection Manage Work

Instructions
Assigned users can do
the following:

• View work instruc-
tions

dmc Production_Engine

er_Limited
-Execution Manage Materials Assigned users can do

the following:

• View, create, edit,
and delete materi-
als

dmc Production_Engine

er_Limited
-Execution Manage Material

Groups
Assigned users can do
the following:

• View, create, edit,
and delete mate-
rial groups

dmc Production_Engine

er_Limited
-Execution Manage Data

Collection
Assigned users can do
the following:

• View data collec-
tion groups

dmc Production_Engine

er_Limited
-Execution Manage Resources Assigned users can do

the following:

• View, create, edit,
and delete resour-
ces
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dmc Production_Engine

er_Limited
-Execution Manage Resource

Types
Assigned users can do
the following:

• View, create, edit,
and delete re-
source types

dmc Production_Engine

er_Limited
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Production_Engine

er_Limited
-Execution Manage Shifts Assigned users can do

the following:

• View, create, edit,
and delete shifts

dmc Production_Engine

er_Limited
-Execution Manage Set Points Assigned users can do

the following:

• View, create, edit,
and delete set
point groups

dmc Production_Engine

er_Limited
-Execution Manage Storage

Locations
Assigned users can do
the following:

• View, create, edit,
and delete storage
locations

dmc Production_Engine

er_Limited
-Execution Manage Tools Assigned users can do

the following:

• Create, edit, and
view tools

• Define tool log-
ging methods

• Track tool usage

• View tool sched-
ules planned in
Resource Orches-
tration (REO)
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dmc Production_Engine

er_Limited
-Execution Manage Carriers Assigned users can do

the following:

• View, create, edit,
and delete carri-
ers

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View and update
connectivity be-
tween tags and
asset indicators

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Configure Production
Connectivity

Assigned users can do
the following:

• View objects
of the produc-
tion connectivity
model

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Manage Web Servers Assigned users can do
the following:

• View, edit, create,
and delete web
servers

• Manage connec-
tions to other web
servers

dmc Manufacturing_Ext

ension_Provider
-Manufacturing Auto-
mation

Manage Web Servers Assigned users can do
the following:

• View web servers

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Manage Service
Providers

Assigned users can do
the following:

• View service pro-
viders

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Design Production
Processes

Assigned users can do
the following:

• View production
process designs
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dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Deploy Shop Floor
Elements

Assigned users can do
the following:

• View deployment
groups and shop
floor elements

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Production Process
Administration

Assigned users can do
the following:

• Change the log
level of cloud/
edge processes

• Configure debug
mode settings

• Delete process in-
stances

• Download ar-
chived process in-
stance logs

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Manage Service
Registry

Assigned users can do
the following:

• View, create, edit,
and delete service
registry entries

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Manage Automatic
Triggers

Assigned users can do
the following:

• View subscrip-
tions, timers, and
business rules

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Monitor Production
Processes

Assigned users can do
the following:

• View the execu-
tion result and
progress of pro-
duction processes

• Terminate cloud
processes

• View statistics re-
port
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dmc Production_Engine

er
-Manufacturing Auto-
mation

Monitor Event Business
Rules

Assigned users can do
the following:

• View the condition
evaluation and ac-
tion trigger sta-
tus of event-type
business rules

dmc Production_Engine

er_Limited
-Manufacturing Auto-
mation

Monitor Event Business
Rules

Assigned users can do
the following:

• View the condition
evaluation and ac-
tion trigger sta-
tus of event-type
business rules

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Monitor Event Business
Rules

Assigned users can do
the following:

• View the condition
evaluation and ac-
tion trigger sta-
tus of event-type
business rules

dmc Manufacturing_Adm

in
-Insights Manage Data Replicas Assigned users can do

the following:

• View and modify
data replicas

dmc Production_Engine

er_Limited
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View, create, edit,
and delete non-
conformance co-
des

dmc Production_Engine

er_Limited
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View, create,
edit, and delete
nonconformance
groups
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dmc Production_Engine

er_Limited
-Execution Manage User

Assignments
Assigned users can do
the following:

• View user data,
assign business
attributes to
users, and delete
user settings

dmc Production_Engine

er_Limited
-Execution Manage Certifications Assigned users can do

the following:

• View, create, edit,
and delete certifi-
cations

dmc Production_Engine

er_Limited
-Execution Manage Plants Assigned users can do

the following:

• View and create
plants

dmc Production_Engine

er_Limited
-Visual Inspection Manage Custom Data Assigned users can do

the following:

• View custom field
definitions

dmc Production_Engine

er_Limited
-Execution Manage Data Types Assigned users can do

the following:

• Group data fields
created in the
Manage Data
Fields app

• Create, edit, and
delete data types

dmc Production_Engine

er_Limited
-Execution Manage Data Fields Assigned users can do

the following:

• View, create, edit,
and delete data
fields

dmc Production_Engine

er_Limited
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View and edit
standard rates
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dmc Production_Engine

er_Limited
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses

dmc Production_Engine

er_Limited
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View, create, and
edit OEE time ele-
ments

dmc Production_Engine

er_Limited
-Execution Manage Next Numbers Assigned users can do

the following:

• View numbering
patterns

dmc Production_Engine

er_Limited
-Execution Manage Document

Print Templates
Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

• Create new docu-
ments

dmc Production_Engine

er_Limited
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, and
delete printers
to print various
types of produc-
tion-related docu-
ments
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dmc Production_Engine

er_Limited
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Production_Engine

er_Limited
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, and
edit buyoffs

dmc Production_Engine

er_Limited
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• Assign OEE rea-
son codes to re-
sources

• Change the as-
signment of the
OEE reason codes

dmc Production_Engine

er_Limited
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View, create, and
edit OEE reason
codes

dmc Production_Engine

er_Limited
-Execution Overlay Authoring Tool Assigned users can do

the following:

• View, create, and
delete overlays

dmc Production_Engine

er_Limited
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View alert data
schemas, alert
types, alert sta-
tuses, and alert
severities
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dmc Production_Engine

er_Limited
-Execution Manage Business

Settings
Assigned users can do
the following:

• View business set-
tings

dmc Manufacturing_Adm

in
-Insights Manage Connections Assigned users can do

the following:

• View and modify
connections

dmc Manufacturing_Adm

in
-Insights Manage Data Agents Assigned users can do

the following:

• View and modify
data agents

dmc Production_Engine

er_Limited
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Production_Engine

er_Limited
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Production_Engine

er_Limited
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app

dmc Production_Engine

er_Limited
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)
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dmc Production_Engine

er_Limited
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Production_Engine

er_Limited
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Engine

er_Limited
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Production_Engine

er_Limited
-Execution Post-Production

Reporting POD
(Default)

Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Production_Engine

er_Limited
-Execution Manage Resource

Assignments
Assigned users can do
the following:

• View a resource
with assigned or-
ders

• Add assigned or-
ders
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dmc Production_Engine

er_Limited
-Execution Load Resources with

Components
Assigned users can do
the following:

• Load components
or floor stock in-
ventories into the
empty resource
bins

• Unload compo-
nents or floor
stock inventories
from the loaded
resource bins

dmc Production_Engine

er_Limited
-Execution Manage Floor Stocks Assigned users can do

the following:

• Receive, edit, and
view floor stocks

dmc Production_Engine

er_Limited
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status

dmc Production_Engine

er_Limited
-Execution Manage Orders Assigned users can do

the following:

• Create, edit, and
view orders

• Release orders to
create SFCs

dmc Production_Engine

er_Limited
-Execution Line Monitor POD

(Default)
Assigned users can do
the following:

• Monitor the pro-
duction line for a
plant in the pro-
duction, quality,
asset, and OEE
perspectives
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dmc Production_Engine

er_Limited
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Production_Engine

er_Limited
-Execution Manage Time Tracking Assigned users can do

the following:

• View and create
time records

dmc Automation_Engine

er
-Visual Inspection Manage Visual

Inspection Views
Assigned users can do
the following:

• View, create, edit,
and delete inspec-
tion views

dmc Automation_Engine

er
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View, create, edit,
and delete visual
inspections

dmc Manufacturing_Adm

in
-Visual Inspection ManageVisual

Inspection Views
Assigned users can do
the following:

• View, create, edit,
and delete inspec-
tion views

dmc Manufacturing_Adm

in
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View, create, edit,
and delete visual
inspections

dmc Manufacturing_Adm

in_Limited
-Visual Inspection ManageVisual

Inspection Views
Assigned users can do
the following:

• View information
about inspection
views
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dmc Manufacturing_Adm

in_Limited
-Visual Inspection Manage Visual

Inspections
Assigned users can do
the following:

• View information
about visual in-
spections

dmc Manufacturing_Adm

in_Limited
-Insights Manage Connections Assigned users can do

the following:

• View connections

dmc Manufacturing_Adm

in_Limited
-Insights Manage Data Agents Assigned users can do

the following:

• View data agents

dmc Manufacturing_Adm

in_Limited
-Insights Order Report Assigned users can do

the following:

• View information
about orders in
the Order Report
app

dmc Manufacturing_Adm

in_Limited
-Insights SFC Report Assigned users can do

the following:

• View information
about SFCs in the
SFC Report app

dmc Manufacturing_Adm

in_Limited
-Execution Launch PODs Assigned users can do

the following:

• Launch pro-
duction opera-
tor dashboards
(PODs)

dmc Manufacturing_Adm

in_Limited
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center
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dmc Manufacturing_Adm

in_Limited
-Execution Order POD (Default) Assigned users can do

the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Manufacturing_Adm

in_Limited
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Manufacturing_Adm

in_Limited
-Execution Post-Production

Reporting POD
(Default)

Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Manufacturing_Adm

in_Limited
-Execution Manage Resource

Assignments
Assigned users can do
the following:

• View a resource
with assigned or-
ders

• Add assigned or-
ders

dmc Manufacturing_Adm

in_Limited
-Execution Load Resources with

Components
Assigned users can do
the following:

• Load components
or floor stock in-
ventories into the
empty resource
binsUnload com-
ponents or floor
stock inventories
from the loaded
resource bins
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dmc Manufacturing_Adm

in_Limited
-Execution Manage Floor Stocks Assigned users can do

the following:

• Receive, edit, cre-
ate, and view floor
stocks

dmc Manufacturing_Adm

in_Limited
-Execution Manage Staging 2.0 Assigned users can do

the following:

• Stage materials
configured with
single-order or
cross-order stag-
ing method

• View and check
staging request
status

dmc Manufacturing_Adm

in_Limited
-Execution Manage Orders Assigned users can do

the following:

• View orders

dmc Manufacturing_Adm

in_Limited
-Execution Line Monitor POD

(Default)
Assigned users can do
the following:

• Monitor the pro-
duction line for a
plant in the pro-
duction, quality,
asset, and OEE
perspectives

dmc Manufacturing_Adm

in_Limited
-Execution Manage Tool

Assignments
Assigned users can do
the following:

• Assign orders and
tools to a specific
resource

• Unassign orders
and tools from a
specific resource

dmc Manufacturing_Adm

in_Limited
-Execution Manage Bills of

Materials
Assigned users can do
the following:

• View, create, edit,
and delete bills of
materials (BOMs)
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Routings/

Recipes
Assigned users can do
the following:

• View, create, edit,
and delete rout-
ings and recipes

dmc Manufacturing_Adm

in_Limited
-Execution Manage Operation

Activities
Assigned users can do
the following:

• View, create, edit,
and delete opera-
tion activities

dmc Manufacturing_Adm

in_Limited
-Execution Manage Work

Instructions
Assigned users can do
the following:

• View work instruc-
tions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Materials Assigned users can do

the following:

• View, create, edit,
and delete materi-
als

dmc Manufacturing_Adm

in_Limited
-Execution Manage Material

Groups
Assigned users can do
the following:

• View, create, edit,
and delete mate-
rial groups

dmc Manufacturing_Adm

in_Limited
-Visual Inspection Manage Data

Collection
Assigned users can do
the following:

• View data collec-
tion groups

dmc Manufacturing_Adm

in_Limited
-Execution Manage Resources Assigned users can do

the following:

• View, create, edit,
and delete resour-
ces
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Resource

Types
Assigned users can do
the following:

• View, create, edit,
and delete re-
source types

dmc Manufacturing_Adm

in_Limited
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Manufacturing_Adm

in_Limited
-Execution Manage Shifts Assigned users can do

the following:

• View, create, edit,
and delete shifts

dmc Manufacturing_Adm

in_Limited
-Execution Manage Set Points Assigned users can do

the following:

• View, create, edit,
and delete set
point groups

dmc Manufacturing_Adm

in_Limited
-Execution Manage Storage

Locations
Assigned users can do
the following:

• View, create, edit,
and delete storage
locations

dmc Manufacturing_Adm

in_Limited
-Execution Manage Tools Assigned users can do

the following:

• Create, edit, and
view tools

• Define tool log-
ging methods

• Track tool usage

• View tool sched-
ules planned in
Resource Orches-
tration (REO)
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Carriers Assigned users can do

the following:

• View, create, edit,
and delete carri-
ers

dmc Manufacturing_Adm

in_Limited
-Manufacturing Auto-
mation

Manage Asset
Connectivity

Assigned users can do
the following:

• View and update
connectivity be-
tween tags and
asset indicators

dmc Manufacturing_Adm

in_Limited
-Manufacturing Auto-
mation

Design Production
Processes

Assigned users can do
the following:

• View production
process designs

dmc Manufacturing_Adm

in_Limited
-Manufacturing Auto-
mation

Deploy Shop Floor
Elements

Assigned users can do
the following:

• View deployment
groups and shop
floor elements

dmc Manufacturing_Adm

in_Limited
-Insights Manage Data Replicas Assigned users can do

the following:

• View data replicas

dmc Manufacturing_Adm

in_Limited
-Execution Manage

Nonconformance
Codes

Assigned users can do
the following:

• View, create, edit,
and delete non-
conformance co-
des

dmc Manufacturing_Adm

in_Limited
-Execution Manage

Nonconformance
Groups

Assigned users can do
the following:

• View, create,
edit, and delete
nonconformance
groups
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage User

Assignments
Assigned users can do
the following:

• View user data,
assign business
attributes to
users, and delete
user settings

dmc Manufacturing_Adm

in_Limited
-Execution Manage Certifications Assigned users can do

the following:

• View, create, edit,
and delete certifi-
cations

dmc Manufacturing_Adm

in_Limited
-Execution Manage Plants Assigned users can do

the following:

• View and create
plants

dmc Manufacturing_Adm

in_Limited
-Visual Inspection Manage Custom Data Assigned users can do

the following:

• View, edit, create,
and delete custom
field definitions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Data Types Assigned users can do

the following:

• Group data fields
created in the
Manage Data
Fields app

• Create, edit, and
delete data types

dmc Manufacturing_Adm

in_Limited
-Execution Manage Data Fields Assigned users can do

the following:

• View, create, edit,
and delete data
fields

dmc Manufacturing_Adm

in_Limited
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View and edit
standard rates
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses

dmc Manufacturing_Adm

in_Limited
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View, create, and
edit OEE time ele-
ments

dmc Manufacturing_Adm

in_Limited
-Execution Manage Next Numbers Assigned users can do

the following:

• View numbering
patterns

dmc Manufacturing_Adm

in_Limited
-Execution POD Designer Assigned users can do

the following:

• View, create,
edit, and delete
production opera-
tor dashboards
(PODs)

dmc Manufacturing_Adm

in_Limited
-Execution Manage POD Users Assigned users can do

the following:

• View and as-
sign users to
production opera-
tor dashboards
(PODs)
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Document

Print Templates
Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

dmc Manufacturing_Adm

in_Limited
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, cre-
ate, and delete
printers to print
various types
of production-re-
lated documents

dmc Manufacturing_Adm

in_Limited
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Manufacturing_Adm

in_Limited
-Execution Manage Buyoffs Assigned users can do

the following:

• View, create, and
edit buyoffs

dmc Manufacturing_Adm

in_Limited
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• Assign OEE rea-
son codes to re-
sources

• Change the as-
signment of the
OEE reason codes
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View, create, and
edit OEE reason
codes

dmc Manufacturing_Adm

in_Limited
-Execution Manage Business

Settings
Assigned users can do
the following:

• View and edit
business settings

dmc Manufacturing_Adm

in_Limited
-Execution Dispatching and

Monitoring 2.0
Assigned users can do
the following:

• Monitor, schedule,
and dispatch op-
erations on the
shop floor

dmc Manufacturing_Adm

in_Limited
-Execution Schedule Labor Assigned users can do

the following:

• Assign shifts and
resources to the
workers for a
given calendar
week

dmc Manufacturing_Adm

in_Limited
-Execution Manage Skills Template Assigned users can do

the following:

• View and modify
skill templates

dmc Manufacturing_Adm

in_Limited
-Execution Manage Holds Assigned users can do

the following:

• View SFCs placed
on hold or re-
leased from hold

• Place SFCs on
hold or release
SFCs from hold
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Cancellations Assigned users can do

the following:

• View activity con-
firmations, EWM
goods issues and
EWM goods re-
ceipts, and IM
goods receipts
that are posted
against the order

• Cancel activity
confirmations,
EWM goods is-
sues and EWM
goods receipts,
and IM goods
receipts that
are successfully
posted against the
order

dmc Manufacturing_Adm

in_Limited
-Execution Manage Logistics

Orders
Assigned users can do
the following:

• View, create, and
edit logistics or-
ders

dmc Manufacturing_Adm

in_Limited
-Execution Execute Logistics

Orders
Assigned users can do
the following:

• View and execute
logistics orders

dmc Manufacturing_Adm

in_Limited
-Execution Manage Transport

Systems
Assigned users can do
the following:

• View, create, and
edit transport sys-
tems

dmc Manufacturing_Adm

in_Limited
-Execution Manage Collaboration

Directives
Assigned users can do
the following:

• Create directives
by copying exist-
ing ones to use
with the collabora-
tion
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Manage Collaboration

Links
Assigned users can do
the following:

• Map directives to
a system action
for use with the
collaboration

• Add new direc-
tives

dmc Manufacturing_Adm

in_Limited
-Execution Manage Integration

Workflows
Assigned users can do
the following:

• View and update
the workflow con-
figurations for in-
bound and out-
bound collabora-
tion

dmc Manufacturing_Adm

in_Limited
-Execution License Usage Report Assigned users can do

the following:

• Monitor the re-
source consump-
tion of the SAP
Digital Manufac-
turing license

dmc Manufacturing_Adm

in_Limited
-Execution Manage Workforce Assigned users can do

the following:

• Manage cost cen-
ters and employ-
ees

dmc Manufacturing_Adm

in_Limited
-Execution Manage Skill Matrix Assigned users can do

the following:

• View and update
information about
employees

dmc Manufacturing_Adm

in_Limited
-Execution Scheduler

Configuration
Assigned users can do
the following:

• View, create, and
update configura-
tions
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Application Identifier Role Template Area / Capability App Permissions

dmc Manufacturing_Adm

in_Limited
-Execution Schedule Tools Assigned users can do

the following:

• View, schedule,
and assign tools

dmc Plant_Manager -Visual Inspection Manage Visual
Inspection Views

Assigned users can do
the following:

• View, create, edit,
and delete inspec-
tion views

dmc Plant_Manager -Visual Inspection Manage Visual
Inspections

Assigned users can do
the following:

• View, create, edit,
and delete visual
inspections

dmc Alert_Monitor_Use

r
-Execution Manage Alerts Assigned users can do

the following:

• View alerts

dmc Alert_Monitor_Use

r
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View alert data
schemas, alert
types, alert sta-
tuses, and alert
severities

dmc Plant_Manager -Execution Manage Alert
Configurations

Assigned users can do
the following:

• View alert data
schemas, alert
types, alert sta-
tuses, and alert
severities

dmc Global_Regional_M

anager
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View alert data
schemas, alert
types, alert sta-
tuses, and alert
severities
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Application Identifier Role Template Area / Capability App Permissions

dmc Production_Engine

er
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View and edit
alert data sche-
mas, alert types,
alert statuses, and
alert severities

dmc Production_Operat

or
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Production_Superv

isor
-Execution Reprint Documents Assigned users can do

the following:

• Reprint or view
documents that
were printed for
specific SFCs or
orders

dmc Production_Superv

isor
-Execution Manage Skill Matrix Assigned users can do

the following:

• View and update
information about
employees

dmc Production_Superv

isor
-Execution Manage Workforce Assigned users can do

the following:

• Manage cost cen-
ters and employ-
ees

dmc Production_Superv

isor
-Execution Schedule Labor 2.0 Assigned users can do

the following:

• Assign shifts and
resources to the
workers for a
given calendar
week

104 PUBLIC
Operations Guide for SAP Digital Manufacturing

Onboarding and User Management



Application Identifier Role Template Area / Capability App Permissions

dmc Production_Superv

isor
-Execution Schedule Tools Assigned users can do

the following:

• View, schedule,
and assign tools

dmc Production_Operat

or
-Manufacturing Auto-
mation

Configure Production
Connectivity

Assigned users can do
the following:

• View objects
of the produc-
tion connectivity
model

dmc Production_Operat

or
-Execution Line Monitor POD

(Default)
Assigned users can do
the following:

• Monitor the pro-
duction line for a
plant in the pro-
duction, quality,
asset, and OEE
perspectives

dmc Production_Operat

or
-Execution Manage Tools Assigned users can do

the following:

• View, schedule,
and assign tools

dmc Production_Operat

or
-Visual Inspection Manage Visual

Inspection Results
Assigned users can do
the following:

• Edit, delete, ap-
prove, and reject
inspections

dmc Production_Engine

er
-Execution Line Monitor POD

(Default)
Assigned users can do
the following:

• Monitor the pro-
duction line for a
plant in the pro-
duction, quality,
asset, and OEE
perspectives

dmc Production_Engine

er
-Execution Manage Resource

Assignment
Assigned users can do
the following:

• View, create, and
delete assigned
orders
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dmc Automation_Engine

er
-Execution Manage Work Centers Assigned users can do

the following:

• View, create, edit,
and delete work
centers

dmc Automation_Engine

er
-Execution Operation Activity POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion at the se-
lected operation
activity and re-
source

dmc Automation_Engine

er
-Execution Execute Production

Activities
Assigned users can do
the following:

• Execute produc-
tion activities for
the selected proc-
ess order

dmc Automation_Engine

er
-Execution Property Set Type

Details
Assigned users can do
the following:

• View, create, and
edit property type
details

dmc Automation_Engine

er
-Execution Work Center POD

(Default)
Assigned users can do
the following:

• Execute produc-
tion activities at
the selected work
center

dmc Automation_Engine

er
-Manufacturing Auto-
mation

Manage Message
Brokers

Assigned users can do
the following:

• View, create, and
edit brokers

dmc Production_Superv

isor
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View and edit
alert data sche-
mas, alert types,
alert statuses, and
alert severities
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dmc VI_Operator -Visual Inspection Perform Visual
Inspections

Assigned users can do
the following:

• View, create, and
edit visual inspec-
tions

dmc VI_Results_Admin -Visual Inspection Manage Visual
Inspection Results

Assigned users can do
the following:

• Edit, delete, ap-
prove, and reject
inspection results

dmc VI_Models_Admin -Visual Inspection Manage Machine
Learning Models

Assigned users can do
the following:

• View information
about machine
learning models

dmc Production_Engine

er
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View and edit
alert data sche-
mas, alert types,
alert statuses, and
alert severities

dmc Automation_Engine

er
-Execution Manage Alerts Assigned users can do

the following:

• View alerts and
modify the status
and processors of
alerts

dmc Automation_Engine

er
-Execution Manage Alert

Configurations
Assigned users can do
the following:

• View alert data
schemas, alert
types, alert sta-
tuses, and alert
severities

dmc Automation_Engine

er
-Execution Launch PODs Assigned users can do

the following:

• View the app
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dmc Automation_Engine

er
-Execution Assign OEE Reason

Codes
Assigned users can do
the following:

• View OEE reason
code assignments

dmc Automation_Engine

er
-Execution Assign Time Element

Types
Assigned users can do
the following:

• Assign resource
statuses to time
element types

• Change the as-
signment of the
resource statuses

dmc Automation_Engine

er
-Execution Manage Business

Settings
Assigned users can do
the following:

• View business set-
tings

dmc Automation_Engine

er
-Execution Manage Certifications Assigned users can do

the following:

• View certifications

dmc Automation_Engine

er
-Execution Manage Custom Data Assigned users can do

the following:

• View custom field
definitions

dmc Automation_Engine

er
-Execution Manage Data Fields Assigned users can do

the following:

• View data fields

dmc Automation_Engine

er
-Execution Manage Data Types Assigned users can do

the following:

• View data fields
created in the
Manage Data
Fields app

dmc Automation_Engine

er
-Execution Manage OEE Reason

Codes
Assigned users can do
the following:

• View OEE reason
codes
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dmc Automation_Engine

er
-Execution Manage OEE Time

Model Configuration
Assigned users can do
the following:

• View OEE time el-
ements

dmc Automation_Engine

er
-Execution Manage Plants Assigned users can do

the following:

• View plants

dmc Automation_Engine

er
-Execution Manage POD Users Assigned users can do

the following:

• View production
operator dash-
boards (PODs)

dmc Automation_Engine

er
-Execution Manage Standard

Rates
Assigned users can do
the following:

• View standard
rates

dmc Production_Operat

or
-Execution Manage Documents

Print Templates
Assigned users can do
the following:

• Specify, edit, and
delete the infor-
mation that is
available for print-
ing

• Define, edit, and
delete print for-
mats

dmc Production_Operat

or
-Execution Manage Printers Assigned users can do

the following:

• Set up, edit, and
delete printers
to print various
types of produc-
tion-related docu-
ments
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7.3.2  Role Templates (Object-Based)

Find out about available role templates for business objects and the permissions each role template has.

Overview

The table contains an overview of all role templates for data and business objects that are available for SAP
Digital Manufacturing.

To use object-based role templates to authorize users, you must always assign the Launchpad_Access and
Plant_Read role templates to the users. These role templates ensure that your users have access to the SAP
Digital Manufacturing launchpad and your plants.

Role Template Description

Launchpad_Access You can access the SAP Digital Manufacturing launchpad.

Plant_Read You can view the following data and business objects:

• Certification

• Custom field definition

• Plant

• Resource

• Resource bin

• Shift

• Storage location

• User

• Work center

Level of access: READ

Plant_Manage You can view, create, and modify the following data and busi-
ness objects:

• Certification

• Custom field definition

• Plant

• Resource

• Resource bin

• Shift

• Storage location

• User

• Work center

Level of access: READ, MANAGE
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Role Template Description

Data_Collection_Read You can view the following business object:

• Data collection

Level of access: READ

Data_Collection_Manage You can view, create, and modify the following business ob-
ject:

• Data collection

Level of access: READ, MANAGE

Electronic_Signature_Sign You can create the following entity:

• Electronic signature

Level of access: CREATE

Electronic_Signature_Read You can view the following business object:

• Electronic signature

Level of access: READ

Equipment_Read You can view the following business object:

• Equipment

Level of access: READ

Nonconformance_Read You can view the following business object:

• Nonconformance

Level of access: READ

Nonconformance_Manage You can view, create, and modify the following business ob-
ject:

• Nonconformance

Level of access: READ, MANAGE

NC_Review You can review nonconformance incidents in the status of
Closed in the Review by Exception plugin.

NC_Approve You can approve nonconformance incidents in the status of
Reviewed or Rejected. You can reject nonconformance inci-
dents in the status of Reviewed or Approved in the Review by
Exception plugin.

POD_Configuration_Read You can view the following data object:

• POD configuration data

Level of access: READ
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Role Template Description

POD_Configuration_Manage You can view, create, and modify the following data object:

• POD configuration data

Level of access: READ, MANAGE

Product_Read You can view the following data and business objects:

• Bill of material

• Custom value

• Data field

• Data type

• ERP control key

• Formula (including calculation data)

• Material (including child objects such as packing data)

• Material group

• Master operation activity

• Production version

• Recipe

• Routing

• Standard rate

• Unit of measure

Level of access: READ

Product_Manage You can view, create, and modify the following data and busi-
ness objects:

• Bill of material

• Custom value

• Data field

• Data type

• ERP control key

• Formula (including calculation data)

• Material (including child objects such as packing data)

• Material group

• Master operation activity

• Production version

• Recipe

• Routing

• Standard rate

• Unit of measure

Level of access: READ, MANAGE
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Role Template Description

Production_Process_Manage You can view, create, and modify the following data and busi-
ness objects:

• Production process design

• Service registry

• Web server

• Production Connectivity Model

• Service provider

• Asset connectivity

• Deployment group

• Transport

You can view the following data and business objects:

• Asset

Level of access: READ, MANAGE

Production_Process_Read You can view the following data and business objects:

• Production process design

• Service registry

• Web server

• Production Connectivity Model

• Service provider

• Asset

• Asset connectivity

• Deployment group

Level of access: READ

Production_Process_Monitor You can view the following data:

• Monitor production process

• Statistics report

Level of access: READ
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Role Template Description

Quality_Management_Read You can view the following data and business objects:

• Inspection lot

• Inspection operation

• Inspection characteristic

• Inspection attribute code

• Inspection attribute code text

• Inspection point

• Inspection single result

• Inspection summarized result

• Attachment

Level of access: READ

Quality_Management_Manage You can view the following data and business objects:

• Inspection lot

• Inspection operation

• Inspection characteristic

• Inspection attribute code

• Inspection attribute code text

• Inspection summarized result

You can view and create the following data and business
objects:

• Inspection point

You can view, create, and modify the following data and busi-
ness objects:

• Inspection single result

You can view, create, and delete the following data and busi-
ness objects:

• Attachment

Level of access: READ, MANAGE

Service_Order_Read You can view the following business object:

• Service order

Level of access: READ

Service_Order_Manage You can view and modify the following business object:

• Service order

Level of access: READ, MANAGE
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Role Template Description

SetPoint_Read You can view the following business object:

• Set point

Level of access: READ

SetPoint_Manage You can view, create, and modify the following business ob-
ject:

• Set point

Level of access: READ, MANAGE

Staging_Perform You can view, create and modify the following business ob-
ject:

• Staging request

Level of access: READ, MANAGE

Staging_Discard You can discard the following business object:

• Staging request

Level of access: READ, MANAGE

Work_Instruction_Read You can view data of the following business object:

• Work instruction

Level of access: READ

Work_Instruction_Manage You can view, create, and modify the following business ob-
ject:

• Work instruction

Level of access: READ, MANAGE

Inventory_Read You can view data of the following business objects:

• Floor stock

• Goods issue

• Goods receipt

• Goods issue cancellation

• Goods receipt cancellation

• Batch

• Batch characteristic

Level of access: READ
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Role Template Description

Inventory_Manage You can view, create and modify data of the following busi-
ness object:

• Floor stock

• Batch

• Batch characteristic

You can view and create the following business objects:

• Goods issue

• Goods receipt

Level of access: READ, MANAGE

Inventory_Master_Data_Read You can view the following business objects:

• Storage location

• Production supply area

• Inventory management settings

Level of access: READ

Inventory_Master_Data_Manage You can view, create and modify the following business ob-
jects:

• Storage location

• Production supply area

• Inventory management settings

 Note
To create and modify inventory management settings,
you also need the Plant_Manage role template.

Level of access: READ, MANAGE

7.3.3  Define Plant-Specific Authorizations

Learn how to authorize access to certain apps by plant.

In SAP Digital Manufacturing, users can access all apps they're authorized to use in all plants. However, for
certain apps you can authorize access by plant. In addition, you can define whether users are authorized to
manage (create, edit, delete, and view) or only view data.

Overview

You can define plant-specific authorizations for the following apps and features:
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• Plant settings on the SAP Digital Manufacturing launchpad
• Integration Message Dashboard
• Manage Data Collection
• Manage Orders
• Manage Service Orders
• Manage Set Points
• Manage User Assignments

You use the role template Plant_Access to implement plant-specific authorizations. The role template
has two attributes Plant_Manage and Plant_Read that you can use to define the authorization level.
Plant_Manage enables users to create, edit, delete, and view data; Plant_Read authorizes them to view
data.

Create a Role

In order to define plant-specific authorizations, you first create a role based on the role template
Plant_Access in the subaccount of the SAP Business Technology Platform that you used to deploy SAP
Digital Manufacturing. Using the attributes Plant_Manage and Plant_Read, you define the authorization
level for the role. For more information on creating roles using attributes, see Attributes.

Create a Role Collection

In the next step, you create a role collection. This role collection consists of the role that defines the plant-
specific authorization level and a role based on a role template that authorizes access to the apps. For instance,
the role template Production_Engineer enables business users to work with the Manage Set Points app.
For information on the available role templates, see Role Templates (Persona-Based) [page 16].

Assign the Role Collection

In the final step, you assign the role collection to users or user groups.

Additional Information

If you don't define plant-specific authorizations, users have access to all plants. If you inadvertently assign both
attributes Plant_Manage and Plant_Read for the same plant to a role, Plant_Manage takes precedence.

 Note
Plant-specific authorizations don't control the visibility of apps on the SAP Digital Manufacturing
launchpad. That means that users that aren't authorized to use apps, can still see them. If they try to
access the apps, the system displays an error message. Similarly, if users that have read-only access to an
app attempt to create, edit or delete data in the app, the system displays an error message.

Examples

You have two plants: 1000 and 2000.

• You want user A to collect data and define set points in plant 1000. User A shouldn't have access to any
other plants.
You create a role collection that contains a role based on the role template Plant_Access with attribute
Plant_Manage: 1000 and a role based on the Production_Engineer role template.
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• You want user A to collect data and define set points in plant 1000. User A should also be able to view data
in plant 2000.
You create a role collection that contains a role based on the role template Plant_Access with attribute
Plant_Manage 1000, Plant_Read 2000, and a role based on the Production_Engineer role template.

• You want user A to collect data in plant 1000 but user A shouldn't be able to define set points in plant 1000.
This type of authorization isn't possible as the Production_Engineer role template enables users to
manage data in both the Manage Data Collection and Manage Set Points app. You can't restrict access to
business objects by app.

• You want user A to be able to collect data and define set points in all plants.
You assign a role based on the Production_Engineer role template.

7.4 Manage Users and Authorization

After provisioning of SAP Digital Manufacturing is complete for your organization, you can configure
authorization using role collections and assign users to relevant role collections.

Context

To manage users and authorization, you can use any of the following methods:

• Use SAP Cloud Identity Services - Identity Authentication for user management and map role collections to
user groups
This is recommended for the use of SAP Digital Manufacturing. For more information, see Manage Users
Using SAP Cloud Identity Services - Identity Authentication [page 119].

• Use your own corporate identity provider to provide identity authentication directly
• Use SAP Cloud Identity Services - Identity Authentication as a proxy to delegate the authentication to your

own corporate identity provider

For the last two methods, refer to the user assistance of SAP Cloud Identity Services - Identity Authentication
and the documentation for your own corporate identity provider.

For information on the best practices recommended for user management on the SAP Business Technology
Platform, refer to Setting Up Your Security and Compliance Model.
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7.4.1  Manage Users Using SAP Cloud Identity Services -
Identity Authentication

Using the SAP Cloud Identity Services - Identity Authentication service, you can delegate identity
authentication to an identity provider (IdP). In addition, by mapping role collections that define permissions to
user groups in the IdP tenant, you can manage authorization in a more flexible way.

7.4.1.1 Configure Identity Federation and Trust

Use your SAP Cloud Identity Services - Identity Authentication tenant as an identity provider or a proxy to your
own identity provider hosting your business users. This method uses Open ID Connect (OIDC) to establish
trust.

To establish trust using OIDC, you first use a wizard in the SAP BTP cockpit to configure trust to your SAP
Cloud Identity Services - Identity Authentication tenant as an identity provider. For more information, refer
to Establish Trust and Federation Between SAP Authorization and Trust Management Service and Identity
Authentication [page 120]. Subsequently, you configure attributes that are sent from the tenant to SAP Digital
Manufacturing. For more information, refer to Add Attribute for User Groups in Identity Authentication Tenant
[page 121]. Using OIDC is the recommended method to configure trust and federation and the approach
described in this topic.

There's an alternative method that you can use to manually establish trust and federation between the SAP
Authorization and Trust Management Service and SAP Cloud Identity Services - Identity Authentication. In
this case, you exchange SAML metadata to establish trust with the SAP Cloud Identity Services - Identity
Authentication tenant. You then register your subaccount with the tenant. For more information, refer to
Manually Establish Trust and Federation Between SAP Authorization and Trust Management Service and
Identity Authentication.

If you have already established trust and federation manually using SAML protocol and would like to migrate
to OIDC trust, refer to Migrate from SAML Trust Configuration to OpenID Connect Trust with Identity
Authentication

Related Information

Trust and Federation Options with SAP Business Technology Platform
Federation Attribute Settings of Any Identity Provider
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7.4.1.1.1 Establish Trust and Federation Between SAP
Authorization and Trust Management Service and
Identity Authentication

As an SAP Business Technology Platform subaccount administrator, configure trust to an SAP Cloud Identity
Services - Identity Authentication tenant as an identity provider.

Prerequisites

• You're a subaccount administrator or a security administrator of the subaccount in which you've
subscribed to SAP Digital Manufacturing.

• You've got a SAP Cloud Identity Services - Identity Authentication tenant.
• The SAP Cloud Identity Services - Identity Authentication tenant is associated with the customer IDs of the

relevant global account of SAP Business Technology Platform.

Procedure

1. In the SAP BTP cockpit, go to the subaccount in which you've subscribed to SAP Digital Manufacturing and
choose Security Trust Configuration .

2. Choose Establish Trust.
The Configure Tenant wizard opens.

3. Choose the SAP Cloud Identity Services - Identity Authentication tenant. The identity providers listed
are the SAP Cloud Identity Services - Identity Authentication tenants associated with your customer ID.
Continue with Next.

4. Choose the domain configured with the SAP Cloud Identity Services - Identity Authentication tenant and
continue with Next.

5. You can change the name and the description of the tenant, display the resulting origin key, and enter a link
text for user logon. Continue with Next.

6. Review your configuration and confirm using Finish.

Results

You've configured trust in your tenant of the SAP Cloud Identity Services - Identity Authentication service,
which is your identity provider. SAP Cloud Identity Services - Identity Authentication creates an application with
the prefix SAP BTP subaccount and the display name of your subaccount in the administration console of SAP
Cloud Identity Services - Identity Authentication.

 Example
If your subaccount is named My Subaccount, the resulting application in SAP Cloud Identity Services -
Identity Authentication is SAP BTP subaccount My Subaccount. Older applications start with XSUAA_.
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Next Steps

Add an attribute for user groups in the administration console of your SAP Cloud Identity Services - Identity
Authentication tenant.

7.4.1.1.2 Configure Trust to SAP Business Technology
Platform Subaccount

As an Identity Authentication tenant administrator, configure trust to an SAP Business Technology Platform
subaccount by registering it as an application in the tenant. This application represents the SAP Digital
Manufacturing application hosted in the subaccount.

Procedure

1. Log on to the administration console of the Identity Authentication tenant.

2. Go to Applications & Resources Applications .
3. Choose Create and create an application.
4. As Display Name, define a meaningful and identifiable application name like SAP Digital

Manufacturing.
5. Select the Protocol Type OpenID Connect and then choose Create
6. Select the newly added application.
7. On the Trust tab, choose OpenID Connect Configuration. The OpenID Connect Configuration screen opens.
8. Enter the name of your application in the Name field and make any other configurations you require.

For more information on the available configuration settings, refer to OpenID Connect Application
Configurations.

9. Save your changes.

7.4.1.1.3 Add Attribute for User Groups in Identity
Authentication Tenant

Configure an attribute for user groups in your Identity Authentication tenant.

Context

Configure an attribute for user groups. You can use this attribute to enable mappings between role collections
in the SAP Business Technology Platform subaccount and the user groups for authorization management.
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Procedure

1. Log on to the administration console of your Identity Authentication tenant.

2. Choose Applications & Resources  and then the application you created previously.
3. On the Trust tab, choose Subject Name Identifier and select the Primary Attribute Email.
4. On the Trust tab, choose Attributes and then Add.
5. Add the attribute Groups.

The Source for the Primary Attribute and the Attribute depends on your configuration. For more
information, refer to User Attributes.

6. Save your entry.
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7.4.1.2 Manage Users and Authorization

This section describes how you map users to role collections.

Context

The diagram illustrates the typical workflow:

7.4.1.2.1 Create User Groups

By creating user groups in the Identity Authentication tenant, you can organize users and manage
authorization more efficiently.

Context

You can map the user groups to the role collections in the SAP Business Technology Platform subaccount.
Permissions to the SAP Digital Manufacturing application are controlled based on the mappings.

 Tip
You only need to create user groups and imports users if you're using the Identity Authentication tenant
as your identity provider. If you're only using the Identity Authentication tenant to federate to a custom
identity provider, you don't need to follow these two steps.

Procedure

1. Log on to the administration console for the tenant.
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2. Under Users & Authorizations, choose User Groups.
3. Add user groups.

Next Steps

You can add users manually to user groups or assign users to user groups while importing the users.

7.4.1.2.2 Import Users for SAP Digital Manufacturing

As the administrator of an SAP Cloud Identity Services - Identity Authentication tenant, you can import users
of SAP Digital Manufacturing using a CSV file.

Prerequisites

• You're assigned the Manage Users role for the tenant.
• You've created user groups that correspond to the role collections in the SAP Business Technology

Platform subaccount.
• You've prepared a CSV file for import.

If you enter the data in the CSV file as text, you must separate the entries with commas. If you enter more
than 1 value in a single entry, separate the values within the entry with commas and enclose the entry in
quotation marks.
Be sure to keep the entry headers in the CSV file. In addition, leave no spaces between the entries.

 Caution
If you want to update a user using a CSV file, include the new information and also repeat all
information that remains unchanged. If you include only new information, the information that isn't
repeated is deleted.

 Example
Prepare the following CSV file:

status,mail,firstName,lastName,groups
 
active,anderson.adams@example.com,Anderson,Adams,"DMC_Admin,DMC_User"
 
active,maria.lin@example.com,Maria,Lin,DMC_User

For a full list of supported attributes, see SAP Cloud Identity Services - Identity Authentication.
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Context

Using the import function, you can assign users to an application while managing authorization and user
status.

You can also add users manually ( Users & Authorizations User Management Add User ) to the IAS
tenant. However, the users don't automatically get access to an application with Private access control, which
is required for productive environments. To assign a user to such an application, you must still use the import
function.

In addition, manually added users don't automatically get required authorizations - group assignments - to
access the application.

For more information about user management in SAP Cloud Identity Services - Identity Authentication, see
User Management.

Procedure

1. Log on to the administration console for the tenant.
2. Under Users & Authorizations, choose Import Users.
3. In the application list, select the application representing SAP Digital Manufacturing.
4. Browse to the CSV file and then choose Import.

5. To send activation emails to the imported users, choose Send E-Mails Send .

7.4.1.2.3 Configure Role Collection Mappings

As an SAP Business Technology Platform subaccount administrator, configure role collection mappings by
assigning role collections to user groups created in your Identity Authentication tenant. The users within the
user groups get the authorizations defined by the role collections.

Prerequisites

You've obtained the names of the relevant user groups from the administrator of the Identity Authentication
tenant.

 Note
You need the names, not the display names.
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Procedure

1. Go to your subaccount.
a. Log on to the SAP BTP cockpit and select a region.
b. Select a global account.
c. Select a subaccount.

2. Choose Security Trust Configuration .
3. Choose the trust configuration for your Identity Authentication tenant.

4. Choose Role Collection Mappings.
5. Choose New Role Collection Mapping.
6. In the Create Role Collection Mapping window, select a role collection, enter Groups in the Attribute field,

and the name of a user group in the Value field.

7. Save the role collection mapping.
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7.5 Activate User Account

To use SAP Digital Manufacturing, you need to activate your user account with the identity provider (IdP) as
well as the SAP Digital Manufacturing application itself.

Prerequisites

• Your IdP administrator has configured a user account for you in the IdP tenant.
• Your IdP administrator has configured the user application access in such a way that you can access the

SAP Digital Manufacturing application.

Context

If your administrator has configured SAP Cloud Identity Services - Identity Authentication as the identity
provider, you receive an account activation email from SAP Cloud Identity Services - Identity Authentication
when your user account is created in the tenant. If you don't receive the activation email or you can't find it
(check in your spam or junk folders), contact your IdP administrator to send a password reset email, as follows:

1. Go to Users & Authorization User Management .
2. Select the user.
3. Under Authentication, choose Password Details, and then choose Send E-Mail.

Procedure

1. If necessary, activate your user account with the identity provider.
2. Open the URL for SAP Digital Manufacturing.
3. Log on to the application.

 Note
If more than 1 identity provider is configured and active, don’t enter your user name and password
directly. Instead, choose the identity provider first and then enter your user name and password.

4. If the Manufacturing Automation group is available to your user account, open any app in this group and
then close it.
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8 Create a Destination for System
Communication

Create a destination to enable internal system communication.

Context

The destination S4H_INTEGRATION_OAUTH is used by SAP Digital Manufacturing to provide authentication
and authorization for internal system communication.

 Caution
You must create the destination S4H_INTEGRATION_OAUTH so that your SAP Digital Manufacturing system
functions correctly.

Procedure

1. Go to the SAP Business Technology Platform subaccount of your SAP Digital Manufacturing tenant.

2. Choose Connectivity Destinations .
3. Choose Create Destination.
4. Enter the Name S4H_INTEGRATION_OAUTH and a description of the destination.
5. Select the Type HTTP.
6. In the URL field, enter the value of the public-api-endpoint.

You can find the value for the public-api-endpoint in the service key that you created when you
prepared your tenant for API integration. For more information, see Prepare for API Integration.

Go to the space that you created in the SAP Business Technology Platform subaccount of your SAP Digital
Manufacturing tenant.

In the sidebar menu of the space, choose Instances. Select the service instance to display its detail view.
Under Service Keys, choose Actions View  to display the details of the service key. The uaa tag of the
service key also contains the <clientid>, <clientsecret>, and <url> that you need in steps 9 and 10.

7. Select the Proxy Type Internet.
8. Select the Authentication OAuth2ClientCredentials.
9. Enter the <clientid of the service key> in the Client ID and the <clientsecret of the

service key> in the Client Secret.
10. Enter the <URL of the service key>/oauth/token in the Token Service URL.
11. Make sure that Use default JDK truststore is selected under Additional Properties.
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12. Choose Save.

Results

You've created the destination S4H_INTEGRATION_OAUTH.
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9 Enabling Issue Resolution

Learn how to set up SAP Digital Manufacturing for issue resolution to create and resolve problem-solving
processes.

Once your organization has purchased SAP Digital Manufacturing, you will automatically be subscribed to
Issue Resolution. To begin using the apps, you'll need to configure the Issue Resolution roles. For more details,
see Onboarding and User Management [page 10].

 Note
SAP Digital Manufacturing for issue resolution is supported in EU20 region only.

9.1 Prerequisites

Make sure that the following prerequisites are fulfilled before you start using SAP Digital Manufacturing for
issue resolution.

• You have configured the destination for Identity Authentication. For details, see Configuring Destination
[page 147].

• You have configured the necessary roles and authorizations for using SAP Digital Manufacturing for issue
resolution, as specified in the Managing Users and Roles [page 130] documentation.

• You have defined your custom schema. You do this in the administration console for SAP
Cloud Identity Services. For detailed information on how to define custom schema, please
see Manage Custom Schemas. When defining your custom schema, make sure you provide
urn:sap:cloud:scim:schemas:extension:psp:2.0:User as your Schema ID.

• You have maintained the custom attributes listed in the Custom Attributes According to Role Template
[page 131] table when defining your custom schema.

9.2 Managing Users and Roles

This section describes how to manage users and roles for the SAP Digital Manufacturing for issue resolution
apps. This involves creation of users and user groups in your identity provider (IdP). You can either use SAP IdP
or a different IdP. SAP ID Service is configured as the default IdP, but you can also add your instance of Identity
Authentication or a different IdP.
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9.2.1  Creating Users

You can create users, add user groups, and assign users to user groups in Identity Authentication. In SAP
Digital Manufacturing for issue resolution, the users of the scenario host are classified as the Employee user
type, while the users of the scenario partner are classified as the Partner user type.

You have the option to create users by either importing a CSV file containing user details (Importing Users
[page 133]) or by manually creating the users in the identity provider. For information on how to create users
and user groups, see Manage Users and Authorization [page 118].

In the CSV file, you enter the required profile data and maintain custom attributes for each user. What custom
attributes need to be maintained depends on the following:

• The user's role and the role template on which this role is based on
• The user type (employee or partner) and the problem-solving scenario

Custom Attributes According to Role Template

Role Template Custom Attributes

ProblemSolvingProcessingEditCreate plantPSPEditCreate

orgPSPEditCreate

ProblemSolvingProcessingEditDelete plantPSPEditDelete

orgPSPEditDelete

ProblemSolvingProcessingTaskProcessingEdit plantPSPTaskEdit

orgPSPTaskEdit

ProblemSolvingProcessingEditAsMember

 Note
You must add members in the D1 step to give them
access to the problem-solving process. For more details,
see the Custom Attributes According to User Type and
Problem-Solving Scenario section.

plantPSPEditAsMember

orgPSPEditAsMember

TaskProcessingEdit plantTaskEdit

orgTaskEdit

IssueReporting None

ProblemSolvingProcessingAnalyst None

ProblemSolvingProcessingConfiguration None
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Custom Attributes According to User Types and Problem-Solving Scenarios

Which custom attributes must be maintained for users also depends on their user type and the problem-
solving scenario in which they will work. In the Manage Problem-Solving Processes app, users can be added as
team members to a problem-solving process in the D1 step. However, they can only be selected in the various
scenarios if their custom attributes and user group assignments are maintained as follows:

• Supplier Problem-Solving:
To make users from your scenario host organization available to the customer team, you use the Employee
user type and include the users in a user group that is mapped to one of the following role templates, based
on the users' roles:
• ProblemSolvingProcessingEditAsMember

• ProblemSolvingProcessingEditCreate

• ProblemSolvingProcessingEditDelete

• ProblemSolvingProcessingTaskProcessingEdit

To make scenario partner users available to the supplier team, you use the user type Partner and maintain
the relevant custom attribute for organization (orgPSPTaskEdit or orgPSPEditAsMember, based on the
user's role).

 Note
The custom attribute for plant is not relevant for scenario partner users.

• Customer Problem-Solving:
To make users from your scenario host organization available to the supplier team, you use the Employee
user type and include the users in a user group that is mapped to one of the following role templates, based
on the users' roles:
• ProblemSolvingProcessingEditAsMember

• ProblemSolvingProcessingEditCreate

• ProblemSolvingProcessingEditDelete

• ProblemSolvingProcessingTaskProcessingEdit

• Internal Problem-Solving:
To make users of your scenario host organization available to the internal team, you use the Employee user
type and add the users to a user group that is mapped to one of the following role templates, based on the
users’ roles:
• ProblemSolvingProcessingEditAsMember

• ProblemSolvingProcessingEditCreate

• ProblemSolvingProcessingEditDelete

• ProblemSolvingProcessingTaskProcessingEdit

 Note
In internal problem-solving, only one organization is involved. Therefore, the custom attribute for
organization is not relevant in this scenario.
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9.2.2  Creating User Groups

You must create user groups and add users to user groups in Identity Authentication. The user groups are then
mapped to role collections on SAP BTP, so that they are available for your application.

The administrators from various scenario partners, who participate as suppliers in supplier problem-solving
processes, have to be added to a single user group. As a scenario host, you have the flexibility to create any
user groups for your own users. To know how to create user groups, see Create User Groups [page 123].

9.2.3  Importing Users

As an SAP BTP Identity Authentication administrator, you can import new users or update existing users in
bulk by uploading profile data in a CSV file to Identity Authentication.

The CSV file must meet the following requirements:

• It must contain all the required profile data of users, such as status, first name, last name, login name,
email address, group, and company details.

• In order to manage user authorization, it is important to input the relevant custom attribute values for both
plants and organizations. These values should align with the role template that the user's role is based
on, as well as the specific problem-solving scenarios that the users will work. For example, if a user has
a role based on the role template ProblemSolvingProcessingEditDelete and will work in supplier
problem-solving processes, you must enter values in the columns ending with plantPSPEditDelete and
orgPSPEditDelete.
For these values, the following logic applies:

Value Meaning Example

ID of a plant or organization Grants authorization for this plant or
organization.

0001

Multiple IDs of plants or organizations,
separated by commas

Grants authorization for these plants
or organizations.

Note: Don't enter a space after the
comma.

0001,0002

Asterisk (*) Grants global authorization to all
plants or organizations.

Note: We don't recommend combin-
ing IDs with an asterisk in a list sepa-
rated by commas (0001,0002,*). This
does not grant global authorization
but instead only authorization for the
specified plants or organizations.

*
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Value Meaning Example

Empty No authorization

Note: In this case, users receive an
error message when they open the
SAP Digital Manufacturing for issue
resolution apps.

 Note
For scenario partner users, you cannot grant global authorization. If you enter an asterisk for
the relevant custom attribute, the users receive an error message when they open the SAP
Digital Manufacturing for issue resolution apps. You can only grant them authorization for specific
organizations by entering the corresponding IDs.

• For all custom attributes, you have to make sure that the cell is formatted as text and not as number.
• Customer and supplier numbers must be entered with the correct number of leading zeros.

 Note
Excel often removes leading zeros. To keep them, you must convert the cell format to text before you
enter the values.

For detailed steps on how to import users, see Import Users for SAP Digital Manufacturing [page 124].

How to Find Supplier and Customer Numbers Including Leading Zeros

During the import of users from a CSV file, you need to enter supplier and customer numbers with the correct
number of leading zeros. The following steps help you find this data in SAP S/4HANA.

 Note
Make sure you have access to SAP GUI and you have display authorization for transaction SE11.

1. Log on to SAP GUI via SAP Logon and start transaction SE11.
2. Enter one of the following database tables:

1. LFA1 to find suppliers
2. KNA1 to find customers

3. Choose Display and then, in the toolbar choose Contents.
4. Enter the known number without leading zeros in the respective field:

1. Supplier (LIFNR) in case of LFA1
2. Customer (KUNNR) in case of KNA1

5. Choose Execute or F8 . You should see a result table with one entry.
6. The column Supplier (LIFNR) or Customer (KUNNR) shows the number with leading zeros. You can select

the value using Ctrl  + +  + Y  and then copy it using Ctrl  + +  + C .
Make sure that the supplier or customer number you use for configuring authorizations for SAP Digital
Manufacturing for issue resolution has the correct total length of 10 digits. If the value in the mentioned
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column doesn't contain leading zeros, then this exact value – without leading zeros – needs to be used. In
this case, the total length can be less than 10 digits.

9.2.4  Defining and Bundling of Roles

Learn how to define and bundle roles for users to ensure proper access and avoid errors.

SAP Digital Manufacturing for issue resolution provides the following role templates:

 Note

• It is important to set up all the role templates mentioned in the tables below in order to avoid any
potential errors when using the application.

• Make sure you maintain separate roles for scenario host and scenario partners.

Role Templates for Scenario Host

Role Template User Authorization Authorization Attributes

Problem-Solving Processing (Edit,
Create)

ProblemSolvingProcessingEditCr

eate

• View problem-solving processes

• Edit problem-solving processes

• Create problem-solving processes
manually

• Plant: plantPSPEditCreate

• Organization: orgPSPEditCreate

• User ID: uid

• User type: usertype

 Note
Users mapped to Issue Reporting
can create problem-solving proc-
esses in Manage Issues app, only if
the role template Problem-Solving
Processing (Edit, Create) is set up.

Problem-Solving Processing (Edit,
Delete)

ProblemSolvingProcessingEditDe

lete

• View problem-solving processes

• Edit problem-solving processes

• Delete problem-solving processes

• Plant: plantPSPEditDelete

• Organization: orgPSPEditDelete

• User ID: uid

• User type: usertype

Problem-Solving and Task Processing –
Edit

ProblemSolvingProcessingTaskPr

ocessingEdit

• View problem-solving processes

• Edit problem-solving processes
• Plant: plantPSPTaskEdit

• Organization: orgPSPTaskEdit

• User ID: uid

• User type: usertype
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Role Template User Authorization Authorization Attributes

Problem-Solving Processing (Edit as
Member)

ProblemSolvingProcessingEditAs

Member

• View problem-solving processes if
assigned as team member

• Edit problem-solving processes if
assigned as team member

• Plant: plantPSPEditAsMember

• Organization: orgPSPEditAsMem-
ber

• User ID: uid

• User type: usertype

Task Processing (Edit)

TaskProcessingEdit

• View assigned tasks

• Edit assigned tasks
• Plant: plantTaskEdit

• Organization: orgTaskEdit

• User ID: uid

• User type: usertype

Issue Reporting

IssueReporting

• Create issues

• Edit issues

• Delete issues

• Create tasks

• Edit tasks
• Delete tasks

• User ID: uid

• User type: usertype

 Note
You can create problem-solving
processes only if the role template
Problem-Solving Processing (Edit,
Create) is set up.

Problem Solving Processing Analyst

ProblemSolvingProcessingAnalys

t

• View overview page (view cards
within)

• User type: usertype

 Note
Every user mapped to this role
template should also be mapped to
Problem-Solving and Task Proc-
essing – Edit role template, if they
want to access the cards.

Problem-Solving Configuration

ProblemSolvingProcessingConfig

uration

Maintain the configuration settings for
SAP Digital Manufacturing for issue
resolution with the configuration apps

User ID: uid

User type: usertype

SDM_User

SDM_User

Work with attachments in SAP Digital
Manufacturing for issue resolution, us-
ing the web UI of Document Manage-
ment Service, Application Option

 Note
You can combine this role template
with any other role template in a
role collection.

None
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Role Template User Authorization Authorization Attributes

Business_Process_Specialist_BL_Acces
sAll

Business_Process_Specialist_BL

_AccessAll

Use the Monitor Business Logs app

 Note
We recommend combining this role
template with the Problem-Solving
Configuration role template to give
access to the Monitor Business
Logs app.

None

Role Templates for Scenario Partner

Role Template User Authorization Authorization Attributes

Problem-Solving and Task Processing –
Edit

ProblemSolvingProcessingTaskPr

ocessingEdit

• View problem-solving processes

• Edit problem-solving processes
• Organization: orgPSPTaskEdit

• User ID: uid

• User type: usertype

Problem-Solving Processing (Edit as
Member)

ProblemSolvingProcessingEditAs

Member

• View problem-solving processes if
assigned as team member

• Edit problem-solving processes if
assigned as team member

• Organization: orgPSPEditAsMem-
ber

• User ID: uid

• User type: usertype

Task Processing (Edit)

TaskProcessingEdit

• View assigned tasks

• Edit assigned tasks
• Organization: orgTaskEdit

• User ID: uid

• User type: usertype

SDM_User

SDM_User

Work with attachments in SAP Digital
Manufacturing for issue resolution, us-
ing the web UI of Document Manage-
ment Service, Application Option

 Note
You can combine this role template
with any other role template in a
role collection.

None

Defining Roles

You use the following steps to define roles in the SAP BTP cockpit:
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1. Go to your subaccount and choose Instances and Subscriptions.
2. Under Subscriptions, choose Actions corresponding to SAP Digital Manufacturing for issue resolution

application.
3. Select Manage Roles and add a role.
4. In the dialog to create a role, enter a name and description for the role and select the respective Template

for your role.
5. Under Configure Attributes, choose Identity Provider as the Source.
6. Enter the name of the custom attribute that you created for your Identity Provider as the Value and choose

Next and Finish.

Alternatively, you can also define roles under Security Roles  in the SAP BTP cockpit.

• Go to Security Roles .
• Search for your application.
• Choose Add Using Same Role Template for each of the roles.
• Enter the name and the description, select the template, and configure attributes for each of the roles.

For more information about how to create roles and bundle them in role collections using the SAP BTP cockpit,
see SAP Authorization and Trust Management Service in the Cloud Foundry Environment

Related Information

Configure Role Collection Mappings [page 125]

9.2.4.1 Managing Multiple Authorizations

It is possible for users in SAP Digital Manufacturing for issue resolution to have multiple roles assigned to them.
In this case, the role that has more authorizations for processing problem-solving processes takes precedence.

User Role Templates and Privileges

The role templates can be represented in decreasing order of privilege as follows:

1. ProblemSolvingProcessingEditDelete

2. ProblemSolvingProcessingEditCreate

3. ProblemSolvingProcessingTaskProcessingEdit

4. ProblemSolvingProcessingEditAsMember

5. TaskProcessingEdit

ProblemSolvingProcessingEditDelete is the role template with maximum authorization.

TaskProcessingEdit is the role template with minimum authorization.
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Note

• Users with the role template ProblemSolvingProcessingEditAsMember must be part of the D1 step
(become a team member) of the problem-solving process to do the following:
• Create, edit, and delete tasks
• Edit problem-solving processes

• The ProblemSolvingProcessingEditDelete role template is not applicable for scenario partners.
• The following applies to users with the TaskProcessingEdit role template:

• They can view or edit tasks only if their user is assigned as a task processor
• They cannot edit the Task Processor field
• They cannot delete tasks

User Authorization for Combined Roles

User authorization for multiple role combinations can be explained by comparing any two of the user role
combinations.

In the following example, we have compared the role templates
ProblemSolvingProcessingTaskProcessingEdit and TaskProcessingEdit and assigning sample
values to the custom attributes.

When User Belongs to Scenario Host

User Assigned to ProblemSolvingPro-
cessingTaskProcessingEdit User Assigned to TaskProcessingEdit User Authorization

Org TestOrg1

Plant 1010

Org TestOrg2

Plant 2020

In the Manage Problem-Solving
Processes app, users can access the
problem-solving processes for org Tes-
tOrg1 and plant 1010. They can display,
create, and edit problem-solving proc-
esses but not delete them.

In the Process Tasks app:

• For org TestOrg1 and plant 1010,
the Task Processor field cannot be
edited and deleting of tasks is al-
lowed.

• For org TestOrg2 and plant 2020,
users can display the tasks as-
signed to them and also edit the
tasks, but not delete the tasks.
The Task Processor field cannot be
edited.
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User Assigned to ProblemSolvingPro-
cessingTaskProcessingEdit User Assigned to TaskProcessingEdit User Authorization

Org TestOrg1

Plant 1010

Org TestOrg1

Plant 1010

For org TestOrg1 and plant 1010,
ProblemSolvingProcessingTaskPr

ocessingEdit is only applicable.

Org TestOrg1

Plant 1010

Org *

Plant *

For org TestOrg1 and plant 1010, users
have
ProblemSolvingProcessingTaskPr

ocessingEdit authorization and for
all other plant and org combinations,
users have TaskProcessingEdit au-
thorization.

Org *

Plant *

Org TestOrg1

Plant 1010

For all org and plant combinations,
ProblemSolvingProcessingEditDe

lete is only applicable.

When User Belongs to Scenario Partner

User Assigned to ProblemSolvingPro-
cessingTaskProcessingEdit User Assigned to TaskProcessingEdit User Authorization

Org TestOrg1 Org TestOrg2 In the Manage Problem-Solving
Processes app, users can access the
problem-solving processes for org Tes-
tOrg1. They can display, create, and edit
problem-solving processes but not de-
lete them.

In the Process Tasks app:

• For org TestOrg1, the Task
Processor field can be edited and
deleting of tasks is allowed.

• For org TestOrg2, users can only
display the tasks assigned to them
and edit the tasks, but not delete
the tasks. The Task Processor field
cannot be edited.

Org TestOrg1 Org * In the Manage Problem-Solving
Processes app, users can access the
problem-solving processes of Org Tes-
tOrg1.

In the Process Tasks app, this is an in-
valid scenario and the system cannot
process this custom attribute value.

Org * Org TestOrg1 This is an invalid scenario and the sys-
tem cannot process this custom attrib-
ute value.
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User Assigned to ProblemSolvingPro-
cessingTaskProcessingEdit User Assigned to TaskProcessingEdit User Authorization

Org * Org * This is an invalid scenario and the sys-
tem cannot process this custom attrib-
ute value.

9.2.4.2 Managing App-Level User Authorization

Roles determine what users can access and which actions they have authorization for.

This topic refers to the roles maintained in the SAP BTP cockpit and Identity Authentication service. It is not
related to the roles that are configured in the Define Problem-Solving Roles app.

Users can have one or more roles. For each user, you can use attributes to specify whether they can see all
problem-solving processes and tasks or only those of specific plants and/or organizations.
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Roles are customer-specific but are based on predefined role templates. The following table shows the
available role templates in SAP Digital Manufacturing for issue resolution and what they allow users to access
and do:

Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Problem-Solving Processing
(Edit, Create)

ProblemSolvingProcessi

ngEditCreate

Scenario host • Manage Problem-Solving
Processes, including
Analysis Toolbox

• Process Tasks

• Display: Users can
see the problem-solving
processes that belong to
plants and organizations
that are maintained in
their user attributes.

• Create: Users can create
manual problem-solving
processes. They can
create tasks and root
causes in all problem-
solving processes dis-
played to them.

• Edit: Users can edit all
problem-solving proc-
esses and tasks dis-
played to them. If a task
has a processor, only
users from the same
plant/organization are
able to edit the task.

• Delete: If a task has
a processor, only users
from the same plant/
organization are able
to delete the task.
Users cannot delete
whole problem-solving
processes.
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Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Problem-Solving Processing
(Edit, Delete)

ProblemSolvingProcessi

ngEditDelete

Scenario host • Manage Problem-Solving
Processes, including
Analysis Toolbox

• Process Tasks

• Display: Users can
see the problem-solving
processes that belong to
plants and organizations
that are maintained in
their user attributes.

• Create: Users can create
tasks and root causes
in all problem-solving
processes displayed to
them. They cannot cre-
ate whole problem-solv-
ing processes.

• Edit: Users can edit all
problem-solving proc-
esses and tasks dis-
played to them. If a task
has a processor, only
users from the same
plant/organization are
able to edit the task.

• Delete: Users can delete
whole problem-solving
processes. If a task has
a processor, only users
from the same plant/or-
ganization are able to
delete the task.
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Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Problem-Solving and Task
Processing – Edit

ProblemSolvingProcessi

ngTaskProcessingEdit

Both scenario host and sce-
nario partner

• Manage Problem-Solving
Processes, including
Analysis Toolbox

• Process Tasks

• Display: Users can
see the problem-solving
processes that belong to
plants and organizations
that are maintained in
their user attributes.

• Create: Users can create
tasks and root causes
in all problem-solving
processes displayed to
them. They cannot cre-
ate whole problem-solv-
ing processes.

• Edit: Users can edit all
problem-solving proc-
esses and tasks dis-
played to them. If a task
has a processor, only
users from the same
plant/organization are
able to edit the task.

• Delete: If a task has
a processor, only users
from the same plant/
organization are able
to delete the task.
Users cannot delete
whole problem-solving
processes.

Problem-Solving Processing
(Edit as Member)

ProblemSolvingProcessi

ngEditAsMember

Both scenario host and sce-
nario partner

• Manage Problem-Solving
Processes, including
Analysis Toolbox

• Process Tasks

Same as for the role tem-
plate Problem-Solving and
Task Processing – Edit but
limited to problem-solving
processes where the users
are a team member
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Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Task Processing (Edit)

TaskProcessingEdit

Both scenario host and sce-
nario partner

Process Tasks • Display: Users can see
the tasks that are as-
signed to them as pro-
cessors and that belong
to plants and organi-
zations that are main-
tained in their user at-
tributes.

• Edit: Users can change
the details and status of
tasks that are displayed
to them. They cannot
change the processor.

Problem-Solving
Configuration

ProblemSolvingProcessi

ngConfiguration

Scenario host • Define Problem-Solving
Roles

• Define Problem-Solving
Priorities

• Define Problem-Solving
Codes

• Define Supplier Problem-
Solving Durations

• Manage Task Templates

• Manage Problem-Solving
Teams

All actions in the apps
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Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Issue Reporting

IssueReporting

Scenario host Manage Issues • Display Issues/Tasks:
Users can see the issues
that belong to plants
and organizations that
are maintained in their
user attributes.

• Create Issues/Tasks:
Users can create issues.
They can also create
tasks in all problem-
solving processes dis-
played to them.

• Edit Issues/Tasks: Users
can edit all issues and
tasks displayed to them.
If a task has a pro-
cessor, only users from
the same plant/organi-
zation are able to edit
the task.

• Delete Issues/Tasks: If
a task has a processor,
only users from the
same plant/organization
are able to delete the
task or issue. Users can-
not delete other issues
or tasks.

 Note
You can create
problem-solving proc-
esses only if the
role template Problem-
Solving Processing

(Edit, Create) is set
up.
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Role Template
Intended for Scenario Host
or Scenario Partner Accessible Apps Allowed Actions

Problem Solving Processing
Analyst

ProblemSolvingProcessi

ngAnalyst

Scenario host Issue Resolution Analytics • View overview page
(view cards within)

• Navigation to related
apps.

 Note
Navigation is not
supported for
the cards -
Top Root Cause
Codes, Duration of
Completed Problem-
Solving Processes,
and Tasks.

 Note
Every user mapped to
this role template should
also be mapped to
Problem-Solving and

Task Processing –

Edit role template, if
they want to access the
cards.

9.3 Configuring Destination

You can configure your IAS destination using any of the authentication methods as described below.

Basic Authentication

In this method, you configure the authentication by fetching the user and password from the Identity
Authentication. To do so, you follow the steps below:

• Log in to your Identity Authentication tenant and navigate to Users & Authorizations > Administrators > Add
> System

• Enter a name, enable Read Users, and save.
• To set your password, navigate to Secrets and choose Add. Enter a description and expiry to your secret.

You receive the Client Id and Client Secret after you save. The Client Secret is your password.
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 Note
It is important you copy your Client Secret before you choose OK. Otherwise, you must generate the
secret again to create a new password.

• In the SAP BTP cockpit, go to your subaccount.
• Choose Connectivity > Destinations.
• Choose New Destination and enter the following details:

• Name: PSP_IAS_ENDPOINT_HTTP_BASIC
• Type: HTTP
• Enter a description
• URL: URL of your Identity Authentication tenant
• Proxy Type: Internet
• Authentication: BasicAuthentication
• Enter User and Password.
• Check Use default JDK truststore and save.

Certificate-Based Authentication

In this method, you configure the authentication by fetching the certificate from the Identity Authentication
and importing it to the destination of your subaccount. To do so, you follow the steps below.

• Log in to your Identity Authentication tenant and navigate to Users & Authorizations > Administrators and
go to your user.

• Select Certificate. Enter Common Name (CN), Password, and enter the password again to confirm it.
• Generate the certificate. The certificate is downloaded to your system.
• In the SAP BTP cockpit, go to your subaccount. Choose Connectivity > Destinations. Choose New

Destination and enter the following details.
• Name: PSP_IAS_ENDPOINT_HTTP
• Authentication: ClientCertificateAuthentication

Please note that for the remaining input fields, such as Type, URL, Proxy, and others, the values should
remain the same as mentioned in the above section.

• Choose Upload and Delete Certificates. Browse and upload the certificate that you downloaded from the
Identity Authentication.

• Select the certificate from the dropdown for Key Store Location.
• Enter the password that you used to generate certificate in Identity Authentication in the Key Store

Password field and then save your changes.

Additional Properties of the Identity Authentication Destination

1. In the SAP BTP cockpit, go to your subaccount.

2. Choose Connectivity Destinations  and edit the destination you created.
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3. Under Additional Properties, add a property for each of the following keys:

Property Key

ProblemSolvingProcessingEditCreate

ProblemSolvingProcessingEditDelete

ProblemSolvingProcessingTaskProcessingEdit

ProblemSolvingProcessingEditAsMember

TaskProcessingEdit

ProblemSolvingProcessingConfiguration

IssueReporting

Enter the key in the first field. In the other field, enter the ID for the user group you want to map it to.

 Example
In Identity Authentication, the autogenerated user group ID has to be mapped to
ProblemSolvingProcessingEditCreate. In this case, you define the property as follows:

Property Key Property Value

ProblemSolvingProcessingEditCreate 00a4bb35-aaf2-4130-bcc4-bc492a984b63

9.4 Connecting SAP BTP with SAP S/4HANA

Connecting SAP BTP with SAP S/4HANA allows SAP Digital Manufacturing for issue resolution to read data
from your SAP S/4HANA system for processing in SAP Digital Manufacturing for issue resolution.

Prerequisites

SAP Connectivity offers the Cloud Connector that helps establish a secure connection between SAP BTP and
the SAP S/4HANA backend system. You must install and configure the Cloud Connector. For more information,
see Cloud Connector.

Configuring the Cloud Connector to Fetch Material Description

Launch the Cloud Connector and use the following configuration steps:

1. Add and connect your subaccount to the Cloud Connector. For detailed instructions, see Managing
Subaccounts.
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2. Choose your Subaccount Cloud To On-Premise .
3. Add a mapping from virtual to internal system:

• Select ABAP System as the Back-end Type and choose Next.
• Select HTTPS as the Protocol and choose Next.
• Enter Internal Host and Internal Port names and choose Next.

 Note
To find the internal host and the internal port names, go to your backend system, go to transaction

SMICM Goto Services . You can find the internal host and the internal port names for HTTPS
protocol.

• Enter the same values (as mentioned in the step above) for the Virtual Host and the Virtual Port names
and choose Next.

• Choose None for the Principal Type and choose Next.
• Choose Use Virtual Host for Host In Request Header and choose Next.
• Enter a description and choose Next.
• Check Check Internal Host and choose Finish.

In the Actions column, check for the availability of the internal host for your entry. The check results
should say Reachable.

4. Select your virtual host from the table and add a resource:
• Enter the URL Path as /sap/opu/odata/sap/API_PRODUCT_SRV.
• Select Path and All Sub-Paths.
• Choose Save.

The newly added cloud connector can be found in SAP BTP Cockpit Cloud Connector .
Go to Destination and choose Check Connection against your HTTP destination. You receive a success
message.

Configuring Backend Destination to Fetch Material Description

Follow the steps below to configure the destination for the backend to fetch material description:

1. In the SAP BTP cockpit, go to your subaccount.
2. Choose Connectivity > Destinations.
3. Choose New Destination and enter the following details:

• Name: PSP_<SourceSystemId>_HTTP

 Note
To obtain the SourceSystemId, go to your SAP S/4HANA system and execute the function module
LCR_GET_OWN_BUSINESS_SYSTEM. For example, if your SourceSystemId is QM7_910, then the
destination configuration is PSP_QM7_910_HTTP.

• Type: HTTP
• Enter a description
• URL: https://<virtualhostname>:<service name/port>
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• Proxy Type: OnPremise
• Authentication: BasicAuthentication
• Enter Username and Password

Use the same username and password that you use to log in to the backend system.
• Choose New Property. In the Additional Properties, enter sap-client and your backend system client

number. For example, you can enter sap-client and 910 and save the data.

Related Information

Integrating SAP Digital Manufacturing for issue resolution with SAP S/4HANA

9.5 Connecting SAP BTP with SAP ERP

Connecting SAP BTP with SAP ERP allows SAP Digital Manufacturing for issue resolution to read data from
your SAP ERP system for processing in SAP Digital Manufacturing for issue resolution.

Prerequisites

SAP Connectivity offers the Cloud Connector that helps establish a secure connection between SAP BTP and
the SAP ERP backend system. You must install and configure the Cloud Connector. For more information, see
Cloud Connector.

Configuring the Cloud Connector to Fetch Material Description

Launch the Cloud Connector and use the following configuration steps:

1. Add and connect your subaccount to the Cloud Connector. For detailed instructions, see Managing
Subaccounts.

2. Choose your Subaccount Cloud To On-Premise .
3. Add a mapping from virtual to internal system:

• Select ABAP System as the Back-end Type and choose Next.
• Select RFC as the Protocol and choose Next.
• Select Without load balancing (application server and instance number).
• Enter Application Server and Instance Number names and choose Next.

 Note
You can find out the instance number by executing the GET_SYSTEM_NUMBER function module.
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• Enter the same values (as mentioned in the step above) for the Virtual Host and the Virtual Port names
and choose Next.

• Enter a description and choose Next.
• Select Check Internal Host and choose Finish.

In the Actions column, check for the availability of the internal host for your entry. The check results
should say Reachable.

4. Select your virtual host from the table and add the following resources:
• Enter the Function Name as BAPI_MATERIAL_GETALL.
• Choose Active and select Exact Name in Naming Policy.
• Choose Save.

Repeat the steps above for the functions BAPI_TRANSACTION_COMMIT and
BAPI_TRANSACTION_ROLLBACK.

The newly added cloud connector can be found in SAP BTP Cockpit Cloud Connector
Go to Destination and choose Check Connection against your RFC destination. You receive a success
message.

Configuring Backend Destination to Fetch Material Description

Follow the steps below to configure the destination for the backend to fetch a material description:

1. In the SAP BTP cockpit, go to your subaccount
2. Choose Connectivity > Destinations
3. Choose New Destination and enter the following details:

• Name: PSP_<logicalsystemname>_RFC
• Type: RFC
• Enter a description
• Proxy Type: OnPremise
• Authentication: BasicAuthentication
• In the Additional Properties, enter the following details:

• jco.client.ashost
• jco.client.client
• jco.client.lang
• jco.client.sysnr
• jco.client.pool_capacity

Related Information

Integrating SAP Digital Manufacturing for issue resolution with SAP ERP
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9.6 Connecting SAP BTP with SAP S/4HANA Cloud

Connecting SAP BTP with SAP S/4HANA Cloud Public Edition allows SAP Digital Manufacturing for issue
resolution to read data from your SAP S/4HANA Cloud Public Edition system for processing in SAP Digital
Manufacturing for issue resolution.

Prerequisite

You know the user name and password for the technical user that was created for the communication system.

Configure HTTP Destination on SAP Business Technology Platform

1. Open the SAP BTP cockpit.
2. Go to the Subscriber/Consumer Account.
3. From the left column, choose Destination.
4. Choose New Destination.
5. Enter PSP_<SourceSystemId>_HTTP as the name.

 Note
Ensure the correct capitalization of the destination name PSP_<SourceSystemId>_HTTP. If the
destination PSP_<SourceSystemId>_HTTP already exists, change it to the settings given in the
following table.

6. Enter the destination configuration details by providing the information in the following table and save your
changes:

Type HTTP

URL URL of the inbound service
Product Master (A2X), for example,
https://my-api.s4hana.ondemand.com/sap/opu/

odata/sap/API_PRODUCT_SRV

 Note
You can find the URL in the inbound services section
of your communication arrangement.

Proxy Type Internet

Authentication BasicAuthentication

User Name of the communication user
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Password Password of the communication user

Related Information

Integrating SAP Digital Manufacturing for issue resolution with SAP S/4HANA Cloud Public Edition
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10 Enabling Alert Services

Learn how to configure SAP Digital Manufacturing to use alerts in production process designs.

You can integrate the creation and update of alerts into your production processes using the Alert Service. To
do this, you need to add the Alert Service as a web server in the Manage Web Servers app. Additionally, you
must add the CreateAlert and UpdateAlert services in the Manage Service Registry app.

In order to set up this feature, refer to the instructions outlined in following section of this guide: Configure
Alert Services [page 155]

10.1 Configure Alert Services

You can integrate the process of creating and updating alerts through the alert service into production
processes.

Context

When you want to use your own custom alert types in a production process, and you want to define your own
alert data schemas, then you need to add the services to create and update alerts into the Manage Service
Registry app. Then, you can add these services into your production process.

To do so, review and complete the following procedures in the outlined order:

Procedure

1. Creating a Web Server for the Alert Service [page 156]
2. Schemas Required for the Alert Service in the Service Registry [page 157]
3. Creating the Service Registry Schemas for the Alert Service [page 159]
4. AlertProcessor Schema [page 160]
5. DME_Shopfloor Schema [page 160]
6. AlertNotification Schema [page 161]
7. CreateAlertRequest Schema [page 162]
8. Adding the AlertProcessor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]
9. Adding the DME_Shopfloor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]
10. Adding the AlertNotification Schema as a Structure Array into the CreateAlertRequest Schema [page 165]
11. CreateAlertResponse Schema [page 166]
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12. UpdateAlertRequest Schema [page 168]
13. Create Services in the Service Registry [page 168]
14. Creating the CreateAlert Service [page 169]
15. Creating the UpdateAlert Service [page 170]
16. Testing the Alert Types [page 172]

 Note
You only need to complete these procedures when you want to use your own custom alert types that
have custom alert data schemas.

You don't need to complete these procedures if you're using predefined alert types that are delivered by
SAP, or if you're using your custom alert types that only have the alert data schema DME_Shopfloor.
For more information, see: Creating the UpdateAlert Service [page 170]

10.1.1  Creating a Web Server for the Alert Service

You can create a new server called Alert_Server.

Context

Creating a web server enables you to communicate with the Alert Service through your custom alert types
and custom alert data schemas. This way, the system that runs production processes knows what credentials,
formats, and so on need to be used when facilitating this communication.

Complete the following procedure to create a new server called Alert_Server.

Procedure

1. On the SAP Digital Manufacturing launchpad, open the Manage Web Servers app.
2. Choose Create.
3. Ensure that Type is Cloud Services.
4. For Host URL, use one of the following endpoint URLs for your type of tenant:

For test tenants, use https://api.test.<your data center>.dmc.cloud.sap, and replace <your
data center> with either EU10, EU20, US10, or US20, depending on your data center.

For productive tenants, use http://api.<your data center>.dmc.cloud.sap, and replace <your
data center> with either EU10, EU20, US10, or US20, depending on your data center.

5. Choose Create.
6. Choose Edit.
7. Add SAP_DMC_DEFAULT_SERVICE_KEY as a destination.
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8. Open the Manage Web Servers app and select the DMC_Cloud web server.
9. In Connections, choose Create, and then search for and select the Alert_Server web server.

Results

You've created the Alert_Server web server.

Next Steps

Recall that, when you want to use your own custom alert types in a production process and you want define
your own custom alert data schemas, you need to add the services to create and update alerts into the Manage
Service Registry app. Then, you can add these services into your production process. However, before this, you
need to create specific schemas in the Manage Service Registry app for each of your custom alert types that
are associated with your custom alert data schemas. For more information, see: Schemas Required for the
Alert Service in the Service Registry [page 157]

10.1.2  Schemas Required for the Alert Service in the Service
Registry

To use the Alert Service to create a new alert that uses your custom alert types associated with your custom
alert data schemas, you need to create specific schemas. These schemas represent the JSON payload that's
sent to the Alert Service.

Each alert type can be associated with one or more alert data schemas. You can use the Manage Alert
Configurations app to manage alert data schemas. Alert data schemas contain one or more fields of data types
that come from one of the following:

• Context attributes

 Example
Plant IDs, work centers, and materials

• Sensor readings

 Example
Temperature and pressure

Alerts have the following components:

• A processor
For more information, see: AlertProcessor Schema [page 160]

• A list of contacts in the form of email addresses, which define who is notified by in-app notification or by
email when the alert is created
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For more information, see: AlertNotification Schema [page 161]
• One or more alert data schemas that represent customer-specific contextual information

For more information, see: DME_Shopfloor Schema [page 160]

These components are collected in the CreateAlertRequest schema, which is then sent to the Alert Service
as the final payload.

For each of your custom alert types that is associated with your custom alert data schemas, you need to create
the following schemas as outlined in Creating the Service Registry Schemas for the Alert Service [page 159].

 Tip
You can decide not to use the schema names provided here and use your own schema names instead. The
schema names outlined here are intended as example names to help make the relevant procedures easier
to follow.

• AlertProcessor

For more information, see: AlertProcessor Schema [page 160]
• A schema for the alert data schema

For example, DME_Shopfloor. For more information, see: DME_Shopfloor Schema [page 160]
• AlertNotification

This schema is optional. For more information, see: AlertNotification Schema [page 161]
• CreateAlertRequest

For more information, see: CreateAlertRequest Schema [page 162]
• CreateAlertResponse

This schema is the same for all alert types. For more information, see: CreateAlertResponse Schema [page
166]

• UpdateAlertRequest

This schema is only needed when you want to update existing alerts through service calls in your
production process. For more information, see: UpdateAlertRequest Schema [page 168]

When you have multiple alert types with one alert data schema, and these alert data schemas are not all the
same, then you need to create schemas for each alert type.

When you have alert types that have multiple alert data schemas, then you need to:

1. Create a schema for each alert data schema in the same way as the DME_Shopfloor example schema. For
more information, see: DME_Shopfloor Schema [page 160]

2. Add the schema for the alert data schema as a Structure Array into the CreateAlertRequest and in
the UpdateAlertRequest schemas in the same way as the DME_Shopfloor example schema. For more
information, see: Adding the DME_Shopfloor Schema as a Structure Array into the CreateAlertRequest
Schema [page 164]

Next Steps

Once you've completed creating the necessary schemas, you need to create the CreateAlert and
UpdateAlert services for each alert type. For more information, refer to Create Services in the Service
Registry [page 168]
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10.1.2.1  Creating the Service Registry Schemas for the Alert
Service

You need to create a new schema for each of your custom alert types that are associated with your custom
alert data schemas.

Create a New Schema

Procedure

1. On the SAP Digital Manufacturing launchpad, in the Manage Service Registry app, choose Schemas.
2. Create a new schema, and give it a name and description.

 Remember
You can decide not to use the provided schema names and use your own schema names instead. The
provided schema names are intended as example names to help make the relevant procedures easier
to follow.

For more information, see: Schemas Required for the Alert Service in the Service Registry [page 157]

3. If you're in the form view, you need to switch to the code view. Choose Switch to Code to be in the code
view.

4. Replace the existing code with the code for the schema you're creating.

We provide the schema name, sample code, additional information, and schema-specific procedures that
you can use to create a new schema. For more information, see:
• AlertProcessor Schema [page 160]
• DME_Shopfloor Schema [page 160]
• AlertNotification Schema [page 161]
• CreateAlertRequest Schema [page 162]

• Adding the AlertProcessor Schema as a Structure Array into the CreateAlertRequest Schema
[page 164]

• Adding the DME_Shopfloor Schema as a Structure Array into the CreateAlertRequest Schema
[page 164]

• Adding the AlertNotification Schema as a Structure Array into the CreateAlertRequest Schema
[page 165]

• CreateAlertResponse Schema [page 166]
• UpdateAlertRequest Schema [page 168]
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10.1.2.1.1  AlertProcessor Schema

The AlertProcessor schema is used when you want to assign a processor to an alert. This processor is
intended to be someone who is capable of acting in response to an alert. You can use the following code to
create the AlertProcessor schema.

 Sample Code

{
 
  "type": "object",
  "properties": {
    "FirstName": {
      "description": "First name of the Processor",
      "type": "string"
    },
    "LastName": {
      "description": "Last name of the Processor",
      "type": "string"
    },
    "Id": {
      "description": "Email id of the Processor",
      "type": "string"
    }
  }
 
}

10.1.2.1.2  DME_Shopfloor Schema

You can use the following code to create the DME_Shopfloor schema.

 Remember
This is the schema for the alert data schema. In this sample code, we're using the DME_Shopfloor schema
as an example

 Sample Code

{
 
  "type": "object",
  "properties": {
    "DME_Material": {
      "description": "Material",
      "type": "string"
    },
    "DME_SFC_Event": {
      "description": "SFC Event",
      "type": "string"
    },
    "DME_SFC": {
      "description": "Shopfloor Control",
      "type": "string"
    },
    "DME_Comments": {
      "description": "Comments",
      "type": "string"
    },
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    "DME_Plant": {
      "description": "Plant",
      "type": "string"
    },
    "DME_Workcenter": {
      "description": "Workcenter",
      "type": "string"
    },
    "DME_Resource": {
      "description": "Resource",
      "type": "string"
    },
    "DME_Order": {
      "description": "Order",
      "type": "string"
    },
    "DME_Operation": {
      "description": "Operation",
      "type": "string"
    }
  }
 
}

SAP delivers the following predefined alert types:

• EHS Request
• Engineering Request
• Maintenance Request
• Material Request
• Quality Request
• Supervisor Request

They all share the same alert data schema, DME_Shopfloor.

When you want to use your own custom alert types and define your own alert data schemas instead of using
the predefined alert types delivered by SAP, you need to create schemas for your own alert data schemas in the
same way as the DME_Shopfloor schema.

10.1.2.1.3  AlertNotification Schema

This schema is used when a you want to notify people about the creation of an alert without making them the
processors of the alert. These notifications come in the form of an in-app notification or an email. You can use
the following code to create the AlertNotification schema.

 Sample Code

{
 
  "type": "object",
  "properties": {
    "ActionType": {
      "description": "Can be either IN_APP or SAP_EMAIL",
      "type": "string"
    },
    "Value": {
      "description": "List of recipients of email and in-app notifications",
      "type": "array",
      "title": "Recipients",
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      "items": {
        "type": "string"
      }
    }
  }
 
}

When you're creating alert types in the Manage Alert Configurations app, you can decide to define the
recipients of in-app and email notifications when alerts are generated.

This optional schema, AlertNotification, allows you to add additional recipients for in-app notifications
(IN_APP) and email notifications (SAP_EMAIL) when you run the production process.

10.1.2.1.4  CreateAlertRequest Schema

You can use the following code to create the CreateAlertRequest schema.

 Sample Code

{
 
  "type": "object",
  "properties": {
    "Status": {
      "description": "Status of the alert",
      "type": "string"
    },
    "ObjectId": {
      "description": "Unique identification of the object/equipment for which 
an alert is created",
      "type": "string"
    },
    "ExternalId": {
      "description": "Alert identifier (which is not unique) from an external 
system. You can create multiple alerts with the same external ID",
      "type": "string"
    },
    "Plant": {
      "description": "Optional. The plant that this alert belongs to. When 
an alert is assigned to a plant, it's only accessible to users within that 
plant. If not provided, any user in any plant can access and modify the 
alert.",
      "type": "string"
    },
    "Severity": {
      "description": "Severity of the alert",
      "type": "string"
    },
    "TriggeredOn": {
      "format": "yyyy-MM-DDTHH:mm:ssZ",
      "description": "Triggered timestamp of the alert that is created",
      "type": "string"
    },
    "Info": {
      "description": "Free text to provide additional information about the 
alert",
      "type": "string"
    },
    "DeduplicationKey": {
      "description": "Key to drive the deduplication logic. If an alert 
exists for the given deduplication key and for an alert type within 
the deduplication period and the status of the current alert is not of 
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deduplication status then only the count of an alert would be increased. If 
the deduplication key is not provided then the deduplication logic would not 
be executed.",
      "type": "string"
    },
    "AlertType": {
      "format": "",
      "description": "",
      "type": "string"
    },
    "Type": {
      "description": "Additional information about the alert",
      "type": "string"
    }
  },
  "description": "CreateAlertRequest Schema",
  "required": [
    "Status",
    "Severity",
    "TriggeredOn"
  ]
 
}

Then, you need to add the AlertProcessor schema as a Structure Array and the DME_Shopfloor schema
as a Structure Array into the CreateAlertRequest schema through the form view of the Manage Service
Registry app. For more information, see:

• Adding the AlertProcessor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]
• Adding the DME_Shopfloor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]

Optionally, you can add the AlertNotification schema as a Structure Array if you'd like to configure a
list of contacts to be notified in response to an alert being created. For more information, see: Adding the
AlertNotification Schema as a Structure Array into the CreateAlertRequest Schema [page 165]

It's important to know the following information about payload parameters:

• Status: Payload values that match the Status values in the status set of the alert type that you enter as
the header parameter alert-type in the production process design are permitted.

• Severity: Payload values that match the Severity values in the severity set of the alert type that you
enter as the header parameter alert-type in the production process design are permitted.

• TriggeredOn: Timestamp of the business event that triggered the alert. This payload parameter drives
the deduplication logic. For more information, see: Alert Types

• DeduplicationKey: Separates the deduplication logic between production processes that are generating
alerts of the same type. When you have multiple production processes that generate the same alert type
but are logically unrelated, then use a different deduplication key for each production process.

• Processor: Each alert can have one or more processors assigned to it. The processors appear in the
user interface of the Manage Alerts app, and you can decide if they're automatically a recipient of alert
notifications. For more information, see: Creating Alert Types
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10.1.2.1.4.1  Adding the AlertProcessor Schema as a Structure
Array into the CreateAlertRequest Schema

Add the AlertProcessor schema as a Structure Array into the CreateAlertRequest schema.

Context

You need to add the AlertProcessor schema as a Structure Array into the CreateAlertRequest schema
through the form view of the Manage Service Registry app.

Procedure

1. On the SAP Digital Manufacturing launchpad, in the Manage Service Registry app, open the
CreateAlertRequest schema.

2. Choose Edit.
3. Ensure that you're in the form view. If you're in the code view, choose Switch to Form to be in the form view.
4. Choose Add.
5. Under Details, enter Processors for Name, enter a description of your choice, select Structure Array for

Data Type, and then select AlertProcessor for Schema.
6. Choose Save.

 Tip
To see the FirstName, LastName, and Id parameters in the JSON code of the Processors structure,
choose Switch to Code.

10.1.2.1.4.2  Adding the DME_Shopfloor Schema as a
Structure Array into the CreateAlertRequest
Schema

Add the DME_Shopfloor schema as a Structure Array into the CreateAlertRequest schema.

Context

You need to include the DME_Shopfloor schema as a Structure Array into the CreateAlertRequest schema
through the form view of the Manage Service Registry app.
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Procedure

1. On the SAP Digital Manufacturing launchpad, in the Manage Service Registry app, open the
CreateAlertRequest schema.

2. Choose Edit.
3. Ensure that you're in the form view. If you're in the code view, choose Switch to Form to be in the form view.
4. Choose Add.
5. Under Details, enter DME_Shopfloor for Name, enter a description of your choice, select Structure Array

for Data Type, and then select DME_Shopfloor for Schema.
6. Choose Save.

 Tip
To see the parameters in the JSON code of the DME_Shopfloor structure, choose Switch to Code.

10.1.2.1.4.3  Adding the AlertNotification Schema as a
Structure Array into the CreateAlertRequest
Schema

Add the AlertNotification schema as a Structure Array into the CreateAlertRequest schema.

Context

If you've created the optional AlertNotification schema, then you need to add the AlertNotification
schema as a Structure Array into the CreateAlertRequest schema through the form view of the Manage
Service Registry app.

Procedure

1. In the Manage Service Registry app, open the schema CreateAlertRequest.
2. Choose Edit.
3. Ensure that you're in the form view. If you're in the code view, choose Switch to Form to be in the form view.
4. Choose Add.
5. Under Details, enter AlertNotification for Name, enter a description of your choice, select Structure

Array for Data Type, and then select AlertNotification for Schema.
6. Choose Save.

Operations Guide for SAP Digital Manufacturing
Enabling Alert Services PUBLIC 165



 Tip
To see the parameters in the JSON code of the AlertNotification structure, choose Switch to
Code.

10.1.2.1.5  CreateAlertResponse Schema

You can use the following code to create the CreateAlertResponse schema.

 Sample Code

{
 
  "type": "object",
  "properties": {
    "DeduplicationCount": {
      "description": "Key to drive the deduplication logic. If an alert 
exists for the given deduplication key and for an alert type within 
the deduplication period and the status of the current alert is not of 
deduplication status then only the count of an alert would be increased. If 
the deduplication key is not provided then the deduplication logic would not 
be executed.",
      "type": "number",
      "title": ""
    },
    "LastOccurredOn": {
      "format": "yyyy-MM-DDTHH:mm:ssZ",
      "description": "Last occurred timestamp corresponding to the alert that 
is created",
      "type": "string"
    },
    "TriggeredOn": {
      "format": "yyyy-MM-DDTHH:mm:ssZ",
      "description": "Triggered timestamp of the alert that is created",
      "type": "string"
    },
    "CreatedBy": {
      "description": "User who created the alert",
      "type": "string"
    },
    "ProcessorId": {
      "description": "Email Id of the person who created alerts",
      "type": "string"
    },
    "ObjectId": {
      "description": "Unique identification of the object/equipment for which 
an alert is created",
      "type": "string"
    },
    "ExternalId": {
      "description": "Alert identifier (which is not unique) from an external 
system. You can create multiple alerts with the same external ID",
      "type": "string"
    },
    "Plant": {
      "description": "Optional. The plant that this alert belongs to. When 
an alert is assigned to a plant, it's only accessible to users within that 
plant. If not provided, any user in any plant can access and modify the 
alert.",
      "type": "string"
    },
    "Severity": {
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      "description": "Severity of the alert",
      "type": "string"
    },
    "Status": {
      "description": "Status of the alert",
      "type": "string"
    },
    "Info": {
      "description": "Free text to provide additional information about the 
alert",
      "type": "string"
    },
    "DeduplicationKey": {
      "description": "Key to drive the deduplication logic. If an alert 
exists for the given deduplication key and for an alert type within 
the deduplication period and the status of the current alert is not of 
deduplication status then only the count of an alert would be increased. If 
the deduplication key is not provided then the deduplication logic would not 
be executed.",
      "type": "string"
    },
    "Code": {
      "description": "Code of the alert",
      "type": "string"
    },
    "Source": {
      "description": "Source",
      "type": "string"
    },
    "AlertType": {
      "description": "User-defined alert type name",
      "type": "string"
    },
    "UpdatedBy": {
      "description": "User who updated the alert",
      "type": "string"
    },
    "Type": {
      "description": "Additional information about the alert",
      "type": "string"
    },
    "UpdatedOn": {
      "description": "Date time of alert update",
      "type": "string"
    },
    "Id": {
      "description": "Alert id ",
      "type": "string"
    },
    "CreatedOn": {
      "description": "Date time of alert creation",
      "type": "string"
    },
    "FirstOccurredOn": {
      "description": "Date time of when the alert was first occurred",
      "type": "string"
    }
  }
 
}
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10.1.2.1.6  UpdateAlertRequest Schema

You can use the following code to create the UpdateAlertRequest schema.

 Sample Code

{
 
  "type": "object",
  "properties": {
    "Status": {
      "description": "Status of the alert",
      "type": "string"
    },
    "ExternalId": {
      "description": "Alert identifier (which is not unique) from an external 
system. You can create multiple alerts with the same external ID",
      "type": "string"
    },
    "Severity": {
      "description": "Severity of the alert",
      "type": "string"
    },
    "Info": {
      "description": "Free text to provide additional information about the 
alert",
      "type": "string"
    }
  }
 
}

Then, add the AlertProcessor schema as a Structure Array and the DME_Shopfloor schema as a Structure
Array in the same way you did for the CreateAlertRequest schema. For more information, refer to:

• Adding the AlertProcessor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]
• Adding the DME_Shopfloor Schema as a Structure Array into the CreateAlertRequest Schema [page 164]

10.1.3  Create Services in the Service Registry

You need to create the CreateAlert and UpdateAlert services for each alert type, regardless of how many
alert data schemas are associated to it.

For more information, refer to:

• Creating the CreateAlert Service [page 169]
• Creating the UpdateAlert Service [page 170]

Once you've completed creating the CreateAlert and UpdateAlert services for each alert type, you can test
the integration of your custom alert types with custom alert data schemas in the production process designer.
For more information, see: Testing the Alert Types [page 172]
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10.1.3.1  Creating the CreateAlert Service

Create the CreateAlert service for your alert types.

Context

You need to create the CreateAlert service for each of your custom alert types that has custom alert data
schemas, regardless of how many alert data schemas are associated to it.

 Remember
You can decide not to use the service names provided here and use your own service names instead. The
service names outlined here are intended as example names to help make the relevant procedures easier
to follow.

Procedure

1. On the SAP Digital Manufacturing launchpad, in the Manage Service Registry app, choose Create to create a
new service.

2. Name the new service CreateAlert, and configure it according to the following information:

Option Description

Type HTTP

Method POST

Protocol OData

Webserver Alert_Server

URL /alerts/v1/Alerts

Is Extension No

3. Use the following information for the Request Body:

Option Description

Content Type application/json

Data Type Structure

Schema CreateAlertRequest

4. Add a header parameter with the following information and select Required:

Option Description

Name alert-type

Operations Guide for SAP Digital Manufacturing
Enabling Alert Services PUBLIC 169



Option Description

Location Header

Data Type String

5. Add a response code with the following information:

Option Description

Response Code 201

Description Created

Content Type application/json

Data Type Structure

Schema CreateAlertResponse

Results

You've created the CreateAlert service for each of your custom alert types that has custom alert data
schemas.

Next Steps

You need to create the UpdateAlert service for each of your custom alert types that has custom alert data
schemas. For more information, see: Creating the UpdateAlert Service [page 170]

10.1.3.2  Creating the UpdateAlert Service

Create the UpdateAlert service for your alert types.

Context

You need to create the UpdateAlert service for each of your custom alert types that has custom alert data
schemas, regardless of how many alert data schemas are associated to it.

 Remember
You can decide not to use the service names provided here and use your own service names instead. The
service names outlined here are intended as example names to help make the relevant procedures easier
to follow.
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Procedure

1. On the SAP Digital Manufacturing launchpad, in the Manage Service Registry app, choose Create to create a
new service.

2. Name the new service UpdateAlert, and configure it according to the following information:

Option Description

Type HTTP

Method PATCH

Protocol OData

Webserver Alert_Server

URL /alerts/v1/Alerts('{AlertID}')

Is Extension No

3. Use the following information for the Request Body:

Option Description

Content Type application/json

Data Type Structure

Schema UpdateAlertRequest

4. Add a header parameter with the following information and select Required:

Option Description

Name alert-type

Location Header

Data Type String

5. Add a response code with the following information:

Option Description

Response Code 204

Description Alert updated successfully

Content Type text/plain

Data Type String

Results

You've created the UpdateAlert service for each of your custom alert types that has custom alert data
schemas.
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Next Steps

You can test the integration of your custom alert types with custom alert data schemas in the production
process designer. For more information, see: Testing the Alert Types [page 172]

10.1.3.3  Testing the Alert Types

You can test the integration of your alert type.

Prerequisites

You've completed the process of adding the services to create and update alerts into the Manage Service
Registry app in accordance with your custom alert types and custom alert data schemas. For more
information, see: Configure Alert Services [page 155]

Context

For this example test, select a custom alert type that you've completed the prerequisites for, create a
production process that contains the CreateAlert service, and run the service. Then, check that an alert
for your custom alert type is created.

Procedure

1. On the SAP Digital Manufacturing launchpad, open the Design Production Processes app.
2. Choose Create to create a new production process design.
3. Enter a name, ID, and description that reflects your workflow.
4. Choose Create.
5. Choose Create a Production Process.
6. Enter Create_Quality_Alert for Name, enter Create_Quality_Alert for ID, enter a description,

select Cloud for Runtime Type, select DMC_Cloud for Runtime Environment, and select Visible to Production
Connector / Plant Connectivity Runtime.

 Remember
You can decide not to use the provided names and use your own names instead. The provided names
are intended as examples to help make the procedure easier to follow.

7. Choose Create.
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8. Choose  Editor, and then choose Select Services.
9. Select Alert_Server and User Defined, and choose Save. Now the Alert_Server tree is pinned on the

left pane to select services.
10. Drag and drop a Start control, your CreateAlert service, and an End control. Using the arrow of the

Start control, connect the Start control to your CreateAlert service. Then use the other arrow of the
CreateAlert service to connect your CreateAlert service to your End control.

11. Select your CreateAlert service that is between the Start control and the End control. The required and
optional payload parameters defined in the CreateAlertRequest schema are displayed.

12. For testing purposes, enter the required parameters. All of them are strings and need to be in double
quotes. Ensure that the values that you enter for Severity and Status are defined for the alert type
that you entered as the header parameter in the Manage Alert Configurations app. Recall that you may
have defined different values for those parameters for your alert type. When you enter the values for the
DME_Shopfloor structure array and the Processor structure, ensure that you enter them as a string
value although they already appear as such in the code view. It needs to look like this:

13. If you opted to use the AlertNotification structure array, then add additional recipients for email
and in-app notifications. You can do this by switching to the code view, adding the following payload, and
adapting the list of recipients as needed:

 Sample Code

[
 
  {
    "ActionType": "\"IN_APP\"",
    "Value": [
      "\"firstname1.lastname1@mycompany.com\", 
\"firstname2.lastname2@mycompany.com\""
    ]
  },
  {
    "ActionType": "\"SAP_EMAIL\"",
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    "Value": [
      "\"firstname1.lastname1@mycompany.com\", 
\"firstname2.lastname2@mycompany.com\""
    ]
  }
 
]

In the form view, it appears like this:

The Header Parameters and Body Parameters for the CreateAlert service should look like this:

14. Choose Save, then choose Quick Deploy, Deploy, and Activate.
15. Choose Run. A new alert of your custom alert type is displayed in the Manage Alerts app.
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Results

In the example, we used hard-coded static values for each one of the parameters that come with the
CreateAlert service. This was only for the purpose of testing. The production process designer allows you
to build production processes with complex logic using multiple services and variables for the parameters that
hand over required and optional parameters between each other dynamically at runtime. This way it is possible
to populate the DME_Shopfloor alert data schema dynamically with the values applicable for the current
context the production process runs in. The configuration of such scenarios, however, is beyond the scope of
this guide.

10.2 Configure Email Notifications

You can set up mail server configurations to send automated email notifications in response to alerts.

Prerequisites

• You have the authorizations required to edit destinations in the SAP BTP cockpit
• For more information, see: Using the Destinations Editor in the Cockpit

• You've selected Customer Hosted Email Service in the Settings tab of the Manage Alert Configurations app
• For more information, see: Settings

Context

Before setting up automated email notifications to be sent in response to alerts from certain apps and plugins,
such as the Manage Alerts app, Manage Alert Configurations app, and Raise Alert plugin, you need to first set up
mail server configurations. To do so, complete the following procedure:

Procedure

1. In the SAP BTP cockpit, choose your Global Account and then the Subaccount in which you've deployed
SAP Digital Manufacturing.

2. Go to Connectivity Destinations .
3. Choose Create Destination.
4. Enter this destination name: SAP_DM_NOTIFICATIONS_MAIL.
5. For Type, select MAIL.
6. For Proxy Type, select Internet.
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7. For Authentication, select BasicAuthentication, OAuth2JWTBearer, OAuth2RefreshToken, or
OAuth2ClientCredentials.

For more information on the Authentication options, refer to the following table:

OAuth2JWTBearer Fetches the OAuth2 access token using the provided cli-
ent-id and client-secret. While connecting to the mail
server, the mail.smtp.from value is used as the username
and the OAuth2 token is used as the password value.

OAuth2RefreshToken The behavior is identical to OAuth2JWTBearer. For the
purpose of alerts email notifications, the refresh token
isn't saved or used. The Access token is fetched and used
until it expires.

OAuth2ClientCredentials Fetches the OAuth2 access token using the provided cli-
ent-id and client-secret, and uses the User and Password
values while fetching the token to authenticate to the to-
ken service.

When connecting to the mail server, the mail.smtp.from
value is used as the username and the OAuth2 token is
used as the password value.

8. For User, enter the user name of the authentication user of the mail server.
9. For Password, enter the password of the authentication user of the mail server.
10. Choose New Property, select mail.smtp.host, and enter the name of the mail server host.
11. Choose New Property, select mail.smtp.port, and enter the port number of the mail server.
12. Choose New Property, select mail.transport.protocol, and enter the transport protocol smtp.
13. Choose New Property, select mail.smtp.from, and enter the email from which email notifications are sent.

When recipients open email notifications, they see this email as the sender.
14. You can choose New Property to add additional new properties according to your mail server

configurations.

For more information on optional properties, refer to the following table:

mail.smtp.auth.mechanisms This property forces the authentication to the mail server
to use XOAUTH2 protocol. It's required when your mail
provider requires XOAUTH2 protocol.

mail.smtp.oauth.scope You can use this property when the Authentication
type is OAuth2JWTBearer, OAuth2RefreshToken, or
OAuth2ClientCredentials.

It's needed when the token provider requires "scope" as
a parameter to be included in the request to fetch the
Oauth2 token.

176 PUBLIC
Operations Guide for SAP Digital Manufacturing

Enabling Alert Services



 Example
To define your Transport Layer Security (TLS), choose New Property, enter
mail.smtp.starttls.enable in the dropdown field, and enter true in the field.

 Note
It's assumed that mail.smtp.auth is true even if you don't add it as a New Property. It's required
for mail.smtp.auth to be true as your mail server needs to be authenticated in order to have
automated email notifications sent in response to alerts.

It's important to know that service providers often have specific requirements for port settings and
two-factor authentication (2FA) to access the SMTP server. Refer to your server's documentation for
more detailed instructions on this subject, and ensure that your settings are configured accordingly.

 Example
Before accessing the following blog link, it's important to know that it's not part of the official
documentation of SAP Digital Manufacturing.

For examples of configuring automated email notifications using other mail servers, you can refer to
SAP community blogs like the following: How to Configure Gmail and Office 365 for Email Notifications
Sent by the Alert Service

Results

You've set up your mail server configurations.

Next Steps

You can set up automated email notifications to be sent in response to alerts in certain apps and plugins.

For more information, see:

• Manage Alerts
• Alert Types
• Raise Alert

Related Information

Create Mail Destinations
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11 Set Up Single Sign-On for the Manage
Dashboards App

Learn how to enable single sign-on (SSO) for the Manage Dashboards app by setting up trust between your
identity provider and embedded SAP Analytics Cloud (SAC).

Prerequisites

• For browser-specific settings and troubleshooting, see SAP note 3292945 .
• You use SAP Cloud Identity Services - Identity Authentication as identity provider (IDP), which is

recommended. You're the tenant administrator and have been assigned the appropriate roles. You've
performed the following steps:

• You’ve created two user groups that you want to use for establishing trust under Users &
Authorizations User Groups , for example IDP_DMCI_SAC_USER and IDP_DMCI_SAC_ADMIN.

• You’ve assigned users to these user groups.
For more information, see Manage Users and Authorization [page 123].

 Note
If you want to use a custom IDP, follow the following procedure: Enabling a Custom SAML Identity
Provider.

• You’ve got the administrator role in your SAP Business Technology Platform subaccount.
• In your SAP Digital Manufacturing for insights subaccount in SAP BTP cockpit, you’ve created the following

role collections and mapped them to the corresponding IDP user groups:
• DMCI_SAC_USER_Collection (You can choose a random name for this collection.)

Role Name Role Template

DMCI_SAC_USER DMCI_SAC_USER

You need this role to access the Manage Dashboards app.

• DMCI_SAC_ADMIN_Collection (You can choose a random name for this collection.)

Role Name Role Template

DMCI_SAC_ADMIN DMCI_SAC_ADMIN

You need this role to access the Initialize Embedded Analytics option in the Configuration for Analytics
app.
For more information, see Configure Authorization by Creating Role Collections [page 14].

• Under Role Collections, you've mapped the DMCI_SAC_USER_Collection to the
IDP_DMCI_SAC_USER user group and the DMCI_SAC_ADMIN_Collection to the
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IDP_DMCI_SAC_ADMIN user group. For more information, see Manage Users and Authorization [page
123].

Context

SAP Digital Manufacturing for insights uses features provided by embedded SAP Analytics Cloud. These
features are provided in the Manage Dashboards app. To enable a single sign-on (SSO) for the app when
accessing embedded SAP Analytics Cloud, you must establish trust between the identity provider (IDP)
you use for SAP Digital Manufacturing and embedded SAP Analytics Cloud. To establish trust, you need to
exchange SAML authentication metadata between embedded SAP Analytics Cloud and your identity provider
(IDP). In the following procedure, this IDP is the Identity Authentication service provided by SAP Business
Technology Platform. In this process of establishing trust, the Initialize Embedded Analytics option acts as an
intermediary between your IDP and embedded SAP Analytics Cloud.

 Note
• SAP ID Service or the default Idp is not supported for the usage of embedded SAP Analytics Cloud with

SAP Digital Manufacturing. We recommend setting up single-sign-on as described in this topic.
• If you use a custom IDP, the configuration steps for the SAML setup that you need to follow are

similar to the procedure described here. For example, you can choose Download SAML Metadata in
the Initialize Embedded Analytics option of the Configuration for Analytics app to download the SAML
metadata of your SAP Analytics Cloud tenant. For more information, see: Enabling a Custom SAML
Identity Provider.

Procedure

1. In the Configuration for Analytics app, choose Initialize Embedded Analytics, and choose Download SAML
Metadata to download the SAML metadata of embedded SAP Analytics Cloud.

A SAML metadata XML file is downloaded to your computer.

2. In your SAP Cloud Identity Services - Identity Authentication (IDP) tenant, go to Application & Resources
Applications .
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3. Create a new application.
a. Enter a name of your choice.
b. Choose SAP BTP Solution as Type, and Parent application as None. Leave Home URL empty.

4. Choose the new application.
5. On the Trust tab, choose SAML 2.0 Configuration.
6. Under Define from Metadata, upload the SAML metadata XML file that you downloaded from the Initialize

Embedded Analytics option of the Configuration for Analytics app.

The configuration parameters of your application are updated.
7. Save.
8. Choose Subject Name Identifier.
9. Under Configuration, select Identity Directory and Email as primary attributes.
10. Save.
11. Choose Default Name ID Format.
12. Select Email.
13. Save.
14. Choose Attributes.
15. Choose Add to add the attribute Groups.
16. In the Groups row, enter sac as Expression.

For more information on the attributes, see Enabling a Custom SAML Identity Provider.
17. In the Email row, enter email as Identity Directory.
18. Save.
19. On the main menu, choose Tenant Settings.
20.Choose SAML 2.0 Configuration.
21. Choose Download Metadata File.

A SAML metadata XML file is downloaded to your computer.
22. Open the Configuration for Analytics app and choose Initialize Embedded Analytics.
23. Under Configuration, choose Browse and select the SAML metadata file downloaded from your IDP.
24. Save.
25. Refresh to see the Identity Provider Status change from Configuration In Progress to Configured. This takes

a few minutes.

Results

You've established trust between the systems and can access embedded SAP Analytics Cloud (SAC) without a
separate user login.

As a check, go to the Manage Dashboards app and choose Create to access embedded SAP Analytics Cloud
(SAC) directly using single sign-on (SSO).
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12 Onboarding Joule

Learn how to set up and configure the generative AI copilot Joule for interaction with SAP Digital
Manufacturing.

For information on setting up Joule and configuring the integration with SAP Digital Manufacturing, refer to
SAP note 3506025 .
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13 Manage Members in an SAP Business
Technology Platform Account

You can manage members on different levels: global account, subaccount, organization, and space.

 Note
These instructions are applicable only to the Cloud Foundry environment.

A member must be a user managed by the trusted identity provider. The SAP ID service is the default identity
provider; as long as it's not set to inactive, you can add S-users as members at various levels.

To configure destinations in a subaccount, you must be a subaccount member.

To configure integrations with other systems in a space, you must be a space member with the Space
Developer role.

To perform development-related tasks in a space, you must be a space member with the Space Developer
role.

Related Information

Managing Members
Roles and Permissions
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14 Add an Identity Authentication Tenant
Administrator

As an administrator for an SAP Cloud Identity Services - Identity Authentication tenant, you can add more
administrators in the administration console.

Prerequisites

You're assigned the Manage Tenant Configuration role.

Procedure

1. Log on to the administration console for the tenant.

2. From the side bar menu, choose Users & Authorizations Administrators .

3. In the administrator list, choose   (Add) and then choose User.
4. Enter the email, first name, and last name for the user that you want to add as an administrator.

If a user with the email already exists in the system, the First Name and Last Name fields are automatically
filled.

5. Assign the appropriate roles to the new administrator.
6. Save your entries.

Related Information

SAP Cloud Identity Services - Identity Authentication Documentation
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15 Manage Subscriptions for Cloud System
Notifications

Use the Cloud System Notification Subscriptions app to add, customize, and manage subscriptions to Cloud
Availability Center notifications.

You can use the app to remain informed and receive timely updates regarding SAP Cloud Services, including
planned and unplanned downtimes, and other important communication.

For more information on using the Cloud System Notification Subscriptions app, see the User Guide .

 Note
You can't subscribe to notifications for SAP Digital Manufacturing in the Cloud System Notification
Subscriptions app. As a customer and partner using SAP Digital Manufacturing you automatically receive
relevant notifications. Use the app to manage notifications for underlying services and applications such as
the SAP Business Technology Platform, that are used by SAP Digital Manufacturing.
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16 Monitor Your Solution

Learn how you can monitor the health of your SAP Digital Manufacturing solution using SAP Cloud Application
Lifecycle Management (ALM).

 Note
SAP Cloud ALM isn't part of SAP Digital Manufacturing. Monitoring with SAP Cloud ALM adds an extra
capability to SAP Digital Manufacturing's existing monitoring functions. For more information on SAP Cloud
ALM for operations, see SAP Cloud ALM .

Integration Scenarios

As an administrator you can use the Integration & Exception Monitoring feature of SAP Cloud ALM to monitor
your end-to-end integration scenarios centrally.

• Access detailed information about the status of your integration messages in different systems across your
integration scenario

• Monitor exceptions related to your integration scenario
• Alert responsible persons when problems occur
• Search and track integration messages based on business contexts, e.g. order numbers
• Trigger operation flows to automatically correct problems

For more information on Integration & Exception Monitoring with SAP Cloud ALM, refer to Integration &
Exception Monitoring  .

For detailed information on setting up and configuring SAP Cloud ALM for use with SAP Digital Manufacturing,
refer to Integration & Exception Monitoring - Setup & Configuration .

Production Processes

As an administrator, you can use the Job & Automation Monitoring feature of SAP Cloud ALM to centrally
monitor your production processes in various SAP Digital Manufacturing landscapes.

• Monitor the production process execution status
• Alert responsible persons when problems occur
• Start a workflow to get an error corrected
• Use the analysis view to identify those production processes that have the longest response times and the

highest number of exceptions

For more information on Job & Automation Monitoring with SAP Cloud ALM, refer to Job & Automation
Monitoring .
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For detailed information on setting up and configuring SAP Cloud ALM for use with SAP Digital Manufacturing,
refer to Job & Automation Monitoring Setup and Configuration .

Related Information

Monitor Your Integration Scenario
Monitor Production Processes
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17 Decommissioning Tenants, Data Return,
and Deletion

If you decommission one or several tenants, SAP deletes your data once the contract period ends. You can
request the return of this data before it's deleted by SAP.

You trigger the decommissioning of a system/tenant using a request for termination, for instance, when you
cancel a contract or when a contract expires. The termination starts with a notification period: As a customer,
you receive a notification to inform you that your contract is going to be terminated and that you can request
the return of your data using a service ticket. You can request the data return at any point in time until the
termination date.

After the termination date, SAP triggers the decommissioning process of the system/tenant. Your customer
accounts are deactivated and your data is deleted by technical means according to local legal requirements.

To decommission your tenants and request the return of your data, follow this procedure:

1. To create a decommissioning request, raise an incident through SAP Support Portal .
2. In this request, state the Tenant ID, Termination Date, and whether you request Data Return.
3. Include the following information:

• Support Component: Onboarding & Operations Issue: MFG-DM-OPS
• Short Text: DMC Data Replication: Data return request as part of the decommissioning request
• Priority: Medium

You receive further information on how to recover your data from your DevOps team.

 Note
You must collect your data before the final termination date. SAP deletes all customer data at the end
of the termination period.
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18 How to Contact Us

Contact us if you encounter any issues that you can't resolve by yourself or if you want to provide feedback.

Context

If you encounter technical issues, contact us by reporting an incident on the SAP Support Portal . These
issues include unexpected downtime, denied access, missing authorizations, and so on.

Before reporting an incident or contacting support, make sure that you refer to SAP note 3323881  for
information on creating incidents and troubleshooting.

 Note
To report an incident, you must have an S-user account.

Application Component Description

MFG-DM Digital Manufacturing

MFG-DM-ME Manufacturing Execution, Alert Service

MFG-DM-ME-MD Master Data

MFG-DM-ME-PRD Production Activities, Visual Inspection

MFG-DM-ME-INT Manufacturing Integration

MFG-DM-ME-OEE Manufacturing Execution - OEE

MFG-DM-MI Manufacturing Insights

MFG-DM-MI-RPT Analytical Reporting

MFG-DM-MI-LM Line Monitor

MFG-DM-MI-DR Data Replication

MFG-DM-MI-OEE Overall Equipment Effectiveness

MFG-DM-EDGE Digital Manufacturing for edge computing

MFG-DM-REO Resource Orchestration

MFG-DM-MA Manufacturing Automation

MFG-DM-MA-PCM Production Connectivity Model

MFG-DM-MA-PP Production Process

MFG-DM-EXT Manufacturing Extensibility

MFG-DM-CFG Manufacturing Configurations

MFG-DM-OPS Onboarding & Operations
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Application Component Description

MFG-DM-FND-MAM Digital Manufacturing Asset Model

QM-CQM Quality Issue Resolution
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Important Disclaimers and Legal Information

Hyperlinks
Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

• Links with the icon : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:

• The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

• SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

• Links with the icon : You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms
Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features
Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.
The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code
Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language
SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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