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Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned
therein. This document, or any related presentation and SAP's strategy and possible future developments, products and/or platforms directions
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information on this
documentis not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a
warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular
purpose, or noninfringement. This document s for informational purposes and may not be incorporated into a contract. SAP assumes no
responsibility for errors or omissions in this document, and shall have no liability for damages of any kind including without limitation direct,
special, indirect, or consequential damages that may result from the use of this document. This limitation shall not apply in cases of intent or
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and
they should not be relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that SAP is not herein
engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation. SAP SE accepts no liability for any
actions taken as response hereto.

It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve GDPR compliance.
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What iIs




General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR), EU Regulation 2016/679, effective May 25,
2018, gives and of their . Data controllers, who
determine the purpose and means of processing personal data, and processors, who process
for controllers, are affected.

i
J”l of annual global revenue or — whichever is greater.
(I
Organizations that offer goods or services Natural persons, whatever their nationality or
to, or monitor the behavior of, EU data place of residence in the EU, in relation to
subjects and those that process or hold the processing of their personal data.

the personal data of EU residents.
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What should be considered to comply with data privacy regulation?

In general no personal data must be stored without purpose and explicit consent to it.

All companies doing business in the EU need rules which define which personal data is needed, how consent must be captured,
what retention periods are needed for data, how data can be accessed, deleted and more.

Start with analysis of organization and its business processes.

Your organizational rules

_ HANES
Which data do = Which data is needed for which process?
you have?_ = How do business partners give their consent for
- gﬂiSter & transactional data processing (e.g. contracts, marketing
ata

permissions...)?
= How and how often is compliance being audited?
= What happens in case of data privacy requests or

= Basic & sensitive
personal data

Who has access

Data Controller

[ violations?
- ¢
b4 to my data? = ...more g9
s = Where is data stored? P \)
] = Access authorization | - ] By
n = Access log 8 Your business software %
1] — . 7]
‘E What is purpose (] = Private customer master & transactional data
@ Natural persons e.g. of the data? 8 = Service Agent master & transactional data
_retail customers, = Explicit consent for data & * Employee master & transactional data e.g. address,
internal employees, usage and storage o religion, time sheet
contact persons etc. = Deletion by request ' = User authorization & access control logging
» Retention periods for g = _more

data
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GDPR at a Glance

Demonstration of
compliance
Compliance and accountability

are integral to a data protection
program.

Codes of conduct and policies
can help ensure accountability.

=—l Accountability

Produce and maintain evidence
of compliance-supporting actions

Build data protection into product
design and development

Appoint a data protection officer
(DPO) if your company has large-
scale processing requirements

-~ _
T Lawful processing

Requires a legal basis, e.g. a
contract, consent, or legitimate
interest for the processing of
personal data

Must keep such data accurate
and stored only as long as
needed

o
o

—_

IE Controllers

EU and non-EU

Transfer of data

Processors

01011
11010

01101

Demonstration
of compliance

Codes of
conduct
ISO 27001

Data protection . . Privacy impact Evidence of
. Privacy by design :
officer assessments compliance

Accountability

...to be informed

...to restrict
processing

...of access

Individual rights

...todata
portability

...to rectification

...to object

...to erasure

Auto. decisions
and profiling

Lawful processing always requires legal permission

Consent e — L_ege}l : Vital .Publ|c Lt_agmmate
obligation interest NEES interest

Breach
notification

Response
time

Personal data

Personal data

Sensitive personal data

Includes online identifiers, mobile device IDs, IP addresses, and more; may include de-personalized data

Q
% Requires parental consent for children under 16 years
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Controllers and
processors

Non-EU data controllers and
processors must also comply
when processing data of EU
individuals.

Controller is accountable for
failures of the data processor;
both controller and processor
are liable for breaches.

g Breach notification

Mandatory notification to
authority within 72 hours of
becoming aware of breach

Communication to affected
individuals without undue delay

Maximum fine can apply

=~ Individual rights

The GDPR suggests self-service
apps for personal data-related
information requests

Rights apply across all systems,
including those of third parties.

Businesses generally cannot
charge and must respond in
<1 month.



GDPR at a Glance

Protects fundamental rights related to the processing personal data

EU and non-EU

Controllers

Transfer of data

Processors

11010 = o

10 .
01101 : L
E ——1 I:F

Controllers and processors

Non-EU data controllers and
processors must also comply
when processing data of EU
individuals.

Controllers determine the purpose
and means of processing personal
data and bear primary
responsibility for compliance.
Processors are those who process
personal data on behalf of a
controller.

Controller is accountable for
failures of the data processor, and
both controller and processor are
liable for breaches.
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GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

= NG10
CLEEEEEEEEEEEEEEEEEEEE ﬁ Controllers Processors iTe] BRGERLELILLELEETEETEELEL
. s Cllcl

Transfer of data

Personal data
Sensitive personal data
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Personal Data

Personal data relates to an
identified or identifiable person
and includes online identifiers
such as name, phone, e-mail
address, mobile device IDs, IP
address...

Sensitive personal data includes
data such as ethnic origin,
biometric or genetic data, or
health, and can be subject to more
stringent requirements.
De-personalized data is in scope
Special categories of personal
data may require stronger reasons
to process and tougher protections



GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

Controllers

Processors = SRLERLEEEEEEEEEEEEEEEEE E

Transfer of data

Lawful processing always requires legal permission
obligation INEES INEES INEES

Personal data
Sensitive personal data
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Lawful processing

In general, there must be a legal
basis, like a contract, explicitly
expressed consent, or
legitimate interest for the
processing of personal data.
Personal data must only be used
for specific purposes, kept
accurate, and not be stored
longer than needed.

Parental consent is generally
required for those under 16
years.



GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

—

. ..................... E|“

Controllers

noaoo

1
Processors 100- ..................... E

Transfer of data

Individual rights

Lawful processing always requires legal permission

obligation IEESS interest IEESS

Personal data
Sensitive personal data
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Individual rights [[=—=

= GDPR recommends support of
individual data requests through a
self-service system where
possible.

= Rights generally apply across all
systems, including those of third
parties.

= Businesses generally cannot
charge and must respond in
<1 month.
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GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

—

. ..................... E|“

Controllers

noaoo

01011
11010

Processors ite] BRGALEGELEELEEEEEEEEELY .
Q1101 .

Transfer of data . Accou ntability
. : = Involves a comprehensive
Accountability . ..
: framework and set of principles
Data protection : . Privacy impact Evidence of . : ; .
: = to produce and maintain
evidence of actions to

Individual rights

achieve and evaluate
doboinomed .ofawcess .forifosion _.tocmsure compliance

= 1o assess data privacy
g gy oot AgateEes isks and consider data

protection in the early

Lawful processing always requires legal permission stages of productand

: : - : project design
Legal Vital Public Legitimate . . .
- Assign a DPO - Data Protectior
: Officer — (companies with large-
Personal data scale processing of personal

Sensitive personal data data)
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GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

—

..................... E|“

Controllers

noaoo

1
Processors 100- ..................... E

Transfer of data E
. Breach notification

Accountability

officer y by desig assessments compliance supervisory authority within 72

Breach : hours of becoming aware of a

Individual rights notification  |: hersonal data breach

obeimomed .ofeccsss  dorelfcaton toware ;. * Communicationto affected
_— : individuals without undue delay if
_— _— Penalties : breach is likely to result in high
risk to rights and freedoms of

individuals

Lawful processing always requires legal permission
obligation interest interest interest

Personal data
Sensitive personal data
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GDPR at a Glance

Protects fundamental rights related to the processing personal data
EU and non-EU

—

AREECLLELECLLIEECLLE Hﬁ

ooo

Processors = SRLERLEEEEEEEEEEEEEEEEE .

10
01101 : m
Transfer of data

- Demonstration of compliance
Accountability Compliance and accountability need to

Datao‘?frigf;a'o“ Privacy by design Par;‘;"j‘:sir'r’]“e?]?gt E(‘)’:ﬁﬂ;ﬁcfg :  beanintegral part of an overall data
: protection program.

Controllers

bemonstration Breach : Communication of the codes of
of compliance . : notification : . .
Individual rights : conduct, as well as privacy policies
Codes of Response :
...to be informed ...of access ...to rectification ...to erasure : and pr_ocedure_s, help support .
: compliance, with good understanding
1SO 27001 ...to restrict ...to data D Auto. decisions of data protection processes.
processing portability and profiling : Certifications will be a means to

: demonstrate compliance, but are not
Lawful processing always requires legal permission : yet officially required or recognized.

 consnt | comact_  compliance,eg 150 27001 (oest
Consent Contract . . . . . .
obligation interest interest interest : compliance, eg ISO 27001 (best-
: practice standard for information
security, broader than GDPR).

Personal data
Sensitive personal data
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Who is involved — Basic scheme

O
O X 9
::ﬁ

CEO and board of directors

&
J
€ o m o > e > [~ )
—

Governance Data protection officer Operations

Chief compliance officer Other data protection experts Chief information officer

Chief risk officer (chief data officer...) Chief information security

Head of legal officer

Chief audit executive Business process owners

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL: RELEASED FOR CUSTOMERS 15



GDPR and

SAP Note 2519273 — EU General Data Protection Regulation (GDPR)



https://launchpad.support.sap.com/#/notes/2519273

Glossary — Good to Know Key Terms

GDPR — General Data Protection Regulation adopted by the European Union due on May 25, 2018.
DPP — Data Protection and Privacy.

Natural Person — A real human being (as distinguished from a corporation, machine or robot); new property
in SAP Business One to identify records of personal data.

Data Subject — A natural person for whom the system stores personal data.

Personal Data — Any data that can identify a natural person (name, date of birth, address, telephone
number, e-mail address, car license plate, IP address, etc.).

Sensitive Personal Data — Special category of data with stronger protection and special rules required
(religion/confession, ethnic origic, blood type, etc.).

Data Controller — Who determines the purpose and means of processing personal data and bears primary
responsibility for compliance.

Data Processor — Who processes personal data on behalf of a controller.
GDPR Objects — SAP Business One objects which store personal data.
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GDPR / DPP relevant functionality




Authorizations

Feature

Authorizations allow users to view, create, and
update documents that you assign to them,
according to data ownership definitions.

By default, a new user has no authorizations.
Each user can have only one manager who

Authorizations O X
Groups

AlertSve Subject Authorization
aleands » General Full Authorization b
Bli } Customization Toolk Full Authorization -
811 P Administration Full Authorization -

P Financials Full Authorization v
bernhard - R

} Opportunities Full Authorization i
bettina P Sales- AJR Various Authorizations *
cathrin » Purchasing - A/P Various Authorizations -
christiz » Business Partners Various Authorizations il
christin } Banking Various Authorizations -

} Inventory Full Authorization i
conrad —

P Rescurces Mo Authorization b
danislz
edith

Coo e - w0
Mas, Discount - Purchase 100,0000
Mz, Discount - General 100,0000

[] Mz, Cash Amount for Incoming Payments
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assigns permissions. You can define users as
either regular users or superusers.

You can define approval processes for the
purchasing and sales transactions in the system
that override the standard permissions

Benefits

Control and set which natural person (user) has
access to which form, object or a single field in
selected cases.

You can restrict user access to documents
and/or personal data.
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Authorization Simplification with v9.3

O Setup
O General

=  Users

User Groups

User Defaults

Users - Setup
[7] superuser [] Mcobile User
User Cods
User Name
Defaults
Generzl Services

Bind with Microsoft Windows Account ||
El |Milton, Kate

kate.milton@oac.co.uk

Employes

E-Mail

Mabile Phone
Mcbile Device ID
Fax

Branch
Department
Groups

Password

|:| Passward Mever Expires

[[] Change Password =t Next Logon
[] Locked

i = m—

User Groups [
Select Type Authorisation | Description Finance
= = Authorisation
i Farm Settings Group Type Authorisation -
1 Sales
Cross Al TxE 1
2 Purchase I Active From 0L.06.17 To 30.06.17 I
3 Inventory
4 Finance ICDckp'rt templzte |Finance * I
Users
# UserCode  User Name Department From To
0O x 1 Kora Kora Desn Genersl
- 2 Vicky Vicky Purchas General 05.06.17 09.06.17

3

- Copy Form Settings - O

Find
=
#  Group Nams Description
» 1 CRM
T 2 Sakes Sales 1
—

User Preferences
Message Preferences
Teoclip Preview Preferences
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Feature

Authorization Groups renamed to User Groups
and relocated under Setup - General.

3 Categories:

Authorization: User authorizations with
validity dates; individual users within the
User Group can have further refined
validity dates.

Form Settings: User form settings.
Cross All Types: Applies to all types.

Cockpit template can be set up as default for the
group (see New Cockpit Templates for more info).

Copy Form Settings now has a Groups tab; all
users in the chosen group inherit the form
settings.

Benefits
Manage temporary authorizations.

Quickly apply form setting defaults to a group of
users.
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Data Ownership (1/3)

General Settings

BP Budget Services Display Font & Bkgd
Customer Adtivity Restrictions
Credit Limit AR Invoice
[] commitment Limit [] pelivery
[7] sales order
[] Consider Deliveries Balance [ Pick List
Default Payment Method for Customer =P [Incoming BT
Default Payment Method for Supplier B |OQutgoing ET
Submit Credit Vouchers Automatically
Default Dunning Term for Customer = | Standard

[] use shipped Goods Account for Customer
Display Inactive Business Partners in Reports
Display Inactive Business Partners in Marketing Documents

[7] Apphy IBAN Validstion to Bank Accounts

— X

Pzth Stock

Set Commission by
Cales Employess
D Ttems

D Customers

Payment Terms Prel
Default Payment Te
Default Payment Te
[[] apphy Changes

LIENE R

Enzble Dats Ownership
Manags Data Ownership By Branch

Document Onby
Business Partner Onby

Branch

Business Partner and Document
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Feature

Data ownership allows the company to have
control over data elements. With the data owner
function, you can define the rightful owner of
data and information.

Therefore, your company's data can be secured
and protected by the predefined authorization.
Information and data can be accessed by
permitted roles and users only.

From 9.3 release, when managing multiple
branches the user’s branch assignment will
automatically determine access to BPs and
Documents when the BPs’/Documents’ branch
assignment matches the user’s branch
assignment.

Benefits

Decide on activation of new functions to better
control and contribute to GDPR compliance.

Restrict user access to documents which are
relevant to their role/daily work.
21



Data Ownership (2/3) — with Business Partners

Data Ownership Authorisations —_Ox F t
Employess Document Pesr Manager Subordinate Department  Branch Team Company ea u re
tom Tom Brady Business Partner Mons ¥ |None ¥ | None ¥ | Mone ¥ |None ¥ |None ¥ | None had .
e AP Credit Note Mone ¥ |None ¥ |None ¥ | Mone ¥ |None ¥ |None ¥ | None hd Data OWnerShlp man agement extended to
AP Down Payment Mone ¥ Nones ¥ Nons ¥ Mone ¥ None ¥ MNons ¥ None T . . .
s P AP Invoice Nore ¥ None Y MNone  YlNone ¥ None ¥ MNone ¥ None - business partners with SAP Business One 9.2.
AR Correction Invoice Mones ¥ | None ¥ None ¥ Nons ¥ None ¥ None ¥ MNone bl
AR Credit Note Mone ¥ | None ¥ None ¥ MNons ¥ None ¥ Mone ¥ MNone hl . . wg g
AR Down Payment Mone ~  None ¥ None ¥ Mone ¥ None * None None - Restrlct access and Vlslblllty Of:
AR Invoice Neong ¥ Nons ¥ Nons ¥ Mons ¥ Nons ¥ Nonz ¥ MNons ol
Dielive Mons ¥ | None ¥ None ¥ MNons ¥ None ¥ Mone ¥ Mons hd 1
G&x:dsryReoe'lp‘tPO Mone  Nones * Nons * Mone ~ Nones * MNons  None - BUSIneSS Partner Ma'Ster Data
Goods Return MNeong ¥ Nons ¥ Nons ¥ Mons ¥ Nons ¥ Nonz ¥ Mons ol . . .
‘Goods Return Request Mons ¥ | None ¥ None ¥ MNons ¥ None ¥ Mone ¥ Mons hd Documents USlng BUSlneSS partner Wlth OWﬂGI’S
Opportunity Mone  Nones ¥ Nons * Mone  Nones * MNons * MNone - .
e T i i em e T Manage data ownership by:
Purchase Request Mone ¥ None ¥ Nons ¥ Mone ¥ None ¥ MNons ¥ None i
ﬁz:::&quﬁt Mons ¥ None ¥ None ¥ Nons ¥ None ¥ MNone ~ | None - DOCumentS Only:
=1 BUsi Partner Master Dat, . .
i oy THSINERS TATET AN aa Permissions are defined per document.
Code Manual C20000 Customer ¥ Local Currency hd .
Harme MaxtTeq Account Baance 93%.19) Business Partners Only:
Foreign Mame Deliveries 105,35 | '
o Sonenugon < Orders e Permissions for documents are defined by
urrency ritish Poun Opportunities 3 . . .
P Tac 10 GBS66678929 whether users have permission to the business
WHEY .
\ partner used in documents.
General Contact Persons Addresses Paym Payment Run Accounting Properties Remarks Attachments
1 IR List of Employees O x Business Partners and Documents:
Mo Phone B Find When Business Partners have owners,
E-Mail info@norm.co.uk # LastMa,. a FirstName Employes No, permissions for documents are decided by
We_b Site v norm co.uk 1 Butler Jayson 1 . . .
shipping Type UPS Ground - o o o whether users have permission for the business
e ndicstor 3 Thompson Brad 2 partner used in documents.
kay When Business Partners have no owner
Industr: v 3
permissions are decided per document.
| Use Shipped Goods Account
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Data Ownership (3/3)

Data Ownership Authorizations

Employees Document Paer Manager Subordinate Department Branch Team
‘Bob Shone Business Partner Read Only ™ Full ¥ None ¥ None ¥ None ¥ None
Brad Thompson Purchase Request None ¥ Mone * Mone ~ |Full None * Mone
Jayson Butler Read Only

Mone

“ Full Authorization Mo Authorization

— —
Data Ownership Sharing Options - OXx Data Ownership Sharing Options - 0OXx

Dacuments Business Partner Wiindows Daocuments Business Partner findows
Drefine the data owners for listed documents; those affected by the owner of the business Define the data owner for listed windows, The data owner definitions on the current tab
partrier that is used in the documents, hawe higher priority than those on the Document tab,

Document Owerer iindow Cwner
W Business Partner i

oo oo — Open Items List ¥ Mo Restriction v
ii EL‘:: :::w ll ' Service Cals for B ¥ No Restriction -
/P Invoice Borans Fortr G LiolResviction
AR Correction Invoice Business Partner Owner Business Partner Owner
AR Credit Memo Business Partner Owner
AR Down Payment Business Partner Owner
AR Invoice Business Partner Owner
Delivery Business Partner Owner
Goods Receipt PO Business Partner Owner
Goods Return Buziness Partner Owner
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Feature

Bypass Data Ownership by granting access at
Company level.

Restrict system reports like Open Items List to
reflect only results against specific Business
Partners for specific users.

Exclude specific restrictions and enable read
access.

Benefits

Additional layer of authorization and security.

Enhanced usability as only relevant data is
considered.

Safe guard company information against data
theft.
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Change Log

Show History...

# Instance Object Code  Object Code Updated Updsted by  Created

i 1 C20000 C20000 04/05/2007 Jayson Butler  D4/0%/2007
2 2 000 20000 04/03/2007 Jayson Butler  04/08/2007
3 3 C20000 C20000 05/31/2006 Jayson Butler  04/09/2007
4 4 C20000 C20000 05/31/2006 Jayson Butler  D4/05/2007
5 |5 C20000 C20000 04/10/2007 Jayson Butler  D4/05/2007
6 6 C20000 C20000 04/10/2007 Jayson Butler  D4/05/2007
7 7 C20000 C20000 12/31/2009 Jzyson Butler  04/08/2007
8 B C20000 C20000 11/02/2012 Jayson Butler  04/09/2007
3 5 C20000 C20000 11/07/2012 Jayson Butler  D4/05/2007
10 10 C20000 C20000 11/07/2012 Jayson Butler  D4/05/2007
1 1 C20000 C20000 11/07/2012 Jayson Butler  04/0%/2007
12 C20000 20000 11/07/2012 Jayson Butler  04/09/2007
B 13 C20000 C20000 11/07/2012 Jayson Butler | 04/059/2007
14 14 C20000 C20000 11/07/2012 Jayson Butler  D4/05/2007
15 15 C20000 C20000 11/07/2012 Jayson Butler  D4/05/2007
15 16 20000 £20000 11/07/2012 Jayson Butler  04/09/2007
17 17 C20000 C20000 11/13/2012 Jayson Butler  04/09/2007
18 18 C20000 C20000 11/15/2012 Jayson Butler  D4/05/2007
19 19 C20000 C20000 12/03/2012 Jayson Butler  D4/05/2007
Differences - O

#  Date Changed Field Previcus Value Mew Valus User Name

2 D4/03/2007  Holiday Sat Name 2007 Haolidays Jayson Butler

3 05/31/2006 | Account Balance 0.00 167,331.50 Jaysen Butler

3 05/31/2006 | Account Balance ir 0.00 167,331.50 Jaysen Butler

3 05312005 House Bank EOA ENY Jayson Butler

3 05312005 House Bank Accol 100-3443-7857 145-4267-6703 Jayson Butler

3 05/31/2005 | Last Sys. Recondili: -1 -3 Jaysen Butler

3 05/31/2005 | Holiday Set Name 2007 Holidays Jaysen Butler

3 05/31/2005 |House Bank AccoL2 1 Jaysen Butler

4 05312006 | Account Balance | 0.00 167,331.60 Jayson Butler

4 05/31/2006  Account Balance ir 0.00 167,331.50 Jaysen Butler

4 05/31/2006 Houss Bank BOA BMY Jaysen Butler

4 05312005  House Bank Accol 100-3443-7857 145-4267-6703 Jayson Butler

4 |05/31/2006 | Last Sys. Reconciliz -1 -3 Jayson Butler

4 05312005  Holiday Set Name 2007 Holidays Jayson Butler
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OK

Created By

Jayson Butler
Jzyson Butler
Jzyson Butler
Jayson Butler
Jayson Butler
Jayson Butler
Jzyson Butler
Jzyson Butler
Jayson Butler
Jayson Butler
Jzyson Butler
Jzyson Butler
Jzyson Butler
Jayson Butler
Jayson Butler
Jzyson Butler
Jzyson Butler
Jayson Butler
Jayson Butler

Feature

Use the change log to gain an overview of
changes in most windows of SAP Business
One.

Each time you update, for example, tax groups,
withholding tax, house banks, freight, credit
card, authorizations, employee master data,
sales, purchasing documents, production
orders, or charts of accounts, the application
records the change and can show it as
required in the Change Log window.

Benefit

By tracking the change log, your auditors can
more easily verify and audit G/L entries. .

Original and new values are stored and
logically grouped.
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Change Log Cleanup Utility

Change Logs Cleanup

@ Administration

Introduction

o x| Feature

The change kegs cheanup utility allows you to delete change logs of various documents and master data. Determine the range of change logs to be

deleted by setting date into Logs Chean Up To.

Select the documents/master data to dean up their change legs. Bxecuting the deanup will delete change log entries which wre created on a date which

is equal or smaller than the selected dats,

- E ar Rates a
X N B g Warning: Dieleting the change log dats i irreversible
C1  System Initialization Changs Logs Cleanup Start a New Cleanup hd
™~ S etiin Cheanup Scenaric CLC20170506
— N7 Cleanup Date 06.08.17
Logs Clean Up To
B D mport/Export Remarks
Salect Module Document Mame Current Size (MB)}  Status
O Utilities 0 e
— = — D Inventory Counting
- Period-End Closing
e I:‘ * Resources
52 heck Docume it | Resource Master Data
[0 |+ Production
-  Duplicate Lavout Tem O Bill of Materizks
(| Production Orders
- onsistency Audit T [0 = Service
(| Service Call
- Transfer Posting Corl O Equipment Card
D * Humsan Resoi
- Master D eanup | Employss Master Data

- Revalidate Manual Inf

e [ e |

_ w |Hilities
<m Pericd-End Clesing

Update Control Report
S Pt M Data Archive Wizard
C h-.r::;rr Logs Cleanup

= Manual Master Daia §

Summary:
In totzl, %ed log entries were deleted successfu

~ | Configuration T

- Connected Clients

Full Authorization ™
Full Authorization ™
Full Authorization ™

Check Document Numbering - Selection Cri Full Authorization ™

Mo Authorization ™
Mo Authorization

I
Full Authorization

Full Authorization
Full Authorization
Full Authorization
No Authorization

Mo Authorization

w
Mo Authorization ™
Mo Authorization ™

Mo Authorization
Mo Authorization

Master Data Cleanup Wizard
¥ Change Logs Cleanup
Execute Change Logs Cleanup
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New Change Log Cleanup Utility available with
B1 9.3 PLOO.

Enables users to clean up the change log to
reduce the size of a company database.

Users have the ability to determine which
objects from the change log entries should be
deleted and restrict the deletion to a specific
date range.

Utility subject to appropriate user authorisation.

Benefits

Improved performance when running upgrades
due to a reduced amount of data to be
upgraded.

Companies running SAP Business One for a
long time with a large change log are able to
delete old changes that were registered.
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System Access Log

Access Log

Dste

From 02f19/2018 [ To

03/15/2018

To view the scoess details of 2 user, double-click the relevant table row.

User Code  User Name Superuser  Locked  Latest Legon Latest Access Status Latest Legoff Last Password Change  No. of Failed Access Attempts
jim Jim Beswick No No NiA 04022007 a
jehn John Petzrsen Mo No NiA 04022007 a
juan Juzn Perocn No No NfA 05142009 1]
julie Juliz Bowens No No NiA 05142009 a
keiko Keike Matsui No No NiA 05142009 a
keith Keith Trahan No No NiA 05142009 a
leo Leo Laporte Mo No A 06/14/2009 o
linda Linda Hudsen Mo No NiA 04022007 a
manager Jayson Butler  Yes No 03/19/2018 14:03:0¢ Succesded 03/19/2018 14:02:06 03{12/2018 16:21:00 [1]
maria Maria Bridi No No NfA 05142009 1]
Access Log Details for manager — 0O x
User Code manager Uszr Name Jayson Butler
Action Client IP Client Name Date and Time  Resson Code  Resson Description  Windows Session Process Mame Process 1D
Logon Succeeded 10.26.137.165/152.168 TLVNEDZE14574 03152018 14:03: 1 SAP Business One.exe 20056
Logoff 10.26.137.165/152.168 TLVNEDZE14574 03/15/2018 14:02: 1 SAP Business One.exe 20056
Logon Succeeded 10.26.137.165/152.168 TLVNEDZE14574 03152018 14:0D: 1 SAP Business One.exe 20056
Logoff 10.57.165.0 MO-312142834 03/122018 19:14: 2 SAP Business One.sxe 4240
Logon Succeeded 10.57.165.0 MO-312142834 03/122018 17:30: 2 SAP Business One.exe 4240
Logon Succeeded 10.57.165.0 MO-312142834 03/122018 15:47: 2 SAP Business One.exe 2628
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Feature

The Access Log window displays the access
details of SAP Business One users who have
logged on and logged off with one of the
following:

SAP Business One client

DI API

Benefits

Tracking and recording date, time and users
logging into the system.

This is a very important prerequisite when
fraudulent operations need to be analyzed and
IS a prerequisite for corporate governance.
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Personal Data Protection Management Initialization

Company Details - X
General Accounting Data Basic Initialization
Chart of Accounts Templzte SKRO3 Feat u re
Local Currency Euro
System Currency Euro .. . . . .
e - Initialization setting on Company Details form to

o v o o activate all new Data Privacy and Protection
o Revers Tansacten enhancements in SAP Business one.

Automatically activated for all localizations for
EU countries, Norway and Switzerland after
e s i oo oy upgrade to 9.3 PLOA4. It can be turned off (not

%) Ttems Group Valustion Method

s —— recommended) before any natural person is

[] Enable Separste Net and Gross Price Mode

Maoving Average r

determined and/or any personal data erasure or
O Py personal data block is executed.
House Bank
o T e See SAP Note 2611748
Defzult Account Ne. 456724 T0STE45ET -
Deefzult Branch Berlin Filizle

[7] install Bank Statement Processing
[7] Enable Intrastat

o aeaton 8y - Benefit

[[] Enable Multiple Branches

Decide on activation of new functions to better
control and contribute to GDPR and Data

[[] Allow Selection of An\: Account Type for Revenue Accounts P rlvacy P rotectl 0 n Com p I | an Ce .
Enab ata Protection Management I

[7] Enable Advanced G/L Account Determination
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Data Protection Tools — Main Menu Entry

O Utilities

Period-End Closing
Check Document Numbering
Duplicate Layout Template
Transfer Posting Correction Wizard
Data Archive Wizard
Master Data Cleanup Wizard
Manual Master Data Series Converter
Ul Configuration Template
Connected Clients
Change Logs Cleanup
Data Protection Tools

Personal Data Management

Personal Data Management Wizard

Sensitive Personal Data Access Log
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Feature

Data Protection Tools are managed under
Administration/Utilities.

See SAP Note 2611748

Benefit

Centralized location for managing personal data
protection.
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Personal Data Management

Personal Data Management — 0O X
# Data Type Data Subtype Category Group Field Name Descrip... Databese Reference  Default Data Clessification  Diata Classification
221 Time Shests Project Management Time Shest - Header Lastnams OTSH. Lastnames Perscnzl Persanal b
222 Time Shests Project Management Time Shest - Rows GPS Data TSH1.GPSData Persanal Persanal -
223 Incoming Payments Incoming Payment Address ORCT. Address Personal Personal -
224 Incoming Payments Incoming Payment CustomerSupplier Nams ORCT.CardMame Personal Personal -
228 Incoming Payments Incoming Payment - Cheques Account Number RCT1.AcctNum Personal Personal -
226 Incoming Payments Incoming Pmt - Credit Vouchers Credit Card Ne. RCT3.CrCardMum Perscnal Perscnal hd
227 Incoming Payments Incoming Pmt - Credit Vouchers ID Number RCT3.0wnerldNum  Personal Perscnal hd
228 Incoming Payments Incoming Pmt - Credit Vouchers Telephons RCT3.OwnerPhons  Personal Persanal b
225  Chegue Register Cheque Register Account Number OCHH. AcctMum Perscnzl Personal hd
230  Chegue Register Cheque Register BPfAccount Mame OCHH.CardMName Personal Personal -
231  Marketing Documents  Mktg Docs - Row Purchas= &/P Ship-To Description DOC1.ShipTolDesc Personal Personal -
233 Marketing Documents  Mkig Docs - Row Sales AR Ship-To Descripticn DCC1.ShipToDesc  Personal Perscnal hd
233 Marketing Documents  Mkig Diocs - Tax Extension Purchase AfP  Eill T Address Name 2 DCC12. Address?B Perscnal Perscnal hd
234 Markseting Documents  Mkig Diocs - Tax Exdension Sales AR Bl To Address Name 2 DCC12. Address2B Perscnzl Persanal b
235 Markseting Documents  Mkig Docs - Tax Extension Purchase AfF  ShipTo Address Name 2 DOC12 Address?s Persanal Persanal -
236 Marketing Documents  Mktg Docs - Tax Extension Sales AR Ship To Address Name 2 DOC12, Address?s Personal Personal -
237  Marketing Documents  Mktg Docs - Tax Exension Purchas= &/P Eill To Address Name 3 DOC12, AddressIE Personal Personal -

Feature Benefits

New control to define and categorize personal Data.

User Defined Fields (UDF) in GDPR objects can be determined as
personal data.

Centralized location for management and
maintenance of Personal Data.

Structured and categorized location.
New entry under Data Protection Tools.

See SAP Note 2611748
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Personal Data Management Authorizations

Connected Clents

MNo Authorisation

w [iata Protection Took
Personal Deta Managemeant
w Pzrsonal Detz Management Wizard
Perscnal Deta Report
Personal Deta Cleanup
Determine Matural Person
View Sensitive Personzl Data

View Sensitive Personal Data fAccess Log No Authorisation

Various Authorisations
Mo Authorisation
Full Authorisation
Full Authorisation
Mo Authorisation
Full Authorisation
Mo Authorisation
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Feature

Extension of General Authorizations form to
support authorizations for new Data
Protection Tools.

See SAP Note 2611748

Benefits

Ability to restrict access and set
authorizations to sensitive data.

Ability to restrict access to the various
functions under Data Protection Tools.
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Personal Data — Change Log Enhancements

Activity
Activity Phone Call ¥  Number 2
Type General ¥ BP Code = C20000 Customer
Subject ¥  BP Name Maxi-Teq
Assigned To = User ¥ Jayson ButhY  Contact Person = Max Teq v
Assigned By Jayson Butler Telephone No. 555-0139
[} personal
Change Log...
# Instance ObjectCode  Object Code Updated Updated by Crested  Creasted By
T 1 2 03/21/2018 Jayson Butler C20000 Jayson Buthe
2 2 2 03/21/2018 Jayson Butler C20000 Jayson Butle
Differences ¢
# Date Changed Field Previous Value New Value User Name
2 03/21/2018 Telephone 555-0137 555-013%9 Jayson Butler
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Feature

New GDPR objects supported in the Change
Log: Activities, Checks for Payments, Service

Contracts.
See SAP Note 2760218

Benefit

Logging changes (date, time, owner) to personal
data is a critical requirement of GDPR

Change log needs to be available everywhere
personal data are stored and maintained
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Determine Natural Person

Personal Data Management Wizard

General Parameters
1 Wizard Run Selection

Naturzl Person in the relsted Master Data).

=l Pizt= Boreedt 2nd Boremesl Fiobe Slesnse -2

b= =rrlind ~m rstioesl meremee ~n b

The wirmrd ~rdicns Deremn
2 General Parameters Business Partner Master Data

—Ox
Code Manuell Customer ¥ Local Currency -
Name ‘Web Einmalkunde Account Balance = 0,00
Forsign Name Digliveries = 614,52
Group Kunden ¥|  Orders 0,00
Currency Eurc ¥| Opportunities
Federal Tax ID
Personal Data Manage Genersl | ContactPersons | Addresses | Payment Terms | Payment Run Accounting Dropertiss Remarks = Attschments
S Tel 1 ‘Contact Person

Tel 2 ID No. 2
Mobile Phone Unified Federal Tax ID

1 wizardRuns P
E-Mail Remarks
Web Site
Shipping Type ¥| = Szles Employes Verkzaufskiter ¥E

| 2 General Parz. | Password

Factoring Indicator
BP Project BF Channel Code
Indust i Technici

3 selectioncri| | [T SenmeEn
Business Partner Type ‘Company il Territory

Language German ¥|S

4 Report Resul

Alizs Name
GLN

K save Options

6 Summary Rej [] Block Sending Marketing Content n
(%) Active From To Remarks

| | O e

) Advanced

Personal Data Protection

You Can Ao 4
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- O

Select this action when you wish to determine Business partners, Emphoyees, Users and Contact Persons as Natural Persons {Set On the setting

b 1

Feature

New function under Personal Data Management
Wizard which enables determining users,
employees, business partners and contact
persons as natural persons

See SAP Note 2611748

Benefit

Helps to apply the natural person determination
setting on a range of different data subjects

Natural Person setting is essential to use certain
functions of Personal Data Tools for GDPR
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Personal Data Report (Driven by a person’s request)

Natural persons are allowed to contact any organization to request details of which personal data the organization stores and processes about them

The organization needs to provide a report on this

Personal Data Management Wizard

General Parameters
1 Wizard Run Selection

2 General Parameters

the natural persen, in master data and in decuments, which is held by the company.

to view any personal data held about him by the company.

Run Name Pdm20180313n2
Run Date 15.03.2018
Action Personal Data Report -

Personal Data Report

Personzl Data Cleanup

Determine Natural Persons

Reverse Matural Person Determination

Select this action when you wish to creste 2 Personal Datz Report for 2 natural person, The result is 2 report which includes the personal data of

The need to create 2 personal data report can be driven by a request from 2 natural person (Business Partner/Employess/User/Contact persans)

Personal Data Management Wizard

Personal Data Report - Report Results

1 wizard Run Selection Report Resuls dispiay the personal data of each selected natural person. When executing the wiizard, personal data report is created for each
i.

natural person. The report can be printed or sent to the natursl person vis mai

# | Natural Person Natural Person Name Natural Person Code Data Type
1 Users
z wEp Alex Torras =18

) Users
4 Users
3 iii— ?
& w b Barrera, viliam %3
Employess

[ Employess
2 Employess
10 Employezs

—y 1 Employess
r} Employess
3 Employess
4 Employess
15 Employess
1% Employess
17 Employess
16 v Businass Partner Master Data
13 wEp Maxi-Teq = C20000
b} 8
u B
n B
n 8
n Business Partner
5 B
% B
7 B
5 Business Parners - Addresses

Field Name

User Name
E-Mail

[Home Address]

Last Name

First Name:

Job Title

Mobie Phone

Home Phone

E-Mai

Name Postioning Set
Religion

Religion of Partner

Devisting Bank Accol

[6d Ta]
[ship Te]

BP Name
Telephone 1
Fax Number
E-Mail

Defautt Account
Credit Card No.
[ship Tof8il To]

Database reference

OUSR.U_NAME
OUSR.E_Mail

Value

Alex Torras
alex torras@osc.com

OHEM.[Home Addres Kings Road, 1345, 5.7.8, AT, 34444

OHEM JastHame:
OHEM firsthame
OHEM jobTte
'OHEM.mobile
OHEM.homeTel
OHEM,emsil
OHEM.NamePos
'OHEM.EmTaxOCode
'OHEM.RelPartner
OHEM.DevBAOuner

OcRD,[8il To]
OCRD,[Ship To)
OCRD CardName
OCRD Phonel.

OCRD.DfiAccount
OCRD.CrCardum

RO [Ship Tof8il Te

Barrera

wiilliam

HR

57-95993

33-88888
w.bar@adc.com

Last Name, First Name

No

4417 Stonsbridge Rd, Suite 500, Northampton, Northampton County, 18067
4417 Stonsbridge R, Suits 500, Northampton, Northampton County, 16067
Mai-Teq

555-0110

555-0111

info@maxi-teq sap.com

230-6765-456464

ujenkHROG+1/5ZYLISHIDg==

4417 Stonsbridge Rd, Suite 500, Northampton, Northampton County, 18067, PA
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Feature

New option to generate Personal Data Reports
for selected natural persons

The report gathers personal data from master
data and transactions

See SAP Note 2611748

Benefits

Helps to follow up and execute natural person
requests to retrieve any personal data which is
held by the company

Helps the company verify personal data
correctness following natural person feedback
on personal data reports
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Reverse Natural Person Determination

Personal Data Management Wizard

General Parameters
1 ‘Wizard Run Selection

Run Name Pdm20180321n4
Run Dats 03212018
Action Rewverse Natural Person Determination b

Select this action whan you need to reverse the natural person determination (set Off the setting Matural Person).

This action cannct be applied on 2 natursl personal whaose personal dats was slready cdeared (by Personzl Data Cleanup).
2 General Parameters

Feature

New function under Personal Data Management
Wizard to reverse a natural person determination
in case of user mistakes

See SAP Note 2611748

Benefit

Personal Data Management Wizard

™ Reverse Natural Person Determination - Summary Report

1 Wizard Run Selection

General Parameters

#  MNsturzl Person Natural Person Name Natural Person Code  Error Code  Result
1 w Users
Selection Criteria 3 = Donnz Brown = 9
3w Business Partner Master Data
4 = Web Customer =) C95938

2
3
4 Report Results
5

Save Options
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- B Helps to reverse the natural person
determination on a range of data subjects
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Personal Data Cleanup — Irreversible Erasure of Personal Data

Personal Data Management Wizard —_Ox

General Parameters

1 R Select this action when you wish to erase personal data of 2 natural person, Erasing persanzl dats might be nesded when:

- The purpese for which the personal datz is held by the company doss not exist anymere (the natural person has no business relations with the
2 General Parameters company and any financizlflegal process for which this dats is nesded were completed).
- The company is requested by 2 natural person to erased his personal data,

. Business Partner Master Data - Ox
Code Manuell hdllc200e) Customer ¥ Local Currency -
; MName= * Account Balance 0,00
Foreign Nams = Delivaries 0.00
Group Einzelhandel b Orders 0,00
Currency Euro L Opportunities
Federal Tax ID
Personal Data Man: General Contact Persons Addresses Payment Terms Payment Run Accounting Properties Remarks Attachments b4
Tel1 = Contact Persan E
Tel2 * ID Ne. 2
. | Mobile Phone = Unified Federal Tax ID
1 wizardr| =
E-Mail * Remarks
Web Ste
! Shipping Type - Sales Emplayes -Kzin Vertrisbsmitarbeiter- T
2 Password
General
Factoring Indicator A
BP Project BP Channel Code
Industry - Technician
3 Selection | | Business Partner Type Company - Territory
Lenguags German -
4 Report Ry
Alizs Name
5 Save Opt GLN
[] Block Sending Marketing Content =
) Active
*) Inactive From To Remarks
—_—
() Advanced
Personsl Dats Protection
Status Erased
o | o |
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Feature

New and very important Personal Data function
under Personal Data Management Wizard to
erase all personal data (by setup in Personal
Data Management) of selected natural persons
from master data and transactions

Erased data on all affected master data and
transactions will be replaced with asterisks

Status of natural person whose personal data
was erased will change to Erased

This action is irreversible and must be taken
after proper consideration and checking that all
data retention periods are over and there is no
legal obligation to hold the data of natural person

See SAP Note 2611748

Benefit

Helps to follow up and execute natural person
requests to remove and erase personal data
after legal periods to hold data have finished and
there is no reason to block the data
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Sensitive Personal Data — Access Log (Germany only)

Employee Master Data

First Name Bernhard

Middle Name

Surname Heinrich

Job Tite Vertrieb

Paosition Vertrieb *
Department Vertrieh bl
Branch Haupt -
Manager ¢ | Leitner, Robert
User Code = |bernhard e
Sales Employss =¥ |Bzrnhard Heinricl™
Cost Centre

Address Membership

Gender

Date of Birth
Country of Birth
Flacs of Birth
Marital Status
No. of Children
ID Mo
Municipality Key
Tanx Class
Income Tax Lisbility
Confession

Male

Single

Confession of Partner | *
Exemption 0,00
Additional Amount 0,00

Copy
Remowve

elationshi

Map...
“ ﬁ Display Sensitive Data

Administration

-

-

Personal

Finance

15.03.2018

Latest Data Access

15,03.2018 00:15:30

— 0O x
Employes No., 5
Ext. Employee No. |
Sensitive Personal Data Access Log

Of|  Date From 15.02.2018 To

BEd| To view the access detsils of a user, double-click the relevant table rowe.

M Find

Pat User Code User Name Superuser Locked Canceled

21 friedric Friedrich Giinthe No No N

2 georg Georg Travnicek Mo No N

o gunther Giinther Zeiner Mo No N

L&} gustav Gustaw Kilian No No N
RY hermann Hermann Ludger Yes No N

hinrich Hinrich Giinter  No No N
M ingoff Ingolf Miller  No No N
P isabel Iszbel Meifiner  No No N
P.| |johann Johann Brugstalk No No N
P |kar Karl Sakzberger No No N
P kolman Kolmzn Winfried No No N
H konrad Konrad Eberharti No No N
H' kara Kora Adelheid  No No N
H manager Robert Leitner  Yes Mo M
= maria Mariz Ereil No No N
P| |marianne Marianne Wolling No No N
B olsf Olaf Bshm No No N
P | |stephan Stephanie Hofma No No N
k
Personal Sensitive Data Access Log - manager

User Code

manager

Access Channel Object Type  Key/...

uI
uI
uI
UL

Employses 5
Employses 5
Employses 5
Employess  §

a Data Subject  Accessed Property  Access Time

EMP 5
EMP 5
EMP 5
EMP &
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Religion
Religion of Partner
Religion
Religion of Partnar

19.03.2018 00:15:30
19.03.2018 00:15:30
19.03.2018 00:15:30
15.03.2018 00:15:30

Feature

Control by log/record of any access to a special
category of personal data — sensitive personal
data

In the core SAP Business One application it
affects the Germany localization only

Values are encrypted in the database when
fields are set as sensitive — this setting can be
changed to personal or not personal

Values are hidden by default on User Interface —
special authorization and control needed to
unhide and display the value

See SAP Note 2611748

Benefit

Selected authorized users can view hidden
sensitive personal data values
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Sensitive Personal Data

Employee Master Data — 0
First Mames George Employes No. 1
Middle Mame Ext. Employes No.
Last Mame Kesng Active Employes
Job Title WH manager
Positicn hd Office Phane
Department Genersl hd Ext.
Branch Msin - Maobile Phone
Manager Pager
User Code = |George - Home Phone
Sales Employes = |-No Sales Employ™|  Fax
Cast Center E-Mail george.kesng@oed
Linked Vendar
Address Membership Administration Personal Finance Remarks Attachments
Gender Male ¥ | Citizenship -
Date of Birth Ipagﬁport No. *
Country of Birth ¥ | Passport Expiration Diate
Passport Issue Date =
Marital Status Single ¥ | Pessport Issuer
Mo, of Children
|z no. = |
Copy
Remove

Perscnal Dets Protection

Status Mone

Relationship Map...

Tranzlate...

I Display Sensitive Data I
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Feature

Control by log/record of any access to a special
category of personal data — sensitive personal
data

In the core SAP Business One application the
following three fields affected:

ID Issued by Authorities (ID No.)
Passport No.
Social Insurance No. (Germany only)

Values are encrypted in the database when
fields are set as sensitive — this setting can be
changed to personal or not personal

Values are hidden by default on User Interface —
special authorization and control needed to
unhide and display the value

See SAP Notes 2628372 and 2683920

Benefit

Selected authorized users can view hidden
sensitive personal data values
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Mark Employee Master

Personal Data Management

B

83
84
85
86
87
]
89
90
91
92
93
34
95
96
97
98
9
100
101
102
103
104
105

107
108
109
110
11

Data Fields as Personal Data

Personsl Dats Protection

Data Type Data Subtype Category Group Field Name Description Database Refe... Default Data Classification  Data Classification
Employees Employee Reviews Grade HEM3.grade Personal Personal
Employees Employee Reviews Manager HEM3.manager Personal Personal
Employees Employee Reviews Reviews HEM3.remarks Personal Personal
Employees Employee Reviews Review Description HEM3,reviewDes Personal Personal
Employees Previous Employment Employer HEM4.Employer Personal Personal
Employees Previous Employment Position HEM4.Position  Personal
Employee Master Data -0 X :E:i::?ze m::: Pl
HEM4.toDate Personal Personal
First Name George 2 | Employse No. 1 HEMG.rolelD  Personal Personal
Middle Name Employe Code HEM7.AG Perscnal Personal
Last Name Ext. Employee No. HEM7.AN Personal Personal
[] Active Employee HEM?7.BankCode Personal Personal
Job Tite HEM7.BankName Personal Personal
Position - Office Phone HEM7.ConName Personal Personal
Department 0 - B, HEM7.PmntNotes Personal Personal
Branch 0 b Mabile Phane HEM?7.Sequence Personal Personal
Manager Pager OHEM,AddiAmnt Personal Personal
User Code 0 - Home Phane OHEM.AddiUnt Personal Personal
Sales Employee = -No Sales Employ™ Fs OHEM.AndTens Pacsanal Becacs
Cost Center g- Employee List S
L
Address Merbership Administratior #  Name Branch Department Gender Default Role Manager
Work Addr 1 =p Spear, Michael Sales Male  Sales manager
2 =P Milton, Kate Production Female Project manage
Strast 3 & Bridi, Maria Accounting Female Accountant
Sireet No. 4 £ Bowens, Julie Service Female Technician
Block S =P Buyer, Fred Service Male  Technician
Building/Floor/Room 6 £ Chan, James Purchase Male  Purchasing
Zip Corde 7 b Purchase, Vicky  Main General Female Purchasing
City 8 =P Butler, Jayson Main General Male
County 9 Ep Levine, Bil Main Sales Male  Sales Employee =) Butler, Jayson
State |10 = =, George 0 0 * WH 7 |
Country

Feature

Additional Employee Master Data object fields are
o Added to Personal Data Management
o  Shown in Personal Data Management Wizard
o Classified as Personal in Personal Data

Management but can be amended depending on
the business requirements

New field Employee Code in Employee Master
Data for issuing employees with an ID number
from SAP Business One — classified as personal
data in Personal Data Management

Field Employee No. cannot be classified as
personal data in Personal Data Management

Some fields, e.g. Attachment Entry are classified
as Not Personal by default but can be amended in
the Personal Data Management

Reports show the encrypted personal data
See SAP Note 2801441

Benefit

J
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Employee master data can be blocked
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Personal Data Blocking

Personal Data Management Wizard

General Parameters

1 Wizard Run Selection

2 General Parameters

Select the action "Block Personal Datz" to block access to the personal datz of 2 nati
documents are excluded and their personal data cannct be blocked.,

Personal data may ne kenger be needed for the purposes that they were collected o
=xpire, extensions or overrulings may be given as mandated by lzw,

Once blocked, the personal data are retsined but not sccessible or visible unless unt
person records cannot be used in future marketing documents ar other business pr

Run Name Pdm20180705n3
Run Date 05.07.18
Acticn | Personal Datz Blocking ~|

Personal Data Management Wizard

Personal Data Blocking - Summary Report
] Wizard Run Selection

2 General Parameters

#  Natural Person Naturzl Person Code  Natural Person Name

1 - Business Pariner Master Data
2 = CEDOOD

Selection Criteria

3
4 Report Results
5

Save Options

Business Partner Master Data

Code Manusl il 0000 Customer ¥
MName *

Foreign Mame
Group ‘Construction -

Currency Eritish Pound sl
Federal Tax 1D

Geners Contact Persons Addresses
Tel 1
Tel 2
Maobile Phaone
Fax
E-Mail
Web Site

Shipping Type hdlE

Password

Factoring Indicator

BP Project

Industry b
Businass Partner Type ‘Company b

Personzl Data Protection
MNaturzal Person ISta‘tus Blocked I

Alizs Name

() Active

() Advanced

Payment Terms

Remarks

-

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL: RELEASED FOR CUSTOMERS

Feature

Block access to personal data of natural persons

Personal data cannot be accessed unless
unblocked

Once blocked these natural person records
cannot be used in future marketing documents

Natural person data undergone blocking has
status Blocked

Data blocking is reversible (see next slide) —
different from Data Erasing

See SAP Note 2628372

Benefit

Personal data is required to be erased once
retention of this data expires, however, blocking
allows personal data retention for specific
purposes and processes (legal regulations) e.qg.
extensions or overruling mandated by law

Data encrypted and unavailable for future
transactions


https://launchpad.support.sap.com/#/notes/2628372

Personal Data Unblocking

Personal Data Management Wizard

1 Wizard Run Selection

2 ‘General Parameters

Personal Data Management Wizard

] wizard Run Selection
2 General Parameters
3 selection Criteria

4 Report Results

5 Save Options

—_Ox
General Parameters i
Select the action "Unblock Personal Data” to unblock access to the personal datz of 2 Business Partner Master Data
and contain their personal data can be required by law to complete legal processes,
Unblocking the personal data of sslected natural persons decrypts the datsbase reconn Code Manual bl 0000 Customer ™
company can then provide the data as required by law, Name THiCetters
Once unblocked, the personal dsta are accessible to all authorized users, The data can i
by lawi, can go through a clesnup process. Foreign Name
Group ‘Construction b
Run Nams Ronit Snd Currency Eritish Pound -
Run Date 05.07.18 Federal Tax ID
Action [Personal Data Unblocking ~|
Genera Contact Perscns Addresses Payment Term:
Tel 1
Tel 2
Maobile Phone
-
Fan
E-Mail
Web Sit=
Shipping Type *|(E
Password
Personal Data Unblocking - Summary Report Factoring Indicator
BP Project
Industry it
Business Partner Typs ‘Company hd
#  MNaturzl Person Mzturzl Person Code  Naturzl Person Name
1w Business Partner Master Data Perscnzl Dsts Protection
2 = CE0000 Il::> INKIetters I Mztural Person ISta‘tus Unblocked I
Alizs Name
() Active
S — -

() Advanced

-
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Feature

Unblock access to personal data of natural
persons that have been previously blocked

Unblocked natural person data cannot be used
in future transactions

Unblocked natural person records can be
blocked again or erased (by cleanup action)

Natural person data undergone blocking and
then unblocking has status Unblocked

See SAP Note 2628372

Benefit

The reason for retaining expired personal data
has arisen (e.g. legal reporting to an external
authority) - unblocking personal data facilitates
access to this data

Unblocking decrypts personal data and is visible
by users authorized for forms where this data is
stored
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Sensitive Personal Data — Bank Accounts of Natural Persons

Business Partner Master Data — 0O x Employee Master Data — O =
Code Manual 20000 Customer ¥ Local Currency - Eiret Name - Employes No. 3
Name Maxi-Teg Account Balance = 3,238.46 Micidle Name et £ "
Foreign Name Deliveries = 9,157.51 = Mam= - o mployes No.
Group Constracbon - Orders e S0 Last Mame Levine Active Employee
Currency British Pound i Opportunities = & Job Title Sales Employes
Federal Tax ID GBS66678929 Position |  Office Phone
Department Sales - Ext.
General Contact Persons Addresses Payment Terms Payment Run Accounting Properties Remarks Attachments Branch Msin T/ Mecbile Phons
Manager =} [Butler, Jayson Pager
Payment Terms =P | 2P10Net30 hd Credit Card Type Master Card hd User Code =P |bill b Home Phone
Interest on Arrears % Credt Card No. ~  [s=====zzax 1821 Sales Employee = (Bl Levine v Fax
Expiration Date Cest Center E-Mail bill levine@osc.co.u
Price List Elsgu\ar Sales Price v 1D Number Linked Vendor |
Total Discount % Average Delay
Credt Ll o0 Priority T - Address Membership Administration Personal Finance Remarks Attachments
Commitment Limit 0.00 Default IBAN ek "
Dunning Term = |Standard - Holidays - Eank Detale
- -
Automatic Posting No hd Payment Dates = Salary 0.00 Month Bank
Account No. ]
Effective Discount Groups | Highest Discount L [V] Allow Partial Deiivery of Sales Order Employee Costs 0.00 Month =
Effective Price Lowrest Price - [¥ Allow Partial Delfivery per Row Eranch 200078
Business Partner Bank [[] Do Not Apply Discount Groups
Bank Country United Kingdom [T] Endorsable Checks from This BP
Bank Name > |Barclays Bank({House Bank 1) [[] This BP Accepts Endorsed Checks
Bank Code Barcla
Account *31LHSvg7gOtYBeeakNzleDyB
BIC/SWIFT Code
Bank Account Name 1L=311H5vg7qOt YB6eak NaleDy Bi+IH+Hk UsTXKdhUfGo=*5577 |
Branch 345678
Ctrl Int. ID
Mandate ID

Date of Signature Personal Dats Protection

None

.
.

Feature Bank Account values in master data and transactions (payments, check
register, bill of exchange, OPEX table, deposits, etc.) encrypted in the

Control by log/record of any access to a special category of personal data — database

sensitive personal data — now includes bank account data .
Values hidden/masked by default on User Interface — NOTE: manual

In the core SAP Business One application the following three fields are change required when upgrading from 9.3 PLO4 or 9.3 PLO5

affected: . .
Access and decryption via DI API supported

See SAP Note 2682905

Business Partner Bank Account No.
Business Partner IBAN No.
Employee Bank Account Benefit

Selected authorized users can view hidden sensitive personal data values
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Bank Accounts and IBAN Encryption and Impact on Payment Wizard

Important Rules

=

13
14

When updating OPEX table with the payment run data, the bank account no. and IBAN of business partner who is determined as natural, are taken into the
OPEX as encrypted data.

Customer Code  Pawes Bank Account Payes Bank Code  Pawes Bank IBAN Payment Postin... » Payment Document ... Payment Documen...
C200H0 *J1LHIvg gt YEeeak NaleDyBj+TH+Hk UisTXKdh\HhGo="5577 Barclays * 24.09.18 720,00 GEP
CI0000 2345E201 Barclays GBEIEARCI0EEIIIIACER0] 2409, 18 1,392.00 GEP

When generating the bank file in payment wizard, the encrypted data is decrypted before taken into the bank file.

The decryption of this data when the bank file is of type EFM format, is supported only when the selected payment methods in the payment wizard run are all
related to EFM format. When the wizard run involves payment methods which relate to both EFM and DLL formats and the wizard includes business partners
which are determined as natural persons, the bank account and IBAN will not be decrypted before taken into the EFM bank file. A pop-up message is raised to
warn users about the combination of two different bank file categories.

G/L | Gfv Code Description Country Max, Incomi.. Bank Code IBAN  Max, Outgei., Account No BIC/SWIFT G/L Balance G/L 1. Expected G/L Balance Bank M... Bank A.. Bank File Format..
1 = 1611 -1,554,545.31 GEP -1,554,545.31
2 | v = Outgoing BT Outgoing Bank GB Barclays  GESSEA 17345578 GEP -1,554,%45.31 Barclays B
3 | = Outgoing BT 2 Outgoing Bank GB Barchrys GBESBA 12345678 GEP -1,554,945.31 Barcleys B DLL Format ﬂ
4 | [v e Outgoing BT3  Outgeing Bank GB Barclays  GBESBA 12345578 GBP -1,554,545.31 Barclays B ﬁ
s | [0 = Outgoing Checks Outgoing Chec GB HSBC GB15MII 23455789 GEP -1,554,945.31 HSBC{Hou DLL Format
Systemn Message x
The payment wizard run includes both EFM and DLL bank file format entries. natural l'\i:'l
person EFM bank account information will be encrypted. Do you want to continue?

] tnclude G/L Interim Acct Balance

[] Remember My Answer and Do Not Show This Message Again

L ve |

The decryption of the data when the bank file is of type .DLL format is handled by DI service (SAP Note 2633811). This service is called by the payment add-
on. The payment add-on identifies the fields to be decrypted by the setup in Personal Data Management.
Once the bank file is generated with decrypted data, users need to ensure it is stored in a secure and protected location.
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Default Customers for A/R Invoices and Payments — Define Natural Person

Personal Data Management Wizard

Determine Natural Persons - Selection Criteria

1 Wizard Run Selection

2 General Parameters

Users Employess

() Business Partriers
3 selection Criteria

# 5. Maturzl Person

Business Partners BP Contacis

Search for and chooss the data subject persons you want to determine as natural persons for date protection purposes,

Externzl BPs

I' Default Customers for AfR Invoices and Payments

_ O x Feature

New option to restrict searching for Default Customer for
A/R Invoices and Payments

— Different Default Customers can be set per period in G/L

1 w Business Partner Master Data

Account Determination

Sensitive personal data is encrypted in Default Customer
Master Data and Transactions

Mztural Person Code  Maztural Person Name

See SAP Note 2697426

= = 33559 =) One Time Customer Ben eflt

Busi Partner Master Dat, _ O x - - .

usiness Partner Master Data Compliance with GDPR requirements
Code Manuzal Customer ¥ Local Currency -

Name ne Time Customer Account Balance = 46309 1

o e ccourt e —— Easy to manage One Time Customers
Group Small Accounts i Orders = 2777566

Currency Eritish Pound bl Opportunities

Federal T ID Payment Means — O x

General Contact Persons Addresses Payment Terms Payment Run Accounting Properties Currency GBP

Tel1 Contact Persan Check Bank Transfer Credit Card Cash

Telz ID No. 2

Mabile Phone Unified Federal Tax ID G/L Account = 161016 GEP Bank No.l {cheques received)

Fax Company Reg. No. {CRN) Search by Bank Code

E-Mail Remarks Search by Bank Code

Web Site # Country Bank Name  Branch Account Check No. E.

Eh 'pp'”grd“'pe TS Sales Emplayee SakesMal |y yited Kingdor Barclays Bank( 2353 [=inE/sRfmAuB=EDhmocBrd CIsXAIEN K] BFIKVERSM="3623 |1 Na

2 SEWOH

Factoring Indicator

BP Project EP Channel Code

Industry hl Technician

Business Partner Typs Company b Territory

Language English {
Status MNone

Alizs Name
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Default Customers for A/R Invoices and Payments — Personal Data Cleanup

Feature

Natural Person determined Default Customer for A/R
Invoices and Payments have transactional information
considered as personal data

For Personal Data Cleanup on Default Customers for A/R
Invoices and Payments the “Transactions Posted On or
Before” field is mandatory

Only closed marketing documents can be searched for
See SAP Note 2697426
Benefit
GDPR compliance
All transactional personal data deleted on cleanup

Personal Data Management Wizard — 0O x
Personal Data Cleanup - Selection Criteria
Wizard Run Selecti
1 = un o Search for znd choose the natural persons for whaom you want to erase personal data, Natural persons can be users, employees, business
partners, business partner contacts or external business partners whao were determined as natural persons,
2 General Parameters
Users Employees Business Pariners BP Contacts Externzl EPs Search
() Business Partners (%) Default Customers for AR Invoices and Payments |
3 Selection Criteria [Lransactions Posted On or Bafors
# 5. Naturzl Person Naturzl Person Code  Natursl Person Name
1 w Business Partner Master Data
2 = C35555 £l One Time Customer
A/R Invaice -0 x
Customer = CH9999 No. Primary £:x]
Name I* I Status Closed
Contact Person il | & Dodbins Piode slafal Saks S l'—
Custemer Ref, N Incoming Payments —_Ox
Lecal Currency ol l
Code = 5595 Mo, Primary 47 —
Name * Posting Date 10.0.0 Payment Means
Bill To il Due Date 10.02.0
Document Date 10.01.0  Currency
Contents Logistics Reference Check
Transaction No. = |g03 —=
Ship To = Contact Person Credit Card Name
Project GfL Account
Blankst Agresment Credit Card No.
Valid Until
Bill To 10 No.
Telephaone No.
n Pzyment Method
Shipping T - Amount Dus
pRing Typ= No. of Payments
Selected Documen... Installment | Date Due Date ¥ | Overdue ... Total Balance [ First Partizl Payment
= 83 1of1 10.01.07 10,0107 + g GBEP 17,552.31 Each Add. Pzyment
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Voucher No.
Transaction Typs

—

—_Ox

GEP
Bank Transfer Credit Card Cash

American Express Veuchers
= 140050 1 American Express
FEEEETEEENNN

11.02
=

=
1 Month

GBP 17,952.31
1

GEP 17,952.31

GEP 0.00 Tel, for Approwval:
SEVEL43 ‘Company 1D
Regular
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Sales Employees and Buyers not related to Employee Master Data

Personal Data Management Wizard - OXx

Feature

Personal Data Report - Selection Criteria

e B o T e sl e perors s o s, mployees, e pinens, fxshhes periner New option to restrict searching for Sales Employees
and Buyers not related to Employee Master Data

1 Wizard Run Selection

2 General Parameters

Users Employess Business Partners EP Contacts Externzl BPs Search
O Employess T ——r— Sales Employees and Buyers can be:
3 Selection Criteria
Reported on
Active All *
[] tnclude Unblocked Sales Employees and Buyers §er Cleaned u p
LiSthf sales Er"l'l'lp|0}”EE -ox 1 Mztural Person Mame Blocked
Fin
#  Sales Employss Name a Remarks UanOCked
1  Brad Thompscn
C New button in the Personal Data Management
4

Sophie Koog Wizard to Clear Table

Sales Employees/Buyers — Setup

New column to show status of record

Cleaning Up, erases all personal data except
for Sales Employee Name which is set into a

I Sales Employees/Buyers - Setu - 0O x H :
PoyesBiyetsTEp unigue dummy string
& Sales Employes Name Commission Group Commission % Remarks Active Employes Telephone Mabile Fax E-Mail Diatz Protection Status . .
1 MoSslesEmployee  User-Defined Commission Hone Blocking, personal data is encrypted
2 Sales Manager High Commission |10 MNone
3 Eill Levine High Commission |10 = Levine, Eill None
s ophn Koo e “ Noe See SAP Note 2705017
5 Brad Thompscn Lower Commission hdl 1 O None
& Jim Boswick Medium Commission bt MNone 1
7 James Chan (Buyer) User-Defined Commission il = Chan, James MNone B en ef I t
B *EhZntWSHmrmaljlKkmD2Fehul Low Commission |5 Mew Employ. | | = Erassd . . .
5 |TMCKIYOhmMW2kSApDBweRGE User-Defined Commission ¥ 3 O Blocked Comphance with GDPR requirements
10 Mstt Covers User-Defined Commission - [H] 02074556445 matt.cover]Unblocked

©
IN)
o
=
|
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User-Defined Fields marked as Sensitive Personal Data

Business Partner Master Data N Feature
— e eect e el l For GDPR, user-defined fields (UDFs) that hold

=
Foreign Name Deliveri = 5,197.51 Field Data . ..
Group Gonstruction * orders > SRS - personal data can be marked as Sensitive
Currency Eritish Pound | Opportunities Title Plat Description P | D t
VAT Mumber GESE65TESTS F‘)"DE P R | ersona a a Field Name Database Refe... Default Data C... + Datas Classification

Plot No. CRD1.U_Plot User Defined Sensitive Perscnal ¥
tructure Teoct

General] | Contact Persons Addresses | PaymentTerms | PaymentRun = Accourfing | Properties Remarks | Attachi  \aidation Nans - Mot Persanal
w Bill To Ship To Show Location in Web Brovser
Bill To Address 1D Ship to
ne MNew ddress Name o
o e These UDFs must be Alphanumeric (type) and
S to Bt o et e i) Text (structure)
Define Mewr Strest [ PO Box Copy
- Copy Table 1 Dot for Encrypted data can be viewed by Authorized
oot e e e ) Mty Pl Personnel (right-click)
State

Special Prices for Busir
Country 20

Stock Posting List by B
Dunning History Report

Data Cleanup, Blocking, Unblocking applies
Data Report shows the decrypted personal data
See SAP Note 2716760

Benefit

Translate...

| Display Sensitive Data

Personal Data Management Wizard - X Compliance with GDPR requirements
General Parameters # Person Mztural Person Code  Matural Person Name  Data Type Field Name Datsbass Reference  Valus
Wizard Run Selecti 1 Partner Master Data
1 == un an Select the action "Personal Data Report” to creste a report about 2 natural person. The report will include any personal data held in master data 5 e L T = YT
or marketing documents sbout the natural person. C20000 A el
You may need to create 3 personal data report when 2 natural person whe s 2 business partner, employes, user or contact person, reguests to 3 Business Partner  [Bill To] OCRD.[Eill To] Hendon Way
2 General Parameters wview any perscnal data held about them by your company. 4 Business Partner [Ship To]  CCRD.[Ship Ta] Hendon Way
5 Business Partner BP Mame OCRD.CardName Mand-Teq
[ Business Partner Telephone 1 OCRD.Phonel 020 5854 948
Rum r— 1 7 Business Partner  Fax Number GCRD.Fax 020 5854 48
un fame " ] Business Partner VAT Mumbet GCRD.LicTradNum  GES66675525
Run Date 04.03.1% [ Pl Business Partners Plot No. | CRDLU_Plot 120/s8s |
Action IPersnnaI Data Report J. 10 Marksting Docum BP Name  ODOC.CardName Mai-Tag
11 Marketing Docum Customer/S. ODOC.CardMame Norm Thomg
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Other Important Rules in SAP Business One

AR or AP documents and AR or AP document drafts share the same setup. Data stored in drafts can be reported but cannot be
automatically / massively erased. The company needs to drop the drafts.

Full credit card number storage and display is no longer allowed.

System groups the personal data in transactions by the content of personal data. When ship to address is the same in
all the transactions, the personal data will be displayed only once and not separately for each transaction.

In SAP Business One, documents need to be closed to execute cleanup.
After deleting personal data of data subject, the master data of the data subject cannot be used anymore for creating new transactions.

Assuming the company finalizes the financial/accounting processes within e.g. 2 years, it is recommended running personal data cleanup for
business partners which are determined as natural persons, using the selection criteria “No transactions Since”. By this sele ction criteria non-
active natural BPs can be identified and the company can decide whether to have a cleanup process or not.

Lines need to be dropped manually. It is strongly recommended to drop on regular basis the campaign lines
which refer to external BPs when there is no explicit consent from the data subject.

: Can go through personal data cleanup or can be dropped instead.

: Not supported under Personal Protection Tools.
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Executive Summary




Delivers functionality that helps customers to comply with GDPR
Data Privacy regulations (effective May 25, 2018)

o591

Available by design

General Authorizations

Data Ownership tools

System Access log

Change logs to various forms/screens

Manual and selective erasure of certain
personal data

HANA Enterprise Search function to report all
occurrences of natural person data
(supported for SAP HANA version only)

Data Archiving (not supported for SAP HANA
version)
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B

GDPR Relevant Data

Any object storing personal data is relevant
for the EU GDPR

Business Partners:
Contact persons
End consumer customers (natural persons)
Bank data
Employees and Users
Sales Employees and Buyers
Business Documents:
Activities, services, opportunities
Marketing documents

Blanket agreements / Project management

How to Manage Personal Data
In SAP Business One*

Data Privacy Tools
Personal Data Setup

Personal Data Management Wizard (Report,
Data Erasure, Data Block/Unblock and
Determination of Natural Persons)

Sensitive Personal Data Access Log
Enhanced Change log to personal data

Personal Data Management extended to One
Time Customers

* Enhancements delivered as of SAP Business One 9.3 PL11.
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Authorizations allow users to view, create, and update documents and master data of business partners that you
assign to them, according to data ownership definitions. By default, a new user has no authorizations. Each user can have only one manager
who assigns permissions.

Data ownership allows the company to have control over certain data elements. With the data owner function, user can
define the rightful owner of data and information. Therefore, selected company's data can be secured and protected by the pre defined
authorization. Information and data can be accessed by permitted roles and users only.

Companies who have worked with SAP Business One for over two years can use the data archive wizard to archive closed
transactional data relating to previous financial periods that have been closed. Closed transactional data can be closed sale s and purchasing
documents, reconciled journal entries, etc. Remark: this option is not supported for SAP HANA version.

SAP Business One allow users with special authorization to scan and review details about logs to the application such
as which users logged into the system and when this action happened.

Allowing users with assigned authorizations to check details about changes in certain fields i.e. when the change was made,
storing original and updated values.

Users are allowed to manually erase certain personal data unless these serve as primary keys and are
used and interconnected with other objects. It is the user’s responsibility to ensure that erasure of certain personal data is not in conflict with
any regulations.

Enterprise search enables the user to search certain fields and their values of the business objects in SAP
Business One, version for SAP HANA that have been stored in the SAP HANA database server.
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Centralized place to categorize which data is personal. There are certain predefined objects which are by their nature
related to natural persons. Users may perform certain customizations and extend this setting. Customized user-defined fields in the predefined
objects can also be marked by users as personal.

Sensitive personal data stored in core application fields are predefined without possibility to extend to additional fields. Sensitive personal data
Is accessible by authorized users only.

Includes a report which lists all records of personal related fields in a structured form. Possibility to
query certain natural person and all occurrences and data stored about this natural person.

To support “right to be forgotten”, authorized users, based on their judgement, are able to erase selected personal data, provided this action is
not in conflict with other legislation.

Enables blocking personal data by making it inactive for future use and unblocking that data for (legal) reporting purposes only.

Tracking and logging controls to record read-access by a user to specific predefined sensitive
personal data.

Extending functions allowing users with assigned authorizations to check details about changes
in fields stored in various objects / forms.

Extending Personal Data Management functionality to One Time Customers.

Extending Personal Data Management functionality to Employees, Sales Employees, and
Buyers.
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