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1 About this Document 

1.1 Purpose and Scope 

This document provides an overview of the service provided by the SAP Traceability Hub to meet the 

requirements for drug supply chain security. The service enables pharmaceutical manufacturers providing 

products for the U.S. market, as well as U.S. wholesale distributors and U.S. Dispensers to comply with the 

regulations of the U.S. Drug Supply Chain Security Act, especially requirements for verification, and exchange of 

transaction information and transaction statements. 

Related Information 

U.S. Drug Supply Chain Security Help page 

1.2 Target Audience 

This document is for: 

• Supply Chain Managers 

• Integration Engineers 

• Implementation teams 

• Compliance teams 

1.3 Assumptions and Prerequisites 

To use the service of the SAP Traceability Hub, participants must be onboarded to the SAP Traceability Hub. For 

further information about onboarding see the SAP Traceability Hub Help Page.  

Some information is only available to SAP customers and partners. 

Related Information 

• SAP Traceability Hub Help Page 

• SAP Advanced Track and Trace for Pharmaceuticals Help Page 

https://help.sap.com/docs/SAP_TRACEABILITY_HUB_US_DRUG_SUPPLY_SECURITY
https://help.sap.com/docs/SAP_TRACEABILITY_HUB_MAIN
https://help.sap.com/docs/SAP_TRACEABILITY_HUB_MAIN
https://help.sap.com/viewer/product/SAP_ADVANCED_TRACK_AND_TRACE_FOR_PHARMACEUTICALS/2.4/en-US
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2 Introduction 

The service supports the requirements of the U.S. Drug Supply Chain Security Act (DSCSA) regarding interaction 

between marketing authorization holders (MAHs) who provide prescription drugs to the U.S. market, U.S. 

wholesale distributors and U.S. dispensers.  

This includes: 

• Verification 

• Supply Chain Notification from supplier to wholesaler or dispenser, also known as Transaction Information 

and Transaction Statement Exchange (TI/TS Exchange) 

• Trace Request Management 

• Exception Management 
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3 Verification 

SAP Traceability Hub supports Verification as required by U.S. DSCSA. 

To enable Verification MAHs make data available for verification: 

• MAHs can connect their own EPCIS repository to the service or send product pack data to a verification 

repository using messages that follow the GS1 EPCIS standard.  

• MAHs enter information about their products (GTINs) in a Lookup Directory (LD). The LD contains the 

Connectivity Information (CI) of the MAH's repository. Connectivity information is stored by product ID 

(GTIN). Connectivity Information stored in a Lookup Directory is automatically exchanged with other Lookup 

Directories managed by other solution providers. SAP Traceability Hub now uses its own LD. 

Traceability Hub WholesalerManufacturer

EPCIS to SAP Verification Repository

Verification Request

Verification Request Response

EPCIS

VR

VR

VRR

VRR

To 

SAP Verification 

Repository 

Connects EPCIS Repository 
or

Writes product pack data to 
Verification Repository

Third-party VRS

ManufacturerWholesaler

Lookup Directory

LD

Lookup 

Directory

Sends Verification Requests 
and receives Verification 

Request Response

Verification 

against own 

EPCIS 

RepositoryMaintains Lookup Directory

SAP Verification 
Repository

EPCIS 
Repository

 

Wholesalers can send verification requests to the SAP Traceability Hub. The verification request is typically 

triggered by scanning the Data Matrix code on the product pack that encodes the product identifier (PI) which 

includes GTIN, lot, expiration date, and serial number. 

When a Verification Request is received from a wholesaler, the Lookup Directory in the SAP Traceability Hub 

determines the endpoint where verification is executed based on the GTIN in the verification request. The service 

routes the verification request to one of the following: 

• SAP verification repository 

• SAP customer's EPCIS repository 

• Third-party solution 

A response is then sent to the wholesaler. 
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3.1 Writing Product Pack Data to the Verification Repository 

 Note 

This section is not relevant for MAHs who offer verification against their own EPCIS repository. 

 

MAHs send product pack data to a verification repository by sending an EPCIS message. The message format is 

similar to that of the U.S. Supply Chain Notification with no aggregation required.  

A message can contain multiple batches. An MAH can send data to the verification repository through a B2B 

connection or by using an SAP Web App. The status of a pack can be set using dispositions. To confirm that data 

was written to verification repository, an MAH can use the Write Log Web App.  

3.2 Managing the Lookup Directory 

The Lookup Directory contains the Connectivity Information (CI) of the responders (MAH) repository to respond 

to verification requests. CI is stored by product ID (GTIN). The LD is therefore an integral part of any Verification 

Routing Service (VRS) because it determines the destination for a verification request issued by a requester 

(wholesaler). The content in the LD is exchanged with other LDs in the ecosystem. Therefore, every LD contains 

all GTIN information maintained in the ecosystem. 

3.3 Verification  

Verification Requests 

Requesters send a verification request. The response is sent back to the requester.  

To create verification requests, SAP provides a B2B option as well as Web App and mobile access. In all cases, the 

verification request and response follow the GS1 US Implementation Guideline V1.2 of the GS1 Lightweight 

Messaging Standard for DSCSA Verification of Returned Product Identifiers . 

The Web App is available on any device. On a mobile device, the app allows a user to scan the 2D Matrix Barcode, 

decode the barcode and send a verification request to SAP. On devices that do not have a camera, a user can 

enter the GS1 element string or the four data elements separately.  

How a verification request is processed depends on the requester role, such as wholesaler, manufacturer, 

logistics service provider or dispenser. For example, a request sent by a wholesaler is routed through the entire 

VRS ecosystem to the responder, while manufacturers can only verify their own GTINs against the verification 

repository with no routing executed. 

 

SAP Customer Role Usage Capability Checks 

Wholesaler B2B Full routing Requester GLN 

Wholesaler SAP Web App Full routing Requester GLN 
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SAP Customer Role Usage Capability Checks 

MAH  SAP Web App Verification 

repository only 

MAH GTIN Ownership 

3PL on behalf of MAH B2B Verification 

repository only 

Requester GLN,  

MAH GTIN Ownership 

Any organization through an 

MAH Customer Web Site 

B2B Verification 

repository only 

MAH GTIN Ownership 

Verification Response 

When a verification request reaches the repository, the service checks if the PI is present, then determines the 

response based on disposition, expiry date and customer-specific response configuration.  

SAP provides a Web App to customers to configure responses as defined in V1.1 of the GS1 verification standard.  

Verification Credentials 

You can choose to use verifiable credentials for each GLN. Credentials are always verified when credentials are 

included in a request or a response, and the GLN matches the SAP customer’s responder GLN or requester GLN. 

Verification Request and Response Logs 

Every verification request and response is stored for analysis in a verification log. This is required for an MAH 

(responder) to recognize a verification request occurred and is a prerequisite for investigation of a suspect 

product. It also provides wholesalers (requesters) with a history of all verifications.  

Verification Alerts 

The service provides an Alert Configuration app that allows responders (manufacturers, MAHs) to define 

conditions when alerts are created. Alerts can be sent by email or managed in a web app.  
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3.4 Web Apps 

SAP Traceability Hub includes Web Apps.  

 

Write Log 

Web App that allows MAHs to confirm that messages have been successfully written to the SAP verification 

repository. 

Configure Verification Responses 

Web App that allows MAHs to configure verification responses 

Verify Product Pack 

Web App to perform verifications 

Verification Log 

Shows the number of verifications that returned a false response in the past week and provides access to: 

• Verifications initiated (wholesalers/requesters) 

• Verifications responded (MAHs/responders) 

Upload Product Data to Lookup Directory 

Web App that allows MAHs to mass upload GTINs and related descriptions to the Lookup Directory, and the ability 

to download a complete list to PDF 

Configure Alert Creation Rules 

Web App that allows MAHs to configure rules for alerts sent by email or displayed in the Manage Alerts app 

Manage Verification Settings 

Web App that allows:  

• MAHs to configure issue and resolution categories for alerts 

• Verification requester and responders to enter contact information 

Manage Alerts 

Web App that allows MAHs to manage alerts by assigning issue and resolution categories and status 

Manage Messages 

Web App that allows MAHs to view message logs and message 
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4 Supply Chain Notification -TI/TS Exchange 

The service allows MAHs and U.S. Wholesalers to send product pack data to their customers to meet the 

requirements for exchange of transaction information (TI) and transaction statement (TS) according to DSCSA 

requirements. Suppliers can exchange TI/TS messages B2B with their customers using GS1 EPCIS 1.2 U.S. 

Healthcare Implementation Guideline as a standard (EPCIS 1.2 USHC). TI/TS Messages must be sent for every 

shipment and require full serialization aggregation.  

SAP customers can send Lot level information according to HDA EDI Guidelines for 856 Advance Ship Notice to 

meet lot level requirements of U.S. DSCSA. A partner can receive information through B2B, TPI or web app.  

Suppliers who are customers of the SAP Traceability Hub invite their customers to connect to the SAP 

Traceability Hub. For customers who cannot establish a B2B connection, SAP provides a Web App to receive the 

EPCIS file and download the original file or download TI/TS as a TI PDF report. 

Wholesalers or Dispensers who are customers of the SAP Traceability Hub can invite their suppliers to onboard. 

For suppliers who cannot establish a B2B connection, SAP provides a Web App to upload and send EPCIS files.  

 

4.1 Onboarding 

SAP customers have access to Web Apps to invite their customers to self-onboard.  

The SAP Onboarding team onboards suppliers and partners of SAP customers. 
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4.2 Web Apps 

The SAP Launchpad provides access to a number of Web Apps each represented as a tile. Access to these apps is 

managed by the Web App Administrator in your organization. Contact SAP in case none of the users in your 

organization is set up as Web App Administrator. 

 

4.2.1 Send Transaction Information 

A Web App allows suppliers to send an EPCIS message that contains TI/TS information to customers if B2B 

connection is not available. 

4.2.2 View Transaction Information 

A Web app allows SAP Customers and their invited business partners to: 

• Review messages sent or received in TI/TS exchange 

• Search for a TI/TS message, for example, based on delivery, purchase order, product, batch or product 

identifier 

• Download a TI/TS message as a PDF 

• Download original message in XML 

• Export all or a selection of messages to MS Excel 

4.3 Exception Management 

The Exception Management option allows you to process exceptions during exchange of transaction information 

(TI) between trading partners, including analysis and integration to serialization repositories. 

A Web App allows SAP Customers to: 

• Create and manage exceptions 

• Collaborate internally and externally with business partners by transferring an exception. Onboarded partners 

access the web app. 

• Add notes and attachments to an exception, and make them visible only within your organization or externally 

as well 
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5 Trace Request Management 

SAP offers a Trace Management option which provides the ability for a trading partner to manage Trace Requests 

acting as an Initiator, and Trace Responses acting as a Responder. 

Trace requests are received from Initiators such as regulators, agencies, or other trading partners in case of 

investigation of pharmaceutical drugs.  

 

You can create and manage trace requests, respond to a trace request, include attachments, and there is an 

optional approval process. 

 

A Change Log records all trace management actions. 

5.1 ATTP Integration 

The service provides the ability to integrate with SAP Advance Track and Trace for Pharmaceuticals (ATTP) to 

retrieve transaction information (TI) relevant to the product identifier in a trace request.  

For companies acting as buyer and seller, such as a U.S. Wholesaler, the service responds with two types of file, 

one for inbound and one for outbound. 

5.2 Manual Upload 

You can also upload transaction information in the form of EPCIS XML files. 
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6 Important Disclaimers and Legal 
Information 

6.1 Coding Samples 

Any software coding and/or code lines/strings ("Code") included in this documentation are only examples and 

are not intended to be used in a productive system environment. The Code is only intended to better explain and 

visualize the syntax and phrasing rules of certain coding. SAP does not warrant the correctness and completeness 

of the Code given herein, and SAP shall not be liable for errors or damages caused by the usage of the Code, 

unless damages were caused by SAP intentionally or by SAP's gross negligence. 

6.2 Accessibility 

The information contained in the SAP documentation represents SAP's current view of accessibility criteria as of 

the date of publication; it is in no way intended to be a binding guideline on how to ensure accessibility of software 

products. SAP in particular disclaims any liability in relation to this document. This disclaimer, however, does not 

apply in cases of willful misconduct or gross negligence of SAP. Furthermore, this document does not result in any 

direct or indirect contractual obligations of SAP. 

6.3 Gender-Neutral Language 

As far as possible, SAP documentation is gender neutral. Depending on the context, the reader is addressed 

directly with "you", or a gender-neutral noun (such as "sales person" or "working days") is used. If when referring 

to members of both sexes, however, the third-person singular cannot be avoided or a gender-neutral noun does 

not exist, SAP reserves the right to use the masculine form of the noun and pronoun. This is to ensure that the 

documentation remains comprehensible. 

6.4 Internet Hyperlinks 

The SAP documentation may contain hyperlinks to the Internet. These hyperlinks are intended to serve as a hint 

about where to find related information. SAP does not warrant the availability and correctness of this related 

information or the ability of this information to serve a particular purpose. SAP shall not be liable for any damages 

caused by the use of related information unless damages have been caused by SAP's gross negligence or willful 

misconduct. All links are categorized for transparency (see: http://help.sap.com/disclaimer). 
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