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Introduction

SAP Business Network for Logistics is run on SAP Business Technology Platform (SAP BTP) leveraging the
various services provided by the platform. SAP BTPoffers a variety of application environments that

customers and internal SAP organizations can choose from, to build SAP applications and business solutions

in the cloud. One critical service used by SAP Business Network for Logistics is the SAP Cloud Inggation
(previously known as SAP CPI) which acts as the single integration platform for all customers and partners of
SAP Business Network for Logistics. This platform is owned and maintained by the SAP Business Network for
Logistics development team. Customers and partners can maintain necessary connectivity configurations
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SAP Cloud Integration used by SAP Business Network for Logistics is hosted in Neo environment of SAP BTP.
SAP BTP, Neo environment is the oldest of the application environments and is built on a proprietary SAP
technology stack. The Neo environment in SAPBTP has been deprecated and will be sunset for internal SaaS
applications (see SAP Note). SAP Cloud Integration is also offered in a multicloud foundation in SAP BTP,

and this is the new platform that will be used by SAP Business Network for Logistics.
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decided to stop the support of the existing Neo integration platform on May 16, 2025, as part of our May
2025 release. This means that the connectivity to your backend transportation management system (TMS)
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date. This applies for our premium customers connecting to SAP Business Network for Logistis from SAP

S/4HANA system using SOAP messages. This guide provides a comprehensive list of changes that a premium

customer must do to migrate from the old integration platform to the new one.

For asolution owner in SAP Business Network Global Track and Trace, this impacts the integration platform
used for location replication via the DRFframework in SAP Business Network for Logistics. As a result, you
need to migrate your existing connections (from your SARbackend systems) to the new integration platform
in SAP Business Network for Logisticshosted in SAP BTP, multicloud environment. Please note that this does
not impact the connectivity from your backend SAP system to your SAP Business Netvark Global Track and
Trace tenant via destinations created in your sub-account. No changes are required over there.

We understand the critical role that connectivity plays in SAP Business Network for Logistics. The primary
focus is not to disrupt the existing integrations between your backend systems and SAP Business Network for
Logistics. So, your existing configuratims will stay intact and continue to work until you migrate to the new
integration platform or till the end of support of the old integration platform (May 16, 2025). In the meanwhile,
we have made it possible for you to migrate from the old platform to new one using the configuration apps in
SAP Business Network for Logistics. This requires some changes in SAP Business Network for Logistics
configuration apps as well as in your backend systems. You might also need to update your firewall/SAP
Cloud Connector configurations as the subaccount of integration platform and the IP range will be different
for the new integration platform. We urge you to migrate as soon as possible because the new platform is
much more stable, and the old platform will go into a maintenance mode. New platform features will be
focused on the new integration platform.

Pleasenote:° D] C|] g7 ¢NT xUAUT U D] §g OLTg71¢ee NDEAT & AT T DEG 1
step of the migration activity. ~ Your existing connections are required for the connectivity of any existing
documents in the network. If you delete the existing connection, connectivity for your existing documents in
the network will stop to work.
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Additionally, we recommend performing the migration activities in your test tenants first and then monitor if
all the integration scenarios are working correctly. Proceed with the changes in your productive tenants
accordingly.

Overview

The below diagram depicts a high-level integration architecture for customers connecting directly from their

SAP backend system to SAP Business Network for Logistics. As shown below, your backend systems are
connected to the network via connections created in your System Connections app that point to the existing
integration platform, which is SAP Cloud Integrationh Neo environment. When you use a direct connection,

D] NAA gUG] 79U A¢ {!t [ AD] x |/ DE¢EE¢UNT Dg§ NDAPDackepdy AT 1 D¢
landscape from a cloud application.

Migrating to a new integration platform means that you need to create a new connection in your System
Connections app and change the destination and authentication configurations in your backend system as

well as your SAP Cloud Connector configurations.
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For a customer integrating to SAP Business Network for Logisticsvia their own cloud integration platform
such as an SAP Cloud Integration tenant, the configuration changes will be mainly in the SAP Cloud
Integration platform (in addition to a new connection in the System Connections app). No changes are

required in your SAP Cloud Connector tenant.
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Outbound
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Cloud Integration
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The steps to enable this switch from the old connection to the new one is detailed out in the following

sections.

Who is the target audience of this guide?

This guide captures detailed steps for customers who configured connectivity in SAP Business Network for

Logistics before August 17, 2024in the Neo integration platform.Yo
used for your connection in the System Connections app by looking

< SAP

System Connections

u canidentify the integration platform
at the jNeonor Multi-Cloudnag in the UL.

Connecﬂﬂﬁs Manage Alternate IDs Manage Cloud Connector Details _:
@ QKV_170 CrIEEm PSR i1 Documen Links  Delete
QKV_170
A\ Update your existing connections to the new integration platform for enhanced
performance because the old platform has been deprecated. Learn how to
migrate here. Created By Created On Inbound Status Outbound Status
e2e_shipper0l@sapcom  Jun10,2024  Active Active
QK x Q Add Inbound to Network  Outhound fram Network

ABAP-based SAP system | @ Leamn more about the new integration platform here

QKV_170_old [ neo] Certificates Add Last Updated at 1:59 PM UTC+05:30
QKV_170_old Inbound Status Inactve Alias Serial Number valid To  Stats Subject Issuer
Type:ABAP-based SAP system Outbound Status: Inactive
QKV_CERT 101636808715135657 May 24, 2025, Published CN=QKV_170_CERT CN=SAP Cloud x
. . . 224518575825861991 4:41:00PM (POO2617), Platform Client CA,
A\ This connection's integration platform has been deprecated L=tbn accounts400.on  OLU=SAP Cloud
demand.com, Platform Clients,
OU=gelaffh2-62a1-  O=SAP SE, L=EU10-
QKV_170 [rautei<ioud | 43cc-a687- Canary, C=DE
2ba7Sedb3dss
QKV_170 Inbound Status: Active QU=Canary, OU=SAP
Cloud Platform

Type:ABAP-based SAP system Outbound Status: Active |

Clients, O=SAP SE,

New customers can refer to our administration guide and SAPCommunity blog which capture the

configuration steps in detaild 50§71 ¢ AT T D¢

updated over there.

“wl g
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Data Center-Specific Integration Platform

SAP Business Networks for Logistics is available in two different data centersh EU and US. There are
dedicated integration tenants for customers in each data center h one for EU and one for US. In this migration
@] 1T x0y D) NAA gUU A addrgssds of hése tvé dath cemtdisDPleade grsuretthat you
update your configurations by referring to the data center where your tenant is hosted.

| DI 7D T x0é774F D] § TUECAET NG xAT A

L& D] AgU J¢é¢g]gU APD]T D g TUECAETNGg xATANUCET Ugy
URL of your SAP Business Networks for Logistics tenant.

URL in SAP Business Network for Logistics Data Center
https://shipper0 1.lbn.cfapps.eul0.hana.ondemand.com/ EU
https://Ibn -shipper01.lbn.cfapps.us20.hana.ondemand.com/ us

Why Migrate?

Apart from the sunset of integration platform, the migration to the new platform has its benefits. Listing some
of these below:

9 Improved data persistence resources for integration logs: In the current integration platform, resources for
database are limited and at the maximum possible limit. Customers rely on integration logs and payload
download feature to debug/validate any integ ration issues. If the DB memory limit is breached, integration
scenarios would work fine but there would be discrepancies in the way logs/payloads are stored. Migrating
to the new platform will ensure proper log monitoring and payload download.

1 Improved security for communication between SAP Business Networks for Logistics apps: Better
authentication protocols will be deployed for communication between SAP Business Networks for
Logistics backend apps and the new integration platform.

1 New features: Improvements to platform features will be based on the new integration platform. Some of
these upcoming features include hourly auto-reprocessing of failed/escalated logs.

1 Self-configuration to set up inbound communication for freemium customers: Freemium customers such as
nNA§gagT UggnNn ] gUx 7D gUAI Dé 176U TT1RNyUiTéae EGDNUgQ
Business Networks for Logistics. This was true foboth APl and EDI communications. Part of this was
because of a lack of support from the older integration platform. In upcoming releases, we intend to make
these provisioning available via configuration apps for freemium customers.
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Changes for Premium Users

Existing Connections in SAP Business Network for Logistics

Your existing connections in the System Connections app will be untouched. Even though new
connections will be used to connect from your backend system to SAP Business Network for Logistics via the
new integration platform, existing documents created in your SAP Business Network for Logistics apps (such
as Freight Orders for Corfirmation, Freight Orders for Settlement, etc.) refer to the old connections to
communicate back to your SAP backend systems. This means that a confirmation message for a freight order
created prior to the migration will work only if the original connection is unchanged.

The existing connections in SAP Business Network for Logistics that point to the old integration platform will
be highlighted and have adifferentiator N A A A U xas fpllows:D N

System Connections ~

Connections (4) Manage Altemate IDs ~ ov o
QW9_170 @ P MUl Configure Document Links  Delete
A\ Update your existing connections to the new integration aws ‘T‘,,
platform for enhanced performance because the old platform B
has been deprecated. Learn how to migra[e here.
Created By Created On; Inbound Status:  Outbound Status:
mithun.p.john@sap.com Sep 27, 2021 Active Active
ows_17q X Q Add
Inbound to Network  Outbound from Netwark
ABAP-based SAP system
A Leam how to migrate this connection to the new integration platform here
Shipmentintegration [ Neo
i 1 c
aws_170 Inbound Status Inactiva Certificates Add  Last Updated at 3:08 PM UTC+05:30 C,
Type .:E;[\:n;\nasau SAP Outbound Status: Inactive Alias Serial Number valid To  Status Subject Issuer
¥!
mithun-test 1611739670254953135 Decs, 2024, Published CN=mithun-opensslv3-  CN=SAP Cloud Platiorm X
a 7252261646268219738 10:50:00AM test (PD00118), Client CA, OU=SAP
This connection's integration platform has been deprecated 1 L=lbn.accountsdd0.onde  Cloud Platform Clients,
mand.com, O=SAP SE, L=EU10-
Ou=Belafib2-62a1- Canary, C=DE
S4-CPICF [Neo ) 43cc-a687-
N 2ba75e4b3d84,
Qws_170 Inbound Status: Inactive i OU=Canary, OU=SAP
Type: :;A:\::aseu SAP Outbound Status: Inactive g‘_“;:;gg"é’_“ufg‘f"‘s-
quo170_eZeshipper0l  3344108872579446308 Oct 10, 2024, Published CN=ezeshipper0l CN=SAP Cloud Platiorm X
5249834849903555805 10:33:00AM (P002617), Client CA, OU=SAP
This connection's integration platform has been deprecated 0 L=lbn.accountsd00.onde  Cloud Platform Clients,
mand.com, O=SAP SE, L=EU10-
Ou=8elaffb2-62a1- ‘Canary, C=DE
QW9_170_Basic_Auth m 43cc-a687-
2ba7sedbidad,
aws_170 Inbound Status: Active OU=Canary, OU=SAP
. . atus: Cloud Platform Clients,
ype:ABAP-based SAP Outbound Status: Active I m
systam 0=8AP SE, C=DE
This connection's integration platform has been deprecated,

Note : Any new connection created in the app since June 22, 2024 will be markO x [ 7 7 é&Mulfi-claudN
differentiator and you need to use the APl URLs and configurations mentioned in this guide for any new
connection.
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Configuration Changes

For customers of SAP Business Network for Logistics whavish to connect their backend TMS systemh SAP
Transportation Management standalone (SAP TM) or TM in SAP S/4HANA, the following changes are required
to migrate from the old platform to the new one.

Inbound to SAP Business Network for Logistics

1 The most significant change is that the SAP Business Network for Logistics endpoint will be changed to the
new integration platform. This means that configurations for outbound from your SOAMANAGER or SAP
P1/PO or SAP Cloud Integration system must be updaed.

SAP” Web Service Configuration (QW9;170)

Configuration: Consumer Proxy /SCMTMS/CO_CPX_TPNOR_REQ', Logical Port ‘LBN_TRANSPORTATION_ORDER_REQ_OUT'

Save

Consumer Security Messaging Transport Settings Identifiable Business Context Operation Settings Administrative Information

URL Access Path

®) Complete URL URL components
URL:* https://api.logistics.eu.business-network.cloud.sap/cxf/lbn/b2b/soap/iv1

Language of User Context v

Transport Binding

No Call in Local System
SOAP11 v

0

You must use the following new URL for Provider SOAP APIs in SAP Business Network for Logistics:
Data Center | Inbound SOAP URL

EU https://api.logistics.eu.business-network.cloud.sap/cxf/lbn/b2b/soap/vl

us https://api.logistics.us.business-network.cloud.sap/cxf/lbn/b2b/soap/vl
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1 You must generate new keypairs (client certificates -. p12 files) to authenticate the inbound
communication to SAP Business Network for LogisticsYou must not continue to use the existing client
certificates. ThenewkeyEAT §g C] g7 DU | EADAxUx 1¢ 1760 p{eEw {£N

updated in the SOAMANAGER configuration:

.7 Web Service Configuration (QW9;170)
Configuration: Consumer Proxy 'I[SCMTMS/CO_CPX_TPNOR_REQ', Logical Port 'LBN_TRANSPORTATION_ORDER_REQ_OUT'

Save

Consumer Security Messaging Transport Settings Identifiable Business Context Operation Settings Administrative Information

Configuration of Consumer Settings without WSDL Decument. LP=LBN_TRANSPORTATION_ORDER_REQ_OUT

Authentication Level: Basic

Authentication Settings

() User ID / Password
SAP Authentication Assertion Ticket
(®) X.509 SSL Client Certificate

() OAuth 2.0

X.509 SSL Client PSE

SSL Client PSE of transaction STRUST:  LBN_NEW_PLATFORM (@

1 As the endpoint is now changed, this means that SSL certificates are also different and must be updated in
the STRUST configuration.

Navigate to the host URL mentioned above (depending on your data center) in a browser. If prompted for
a credential, click on Cancel. Click on the configure/secure icon in the URL bar and navigate to the
Certificate viewer. Download the root certificate and upload it in STRUST.

o=

23 | api.logistics.eu.business-network.cloud.sap s CI Y L] i}
404 Mot Found: Requested route (  cortificate Viewer: api.logistics.eu.business- > Orvdenand
network.cloud.sap

General  Details

Certificate Hierarchy

I DigiCert Global Root G2 I

DigiCert Global G2 TLS RSA SHA256 2020 CA1

api.logistics.eu.business-network.cloud.sap
Certificate Fields

DigiCert Global Root G2
Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
Validity

Not Before

Field Valug
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Note: For customers using an intermediate integration platform, such as SAP PI/PO, or SAP Cloud
Integration, they need to update the destination URL and client certificate detail in the respective places.

1 In SAP Business Network for Logistics, you must create a new connection in your System Connections app.

Your old connections stay as they are . You can continue to edit the existing connections. Thereis a

differentiator in the Ul to help you identify between old and new connection types. For old connection s, a

bannerispresenthpn £ €1 ¢

NDEEORNTT DENG

T¢TUegAT T D¢ EAATADGC

created in the System Connections app since the release will point to the new integration platform. You

i Dént PO APAU 71

System Connections

Connections

@

Manage Alternate IDs

D NgUAT O ¢ Ui

Manage Cloud Connector Details.

QKV_170 (CIIEmT)

A& Update your existing connections to the new integration platform for enhanced

performance because the old platform has been deprecated. Leam how to
migrate here

QKV X Q

ABAP-based SAP system

QKV_170_old [ Neo ]
QKV_170_old
Type:ABAP-based SAP system

Inbound Status: Inactive

Outbound Status: Inactive
A This connection’s integration platform has been deprecated

Inbound Status: Active

QKV_170
QKV_170

Type:ABAP-based SAP system Outbound Status: Active

Add Inbound to Network

NDeEcORNT T Dég 1¢ Te0 |

LAY LU LELTIEY  Configure Document Links  Delete

QKV_170
Created By: Created On: Inbound Status: Outbound Status:
e2e_shipper01@sap.com Jun 10, 2024 Active Active

Outbound from Network

@ Learn more about the new integration platform here

Certificates
Alias Serial Number
QKV_CERT 101636808715135657
224518575925861991
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Add Last Updated at 1:59 PM UTC+05:30

Valid To  Status Subject Issuer
May 24, 2025, Published CN=QKV_170_CERT  CN=SAP Cloud x
4:41.00PM (P002617), Platform Client CA,
L=lbn.accounts400.on  OU=SAP Cloud

Platferm Clients,
0=SAP SE, L=EU10-
Canary, C=DE

demand.com,
OU=Belaffb2-62al-
43cc-abB7-
2ba7Sedb3dsd,
OU=Canary, OU=SAP
Cloud Platform
Clients, O=SAP SE,
C=DE

10/ 16


http://www.sap.com/legal-notice

Outbound from SAP Business Network for Logistics
TL¢ 7é0 {lgTUC / D¢EE¢UNTTI DEg AEEy DEU¢ paAéAeU [/ AD) x | DE
ADNATT D¢ L5 Aéx A¢ UOCAT A L5d °D| ¢ U@ecountdyoinSAP Gload) ¢ 01
Connector configuration. To add the new platform in your SAP Cloud Connector, the authentication is
enabled via email ID instead of SUser ID. This is the email linked to your SUser in the SAP ID service.

The existing location ID must not be re-used, and a new location ID must be added. This is because the

existing connection should remain as mentioned before.

fLé 7é0 ph]T1PD)]éx &agDC bUTI Dgyn TAPy CAT ¢T AT ¢ 76U DPANy
fL¢ 7TeU0 n/ Dcai el §gu / DEE¢UNTI DéEgN TAD CAT ¢T AT ¢ 760 np! N7
TTé Agi N 1] T7eU0¢171T NA

- L& D] NebDDgU n/ AD] x [/ D¢¢UNT Dg |

configured above.

- L& D] NebDDgOU npn/ AT 0¢7 /0g71 81T NAT Ony EAUAgO ¢DT U0 7T oe
Aé¢x 7eéeU0 ¢0i Dé¢UOd nsDi ¢ADAx /0§77 8T NATO /eATén 17T AA N

11/ 16

2024 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice @mww.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material


http://www.sap.com/legal-notice
















