© 2026 SAP SE or an SAP affiliate company. All rights reserved.

Administration Guide | PUBLIC
SAP Business One, version for SAP HANA
Document Version: 2.1 — 2026-01-05

SAP Business One Components High Availability
Guide, version for SAP HANA



Content

2.2

3.2

2

Introduction. . ... ..ot e e s e e s 5
Installation. . . ... ... i i it e e e s 6
Installing Version 10.0 FP 2208 or Later. . . . . ... .. 6
Installing Primary SLD on Server A. . . .. . .. 8
Installing Secondary SLD on Server B. . . . .. 19
Configuring a Virtual IP Address for SLD. . . . . . . ... 29
Installing Primary License Manager on Server A. . . . ... . ... . . . . ... 41
Installing Secondary License ManageronServerB. . ... .. ... .. ... . . . .. ... 50
Installing SAP Business One Client and Other Components, version for SAP HANA. . ... ... ... 60
Installing Web Client. . . .. . ... 61
Installing Version 10.0 FP 2202 or Earlier. . . . . . . 72
Installing Primary SLD on Server A. . . . .. 73
Installing Secondary SLDon Server B. . . . ... ... . 81
Configuring a Virtual IP Address for SLD. . . . . . .. 89
Installing Primary License Manager on Server A. . . . . .. .. . 98
Installing Secondary License ManageronServerB. . ... ... ... .. .. ... ... ... ...... 104
Editing License Manager Address. . . . . . ... 110
Adding Allowlist to License Manager. . . . . . ... 111
Installing SAP Business One Client and Other Components, version for SAP HANA. . . .. ... ... 112
Upgrade. . .. ... .. i i e i i e e e asaea e e e e e e 114
Upgrading Highly Available SAP Business One, version for SAPHANA. . ... ... ... ... ......... 114
Upgrading to Version 10.0 FP 2208 or Later. . . . . .. ... 115
Upgrading to Version 10.0 FP 2202 or Earlier. . . . .. .. .. ... . . . . . . . 149
Upgrading SAP Business One, version for SAP HANA, for High Availability. . .. ............... 158
Upgrading to Version 10.0 FP 2202 or Earlier. . . . ... .. o 159
Uninstallation. . . ... ... i i i st e s 189

SAP Business One Components High Availability Guide, version for SAP HANA
PUBLIC Content



Document History

Document History

Version Date Change

10 2019-11-11 First version.

11 2020-06-22 Updates to upgrade procedure for high
availability-enabled environment.

1.2 2020-12-11 Updates for SAP Business One 10.0 FP
2011, version for SAP HANA.

1.3 2022-03-21 Updates for SAP Business One 10.0 FP
2202, version for SAP HANA.

14 2022-11-25 Updated diagrams and screenshots.
Added two new sections for installing
SAP Business One 10.0 FP 2208 or
later, version for SAP HANA, and for up-
grading a highly available environment
t0 10.0 FP 2208 or later.

15 2023-02-06 Added configuration steps for high
availability of SAP Business One,
version for SAP HANA, Web client.

1.6 2023-06-15 This guide is available in HTML format,
in addition to PDF.

17 2024-05-08 Updated sample codes for installing

nginx 1.26.0 on Linux servers in the in-
stallation procedure for SAP Business
One 10.0 FP 2208 or later, version

for SAP HANA. For more information,
see Configuring an nginx Reverse Proxy
[page 30].

SAP Business One Components High Availability Guide, version for SAP HANA

Document History

PUBLIC



Version

Date

Change

18

2025-05-13

® Updated Configuring an nginx Re-
verse Proxy [page 30] and Con-
figuring nginx [page 140] with
a simpler nginx installation proce-
dure for SAP Business One 10.0
FP 2208 or later, version for SAP
HANA. The configuration file is up-
dated accordingly.

® Updated Reconfiguring nginx Re-
verse Proxy [page 70] for the Web
client with the affected changes.

1.9

2025-07-02

Added a Certificate Verification Settings
window to the installation and upgrade
procedures for System Landscape Di-
rectory when you install or upgrade to
SAP Business One 10.0 SP 2411 or later,
version for SAP HANA, for components
high availability.

20

2025-10-26

As of SAP Business One 10.0 SP

2511, version for SAP HANA, the key
components are separated from the
Server Tools service. The default port
for License Manager and License Con-
trol Center is updated from 40000 to
40002. Both the installation and up-
grade procedures are updated to ac-
commodate these changes.

21

2026-01-05

Updated the restart command for Li-
cense Manager.

4 PUBLIC

SAP Business One Components High Availability Guide, version for SAP HANA
Document History



1 Introduction

High availability refers to a system which is continuously operational for a desirably long period of time. You can
increase the availability of a server by using multiple components on different servers. With high availability,
you are able to avoid or reduce unplanned downtime, and protect databases against failures.

SAP Business One 10.0, version for SAP HANA supports high availability. High availability of SAP Business One
components, version for SAP HANA, is achieved by using a virtual IP (VIP) address and the nginx reverse proxy
server. A VIP address is an address that is shared by both the primary and secondary nodes. If one node fails,
the VIP address is automatically reassigned to another node.

The following figure illustrates the landscape of the high availability environment.

B9 Windows

R Linux
Primary SLD and SAP Business One - .
COInpDnents {SAP HANA} P”rnarv o
Secondary 5LD and
License Manager
Secondary SLD and SAP Business One Client
License Manager (optional) and Other Components

SAP Business One Components High Availability, version for SAP HANA

Secondary Web Client

Secondary Web Client

(optional)

NGINX High Availability (Optional)

This guide will walk you through how to set up a high availability environment for SAP Business One 10.0
components, version for SAP HANA, specifically for System Landscape Directory (SLD) and License Manager.

* If you want to install SAP Business One 10.0 PLOO or higher, version for SAP HANA, for high availability, see
Installation [page 6].

* If you want to upgrade your existing SAP Business One, version for SAP HANA, without high availability
capabilities, to 10.0 PLOO or higher for high availability, see Upgrade [page 114].

* If you want to upgrade your existing SAP Business One, version for SAP HANA, with high availability
capabilities, to 10.0 PLOO or higher with high availability, see Upgrade [page 114].

* If you want to uninstall the solution, see Uninstallation [page 189].

SAP Business One Components High Availability Guide, version for SAP HANA
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2 Installation

To set up a high availability environment for SAP Business One components, version for SAP HANA, we
recommend that you prepare at least four Linux servers and one Windows server.

In the case of four Linux servers, we recommend that you use two for the primary and the secondary SLD

and License Manager, one for nginx, and one for other components (including but not limited to an SAP HANA
database instance, the System Components, and the System Database). We assume the server for the primary
SLD and License Manager is Server A, and the server for the secondary SLD and License Manager is Server B.

® Note

Before the installation, make sure that all the prerequisites for installing SAP Business One, version for
SAP HANA, have been met. For more information, see SAP Note 1944415¢% and the SAP Business One
Administrator's Guide, Version for SAP HANA on SAP Help Portal.

In addition, you should install the SAP HANA database client on both Server A and Server B.

Follow the procedures below for different versions:
Installing Version 10.0 FP 2208 or Later [page 6]
Installing Version 10.0 FP 2202 or Earlier [page 72]

2.1 Installing Version 10.0 FP 2208 or Later

As of SAP Business One 10.0 FP 2208, version for SAP Business One, version for SAP HANA, the Identity
and Authentication Management (IAM) service is available. With the IAM, you can use a single set of login
credentials across multiple platforms, applications and networks. The SAP Business One Authentication
Service is delivered with the System Landscape Directory as a built-in service for the IAM. As a result,

the configuration procedure for high availability of SAP Business One components is slightly different from
previous versions.

In addition, as of 10.0 FP 2208, you can optionally configure high availability for SAP Business One, version
for SAP HANA, Web client. The Web client runs on both MS SQL Server database and SAP HANA database
technology. It offers the SAP Business One core business logic and processes provided in a new user
experience based on the SAP Fiori design concept.

The following figure illustrates the landscape of the high availability environment.

SAP Business One Components High Availability Guide, version for SAP HANA
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% Windows Server
S |inux Server
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(Authentication Service) and Primary Web Client
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Components (SAP HANA)
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(Authentication Service) and Secondary Web Client
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NGINX + Keepalived
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NGINX + Keepalived Virtual IP Address

Node A

Node B

NGINX High Availability (Optional)

For more information about the IAM, see the guide Identity and Authentication Management in SAP Business
One on SAP Help Portal.

For more information about the Web client, see SAP Business One Administrator's Guide, version for SAP HANA
and the User Guide for SAP Business One, Web Client.

To install SAP Business One 10.0 FP 2208 or later, version for SAP Business One, version for SAP HANA, for
high availability, proceed as follows:

® Note

Please make sure that the date and time are the same on all servers. If the date and time are not
synchronized across all machines, errors will occur during authentication.

Installing Primary SLD on Server A [page 8]

Installing Secondary SLD on Server B [page 19]

Configuring a Virtual IP Address for SLD [page 29]

Installing Primary License Manager on Server A [page 41]

Installing Secondary License Manager on Server B [page 50]

Installing SAP Business One Client and Other Components, version for SAP HANA [page 60]

N o ON LN

Installing Web Client [page 61]

SAP Business One Components High Availability Guide, version for SAP HANA
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2.1.1 Installing Primary SLD on Server A
Procedure

1. Copy the product package to Server A.
2. Inacommand line terminal, log on to Server A as root

3. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:

./linstall

The installation process begins.

® Note

If you receive the error message: “Permission denied”, please set execution permission for the installer
utility to make it executable. To do so, run the following command: chnod +x i nstal |

4. Inthe Welcome page of the setup wizard, choose Next.

I8 sAP Business One - b4

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade

Install new components and upgrade existing components on this machine.

in Admini r i

5. Inthe Specify Installation Folder window, specify where you want to install the server components and
choose Next.

SAP Business One Components High Availability Guide, version for SAP HANA
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[53 AP Business One Server Components - | - (] X

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools, version for SAP HANA. ‘

|/usr/sap/SAPBusinessOne |

|
Restore Default Folder | | Browse... |
|
|
|

A - -

6. Inthe Select Features window, select only System Landscape Directory and keep other features deselected.
Choose Next.

Choose Yes when you see the message: System Landscape Directory will be installed
without the License Server component; License Server can be installed later.
Make sure that you install at least one license server on some machine of your
landscape. Do you want to continue without selecting the License Server?

m SAP Business One Server Components O S
Select Features
| Component Name Installed Version New Version | Action !
= ¥l Server Tools _
= [¥] Landscape Management | L
v| System Landscape Directory 1 e | install |
1 {

[] Extension Manager
L] License Manager
(] Job Service
—[L] Mobile Service L
= D_.__A.pp Framework |
L] App Framework
[_| SLD Agent (On Premise)
|| Web Client | -l

Description
System Landscape directory (SLD) is the central source of system landscape information. It is required for user authentication
and landscape management.

prevous | [ o

7. If you are installing SAP Business One version 10.0 SP 2408 or earlier, skip this step.

If you are installing version 10.0 SP 2411 or later, you will enter the Certificate Verification Settings window.

SAP Business One Components High Availability Guide, version for SAP HANA
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In the Certificate Verification Settings window, enable or disable certificate verification. The Enable
certificate verification checkbox is selected by default.

If you choose to enable certificate verification, make sure that you obtain a valid certificate and don't use a
self-signed certificate. For more information about the necessary prerequisites, see SAP Note 3520401 # .

B SAP Business One Server Components - O

Certificate Verification Settings

Certificate verification is a security feature that ensures the authenticity and integrity of certificates used by websites and
applications. Enabling this feature helps protect your data and privacy by preventing unauthorized access and ensuring secure
communication

[¥] Enable certificate verification

Please note that the self-signed certificate generated by the installer is not supported by certificate venfication

reoee [ [
Cancel . Previous | | Next

8. Inthe Network Address window, select the IP address of Server A, or use the hostname.

IZ3 5AP Business One - x

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

I

provous | [ e

9. Specify a port number for the System Landscape Directory and choose Next.

* Ifyou are installing SAP Business One version 10.0 SP 2511 or later, you will enter the Server Tools
Service Port window.

SAP Business One Components High Availability Guide, version for SAP HANA
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¢ If you are installing SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508, you
will enter the Service Port window.

The default port number is 40000.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset in the Server Tools Service Port window or Restore Default Port in the Service Port window.

r
||

m SAP Business One

Server Tools Service Port

Specify a port number which will be used by the Server Tools group of services:

« System Landscape Directory
» Extension Manager
» Backup Service

Port Number {40000 | | Reset I

Cancel |  Previous ] I Next

Server Tools Service Port Window

m SAP Business One — O X

Service Port

Specify a port number which will be used by the services to be installed.

Port Mumber 40000 | ‘ Restore Default Port

rovovs ] [

Service Port Window

SAP Business One Components High Availability Guide, version for SAP HANA
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10. In the Authentication Service Ports window, specify a port number for SAP Business One Authentication
Service. Choose Next.
The default port number is 40020.
The management port number is calculated and filled in automatically by adding 1 to the port number.
You can change the port number as needed. To discard your changes and revert to the default port number,

choose Reset.

[E9 s4P Business One — O b

Authentication Service Ports

Specify port numbers which will be used by the SAP Business One Authentication Service.

Socket Port Bindings

Port (HTTPS) 40020 | | Reset

Management Port (HTTP)

S

11. Inthe Landscape Selection window, select New landscape.

IE3 SAP Business One - X

Landscape Selection

Specify a landscape for this new System Landscape Directory installation.

® New landscape

() Existing landscape

-

SAP Business One Components High Availability Guide, version for SAP HANA
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12. In the Site User Password window, create a password for the landscape administrator B1SiteUser and
confirm the password. Then choose Next.

I3 SAP Business One - X
Site User Password
Enter and confirm the password for the site user.
Mate: For more information about the role of the site user, see the Administrators Guide.
Site User ID B1SiteUser
Password

Confirm Password

Cancel Previous ' Next

13. In the Specify Security Certificate window, specify a security certificate and choose Next.

You

can obtain a certificate using one of the following methods:

Third-party certificate authority

You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

Certificate authority server

You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

(Not recommended) Generate a self-signed certificate

You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.

SAP Business One Components High Availability Guide, version for SAP HANA
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IZ3 SAP Business One Compenents - - X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a cerificate for authentication:
® Use a self-signed cerificate

) Specify a PKCS12 cerlificate store and cerificate password

-

14. In the Landscape Server window, keep the default values of the Landscape Server address and port
number. Choose Next.

I3 SAP Business One - X

Landscape Server

The following address will be used by all other components as SLD address for component registration.
If you do not intend to use High Availability mode or reverse proxy or virtual address for SLD, always keep the default values.

You can update SLD address. Ensure that your network routing will forward the address to the local machine on which SLD is
being installed.

Landscape Server [ | Port

e —

15. In the Shared Folders for System Landscape Directory window, select both checkboxes: Create a default

CD repository based on the installation media currently running and Create a central log directory under the
installation folder on the local machine. Choose Next.

SAP Business One Components High Availability Guide, version for SAP HANA
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:’ SAP Business One Server Components £l

X

Shared folders for System Landscape Directory

You can remotely perform the administrative tasks from the System Landscape Directory (SLD) control center, such as the
remote deployment of the system database. To use this functionality, you must create both the CD repository and central log
directory. You can create and register these folders in the SLD control center later manually, or create the default instances now
by selecting the following settings

[_] Create a default CD repository based on the installation media currently running

[_] Create a central log directory under the installation folder on the local machine

CD Repository
Local Path

k Path

s
Central Log
_ocal Path

Network Path

User

[om e ———

16. In the Database Server Connection window, specify the following information and then choose Next:

Connection
* SAP HANA Server: Enter the hostname or IP address of your SAP HANA server.
* Instance Number: Enter the instance number of your SAP HANA database.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the name of the tenant database that you want to use.
Credentials

® User Name: Enter your tenant database user name.

* Password: Enter the password for your user name.

SAP Business One Components High Availability Guide, version for SAP HANA
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[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server | | Instance Number |00

Tenant Database [

Credentials
User Name |

Password |

The specified database user requires privileges according to the Administirator's Guide.

| Cancel | | Previous | | Next

17. In the Service Database window, choose to create a new database schema for SAP Business One
Authentication Service and enter a name.

The default schema name is B1AS.
E SAP Business One — O X

Service Databases

Specify a new database or connection to the existing SAP Business One Authentication Service schema.

(® Create a new schema

[B1as |

! Connect to the existing schema

e

18. In the System Landscape Directory Schema window, enter a database schema name for the SLD.

SAP Business One Components High Availability Guide, version for SAP HANA
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IZ3 SAP Business One - pd

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.
{® Create a new schema

O Connect to the existing schema

Cancel Previous | ‘ Next

19. In the Windows Domain User Authentication (Single Sign-On) window, do one of the following:

¢ If you want to use the single sign-on (SSO) function for SAP Business One, version for SAP HANA,
select Use domain user authentication, specify all required information, and choose Next.

® Note
A fully qualified domain name must be a full name in UPPER case.
The domain user name is case-sensitive.

Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you can't proceed with the installation.

* If you haven't registered a domain user account with the Service Principal Name (SPN), make sure that
the domain user account specified here is the one that you intend to use for SPN registration.

- Recommendation

As this domain user is a service user that functions purely new domain service user and for the
purpose of setting up SSO, we highly recommend that you create a new domain service user and
not assign any privileges to the user other than the logon privilege. In addition, keep the user's
password unchanged after enabling SSO; otherwise, SSO may stop working.

* If you do not want to use the SSO function, select Do not need domain user authentication and choose
Next.

A Caution

If you do not specify the domain user information during the installation of server components, you
will not be able to activate the SSO function after the installation.

SAP Business One Components High Availability Guide, version for SAP HANA
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54 5AP Business One Server Components - m] o

Windows Domain User Authentication (Single Sign-On)

The Systermn Landscape Directory supports Windows domain user authentication for the SAP Business One client.

If you need this feature, specify a valid domain user and password.
Then the domain administrator must use the SetSPN tool to register a Service Principal Name.
Note: For more information about Service Principal Name, see the Administrator's Guide.

(® Do not need domain user authentication

() Use domain user authentication

[_cwew ] =T -

20.In the Review Settings window, review your settings carefully. If you need to change your settings, choose

Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that Network Address and Server Address are the same for all installations without proxy SLD IP or
hostname.

3 AP Business One - o X

Review Settings

Review your settings carefully before starting the setup process:

| Parameter Value |

Installation Folder
[Service Port
|Network Address

L

\Landscape Server |
Protocol _https

!Senref Address
[Server Port |
:S-lill! User awan

<

You can save current settings in & property file for future use.
Caution: Passwords will also be saved in the property file.

[ peevous | [ s ]

21. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following

18

options:

If the SLD is installed successfully, choose Next to finish the installation.

If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

SAP Business One Components High Availability Guide, version for SAP HANA
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22.In the Setup Process Completed window, review the installation.
23.Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2208 or Later [page 6]

Next task: Installing Secondary SLD on Server B [page 19]

2.1.2 Installing Secondary SLD on Server B

Procedure

1. Copy the product package to Server B.
2. Inacommand line terminal, log on to Server B as root.

3. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:

./install

The installation process begins.

® Note

If you receive the error message: "Permission denied", please set execution permission on the
installer utility to make it executable. To do so, run the following command: chmod +x i nst al |

4. Inthe Welcome page of the setup wizard, choose Next.

I3 S4P Business One -

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade
Install new components and upgrade existing components on this machine.

in Admini r i

SAP Business One Components High Availability Guide, version for SAP HANA
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5. Inthe Specify Installation Folder window, specify where you want to install the server components and
choose Next.

[E3 54P Business One Server Companents - = 0 X

Specify Installation Folder

Specify a folder where you want o Install SAP Business One server Lools, version for SAP HANA.

|/usr/sap/SaPBusinessOne |

Restore Default Folder | | Browse... |

-

6. Inthe Select Features window, select only System Landscape Directory and keep other features deselected.
Choose Next.

Choose Yes when you see the message: System Landscape Directory will be installed
without the License Server component; License Server can be installed later.
Make sure that you install at least one license server on some machine of your
landscape. Do you want to continue without selecting the License Server?

v System Landscape Direclory I | nstal |

[] Extension Manager

L] License Manages

] Job Service

L] Mobile Service

= O App Framework |

L] App Framework |
[_| SLD Agent (On Premise) |
|| Web Client | | -

Description

System Landscape directory (SLD) is the central source of system landscape information. It is required for user authentication
and landscape management.

&9 54P Business One Server Components O X
Select Features
| Component Name | Installed Version New Version | Action !
= ¥l Server Tools l
= ¥l Landscape Management | L
|

prevous | [ e

7. If you are installing SAP Business One version 10.0 SP 2408 or earlier, skip this step.

SAP Business One Components High Availability Guide, version for SAP HANA
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If you are installing version 10.0 SP 2411 or later, you will enter the Certificate Verification Settings window.

In the Certificate Verification Settings window, enable or disable certificate verification. The Enable
certificate verification checkbox is selected by default.

If you choose to enable certificate verification, make sure that you obtain a valid certificate and don't use a

self-signed certificate. For more information about the necessary prerequisites, see SAP Note 3520401 # .

B SAP Business One Server Components - O

Certificate Verification Settings

Certificate verification is a security feature that ensures the authenticity and integrity of certificates used by websites and
applications. Enabling this feature helps protect your data and privacy by preventing unauthorized access and ensuring secure
communication

[v] Enable certificate verification

Please note that the self-signed cenificate generated by the installer is not supported by certificate verification

Cancel i Previous ] | Next
8. Inthe Network Address window, select the IP address of Server B or use the hostname.
IZ3 SAP Business One — X
Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

l

provous_] [l

9. Specify a port number for the System Landscape Directory and choose Next.

SAP Business One Components High Availability Guide, version for SAP HANA
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¢ If you are installing SAP Business One version 10.0 SP 2511 or later, you will enter the Server Tools

Service Port window.
¢ If you are installing SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508, you

will enter the Service Port window.

The default port number is 40000.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset in the Server Tools Service Port window or Restore Default Port in the Service Port window.

Server Tools Service Port

Specify a port number which will be used by the Server Tools group of services:

« System Landscape Directory
 Extension Manager
» Backup Service

Port Number |-‘oOOﬂ{J Reset |

I L d

: Cancel ] Previous J i Next

Server Tools Service Port Window

SAP Business One Components High Availability Guide, version for SAP HANA
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[E3 s4P Business One - O X

Service Port

Specify a port number which will be used by the services to be installed.

Port Number (40000 | ‘ Restore Default Port

e -

Service Port Window
10. In the Authentication Service Ports window, specify a port number for SAP Business One Authentication
Service. Choose Next.

The default port number is 40020.

The default management port number, 40021, is calculated automatically by adding 1 to the default port
number.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset.

m SAP Business One — O X

Authentication Service Ports

Specify port numbers which will be used by the SAP Business One Authentication Service.

Socket Port Bindings

Port (HTTPS) 40020 | | Reset

Management Port (HTTP)

e -

SAP Business One Components High Availability Guide, version for SAP HANA
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11. In the Landscape Selection window, select Existing landscape.

I3 SAP Business One - H

Landscape Selection

Specify a landscape for this new System Landscape Directory installation.

) New landscape
@ Existing landscape

Previous | | Next

12. In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority
You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

¢ Certificate authority server
You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

* (Not recommended) Generate a self-signed certificate
You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.
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IZ3 SAP Business One Compenents - - X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a cerificate for authentication:
® Use a self-signed cerificate

) Specify a PKCS12 cerlificate store and cerificate password

Cancel Previous | ‘ Next |

13. In the Landscape Server window, specify the following information:

* Landscape Server: Enter the IP address/hostname of the primary SLD on Server A.
® Port: Enter the port number of the primary SLD on Server A. The default port number is 40000.
* Site User ID and Password: Enter B1SiteUser and the password.

® Note

The user name (B1SiteUser) and the password are the same as those entered during the
installation of the primary SLD on Server A.

I3 SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure that the System Landscape Directory is running.

Landscape Server I | Port

Site User ID | |

Password [s0ee |

W ——
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14. In the Database Server Connection window, specify the following information and then choose Next:
Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.
* Tenant Database: Enter the same tenant database name that you use for the primary SLD.
Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.

* Password: Enter the password for the user name.

[E3 5P Business One Server Components - - O X

Database Server Connection

Specily the database information,

Connection
SAP HANA Server Instance Number 00

Tenant Database

Credentials

User Name

Password

The specified database user requires privileges according to the Adminisirator's Guide.

Cancel | Previous Nl:ﬂ:

S — 4 A

15. In the Service Database window, choose to connect to the existing database schema that you created for
SAP Business One Authentication Service when you deployed the primary SLD. Choose Next.
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E" SAP Business One

- O X

Service Databases

) Create a new schema

® Connect to the existing schema

[B1as

=]

Specify a new database or connection to the existing SAP Business One Authentication Service schema.

Previous | | Next

16. In the System Landscape Directory Schema window, choose to connect to the existing SLD schema that

you created when you deployed the primary SLD.

I3 SAP Business One

- X

System Landscape Directory Schema

(3 Create a new schema

@ Connectto the existing schema

[v]

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

Cancel

Previous | ‘ Next

17. In the Windows Domain User Authentication (Single Sign-On) window, do one of the following:

¢ If you want to use the SSO function for SAP Business One, version for SAP HANA, select Use domain
user authentication, specify all required information, and choose Next.

® Note

A fully qualified domain name must be a full name in UPPER case.

The domain user name is case-sensitive.
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Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you cannot proceed with the installation.

¢ If you have not registered a domain user account with the Service Principal Name (SPN), make sure
that the domain user account specified here is the one that you intend to use for SPN registration.

- Recommendation

As this domain user is a service user that functions purely for the purpose of setting up SSO, we
highly recommend that you create a new domain service user and not assign any privileges to the
user other than the logon privilege. In addition, keep the user's password unchanged after enabling
SSO; otherwise, SSO may stop working.

* If you do not want to use the SSO function, select Do not need domain user authentication and choose
Next.

A Caution

If you do not specify the domain user information during the installation of server components, you
will not be able to activate the SSO function after the installation.

53 5AP Business One Server Components - O X

Windows Domain User Authentication (Single Sign-On)

The Systermn Landscape Directory supports Windows domain user authentication for the SAP Business One client.

If you need this feature, specify a valid domain user and password.
Then the domain administrator must use the SetSPN tool to register a Service Principal Name.
Note: For more information about Service Principal Name, see the Administrator's Guide,

(® Do not need domain user authentication

() Use domain user authentication

Cancel Previous MNext

18. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of Network Address is the address of the secondary SLD on Server B, while the value of
Server Address is the address of the primary SLD on Server A.
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IE4 AP Business One - O x

Review Settings

Review your settings carefully before staning the setup process:

Parameter | Value
Installation -
(Installation Folder | ;
|Service Port ! '3
\Network Address

LLandscape Server

|Protocol https
Server Address

(Server Port {E—
Site User ik

4|

You can save current settings in a property file for future use. |
Caution: Passwords will also be saved in the property file. Sttt . ST

Cancel | Provious | Start

19. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* Ifthe SLD is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

20.In the Setup Process Completed window, review the installation results.

21. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2208 or Later [page 6]
Previous task: Installing Primary SLD on Server A [page 8]

Next: Configuring a Virtual IP Address for SLD [page 29]

2.1.3 Configuring a Virtual IP Address for SLD

Avirtual IP address (VIP) is an address that is shared among multiple servers. It is commonly used to enable
database high availability on various nodes. If one node fails, the VIP address is automatically reassigned to
another node.

To enable the VIP address, you need to configure an nginx server and then configure the primary and
secondary SLD with the built-in SAP Business One Authentication Service.

1. Configuring an nginx Reverse Proxy [page 30]
2. Configuring SAP Business One Authentication Service [page 33]
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3. Configuring SLD [page 35]

Parent topic: Installing Version 10.0 FP 2208 or Later [page 6]

Previous task: Installing Secondary SLD on Server B [page 19]

Next task: Installing Primary License Manager on Server A [page 41]

2.1.3.1 Configuring an nginx Reverse Proxy

Prerequisites

* You have prepared a Linux server.

* You have predefined a domain name for the SLD and other SAP Business One components, for example,
nginxserverhostname.def.com, and the domain name is bound to this Linux server.

- Recommendation

We recommend that you use a domain name instead of the IP address.

* You have prepared a domain name certificate.

* You have prepared a port for the SLD, License Manager, and SAP Business One Authentication Service. If
you want to set up high availability for the Web client, you need to prepare an additional, dedicated port.

* You have obtained the nginx configuration file:

If you are configuring SAP Business One version 10.0 SP 2511 or later, download the HA configuration
file HA_Conf_for_OP_2511_or_Later.zip and unzip it to obtain the nginx configuration file "SLD HA
Nginx Conf for OP 2511 or Later.zip".

If you are configuring SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508,
download the HA configuration file HA_Conf_for_OP_from_2208_until_2508.zip and unzip it to obtain
the nginx configuration file "SLD HA Nginx Conf for OP 2208 until 2508.zip".

Procedure

1. Goto nginx: Linux packages # and follow the instructions in the SLES section to install nginx on your Linux
server.

2. Copy the SLD files to the nginx server.

1.

30

On the nginx server, navigate to Zusr/share/nginx/html, and create a folder named
ControlCenter.

On either one of the SLD servers, navigate to <SLDInstal lationFolder>/ServerTools/SLD/
webapps (by default, .../usr/sap/SAPBusinessOne/ServerTools/SLD/webapps) and get the
SLDControlCenter .war file.

Copy and unzip the SLDControlCenter .war file to the folder Zusr/share/nginx/html/
ControlCenter on the nginx server. Overwrite the existing content, if any.
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fusr/share/nginghtml/ControlCenter/
MName
i -
5%
html
images
s
META-INF
OpenSource
saml
WEB-INF
e bind-user.html
e companySelection.html
0 indechtml
L 1ogin-siori htmi
e legin-figriFerB1Client.html
e login-fioniForChoose.html
e login-fioriF orCreateCompany.htmi
0 sbohtmi
e test.html

3. Prepare certificates:

Size Changed

GKB
G KB
10KB
5KB
KB
8KB
BKB
G KB
18 KB

5/7/2025 5:37:30 PM
5172025 5:38:08 PM
5772025 5:38:08 PM
5/7/2025 5:38:09 PM
5/7/2025 5:38:10 PM
5772025 53810 PM
5¢7/2025 5:38:10 PM
5/7/2025 5:38:07 PM
5/7/2025 5:38:07 PM
473072025 11:07:12 AM
4/30/2025 11:07:12 AM
4/30/2025 11:07:12 AM
4/30/2025 11:07:12 AM
Tr9/2024 2:05:52 PM
47302025 11:07:12 AM
4/30/2025 11:07:12 AM
4/30/2025 11:07:12 AM
T/9/2024 2:05:52 PM

Rights

PWT-XT-X
PAXT =X =X
P =XI =X
P =X
PWOT-XT-X
PWIRT-HT-X
PWIT=XT=X
WX
W -2 -X
W-T-=1--
IWer==r==
Wer==f==
w-r--f--
w-r--f--
Wer==r==
Wer==r==
wer--f--

W-r--1--

1. Use the OpenSSL library to generate the server.cer and server .key files from your PKCS12

(-pTx) file, which is used to install the SLD.

2. Copy both files to the folder /etc/nginx/cert.

If the cert folder does not exist, create it manually.

4. Goto /etc/nginx and delete the conf.d folder.

etc/ngine/

Name Size Changed

== . 5/8/2025 10:08:34 AM

[ modules 2/5/2025 11:18:25 PM
conf.d 5/7/2025 5:41:58 PM
cert 4/14/2025 4:17:52 PM

D uwsgi_params 1KB 2/5/202511:18:25PM

| scgi_params 1KB 2/5/2025 11:18:25 PM

D nginx.conf.bak 1KB  2/5/2025 11:17:18 PM

--'} nginx.conf 2KB 4/16/2025 10:48:35 AM

[‘] mime.types 6KB 2/5/202511:18:25 PM

I_b] fastcgi_params

5. Copy the nginx configuration file, "SLD HA Nginx Conf for OP 2511 or Later.zip"or"SLD HA

Figure 2: Contents at /etc/nginx

1KB  2/5/202511:18:25PM

Ow
rog
roc
roc
roc
oc
roc
oo
roc
roc
roc
oo
roo
roc
roc
roc
roc
roc

oc

Nginx Conf for OP 2208 until 2508.zip" (depending on your SAP Business One version ), to the
folder Zetc/nginx and extract the content. Override the existing content, if any.

6. Inthe etc/nginx/conf.d folder, open the HA configuration template file blc_sldCluster.conf and

edit the service addresses:
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32

fetc/nginx/conf.d/f

Name
B
| nginx_check.sh
4] keepalived.conf
D default.conf.bak
..,] b1e_sidCluster.conf
-..-] ble_proxy comman_ext.conf
) blc_proxy_cemmon.conf

Size

1KB
1KB
2KB
3KB
1KB
TKE

Changed

5/8/2025 10:08:34 AM
8/28/2018 4:48:34 PM
8/28/2018 4:48:34 PM
2/5/202511:1T:18 PM
5/8/2025 9:32:07 AM
8/28/2018 4:48:34 PM
8/28/2018 4:48:34 PM

* Inthe upstream sldService section, replace the sample values with the IP addresses and port numbers

of all your primary and secondary SLD.

* Inthe upstream licenseService section, replace the sample values with the IP addresses and port
numbers of all your primary and secondary License Manager.

* Inthe upstream licenseControlCenter section, replace the sample values with the IP address and port

number of your primary License Manager.

* Inthe upstream extManager section, replace the sample values with the IP address and port number of

your primary Extension Manager.

* Inthe upstream BIAS section, replace the sample values with the IP addresses and port numbers of
all your primary and secondary SAP Business One Authentication Service. The port numbers should
be the same as those in the Authentication Service Ports window when you install the primary and

secondary SLD.
upstream sldService{
ip_hash;
server 110000 ;
server 110000 ;
keepalive 300;
¥
upstream licenseService{
ip_hash;
server : H
server : H
¥
upstream licenseControlcenter{
server : H
¥
upstream extManager{
server 140000 ;
¥

upstream B1AS{
ip_hash;
server 140020 ;
server 149020 ;

PUBLIC
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* Inthe server section, replace the sample port number with the listening port number for the SLD, for
example, 7777.
For the server name, replace the sample name with the domain name which is bound to the IP address
of the nginx server.

Server

{

listen gz1:

SEIVEI name

% S5LD HA configuration(Internal address mapping) begins
location /3ld/saml? {
include blc_proxy common.gonf;
proxy_ set_header HOST Sserver_na_rr.e:Sserver_port:

proxy pass https://sldService;

7. Restart the nginx server with the following command: systemctl restart nginx.service.

Task overview: Configuring a Virtual IP Address for SLD [page 29]

Next task: Configuring SAP Business One Authentication Service [page 33]

213.2 Configuring SAP Business One Authentication
Service

Procedure

1. Onthe primary server, proceed as follows:
1. Goto thedirectory Zusr/sap/SAPBusinessOne/Common/keycloak/tools.

2. Use the following command with the IP address of the currently running server to run the script
authentication_ha_start.sh:
./authentication_ha_start.sh install <IP Address of Server>

3. Runthe command systemctl restart sapblservertools-authentication.serviceto
restart SAP Business One Authentication Service.
2. Repeat the steps above on the secondary server.
3. Check if the configuration is successful.

1. Onthe server that you install SAP HANA, open SAP HANA Studio.

2. Find the database instance that you use for the SLD. Find and expand the schema that you created for
the Authentication Service.
The default schema name is B1AS.
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3. Find the table JGROUPSPING in the Tables folder.
4. You can see that two new records are generated in this table, one for the primary node, the other for

the secondary node.
e 11 F-@ii-2@8E% [ ™0 mNeeNs- L. [aNDSgHDS-S. (MKTEGMDE-5. [MNDBGNDE-SL. []SSTEMDIGHDE (A NCHSNDE-B. i %% -7
B AT *  NDB&NDB (NONSYSTEM) B @
SELECT TOF Jbdo ¢ FROm "BLAS". " MeA0URIEING" -

W 00 CLUSTER MAME  LODATED
R MMl g Sl
t e b4 sl RI M  wh S £2, kR VRIS A SOk

Results

Now you can access the Authentication Service with the virtual web address: https://<Nginx
Server Domain Name>:<Listening Port Number of SLD>/auth. In this example, https://
nginxserverhostname.def.com:7777/auth.

Pevcroak

Welcome to Keyeloak

b Administrmion Conssly + [ cecumerssion » & Keycloak Projecy »

Camtswey mtage 18 w1 npiies e U b, v 5T i g iy

5 Muiling List +

& Report an s o

Task overview: Configuring a Virtual IP Address for SLD [page 29]

Previous task: Configuring an nginx Reverse Proxy [page 30]
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Next task: Configuring SLD [page 35]

2.1.3.3 Configuring SLD

Procedure

1. Store the SLD memory in one of the following ways:
* Using database persistence.
Itis a built-in solution.

* Using Redis persistence.
Redis customers need to set up a working Redis instance.

By default, we suggest using database persistence. In case of huge performance pressure, we suggest
using Redis persistence.

* For database persistence:
1. Stop the SAP Business One Server Tools Service on both Server A and Server B.
2. Find and edit the configuration file sld.xml from both Server A and Server B.

* If your SAP Business One version is 10.0 SP 2511 or later, go to the folder
<SLD Installation Folder>/SLD/conf (by default, /usr/sap/SAPBusinessOne/
ServerTools/SLD/conf).

* If your SAP Business One version is 10.0 FP 2508 or earlier, go to the folder <SLD
Installation Folder>/Common/SLD/conf (by default, /usr/sap/SAPBusinessOne/
Common/SLD/conf).

Edit the configuration file sld . xml as follows:

Update <Manager pathname="""/>into <Manager

className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManager""

password="" " pathname=""" url=" " username=" "/>

You can find the values of password, url and username from the Resource node in sld.xml.
3. Start nginx and the SLD.

1. Goto<nginx Installation Folder>/sbin (bydefault, Zusr/local/nginx/sbin)and
start nginx.

2. Start the SLD service on both Server A and Server B.

* For Redis persistence:
® Note

Please install Redis on a separate Linux server, and make sure Redis can be accessed remotely.

Here are the general steps for installing Redis:

1. Download redis-3.x.x.tar.gz, and unzip it to /home.
2. Execute the Make file.
3. Gotothe redis-3.x.x/src folder, and execute ../redis-server/redis.conf.

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.
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2. Obtain and unzip the file Redis related jar.zip from the HA configuration
file (HA_Conf_for_OP_2511_or_Later.zip or HA_Conf_for_OP_from_2208_until_2508.zip) that
you downloaded from the previous task . Copy the files, commons-pool2-2.4_2_jar
and jedis-2.8.0.jar, fromthe Redis related jar.zip folderto../usr/sap/
SAPBusinessOne/Common/tomcat/lib.

® Note

You can enter the following commands to give full permissions to the Redis files if your access
is denied:

Chnod 777 -R comons-pool 2-2.4.2.jar

Chnod 777 -R jedis-2.8.0.jar

3. Gotothe folder <SLD Installation Folder>/Common/tomcat/conf (by default,
..Jusr/sap/SAPBusinessOne/Common/tomcat/conf) and edit sld.xml as follows:
Update <Manager pathname=""">/to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host=""${Redis Server IP}" port="${Redis Server Port}" database="0"
maxlnactivelnterval="60" />

® Note

The default port number for the Redis server is 6379.

4. Start nginx and the primary and secondary SLD service.

1. Goto<nginx Installation Folder>/sbin (by default, Zusr/local/nginx/sbin), and
start nginx

2. Start the SLD service on both Server A and Server B.

2. Runaconnection test for the SLD by visiting the address https://<Nginx Server
Domain Name>:<Listening Port Number of SLD>/sld/s1d0100.svc, for example, https://
nginxserverhostname.def.com:7777/s1d/s1d0100.svc.

If the configuration is successful, you will see the following page:

Thes XML file docn ot gppear 1o have sy ayle informanen suotested st 1t The document tee 1 ibons below

wud B 2005 TR WR1AG AP TN e w3, B L2000 ST il i Bade= TR TRS EERREY R IENE LT R Ty

3. Check if your configurations for the primary SLD and the secondary SLD are successful.
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If they are properly configured, you can log in to the SLD control center through the following virtual web

addresses with your B1SiteUser account:
* https://<IP Address of Primary SLD>:<Port Number>/ControlCenter
* https://<IP Address of Secondary SLD>:<Port Number>/ControlCenter

The login procedures and required credentials may vary according to how the Identity and Authentication
Management (IAM) service is configured. For more information about the IAM, see the guide Identity and

Authentication Management in SAP Business One on SAP Help Portal.

4. Keep the primary SLD control center page open. Go to the Security tab.

5. Inthe SAP Business One Authentication Service section, choose Edit and make the following changes:

¢ Change the existing authentication server address and port number to https://<Nginx
Server Domain Name>:<Listening Port Number of SLD>,in this example, https://
nginxserverhostname.def.com:7777.

* Change the existing SLD address and port number to https://<Nginx Server
Domain Name>:<Listening Port Number of SLD>, inthis example, https://
nginxserverhostname.def.com:7777.

6. Choose Update.

Choose Yes when you see this message:

Caution: Make sure that you define a correct address for the SLD and
authentication server.

The whole SAP Business One landscape does not work if the address is not
accessible.

DO you want to continue?

7. Choose Update again.

Choose OK when you see this message:

The authentication server address was updated successfully.
The SLD address was updated successfully.

Results

Now you can access the SLD control center with your B1SiteUser account through the virtual web address
https://<Nginx Server Domain Name>:<Listening Port Number of SLD>/ControlCenter,in

this example, https://nginxserverhostname.def.com:7777/ControlCenter.

The login procedures and required credentials may vary according to how the Identity and Authentication

Management (IAM) service is configured. For more information about the IAM, see the guide Identity and
Authentication Management in SAP Business One on SAP Help Portal.

You should always use the virtual SLD address (<Nginx Server Domain Name>:<Listening Port
Number of SLD>) for installation of other SAP Business One components.

Task overview: Configuring a Virtual IP Address for SLD [page 29]

Previous task: Configuring SAP Business One Authentication Service [page 33]
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Optional: Configuring High Availability for nginx Server

Context

If you want to set up high availability for the nginx server, you should prepare a secondary nginx server and a
virtual hostname (for example, virtualhostname .mocca.com).

In such a case, do as follows:

Procedure

1. Install and configure a new nginx server on the secondary server.
2. Install Keepal ived on both the primary and secondary servers.
1. Download the source file from http://www.keepalived.org/download.html.
2. Copy keepalived-*_tar.gzto /home.
3. Open the Linux terminal and enter, for example, the following commands to install Keepal ived.
# tar -zxvf keepalived-*.tar.gz
# cd /home/keepalived-1.2.18

# ./configure --prefix=/usr/local/keepalived --disable-lvs
# make && make install

® Note

* Make sure that the Keepalived servers are connected to the same subnet.
* During the configuration of Keepalived, disable LVS.

* If you encounter the following error when running . /configure, proceed as follows:

* Ifyou are running SLES 11 SP4, install openssl-devel.

* Ifyouare running SLES 12 SP1, install libopenssl-devel and libopenssl-devel-32bit.
* Otherwise, use a search engine to find the solutions.

* Make sure that Autoconf and Automake are up to date.
For more information about Autoconf and Automake, visit
http://www.gnu.org/software/autoconf/autoconf.html # and http:/www.gnu.org/software/
automake/#downloading #* .

% Example
Below is an example of how to install Autoconf and Automake:

1. Installautoconf-2.69

./configure
make&&make install
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-/configure

2. Install automake-1.15
./bootstrap.sh
make&&make install

3. Copy the nginx_check.sh file from the nginx configuration file ("SLD HA Nginx Conf for OP
2511 or Later.zip"or"SLD HA Nginx Conf for OP 2208 until 2508.zip")to../usr/local/
keepalived.

® Note

Make sure the execution permission has been assigned to this utility.

4. Copy the Keepalived configuration template keepal ived. conf from the nginx configuration file ("SLD
HA Nginx Conf for OP 2511 or Later.zip"or"SLD HA Nginx Conf for OP 2208 until
2508.zip") to etc/keepalived, and update keepal ived.conf.

5. Open nginx_check.sh and update the path, priority and virtual IP address.

You can see the screenshot below for reference.

® Note
Set the priority for the primary node to 100, and for the secondary node to 90.

The virtual IP address is bound to the virtual hostname.
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L ! Configuration File for kesespaliwved
i global defs {

3 IDuter_id L?S_DE?EL

vrrp script chk nginx service {

| #=cript "/Lop/127.0.0.1/8888"
L #script "killall -0 ngina"

t interval 3

3 weight -20

i fail 2

2 rise 1

R

I  #vrrp_sync_group VGL {
I group {

1 # VI 1

TO# }

L #

i wrrp instance VI 1 {
: state BACEUP
a interface ethl
3 virtual router id 51
priority 100
; Gdvert int L
3 E&R&&&i&&
1 authentication {
L auth type PASS
L auth pass 1111
3 ¥
i virtual ipaddress {
3 }
f track script {
chk nginx service

Edit the blc_sldCluster .conf file on both the primary and secondary nginx servers.
In the server section, add the listening port number and server name.

For the server name, enter the virtual domain name which is bound to the virtual IP address.
Start nginx and Keepalived on the primary node and the secondary node, respectively.

* The default file path for starting nginx: .../usr/local/nginx/sbin/nginx
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* The default file path for starting Keepalived: ../usr/local/keepalived/sbin/keepalived

® Note

You must start nginx before you start Keepalived due to the latter's reliance on nginx.

Results

Now you can access the SLD with this virtual address: https://virtualhostname.mocca.com:<Port
Number>/ControlCenter.

You should always use the SLD virtual IP address for installation of other SAP Business One components.

2.1.4 Installing Primary License Manager on Server A

Procedure

1. Logontothe primary server as root.

2. Navigate to the directory ../Packages . Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

® Note

If you receive the error message: “Permission denied”, you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnmod +x install

3. Inthe Welcome page of the setup wizard, choose Next.
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5.

42

m SAP Business One Server Components - = O

Setup Wizard

s

Welcome to the setup wizard for SAF Business One server components
Flease select wour setup tpe:

i® Installation and Upgrade
Install newy components and upgrade existing components on this machine.

In the Specify Installation Folder window, specify where you want to install the License Manager and choose

Next.

[53 S4P Business One Server Components - | = O

X

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools, version for SAP HANA.

|fusrrsap!SAPBumnas(}ne

Restore Default Folder | | Browse...

A -

In the Select Features window, select License Manager and choose Next.

® Note

Apart from the SLD and License Manager, other components can be installed with the primary/
secondary node or on other servers.

We recommend that you install other components on other servers.
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If you install other components with the primary/secondary node, when the primary/secondary node
server is down, the components will also be down.

e ; . T \,
EI SAP Business One Server Components ) =

Component Name Installed Version New Version | Action I
¥ Server Tools | -
¥l Landscape Management |
v| System Landscape Directory [ [ ] |

[ ] Extension Manager |
License Manager |
] Job Service | -
L] Mobile Service ! !
[_| App Framework | |
[L] App Framework
|_| SLD Agent (On Premise) =
|| Web Client | -

Description

System Landscape directory (SLD) is the central source of system landscape information, It is required for user authentication
and landscape management.

[

| o | e | |t

6. Inthe Network Address window, select the IP address of the primary server, or use the hostname.

IZ3 SAP Business One — K

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

l

provous_| Mo __]

7. Specify a port number for the License Manager and choose Next.

If you are installing SAP Business One version 10.0 SP 2511 or later, you will enter the Server Tools
License Service Port window. The default port number is 40002.

If you are installing SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508, you
will enter the Service Port window. The default port number is 40000.
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You can change the port number as needed. To discard your changes and revert to the default port number,

choose Reset in the Server Tools License Service Port window or Restore Default Port in the Service Port
window.

B SAP Business One = O X

Server Tools License Service Port

Specify a port number which will be used by the License service.

Port Number  |40002 | - Reset .

Starting with version 10.0 SP 2511, you must specify a unique port number due to service configuration updates,
Additionally, please adjust the firewall, network, and high availability settings accordingly.
For details, see SAP Note 3623045,

-

Server Tools License Service Port Window

I3 SAP Business One - X

Service Port

Specify a port number which will be used by the senvices to be installed.

PortNumber  [40000 || Restore Default Port

T

Service Port Window
8. Inthe Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority
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You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* Certificate authority server
You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

* (Notrecommended) Generate a self-signed certificate
You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.

IE3 SAP Business One Components - o X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a certificate for authentication:
@ Use a self-signed certificate

) Specify a PKCS12 certificate store and certificate password

Cancel Previous | i Next

9. Inthe Landscape Server window, enter the following:

* Landscape Server: Enter the SLD virtual IP address.

® Port: Enter the nginx proxy port number.
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[ 5AP Business One Server Components - - O Ed

Landscape Server

The following address will be used by all other components as 5LD address for component registration.
I ou are not going to use High Awailabilivy mode or reverse proxy or wirtual address for SLD wou can keep the default

walles.

You can update 5LD address but, make sure your network, routing will forward it to local machine, where 5L0 is being
installed.

Landscape Server Fort [ B

T -

10. In the License Server Node Type window, select High Availability Primary Node and enter the virtual address
and port number. License Manager is registered into the SLD automatically.

SAP Business One Server Components - x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

2 Standzlone Mode
® [High Availability Primary Node
() High Availability Secondary Mode

Virtual Address
URL |

[_rosons_] [_tes

11. Inthe Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary

server |IP addresses of System Landscape Directory and License Manager, to an allowlist to grant access to
License Manager.
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Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corespending "X button.

| \ 4 | Please addthe following IP addresses:
""""" - The virtual IP address
| X I.f_. - All primary and secondary server I[P addresses of System Landscape Directory
- All primary and secondary server IP addresses of License Manager

| Cancel ] Previous ‘ [ Next

Alternatively, you can follow the steps below to add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

¢3 Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to the directory Zusr/sap/SAPBusinessOne/ServerTools/License/conf on your
primary License Manager server.
3. Onyour primary server, restart License Manager.

* If your SAP Business One version is 10.0 FP 2508 or earlier, run the following command:
systemctl restart sapblservertools.service.

¢ If your SAP Business One version is 10.0 FP 2511 or later, run the following command: systemctl
restart sapblservertools-license.service.

12. If the network address of License Manager has already been registered into the SLD, the License Server
Registration window appears with the following options:
* Qverwrite existing registration
* Keep existing registration
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If both the IP address and port number are registered, you can choose to overwrite the existing registration
data or reuse them.

If the IP address is registered but the port number isn't, you can only overwrite the existing registration
data.

ﬁ SAP Business One Server Components - - O X
P

License Server Registration

The license server with address and port number 40000 is already registered in the System
Landscape Directory.

@ Cverwrite existing registration

O Keep existing registration

[ Cancel Previous | ‘ Mext |

13. In the Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.
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[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server ! ] | instance Numbes 00

Tenant Database [ ]

Credentials
User Name i

Password |

The specified database user requires privileges according to the Administrator's Guide,

14. In the System Landscape Directory Schema window, choose to connect to the existing database schema
that you use for the primary SLD.

IZ3 S4P Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

) Create a new schema

@ Connectto the existing schema

I [~]

provius | [ ext

15. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the primary SLD on the primary server, while
the value of the Server Address is the SLD virtual address.
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E‘l SAP Business One Server Components - - O =

Review Settings

Feawiew wour sattings carefully before starting the setup process;

Parameter wWalue
Installation -
Installation Folder Sfusrfzap/S5APBUsinessOne
Service Port
Metwark, Address

Landscape Server
Server Address
Server Port

Site User e
Fassword ki |
Landscape Installation Twae create -

You can save current settings in a property file for future use. Save Settings
Cautian: Passwords will also be sawved in the property file.

16. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* |f License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

17. In the Setup Process Completed window, review the installation results.
18. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2208 or Later [page 6]
Previous: Configuring a Virtual IP Address for SLD [page 29]

Next task: Installing Secondary License Manager on Server B [page 50]

2.1.5 Installing Secondary License Manager on Server B
Procedure

1. Logontothe secondary server as root.

2. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:

./install
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The installation process begins.

® Note

If you receive the error message: "Permission denied", you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnmod +x install

3. Inthe Welcome page of the setup wizard, choose Next.

[E9 SAP Business One Server Components - - O s

Setup Wizard

Welcome to the setup wizard for SAP Business One server components
Flease select wour setup tpe:

® |nstallation and Upgrade

Install newy components and updrade existing components on this machine.

4. Inthe Specify Installation Folder window, specify where you want to install the License Manager and choose
Next.
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ﬁ SAP Business One Server Companents - | . — O 5

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools, version for SAP HANA.

|/usr/sap/SAPBusinessOne |

Restore Default Folder | | Browse...

A - -

In the Select Features window, select License Manager and choose Next.

® Note

Apart from the SLD and License Manager, other components can be installed with the primary/
secondary node or on other servers.

We recommend that you install other components on other servers.

If you install other components with the primary/secondary node, when the primary/secondary node
server is down, the components will also be down.

m SAP Business One Server Components - O X
Select Features
Component Name Installed Version New Version | Action l
= ¥l Server Tools | -
= [¥] Landscape Management | L
v| System Landscape Directory | [ ] [ =

[_] Extension Manager |
License Manages |
[] Job Service |
L] Mobile Service
[ App Framework
[L] App Framework
[_| SLD Agent (On Premise)
|| Web Client

Description

System Landscape directory (SLD) is the central source of system landscape information. It is required for user authentication
and landscape management.

| conce | e | [t
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6. Inthe Network Address window, select the IP address of the secondary server, or use the hostname.

¥ SAP Business One - X

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

O IP Address

® Hostname

l

Cancel ] Previous . Next

7. Specify a port number for the License Manager and choose Next.

¢ Ifyou are installing SAP Business One version 10.0 SP 2511 or later, you will enter the Server Tools
License Service Port window. The default port number is 40002.

* If you are installing SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508, you
will enter the Service Port window. The default port number is 40000.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset in the Server Tools License Service Port window or Restore Default Port in the Service Port

window.
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B SAP Business One —

O -4

Server Tools License Service Port

Specify a port number which will be used by the License service.

Port Number  |40002 | Reset '

Starting with version 10.0 SP 2511, you must specify a unique port number due to service configuration updates,
Additionally, please adjust the firewall, network, and high availability settings accordingly.
For details, see SAP Note 3623045,

-

Server Tools License Service Port Window

IZ3 SAP Business One - X

Service Port

Specify a port number which will be used by the senvices to be installed.

Port Number  [40000 | | Restore Default Port

o] [

Service Port Window

In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

Third-party certificate authority

You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.
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¢ Certificate authority server
You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

* (Not recommended) Generate a self-signed certificate
You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.

I3 5AP Business One Components - - %

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a certificate for authentication:
® Use a self-signed certificate

) Specify a PKCS12 certificate store and certificate password

Cancel Previous | ‘ Next

9. Inthe Landscape Server window, enter the following:
® Landscape Server: Enter the SLD virtual IP address.
* Port: Enter the nginx proxy port number.
* Site User ID and Password: Enter the site user as B1SiteUser and the password.
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E‘I SAP Business One Server Components - — O X

Landscape Server

Enter the landscape server address and the site user password,

Make sure that the ystem Landscape Directory is running before proceeding.

Landscape Server | | Part
Site User D [B1SiteUser |
Password [enee |

T -

10. In the License Server Node Type window, select High Availability Secondary Node and enter the IP address
and port number of the primary License Manager node to connect to the remote license service. In the
Virtual Address section, enter the virtual URL that contains the virtual IP address and port number.

SAP Business One Server Components X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

2 Standalone Node
() High Availability Primary Node
® High Availability Secondary Node

Primary Node

Address | Port

Virtual Address
URL |

[rwwons | [ ten

11. Inthe Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server IP addresses of System Landscape Directory and License Manager, to an allowlist to grant access to
License Manager.
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Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corespending "X button.

| \ 4 | Please addthe following IP addresses:
""""" - The virtual IP address
| X I.f_. - All primary and secondary server I[P addresses of System Landscape Directory
- All primary and secondary server IP addresses of License Manager

| Cancel ] Previous ‘ [ Next

Alternatively, you can follow the steps below to add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

¢3 Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to the directory Zusr/sap/SAPBusinessOne/ServerTools/License/conf on your
primary License Manager server.
3. Onyour primary server, restart License Manager.

* If your SAP Business One version is 10.0 FP 2508 or earlier, run the following command:
systemctl restart sapblservertools.service.

¢ If your SAP Business One version is 10.0 FP 2511 or later, run the following command: systemctl
restart sapblservertools-license.service.

12. If the network address of the license server has already been registered into the SLD, the License Server
Registration window appears with the following options:
* Qverwrite existing registration
* Keep existing registration
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If both the IP address and port number are registered, you can choose to overwrite the existing registration
data or reuse them.

If the IP address is registered but the port number isn't, you can only overwrite the existing registration
data.

ﬁ SAP Business One Server Components - - O X
P

License Server Registration

The license server with address and port number 40000 is already registered in the System
Landscape Directory.

@ Cverwrite existing registration

O Keep existing registration

[ Cancel Previous | ‘ Mext |

13. In the Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.
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B SAP Business One Server Components -

- (=] X

Database Server Connection

Specify the database information.

Connection

SAP HANA Server

Tenant Database [

Credentials

User Name i

Password |

Instance Number 00

The specified database user requires privileges according to the Administrator's Guide,

| Previous | | Next

14. In the System Landscape Directory Schema window, choose to connect to the existing database schema

that you use for the primary SLD

IZ3 S4P Business One

- X

System Landscape Directory Schema

) Create a new schema

@ Connectto the existing schema

[~]

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

15. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the secondary SLD on the secondary server,

while the value of the Server Address is the SLD virtual IP address.
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E‘l SAP Business One Server Components - - O =

Review Settings

Feawiew wour sattings carefully before starting the setup process;

Parameter wWalue
Installation -
Installation Folder Sfusrfzap/S5APBUsinessOne
Service Port
Metwark, Address

Landscape Server
Server Address
Server Port

Site User e
Fassword ki |
Landscape Installation Twae create -

You can save current settings in a property file for future use. Save Settings
Cautian: Passwords will also be sawved in the property file.

16. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* |f License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

17. In the Setup Process Completed window, review the installation results.

18. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2208 or Later [page 6]
Previous task: Installing Primary License Manager on Server A [page 41]

Next: Installing SAP Business One Client and Other Components, version for SAP HANA [page 60]

2.1.6 Installing SAP Business One Client and Other
Components, version for SAP HANA

Before you install the SAP Business One client and other components on a Windows server, please first install
other necessary components on a Linux server, including but not limited to the system components and the
system database.

The SAP Business One client and other components, version for SAP HANA, can be installed with the setup
wizard.

For more information about how to install SAP Business One components, version for SAP HANA, see the SAP
Business One Administrator's Guide, version for SAP HANA on SAP Help Portal.
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- Recommendation

During the installation, we recommend that you use the virtual domain name and listening port number,
instead of the IP address, for the SLD server address. For example, in the System Landscape Directory
connection window, enter ngi nxser ver host nane. def. com 7777.

K%} SAP Business One Setup Wizard - X

System Landscape Directory
Specify the location of the SAP Business One system landscape directory.

The system landscape directory is the central service that governs the SAP Business
One kndscape. It includes a licence server component that was used in previous
versions of SAP Business One.

A previous version of the licence server or system landscape directory is installed on
this machine. Upgrade the system kndscape directory to the ltest version or
connect to the system landscape directory on a remote machine.
() Connect to Local System Landscape Directory
(®) Connect to Remote System Landscape Directory

Server Mame ||

The remote system lndscape directory must be of the same version as the
version of SAP Business One that you are setting up. To upgrade the remote
system landscape directory, you must run an upgrade on that machine.

| Cancel | | Back Mext

Parent topic: Installing Version 10.0 FP 2208 or Later [page 6]
Previous task: Installing Secondary License Manager on Server B [page 50]

Next task: Installing Web Client [page 61]

2.1.7 Installing Web Client

Prerequisites
You have installed SAP Business One Service Layer when you perform the previous task Installing SAP
Business One Client and Other Components, version for SAP HANA [page 60].

® Note

High availability of the Service Layer is currently not supported. Even though the Service Layer is by default
configured as a load-balancing cluster so as to reduce the risk of failure, it is still a single point of failure.
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Context

The following figure illustrates the landscape of the high availability environment of Web client.

% Windows Server
= inux Server

Primary SLD

(Authentication Service) and Primary Web Client
License Manager SAP Business One

Components (SAP HANA)

Secondary SLD
(Authentication Service) and Secondary Web Client
License Manager

Secondary SLD
(Authentication Service) and
License Manager (Optional)

Secondary Web Client
(Optional)

SAP Business One Client
and Other Components

SAP Business One Components High Availability, version for SAP HANA

NGINX + Keepalived : ! NGINX + Keepalived

Node A : Node B

NGINX High Availability (Optional)

® Note

High availability of the Job Service component is currently not supported. If you have configured the SAP
Business One Microsoft 365 integration feature, when the Job Service is down, the functionality of the
integration feature cannot be guaranteed.

To set up a highly available environment for Web client, we recommend that you prepare at least two dedicated
Linux servers .

In the case of two Linux servers, we assume the primary server is Server C and the secondary server is Server
D. You need to install Web client on both Server C and Server D. We assume the Web client on Server C is the
primary Web client, and the Web client on Server D is the secondary Web client.

To install the Web client for high availability, follow the steps below:

1. Installing Primary Web Client on Server C [page 63]
2. Installing Secondary Web Client on Server D [page 66]
3. Configuring a Virtual Address for Web Client [page 70]

Task overview: Installing Version 10.0 FP 2208 or Later [page 6]
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Previous: Installing SAP Business One Client and Other Components, version for SAP HANA [page 60]

2171 Installing Primary Web Client on Server C

Procedure

1. Copy the upgrade package to the primary server.
2. Logontothe primary server as root.

3. Navigate to the directory ../Packages.Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

4. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
5. Inthe Welcome page of the setup wizard, choose Next.

6. Inthe Specify Installation Folder window, specify where you want to install your primary Web client and
choose Next.

7. Inthe Select Features window, select Web Client only and choose Next.

4 sAP Businesz One - a b4
Select Features
_Component Name | nstalledVersion | NewVersion | Action | |
[_‘ License Manager £
ClJobService [ I .
|J Mobile Service L 3
|| App Framework | —

] 1 | App Framework

T 'h'-‘ah cnmt |

|

|

|

|

|

|

'. |
1 | Install
| |
|

|

|

L
-
=

[ sap Busingss One Server |
al | System K!ponmls -
Description
Cancel Previous K|  MNex

8. Inthe Network Address window, select the IP address of the primary server, or use the hostname.
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9.

IZ3 SAP Business One

= X

Network Address

O IP Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

[~]

® Hostname

Cancel -

Previous | Next

In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
you use this method, select Specify a PKCS12 certificate store and certificate password and enter the

required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed

certificate.

10. In the Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

64

Enter the password for B1SiteUser. Choose Next.

PUBLIC
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B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server l | Port

Site User ID | |

Password [s0ee |

-

11. In the Web Client Port window, specify a port number for your primary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.

59 sAP Business One - () *
3 Web Client Port

Specify a port number which will be used by the Web Clienl.

Port Number fa43 || Restore Defouh Port

Provous | | et

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

13. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
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* Ifthe Web client is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

14. In the Setup Process Completed window, review the installation.
15. Choose Finish to exit the wizard.

Results

Go to the SLD Control Center with your B1SiteUser account through the virtual web address https://
<Nginx Server Domain Name>:<Listening Port Number of SLD>/ControlCenter, inthis example,
https://nginxserverhostname.def.com:7777/ControlCenter.

Go to the Services tab. You can see that a new service is registered for your primary Web client. In the Link
column, you can see the URL which includes your primary Web client server name and port number.

Task overview: Installing Web Client [page 61]

Next task: Installing Secondary Web Client on Server D [page 66]

2.1.7.2 Installing Secondary Web Client on Server D

Procedure

1. Copy the upgrade package to the secondary server.
2. Logon to the secondary server as root.

3. Navigate to the directory ../Packages.Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

4. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
5. Inthe Welcome page of the setup wizard, choose Next.

6. Inthe Specify Installation Folder window, specify where you want to install your secondary Web client and
choose Next.

7. Inthe Select Features window, select Web Client only and choose Next.
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£ s4p Business One - a X

Select Features

Component Name Installed Version New Version Action
[ License Manages == ]
L] Job Service
L Mobile Service
\= || App Framework
[ App Framework

lem] 1>

| || Web Client

I— | I Backup Service
[] Backup Service

|| SAP Busingss One Server

L] System ¢ wponents = '
Description

install

lacproous b | b

8. Inthe Network Address window, select the IP address of the secondary server, or use the hostname.

IZ3 5AP Business One - x

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

I

provous_| [ W

9. Inthe Specify Security Certificate window, specify a security certificate and choose Next.
You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
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you use this method, select Specify a PKCSIZ2 certificate store and certificate password and enter the
required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

10. In the Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.
Enter the password for B1SiteUser. Choose Next.

I3 SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server | Port

Site User ID [ J

Password eeee |

Cancel | Previous | Next

11. In the Web Client Port window, specify a port number for your secondary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.
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B9 sAP Business One - ()] *
> Web Client Port
Specify a port number which will be used by the Web Clienl.
Port Number 443 Restore Default Port
3
——— ||

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

13. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
* Ifthe Web client is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

14. In the Setup Process Completed window, review the installation.

15. Choose Finish to exit the wizard.

Results

Go to the SLD Control Center with your B1SiteUser account through the virtual web address https://
<Nginx Server Domain Name>:<Listening Port Number of SLD>/ControlCenter, in this example,
https://nginxserverhostname.def.com:7777/ControlCenter.

Go to the Services tab. You can see that a new service is registered for your secondary Web client. In the Link
column, you can see the URL which includes your secondary Web client server name and port number.

Task overview: Installing Web Client [page 61]

Previous task: Installing Primary Web Client on Server C [page 63]

Next: Configuring a Virtual Address for Web Client [page 70]
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2173  Configuring a Virtual Address for Web Client

To enable high availability of the Web client, follow the procedure in this section to configure and enable a
virtual address for the Web client.

1. Reconfiguring nginx Reverse Proxy [page 70]
2. Enabling Virtual Address [page 71]

Parent topic: Installing Web Client [page 61]

Previous task: Installing Secondary Web Client on Server D [page 66]

21731 Reconfiguring nginx Reverse Proxy

Procedure

1. Open the file blc_sldCluster.conf, which was extracted to the folder etc/nginx/conf.d when you
performed the previous task Configuring an nginx Reverse Proxy [page 30].

2. Inthe upstream webClient section, add the IP addresses and port numbers of all your primary and
secondary Web client.

3. Inthe server section in the Webclient HA configuration (Internal address mapping begins) part, add a
dedicated listening port number for the Web client, for example, 8989.

For the server name, enter the domain name which is bound to the IP address of the nginx server.
4. Save your changes to the file.

5. Restart nginx.

Results

The virtual web address for the Web client is created: https://<Nginx Server
Domain Name>:<Listening Port Number of Web Client>.Inthis example, https://
nginxserverhostname.def.com:8989.

Task overview: Configuring a Virtual Address for Web Client [page 70]

Next task: Enabling Virtual Address [page 71]
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21732 Enabling Virtual Address

Procedure

1. OnServer C, go to the installation directory that you specified when you installed your primary Web client
(by default, /usr/sap/SAPBusinessOne/WebClient).

2. Enter./Webcl i ent HA. sh torun the script.
Enter your B1SiteUser password.

Enter your Web client virtual address https://<Nginx Server Domain Name>:<Listening Port
Number of Web Client>.Inthis example, https://nginxserverhostname.def.com:8989.

Wait until you see the message Executed successfully.

® Note
If you are installing version 10.0 FP 2208 or 10.0 FP 2208 HF1, please proceed as follows:

1. Download the file Web Client HA Script SAP HANA.zip and unzip to get the script
WebclientHA.sh.

2. Copy the file Webcl ientHA . sh to the Web client installation folder and then run the following
commands:

¢3 Sample Code

chmod 777 -R WebclientHA.sh
./WebclientHA.sh

3. Signintothe SLD Control Center https://<Nginx Server Domain
Name>:<Listening Port Number of SLD>/ControlCenter (inthis example, https://
nginxserverhostname.def.com:7777/ControlCenter).

4. Switch to the Services tab. You can see that a new service is registered for the Web client with a virtual URL.
You can see the virtual URL in the Link column.

5. On Server D, repeat the steps above.
Go to the Services tab in the SLD Control Center. Your primary and secondary Web client services are now
registered as a single shared record with the virtual URL.

6. Inthe SLD Control Center, keep the Web client virtual service record deselected. Select the other Web
client service records that were generated when you installed your primary and secondary Web client on

the primary and secondary servers. Choose || Delete » Yes Jto delete the additional service records.
Select the virtual service record of the Web client. Choose Edit.

8. Inthe Service Name dropdown list in the Edit Service window, choose the automatically generated service
name.
Choose OK.

9. On Server C, restart your primary Web client.
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1. Goto theinstallation directory that you specified when you installed your primary Web client (by
default, Zusr/sap/SAPBusinessOne/WebClient).

2. Runthe command./startup.sh restart.
10. On Server D, restart your secondary Web client.

1. Goto the installation directory that you specified when you installed your primary Web client (by
default, Zusr/sap/SAPBusinessOne/WebClient).

2. Runthecommand./startup.sh restart.

Results

Now you can access the Web client through its virtual web address: https://<Nginx Server
Domain Name>:<Listening Port Number of Web Client>.Inthis example, https://
nginxserverhostname.def.com:8989.

You need to sign in to the SLD first, and then you will be directed to the Web client.

The login procedures and required credentials may vary according to how the Identity and Authentication
Management (IAM) service is configured. For more information about the IAM, see the guide Identity and
Authentication Management in SAP Business One on SAP Help Portal.

Task overview: Configuring a Virtual Address for Web Client [page 70]

Previous task: Reconfiguring nginx Reverse Proxy [page 70]

2.2 Installing Version 10.0 FP 2202 or Earlier

To install SAP Business One 10.0 FP 2202 or earlier, version for SAP HANA, for high availability, proceed as
follows:

Installing Primary SLD on Server A [page 73]

Installing Secondary SLD on Server B [page 81]

Configuring a Virtual IP Address for SLD [page 89]

Installing Primary License Manager on Server A [page 98]

Installing Secondary License Manager on Server B [page 104]

Editing License Manager Address [page 110]

Adding Allowlist to License Manager [page 111]

Installing SAP Business One Client and Other Components, version for SAP HANA [page 112]

© N O OAWN
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2.2.1 Installing Primary SLD on Server A
Procedure

1. Copy the product package to Server A.
2. Inacommand line terminal, log on to Server A as root

3. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:

./install

The installation process begins.

® Note

If you receive the error message: “Permission denied”, you must set execution permission for the
installer utility to make it executable. To do so, run the following command: chmod +x i nstal |

4. Inthe Welcome page of the setup wizard, choose Next.

[E4 SAP Business One Server Components - - O pd

Setup Wizard

Welcome to the setup wizard for SAP Business One server components
Flease selact wour setup tae:

® |nstallation and Upgrade
Install news components and updrade existing components on this machine.

5. Inthe Specify Installation Folder window, specify where you want to install the server components and
choose Next.

SAP Business One Components High Availability Guide, version for SAP HANA
Installation PUBLIC 73



6.

7.

74

[Ed SAP Business One Server Components - - O X

Specify Installation Folder

Specify a folder where wou want 1o install 5AP Business One server tools, wersion for S4F HARMA,

[jusr/sap/saPBusinessOne |

Restore Default Folder H Erowse... ‘

T -

In the Select Features window, select System Landscape Directory and choose Next.

[53 sAP Business One Server Components - — O d

Select Features

Component Mame Installed Yersion MNews Wersion Artion
—|  [¥] Server Tools -
—| ¥] Landscape Management

Systemn Landscape Directorny Install |=
Extension Manager —
|| License Manager

Job Service

Maobile Service

App Framewark
= [ ] Backup Service
|| Backup Service
I—| [ ] SAP Business One Server

| =ystem Components
1 tarn Matakaca

1=

4

Description
License Manager manages warious license requests.

esows | [

In the Network Address window, select the IP address of Server A, or use the hostname.
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[E9 SAP Business One Server Components - - O it

Network Address

This computer is represented either by an IP address or a hosthame. Choose the aption which suits you best.

@ IP Address

| [~]

) Haostname

evows | [

8. Inthe Service Port window, specify a port number and choose Next.

The default port number is 40000.

m SAP Business One Server Components - — O X

Service Port

Specify a port number which will be used by the services to be installed.

Part Mumber  |40000

T

9. Inthe Landscape Selection window, select New landscape.
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[E4 5AP Business One Server Components - - O *

Landscape Selection

Specity a landscape for this new System Landscape Directory installation,

) Mew landscape
) Existing landscape

o] [

10. In the Site User Password window, create a password for the site user (B1SiteUser) and confirm the
password. Then choose Next.

[E3 52P Business One Server Components - - O X

Site User Password

Enter and confirm the password for the site user.
Mate: Far maore information about the role of the site user, sea the Administrator's Guide.

Site User 1D Bl15itelser

Passward | |

Confirm Password [ |

-

11. In the Specify Security Certificate window, specify a security certificate and choose Next.
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You can obtain a certificate with one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the SAP Business
One landscape to issue certificates. You must configure all servers in the landscape to trust the
CA's root certificate. If you use this method, select Specify a PKCSI12 certificate store and certificate
password and enter the required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

B9 54P Business One Server Components - — O *

Specify Security Certificate

S0me components enforce secure connection wia HTTPS encryption, including the System Landscape Directory and the
Service Laver,

Specify a centificate for authentication:
(» Use a self-signed certificate
® Specify a PRCS12 certificate store and certificate password

PKC512 Certificate
Certificate Store File | | | Browse...

Cerificate Fassword | |

S R

12. In the Landscape Server window, keep the default values of the Landscape Server address and port
number. Choose Next.
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[ 5AP Business One Server Components - - O Ed

Landscape Server

The following address will be used by all other components as 5LD address for component registration.
I ou are not going to use High Awailabilivy mode or reverse proxy or wirtual address for SLD wou can keep the default

walles.

You can update 5LD address but, make sure your network, routing will forward it to local machine, where 5L0 is being
installed.

Landscape Server Fort [ B

T -

13. In the Database Server Connection window, specify the following information and then choose Next:

Connection
* SAP HANA Server: Enter the hostname or IP address of your SAP HANA server.
* Instance Number: Enter the instance number of your SAP HANA database.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.
* Tenant Database: Enter the name of the tenant database that you want to use.
Credentials

® User Name: Enter your tenant database user name.

® Password: Enter the password for your user name.
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14.

15.

[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server ! ] | instance Numbes 00

Tenant Database [

Credentials
User Name i

Password |

The specified database user requires privileges according to the Administrator's Guide,

In the System Landscape Directory Schema window, enter a database schema name for the SLD.

I3 SAP Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

(® Create a new schema

) Connect to the existing schema

o] [

In the Windows Domain User Authentication (Single Sign-On) window, do one of the following:

* If you want to use the single sign-on (SSO) function for SAP Business One, version for SAP HANA,
select Use domain user authentication, specify all required information, and choose Next.

® Note
A fully qualified domain name must be a full name in UPPER case.

The domain user name is case-sensitive.
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Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you can't proceed with the installation.

¢ If you haven't registered a domain user account with the Service Principal Name (SPN), make sure that
the domain user account specified here is the one that you intend to use for SPN registration.

- Recommendation

As this domain user is a service user that functions purely new domain service user and for the
purpose of setting up SSO, we highly recommend that you create a new domain service user and
not assign any privileges to the user other than the logon privilege. In addition, keep the user's
password unchanged after enabling SSO; otherwise, SSO may stop working.

* If you do not want to use the SSO function, select Do not need domain user authentication and choose
Next.

A Caution

If you do not specify the domain user information during the installation of server components, you
will not be able to activate the SSO function after the installation.

[E9 5P Business One Server Components - — O >

Windows Domain User Authentication (Single Sign-0n)

The System Landscape Directory supports Windows domain user authentication for the AP Business One client.

If wou need this feature, specify a walid domain user and password.
Then the domain administrator must use the SetSPN tool to register a Service Principal Mame.
Mote: For more information about Service Principal Mame, see the Administrator's Guide,

) D not need domain user authentication

® |lse domain user authentication

Fully-Cualified Domain Mame

Dormain Cantraller

Comain User Mame

Passward

T

16. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that Network Address and Server Address are the same for all installations without proxy SLD IP or
hostname.
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E‘l SAP Business One Server Components - - O =

Review Settings

Feawiew wour sattings carefully before starting the setup process;

Parameter wWalue
Installation -
Installation Folder Sfusrfzap/S5APBUsinessOne
Service Port
Metwark, Address

Landscape Server
Server Address
Server Port

Site User e
Fassword ki |
Landscape Installation Twae create -

You can save current settings in a property file for future use. Save Settings
Cautian: Passwords will also be sawved in the property file.

17. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

¢ Ifthe SLD is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

18. In the Setup Process Completed window, review the installation.
19. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]

Next task: Installing Secondary SLD on Server B [page 81]

2.2.2 Installing Secondary SLD on Server B
Procedure

1. Copy the product package to Server B.
2. Inacommand line terminal, log on to Server B as root.

Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:

.linstall

The installation process begins.
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® Note

If you receive the error message: "Permission denied", you must set execution permission on the
installer utility to make it executable. To do so, run the following command: chnod +x i nst al |

4. Inthe Welcome page of the setup wizard, choose Next.

[E3 SAP Business One Server Companents - - O hd

Setup Wizard

Welcome 1o the setup wizard for SAP Business One server components
Please select wour setup twpe:

i® |nstallation and Upgrade
Install news components and updracde existing components on this machine.

5. Inthe Specify Installation Folder window, specify where you want to install the server components and
choose Next.

usiness One Server Components - -
[E9 SAP Business One Server Comp | *

Specify Installation Folder

Specify a folder where wau want to install 54F Business One server tools, wersion for S4F HAMA

|,fusr,fsap,fSAPEusinessOne |

Restore Default Folder H Erowse... ‘

T
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6. Inthe Select Features window, select System Landscape Directory and choose Next.

[3 SAP Business One Server Components -

- O X

Select Features

Component Name

Installed YWersion

Mew Wersion Artion

bl

[¥] Server Tools

¥| Landscape Management

Install | =

w| Systemn Landscape Directory
| | Extension Manager

| | License Manager

Job Service

| Maobile senvce
[ | App Framewark

=

Backup Service

|| Backup Service

=

L

SAP Business One Server

|| =ystem Components

[1 tarn Clatakiaco

1]

Description
License Manager manages various license requests,

Cancel

Previous ‘ ‘ hext

7. Inthe Network Address window, select the IP address of Server B or use the hostname.

[59 SAP Business One Server Compenents -

8. Inthe Service Port window, specify a port number and choose Next.

The default port number is 40000.
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m SAP Business One Server Components -

— | X

Service Port

Port Mumber 40000

Specify a port number which will be used by the services to be installed.

Cancel

Previous

9. Inthe Landscape Selection window, select Existing landscape.

IE3 SAP Business One

Landscape Selection

= X

Specify a landscape for this new System Landscape Directory installation.

) New landscape
(@ Existing landscape

Cancel

Previous

‘ | Next

10. In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate with one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.
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¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the SAP Business
One landscape to issue certificates. You must configure all servers in the landscape to trust the
CA's root certificate. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

B9 54P Business One Server Components - — O *

Specify Security Certificate

Some components enforce secure connection wia HTTPS encryption, including the Systerm Landscape Directory and the
Service Laver.

Specifty a centificate for authentication:
i lse a self-signed certificate
@ Specify a PKCS12 certificate store and certificate password

PKCS12 Certificate
Certificate Store File | | | Erowse...

Cerificate Password | |

T

11. Inthe Landscape Server window, specify the following information:

* Landscape Server: Enter the IP address/hostname of the primary SLD on Server A.
* Port: Enter the port number of the primary SLD on Server A. The default port number is 40000.
* Site User ID and the Password: Enter the site user (B1SiteUser) and the password.

® Note

The user name (B1SiteUser) and the password are the same as those entered during the
installation of the primary SLD on Server A.
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Landscape Server

Enter the existing SLD address and site user credentials, 1o which local components will be connected or
registered.

Make sure that the System Landscape Directory is running before proceeding.

Landscape Server | Part 40000
Site User 1D [B1siteUser |
Passward [eene |

evens ] [

12. In the Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 0O to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

¢ Tenant Database: Enter the same tenant database name that you use for the primary SLD.
Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.

SAP Business One Components High Availability Guide, version for SAP HANA
86 PUBLIC Installation



I3 5P Business One Server Components - - O b4

Database Server Connection

Specily the dalabase information,

Connection
SAP HANA Server Instance Number 00

Tenant Database

Credentials
User Name

Password

The specified database user requires privileges according to the Administrator's Guide.

Cancel | | Provious '- Mext

13. In the Windows Domain User Authentication (Single Sign-On) window, do one of the following:

* If you want to use the SSO function for SAP Business One, version for SAP HANA, select Use domain
user authentication, specify all required information, and choose Next.

® Note
A fully qualified domain name must be a full name in UPPER case.
The domain user name is case-sensitive.

Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you cannot proceed with the installation.

* If you have not registered a domain user account with the Service Principal Name (SPN), make sure
that the domain user account specified here is the one that you intend to use for SPN registration.

- Recommendation

As this domain user is a service user that functions purely for the purpose of setting up SSO, we
highly recommend that you create a new domain service user and not assign any privileges to the
user other than the logon privilege. In addition, keep the user’'s password unchanged after enabling
SSO; otherwise, SSO may stop working.

¢ If you do not want to use the SSO function, select Do not need domain user authentication and choose
Next.

A Caution

If you do not specify the domain user information during the installation of server components, you
will not be able to activate the SSO function after the installation.
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Windows Domain User Authentication (Single Sign-0n)

— | X

If wou need this feature, specify a walid domain user and password.

The System Landscape Directory supparts Windows damain user authentication for the SAP Business One client.

Then the domain administrator must use the 5etSPMN tool to register a Service Principal Mame.
MNate: For more information about Service Principal MNarme, see the Administrator's Guide,

) Do not need domain user authentication

® Use domain user authentication

Fully-Cualified Domain Mame

Comain Controller

|
|
Darnain User Mame |
Password |

Cancel

Previous | ‘ Mext

14. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of Network Address is the address of the secondary SLD on Server B, while the value of

Server Address is the address of the primary SLD on Server A.

m SAP Business One Server Components -

— O s

Review Settings

FEeview wour settings carefully before starting the setup process:

Parameter

wWalue

Installation

Installation Folder

JusrfsapsAPBUsinessOne

Service Part

Metworlk, Address

Landscape Server

Server Address

Server Port

Site User

trtrirenr

Password

et

Landscape Installation Ts4oe

create

-

YOU Can save current settings in a property file for future use.
Caution: Passwords will also be sawed in the property file.

Cancel

Previous ‘ | Start

15. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following

88

options:

* Ifthe SLD is installed successfully, choose Next to finish the installation.
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* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

16. In the Setup Process Completed window, review the installation results.

17. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]
Previous task: Installing Primary SLD on Server A [page 73]

Next: Configuring a Virtual IP Address for SLD [page 89]

2.2.3 Configuring a Virtual IP Address for SLD

A virtual IP address (VIP) is an address that is shared among multiple servers. It is commonly used to enable
database high availability on various nodes. If one node fails, the VIP address is automatically reassigned to
another node.

To enable the VIP address, you need to configure an nginx server and the primary and secondary SLD.

1. Configuring an nginx Reverse Proxy [page 89]
2. Configuring SLD [page 93]

Parent topic: Installing Version 10.0 FP 2202 or Earlier [page 72]
Previous task: Installing Secondary SLD on Server B [page 81]

Next task: Installing Primary License Manager on Server A [page 98]

2.2.3.1 Configuring an nginx Reverse Proxy
Prerequisites

* You have prepared a Linux server.

* You have predefined a domain name for the SLD and other SAP Business One components, for example,
nginxserverhostname.def.com, and the domain name is bound to this Linux server.

* You have prepared a domain name certificate.

* You have downloaded and unzipped the HA configuration file HA_Conf_for_OP.zip to get the nginx
configuration file SLD HA Nginx Conf for OP.zip.
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Procedure

1. From http:/nginx.org/ # , download the nginx binary file according to your target operating system and
extract the binary file to a local folder.

- Recommendation

The recommended nginx version is 1.8.0 or higher.

2. Install nginx on the Linux server that you prepared.

For instructions on installing nginx on Linux, see http:/nginx.org/en/docs/configure.html. # .
% Example

Below are examples of installing some of the nginx dependencies (PCRE 8.41, zlib 1.2.11 and OpenSSL
library 1.0.2k) and nginx 1.12.2 on Linux.

* Installing the PCRE library, which is required by the NGINX Core and Rewrite modules and which
provides support for regular expressions.

$ cd /home

$ wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/
pcre-8.41_tar.gz

$ tar -zxf pcre-8.41_tar.gz

$ cd pcre-8.41

$ ./configure

$ make

$ sudo make install

* Installing the zlib library, which is required by the NGINX Gzip module for header compression.

$ wget http://zlib.net/zlib-1.2.11.tar.gz
$ tar -zxf zlib-1.2_.11.tar.gz

$ cd zlib-1.2.11

$ ./configure

$ make

$

sudo make install

* Unpacking the OpenSSL library, which is required by the NGINX SSL modules to support the
HTTPS protocol.

$ wget http://www.openssl.org/source/openssl-1.0.2k.tar.gz
$ tar -zxf openssl-1.0.2k.tar.gz

* |Installing and configuring nginx.

1. Download the nginx source file.

2. Nginx provides source files for both stable and mainline versions. To download and unpack the
source file for the latest mainline version, type-in the following commands:

$ wget http://nginx.org/download/nginx-1.12.2.tar.gz
$ tar zxf nginx-1.12.2.tar.gz
$ cd nginx-1.12.2

3. Configure the Build Options.

$./configure --with-http_ssl_module --with-http_realip_module
—--with-http_addition_module --with-http_sub _module --with-
http_dav_module --with-http_flv_module --with-http_mp4_module
--with-http_gunzip_module --with-http_gzip_static_module --with-
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http_random_index_module --with-http_secure_link _module --with-
http_stub_status_module --with-http_auth_request_module --with-file-
aio —-with-ipv6 --with-pcre=/home/pcre-8.41 --with-openssl=/home/
openssl-1.0.2k

$ make

$ sudo make install

® Note

* If you encounter any error when running the commands configure, make or make install,
please see the error log and use a search engine to find the solution. Most errors are caused by
missing dependencies, such as gcc, gcc-c++, texinfo, autoconf or automake.

* Make sure that OpenSSL is enabled with nginx.

3. Copy the SLD files to the nginx server.

1. Onthe nginx server, navigate to <nginxInstal lationFolder>\html\ (by default, Zusr/local/
nginx/html), and create a folder named ControlCenter.

2. Oneither one of the SLD servers, navigate to <SLDInstal lationFolder>/ServerTools/SLD/
webapps,(by default, .../usr/sap/SAPBusinessOne/ServerTools/SLD/webapps) and get the
SLDControlCenter.war file.

3. Copy and unzip the SLDControlCenter .war file to
<nginxInstallationFolder>\htmI\ControlCenter on the nginx server. Overwrite the existing
content, if any.

4. Prepare certificates:
1. Use the OpenSSL library to generate the server.cer and server .key files from your PKCS12
(-pFx) file, which is used to install the SLD.

2. Copy both files to the folder <nginxInstal lationFolder>/cert/ (by default, Zusr/local/
nginx /cert).
If the cert folder does not exist, create it manually.
5. Copy thefile SLD HA Nginx Conf for OP.zip tothe folder /<nginxlInstallationFolder>/conf
(by default, Zusr/local/nginx/conf) and extract the content. Override the existing content, if any.
6. Inthe conffolder, open the HA configuration template file b1c_sldCluster.conf and edit the service
addresses:
* Inthe upstream sldService section, replace the sample values with the IP addresses and port numbers
of all your primary and secondary SLD.

* Inthe upstream licenseService section, replace the sample values with the IP addresses and port
numbers of all your primary and secondary License Manager.

* Inthe upstream licenseControlCenter section, replace the sample values with the IP address and port
number of your primary License Manager.

* Inthe upstream extManager section, replace the sample values with the IP address and port number of
your primary Extension Manager.
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* Inthe server section, replace the sample port number with the listening port number and the server
name.
For the server name, replace the sample name with the domain name which is bound to the IP address
of the nginx server.

server
{

listen 531:

SEXVED name h

W

SLD HA configuration(Internal address mapping) begins
location /gld/saml2 {

include blc proxy common.gonf:

proxy set header HOST $server name:$server port;

proxy pass https://sldService;

¢ If you are deploying SAP Business One 10.0 FP 2202, version for SAP HANA, add the tagi p_hash
to both the upstream sldService section and the upstream licenseService section. Otherwise, skip this
step.
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upstream sldService{

|

server 3
server -
keepalive 3

¥

upstream licenseService{

server I,'

server 3
upstream licenseControlCenter{

server -
upstream extManager{

server -

Task overview: Configuring a Virtual IP Address for SLD [page 89]

Next task: Configuring SLD [page 93]

2.2.3.2 Configuring SLD

Context

Before you can enable high availability for the SLD, you need to store the SLD memory in one of the following
ways:

* Using database persistence.
Itis a built-in solution.

* Using Redis persistence.
Redis customers need to set up a working Redis instance.

By default, we suggest using database persistence. In case of huge performance pressure, we suggest using
Redis persistence.

Procedure

SAP Business One Components High Availability Guide, version for SAP HANA
Installation PUBLIC 93



* For database persistence:

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.

2. From both Server A and Server B, go to the folder <SLD Installation Folder>/Common/SLD/
conf (by default, .../usr/sap/SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Update <Manager pathname="""/>into <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager"
password=" "' pathname= url= username=" ""/>.

You can find the values of password, url and username from the Resource node in sld.xml.

3. Start nginx and the SLD.

1. Goto<nginx Installation Folder>/sbin (bydefault, Zusr/local/nginx/sbin)and
start nginx.
2. Start the SLD service on both Server A and Server B.

* For Redis persistence:

® Note

Please install Redis on a separate Linux server, and make sure Redis can be accessed remotely.
Here are the general steps for installing Redis:

1. Download redis-3.x.x.tar.gz, and unzip it to /home.
2. Execute the Make file.
3. Gotothe redis-3.x.x/src folder, and execute ../redis-server/redis.conf.

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.

2. Download and unzip the file HA_Conf_for_OP.zip to obtain the file Redis related jar.zip.Copy
the files commons-pool2-2.4.2_jar and jedis-2.8.0.jar intheRedis related jar.zip
folder to ../usr/sap/SAPBusinessOne/Common/tomcat/lib.

® Note

You can enter the following commands to give permissions:
Chnmod 777 -R comons-pool 2-2.4.2.jar

Chnod 777 -R jedis-2.8.0.jar

3. Gotothe folder <SLD Installation Folder>/Common/tomcat/conf (by default, ../usr/sap/
SAPBusinessOne/Common/tomcat/conf) and edit sld.xml as follows:
Update <Manager pathname=""">/to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager' host="$
{Redis Server IP}" port="${Redis Server Port}" database="0"
maxlInactivelnterval="60" />

® Note

The default port number for the Redis server is 6379.

4. Start nginx and the SLD.
1. Goto<nginx Installation Folder>/sbin (by default, /Zusr/local/nginx/sbin), and
start nginx
2. Start the SLD service on both Server A and Server B.
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Results

Now you can access the SLD with your user name (B1SiteUser) and password through this virtual web
address: https://nginxserverhostname.def.com:<Port Number>/ControlCenter .

You should always use the SLD VIP address for installation of other SAP Business One components, version for

SAP HANA.

Troubleshooting

If you can't access the SLD virtual web address, you can visit https://<IP Address of Primary
SLD>:<Port Number>/ControlCenter or https://<IP Address of Secondary SLD>:<Port
Number>/ControlCenter to check if the problem is with the primary SLD or the secondary SLD.

Task overview: Configuring a Virtual IP Address for SLD [page 89]

Previous task: Configuring an nginx Reverse Proxy [page 89]

Optional: Configuring High Availability for nginx Server

Context

If you want to set up high availability for the nginx server, you should prepare a secondary nginx server and a
virtual hostname (for example, virtualhostname.mocca.com).

In such a case, do as follows:

Procedure

1. Install and configure a new nginx server on the secondary server.
2. Install Keepal ived on both the primary and the secondary servers.
1. Download the source file from http://www.keepalived.org/download.html.
2. Copy keepalived-*_tar.gzto /home.
3. Open the Linux terminal and enter, for example, the following commands to install Keepal ived.
# tar -zxvf keepalived-*._tar.gz
# cd /home/keepalived-1.2.18

# ./configure --prefix=/usr/local/keepalived --disable-lvs
# make && make install

® Note

* Make sure that the Keepalived servers are connected to the same subnet.
* During the configuration of Keepalived, disable LVS.
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If you encounter the following error when running . /configure, proceed as follows:

* Ifyou are running SLES 11 SP4, install openssl-devel.

If you are running SLES 12 SP1, install libopenssl-devel and libopenssl-devel-32bit.
Otherwise, use a search engine to find the solutions.

Make sure that Autoconf and Automake are up to date.
For more information about Autoconf and Automake, visit

http:/www.gnu.org/software/autoconf/autoconf.html # and http:/www.gnu.org/software/
automake/#downloading #* .

% Example
Below is an example of how to install Autoconf and Automake:

1. Installautoconf-2.69

-/configure
make&&make install

2. Installautomake-1.15

./bootstrap.sh
./configure
make&&make install

3. Copy nginx_check.sh (under SLD HA Nginx Conf for OP.zip)to../usr/local/keepalived.

® Note

Make sure the execution permission has been assigned to this utility.

4. Copy the Keepal ived configuration template keepal ived.conf (under SLD HA Nginx Conf for
OP.zip) to etc/keepalived, and update keepalived.conf.

5. Open nginx_check.sh and update the path, priority and virtual IP address.

You can see the screenshot below for reference.

® Note

Set the priority for the primary node to 100, and for the secondary node to 90.

The virtual IP address is bound to the virtual hostname.
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L ! Configuration File for kesespaliwved
i global defs {

3 IDuter_id L?S_DE?EL

vrrp script chk nginx service {

| #=cript "/Lop/127.0.0.1/8888"
L #script "killall -0 ngina"

t interval 3

3 weight -20

i fail 2

2 rise 1

R

I  #vrrp_sync_group VGL {
I group {

1 # VI 1

TO# }

L #

i wrrp instance VI 1 {
: state BACEUP
a interface ethl
3 virtual router id 51
priority 100
; Gdvert int L
3 E&R&&&i&&
1 authentication {
L auth type PASS
L auth pass 1111
3 ¥
i virtual ipaddress {
3 }
f track script {
chk nginx service

6. Editthe blc_sldCluster .conf file on both the primary and secondary nginx servers.
In the server section, add the listening port number and server name.

For the server name, enter the virtual domain name which is bound to the virtual IP address.
7. Start nginx and Keepalived on the primary node and the secondary node, respectively.

* The default file path for starting nginx: .../usr/local/nginx/sbin/nginx
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* The default file path for starting Keepalived: ../usr/local/keepalived/sbin/keepalived

® Note

You must start nginx before you start Keepalived due to the latter's reliance on nginx.

Results

Now you can access the SLD with this virtual address:https://virtualhostname.mocca.com:<Port
Number>/ControlCenter.

You should always use the SLD virtual IP address for installation of other SAP Business One components,
version for SAP HANA.

2.2.4 Installing Primary License Manager on Server A

Procedure

1. Logonto Server A as root.

2. Navigate to the directory ../Packages . Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

® Note

If you receive the error message: “Permission denied”, you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnmod +x install

3. Inthe Welcome page of the setup wizard, choose Next.
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[E9 SAP Business One Server Components - - O s

Setup Wizard

Welcome to the setup wizard for SAF Business One server components
Flease select wour setup tpe:

i® Installation and Upgrade

Install newy components and upgrade existing components on this machine.

4. Inthe Select Features window, select License Manager and choose Next.

® Note

Apart from the SLD and License Manager, other components can be installed with the primary/
secondary node or on other servers.

We recommend that you install other components on other servers.

If you install other components with the primary/secondary node, when the primary/secondary node
server is down, the components will also be down.
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m SAP Business One Server Components - - O x

Select Features

Companent Mame Installed Wersion Mew Wersian Artion
[¥] Server Tools -
I¥| Landscape Management
System Landscape Directory
Extension Manager
License Manager Install
Jokh Service
Mohile Service
App Framewark
= [] Backup Service
|| Backup Service
I=| [¥] SAP Business One Server
| Swstem Components

[r] tarn Miatakaco

[v]
[v]

1]

Description

The app framework enakles building server applications that run on SAF HARA without the need for additional
application servers.

T -

5. Inthe Landscape Server window, enter the following:

* Landscape Server: Enter the SLD virtual IP address.
* Port: Enter the nginx proxy port number.

[54 sAP Business One Server Components - — O *

Landscape Server

The following address will be used by all other components as 5LD address for component registration.
Ifwou are nat going to use High Awailabilivy mode or reverse proxy or wirtual address for SLD wou can keep the default

walues.

¥ou can update LD address but, make sure wour network routing will forward it to local machine, where 5LD is being
installed.

Landscape Server | Part [ ]

enes ] (e

6. For SAP Business One 10.0 FP 2011 or higher, in the License Server Node Type window, select High
Availability Primary Node and enter the virtual URL that contains the virtual IP address and port number.
License Manager is registered into the SLD automatically.

SAP Business One Components High Availability Guide, version for SAP HANA
100 PUBLIC Installation



SAP Business One Server Components - x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

() Standalone Mode
@ High Availability Primary Node]
() High Availability Secondary Node

Virtual Address
URL |

[rons | [_tes

For a version lower than 10.0 FP 2011, in the License Server Node Type window, select High Availability
Primary Node and choose if you want to register License Manager into the SLD automatically or manually.

IE3 54P Business One Server Components - - O x

License Server Node Type

Select a node type for this new license server installation,
Install the license server as either a standalone or high availability node if you require multiple hosts for high
availability.

© Standalone Node
® High Availability Primary Node
© High Availability Secondary Node

[v] Register License Server into Systemn Landscape Directory

T -

7. If the network address of the license server has already been registered into the SLD, the License Server
Registration window appears with the following options:

* Qverwrite existing registration
* Keep existing registration

If both the IP address and port number are registered, you can choose to overwrite the existing registration
data or reuse them.
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If the IP address is registered but the port number isn't, you can only overwrite the existing registration
data.

[E3 s4P Business One Server Components - rd O X

License Server Registration

The license server with address | and port number 40000 is already registered in the System
Landscape Directory.

@ Overwrite existing registration

O Keep existing registration

e

cancel [: Previous I| Next ‘

8. Inthe Database Server Connection window, specify the following information and then choose Next:

Connection

* SAP HANA Server: Enter the hostname or IP address of your SAP HANA server.
* Instance Number: Enter the instance number of your SAP HANA database.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.
* Tenant Database: Enter the name of the tenant database that you want to use.

Credentials

* User Name: Enter your tenant database user name.
® Password: Enter the password for your user name.
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[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server ! | Instance Number 00

Tenant Database l

Credentials
User Name i

Password |

The specified database user requires privileges according to the Administrator's Guide.

9. Inthe Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the primary SLD on Server A, while the value
of the Server Address is the SLD virtual address.

[E9 5P Business One Server Components - 9.20.150 PLOS - O *

Review Settings

Fewview wour settings carefully hefore starting the setup process:

Parameter Walue
Installation -
Installation Folder fusrfsap/SAPBusinessOne
Service Fort L =
Metwork, Address ] | 3

Landscape Server
Server Address
Server Part

Site User
Paszword

it

e

-

¥ou can save current settings in a property file for future use. Save Settings
Caution: Passwords will also be sawed in the property file.

10. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If License Manager is installed successfully, choose Next to finish the installation.
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* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

11. In the Setup Process Completed window, review the installation results.

12. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]
Previous: Configuring a Virtual IP Address for SLD [page 89]

Next task: Installing Secondary License Manager on Server B [page 104]

2.2.5 Installing Secondary License Manager on Server B

Procedure

1. Logonto Server B as root.

2. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

® Note

If you receive the error message: "Permission denied", you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnmod +x install

3. Inthe Welcome page of the setup wizard, choose Next.
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[E9 SAP Business One Server Components - - O s

Setup Wizard

Welcome to the setup wizard for SAF Business One server components
Flease select wour setup tpe:

i® Installation and Upgrade

Install newy components and upgrade existing components on this machine.

4. Inthe Select Features window, select License Manager and choose Next.

® Note

Apart from the SLD and License Manager, other components can be installed with the primary/
secondary node or on other servers.

We recommend that you install other components on other servers.

If you install other components with the primary/secondary node, when the primary/secondary node
server is down, the components will also be down.
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m SAP Business One Server Components - — O >

Select Features

Companent Mame Installed Wersion Mew Wersian Artion
[¥] Server Tools -
I¥| Landscape Management
System Landscape Directory
Extension Manager
License Manager Install
Jokh Service
Mohile Service
App Framewark
= [] Backup Service
|| Backup Service
I=| [¥] SAP Business One Server
| Swstem Components

[r] tarn Miatakaco

[v]
[v]

1]

Description

The app framework enakles building server applications that run on SAF HARA without the need for additional
application servers.

T -

5. Inthe Landscape Server window, enter the following:

* Landscape Server: Enter the SLD virtual IP address.
* Port: Enter the nginx proxy port number.
¢ Site User ID and Password: Enter the site user as B1SiteUser and the password.

[E¥ 54P Business One Server Components - - O X

Landscape Server

Enter the landscape server address and the site user passwiord.

Make sure that the Systerm Landscape Directony is running before proceeding.

Landscape Server | | Part
Site User ID [B1SiteUser |
Passward [sase |

T

6. For SAP Business One 10.0 FP 2011 or higher, in the License Server Node Type window, select High
Availability Secondary Node, enter the IP address and port number of the primary SLD to connect to the
remote SLD, and then enter the virtual URL that contains the virtual IP address and port number.
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SAP Business One Server Components x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

2 Standzlone Node
(23 High Availability Primary Node
® High Availability Secondary Node

Primary Node

Address Port

Virtual Address
URL |

[_rwwon | [ tes

For a version lower than 10.0 FP 2011, in the License Server Node Type window, select High Availability
Secondary Node, and enter the IP address and port number of the primary SLD to connect to the remote
SLD.

m SAP Business One Server Components - — O X

License Server Node Type

Select a node type for this new License Server installation.
Inztall the License Server as either a standalone ar high availabilivy node it wou reguire multiple hosts for high awvailabilivg

) Standalone Mode

) High Awailability Primary Mode

@ High Awailability Secondary Made
Primary Node

Address Faort

T -

7. If the network address of the license server has already been registered into the SLD, the License Server
Registration window appears with the following options:

* Qverwrite existing registration
* Keep existing registration
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If both the IP address and port number are registered, you can choose to overwrite the existing registration
data or reuse them.

If the IP address is registered but the port number isn't, you can only overwrite the existing registration
data.

ﬁ SAP Business One Server Components - - O X
P

License Server Registration

The license server with address and port number 40000 is already registered in the System
Landscape Directory.

@ Cverwrite existing registration

O Keep existing registration

[ Cancel Previous | ‘ Mext |

8. Inthe Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.

SAP Business One Components High Availability Guide, version for SAP HANA
108 PUBLIC Installation



[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server ! | Instance Number 00

Tenant Database l

Credentials
User Name i

Password |

The specified database user requires privileges according to the Administrator's Guide.

9. Inthe Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the secondary SLD on Server B, while the
value of the Server Address is the SLD virtual address.

[E9 5P Business One Server Components - 9.20.150 PLOS - O *

Review Settings

Fewview wour settings carefully hefore starting the setup process:

Parameter Walue
Installation -
Installation Folder fusrfsap/SAPBusinessOne
Service Fort L =
Metwork, Address ] | 3

Landscape Server
Server Address
Server Part

Site User
Paszword

it

e

-

¥ou can save current settings in a property file for future use. Save Settings
Caution: Passwords will also be sawed in the property file.

10. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If License Manager is installed successfully, choose Next to finish the installation.
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* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

11. In the Setup Process Completed window, review the installation results.

12. Choose Finish to exit the wizard.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]
Previous task: Installing Primary License Manager on Server A [page 98]

Next task: Editing License Manager Address [page 110]

2.2.6 Editing License Manager Address

Prerequisites

This task is required only if you are deploying a version that is lower than SAP Business One 10.0 2011, version
for SAP HANA. For 10.0 FP 2011 or higher, skip this task and go to the next one.

Context

After you have configured nginx and installed License Manager, update the License Manager address in System
Landscape Directory into its virtual address.

Procedure

1. Connectto https://<VIP Address>:<Port Number>/ControlCenter/ using the user name
(B1SiteUser) and password.

2. Onthe Services tab, proceed as follows:
¢ If you have chosen to register the license server into the SLD automatically, choose to edit License
Manager.
* |f you have chosen to register the license server into the SLD manually, choose | Add ¥ License
Manager 3.

3. Inthe Service URL field, enter the virtual address (https://<VIP Address>:<Port Number>/
LicenseControlCenter), and choose OK.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]

Previous task: Installing Secondary License Manager on Server B [page 104]
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Next task: Adding Allowlist to License Manager [page 111]

2.2.7 Adding Allowlist to License Manager

Prerequisites

This task is required only if you are deploying SAP Business One 10.0 FP 2202, version for SAP HANA. If you are
deploying other versions, skip this task and go to the next one.

Context

Add a cluster of the virtual IP address and all primary and secondary server I[P addresses of System Landscape
Directory and License Manager, to an allowlist to grant access to License Manager.

Procedure

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses in the
following format:

1. § ¢¥Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to Zusr/sap/SAPBusinessOne/ServerTools/License/conf on all of your primary and
secondary License Manager servers.

3. Runthe command Zetc/init.d/sapblservertools restart to restart License Manager on all of
your primary and secondary servers.

Task overview: Installing Version 10.0 FP 2202 or Earlier [page 72]

SAP Business One Components High Availability Guide, version for SAP HANA
Installation PUBLIC 111


http://help.sap.com/disclaimer?site=https%3A%2F%2Fi7p.wdf.sap.corp%2Fsap%2Fbc%2Fbsp%2Fsno%2Fui%2Fattachment.htm%3Fiv_key%3D002075125900000284372022%26iv_version%3D0001%26alt%3D2BCE4CB10DF674B172F4F3F7B32A284F4933B334368AF734378C3730B472CFCA2E2B31F4368E48CC36A82A0FF1CF0D2AF2ACCCCC2FAECA882A0931C9304A330A0A0B2ED275D4750C09514BCECFCFCE4C8DCF4BCC4DB5F575F4F4F3F57771F571F6F70B01B25D83D4120B0A722092A599504EB16D715E3E00%26iv_guid%3D00109B36D6AA1EDCAAE6909F029A4333

Previous task: Editing License Manager Address [page 110]

Next: Installing SAP Business One Client and Other Components, version for SAP HANA [page 112]

2.2.8 Installing SAP Business One Client and Other
Components, version for SAP HANA

Before you can install the SAP Business One client and other components on a Windows server, you should
install other necessary components on a Linux server (including but not limited to the System Components
and the System Database).

The SAP Business One client and other components, version for SAP HANA, can be installed with the setup
wizard.

For more information about how to install SAP Business One components, version for SAP HANA, see the SAP
Business One Administrator's Guide, version for SAP HANA on SAP Help Portal.

® Note

During the installation, please use the virtual IP address and port number for the SLD server address. For
example, in the System Landscape Directory connection window, enter <VI P Addr ess>: <Port Nunber >.

I-:‘. SAP Business One Setup Wizard — x

System Landscape Directory
Specify the location of the SAP Business One system landscape directory.

The system landscape directory is the central service that governs the SAP Business
One kndscape. It includes 3 licence server component that was used in previous
versions of SAP Business One.

A previous version of the licence server or systemn landscape directory is installed on
this machine. Upgrade the system landscape directory to the latest version or
connect to the system landscape directory on a remote machine.
() Connect to Local System Landscape Directory
(®) Connect to Remote System Landscape Directory

Server Mame ||

The remote system lndscape directory must be of the same version as the
version of SAP Business One that you are setting up. To upgrade the remote
cystern landscape directory, you must run an uparade on that machine.

| Cancel | | Back Mext

Parent topic: Installing Version 10.0 FP 2202 or Earlier [page 72]
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Previous task: Adding Allowlist to License Manager [page 111]
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3 Upgrade

* |f you want to upgrade your existing SAP Business One, version for SAP HANA, with high availability
capabilities, to 10.0 PLOO or higher with high availability, see Upgrading Highly Available SAP Business One,
version for SAP HANA [page 114].

* |f you want to upgrade your existing SAP Business One, version for SAP HANA, without high availability
capabilities, to 10.0 PLOO or higher for high availability, see .Upgrading SAP Business One, version for SAP
HANA, for High Availability [page 158]

3.1 Upgrading Highly Available SAP Business One, version
for SAP HANA

If you have built the following high availability environment for your SAP Business One components, version for
SAP HANA, and want to upgrade to 10.0 PLOO or higher with high availability capabilities, follow the instruction
in this chapter.

9 Windows
B linux

SAP Business One
Components (SAP HANA)

Primary SLD and
License Manager

SAP Business One Client
and Other Components

Secondary SLD and
License Manager

SAP Business One Components High Availability, version for SAP HANA

We provide well-defined upgrade paths for the SAP Business One product line. Direct upgrades from an SAP
Business One release to another SAP Business One release are supported as described in the guide SAP
Business One Upgrade Strategy Overview and in SAP Notes that describe the target release.

However, depending on technical constraints for starting and target releases in upgrades, upgrades may have
to be performed in several steps. For example, the recommended upgrade path from SAP Business One 9.3 to
10.0 FP2305 includes an intermediate upgrade step to 10.0 PLO2.
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For more details on supported platform versions and supported releases, refer to the following documents on
the SAP Help Portal:

* SAP Product Availability Matrix#
¢ SAP Business One, version for SAP HANA Platform Support Matrix
* SAP Business One Administrator’s Guide, version for SAP HANA

® Note

Before the upgrade, make sure that all the prerequisites for upgrading the relevant SAP Business One
components have been met. For more information, see SAP Business One Administrator's Guide, version
for SAP HANA.

Follow the procedure below for the version that you want to upgrade to:
Upgrading to Version 10.0 FP 2208 or Later [page 115]
Upgrading to Version 10.0 FP 2202 or Earlier [page 149]

3.1.1 Upgrading to Version 10.0 FP 2208 or Later

As of SAP Business One 10.0 FP 2208, version for SAP HANA, the Identity and Authentication Management
(IAM) service is available. With the IAM, you can use a single set of login credentials across multiple platforms,
applications and networks. The SAP Business One Authentication Service is delivered with the System
Landscape Directory as a built-in service for the IAM.

For more information about the IAM, see the guide Identity and Authentication Management in SAP Business
One on SAP Help Portal.

The following figure illustrates the landscape of the high availability environment.

7 Windows Server
B Linux Server

Primary SLD

(Authentication Service) and SR LI

Components (SAP HANA)

_ Manager “
Secondary SLD
(Authentication Service) and
License Manager

SAP Business One Client
and Other Components

SAP Business One Components High Availability, version for SAP HANA

® Note

Please make sure that the date and time are the same on all servers. If the date and time are not
synchronized across all machines, errors will occur during authentication.
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To upgrade your existing SAP Business One, version for SAP HANA, with high availability capabilities, to 10.0 FP
2208 or later for high availability, proceed as follows:

R N

Upgrading Primary SLD and License Manager on Server A [page 116]

Upgrading Secondary SLD and License Manager on Server B [page 128]

Configuring nginx [page 140]

Configuring SAP Business One Authentication Service [page 144]

Configuring SLD [page 145]

Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 148]

3111 Upgrading Primary SLD and License Manager on

Server A

Procedure

1

116

Revert the configuration change made for high availability in the sld.xml file during your previous setup:

¢ If you have used database persistence to store the SLD memory, proceed as follows:
1. Edit the configuration file sid.xml.

* If your existing SAP Business One version is 10.0 SP 2511 or later, go to the folder <SLD
Installation Folder>/SLD/conf (by default, /usr/sap/SAPBusinessOne/
ServerTools/SLD/conf), open the file sld.xml, and revert <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager
" password= pathname=""" url= username=" "/>to <Manager
pathname="""/>.

* If your existing SAP Business One version is between 9.3 PLO9 and 10.0 FP 2508, go to the
folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conf), open the file sld.xml, and revert <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager
" password=" " pathname=""" url=" " username=" "'/>to<Manager
pathname="""/>.

* If your existing SAP Business One version is 9.3 PLO8 or lower, go to the folder <SLD
Installation Folder>/Common/SLD/conf (by default, ../usr/sap/SAPBusinessOne/
Common/SLD/conf), open the file sld.xml, and revert <vValve
className=""com.sap.bl.sld.catalina.session.SessionHandlerValve'/
><Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager
"'/>to <Manager pathname="""/>.

2. Restart the SAP Business One Server Tools Service.
* If you have used Redis persistence, proceed as follows:
1. Edit the configuration file sld.xml.

* If your existing SAP Business One version is 9.3 PLO9 or higher, go to the
folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conT), open the file sld.xml, and revert <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
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host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxlInactivelnterval="60" />to<Manager pathname="""/>.

* If your existing SAP Business One version is 9.3 PLOS8 or lower, go to the
folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conf), open the file sld.xml, and revert <vValve
className=""com.sap.bl.sld.catalina.session.SessionHandlerVvalve'/>
<Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxInactivelnterval="60" />to<Manager pathname=""/>.

2. Restart the SAP Business One Server Tools Service.
2. Copy the upgrade package to the primary server.
Log on to the primary server as root.

4. Navigate to the directory ../Packages . Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

5. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.

6. Inthe Welcome window, choose Next.

K& 5AP Business One - ®

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade
Install new components and upgrade existing components on this machine.

=

7. In the Specify Installation Folder window, specify where you want to install the upgraded server
components and choose Next.
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9.

18

I3 54 Business One Server Components -| _ - o x

|
Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools, version for SAP HANA.

|/usr/sap/SAPBusinessOne |

Restore Default Folder | | Browse...

A - -

In the Select Features window, select both System Landscape Directory and License Manager. Choose Next.

—_

m SAP Business One Server Components - O X
Select Features
| Component Name Installed Version New Version | Action I
= ¥l Server Tools | =
=] ¥l Landscape Management - L
v| System Landscape Directory [ [ ] I 0.

[ ] Extension Manager |
License Manages |
Job Service | |
LI Mobile Service ! |
(| App Framework |
[L] App Framework
[! sLD Agent (On Premise) =
[ | Web Client | -

Description

System Landscape directory (SLD) is the central source of system landscape information, It is required for user authentication
and landscape management.

It

[_cmen | )

If you are installing SAP Business One version 10.0 SP 2408 or earlier, skip this step.

If you are installing version 10.0 SP 2411 or later, you will enter the Certificate Verification Settings window.

In the Certificate Verification Settings window, enable or disable certificate verification. The Enable
certificate verification checkbox is selected by default.

If you choose to enable certificate verification, make sure that you obtain a valid certificate and don't use a
self-signed certificate. For more information about the necessary prerequisites, see SAP Note 3520401 ¥ .
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m SAP Business One Server Components - O X

Certificate Verification Settings

Certificate verification is a security feature that ensures the authenticity and integrity of certificates used by websites and
applications. Enabling this feature helps protect your data and privacy by preventing unauthorized access and ensuring secure
communication

[v] Enable certificate verification

Please note that the self-signed certificate generated by the installer is not supported by certificate venfication

Cancel | Previous | | Next

10. In the Network Address window, confirm the IP address or hostname of Server A. Choose Next.

IZ3 54P Business One - ®

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

O IP Address

® Hostname

I

provors_| [

11. Keep the existing port number that was used for the primary System Landscape Directory during the
previous installation and choose Next.

* If you are upgrading your SAP Business One to version 10.0 SP 2511, you will enter the Server Tools
Service Port window.

* If you are upgrading your SAP Business One to any version from 10.0 FP 2208 through to and including
10.0 FP 2508, you will enter the Service Port window.
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r
E’! SAP Business One = O W

Server Tools Service Port

Specify a port number which will be used by the Server Tools group of services:

» System Landscape Directory
« Extension Manager
» Backup Service

Port Number  [40000 Reset

Cancel Previous ] I Next

Server Tools Service Port Window

IZ3 SAP Business One - X

Service Port

Specify a port number which will be used by the senvices to be installed.
Port Number  [40000 || Restore Default Port
Cancel Previous | ‘ Next

Service Port Window
12. If you are upgrading your SAP Business One to version 10.0 FP 2508 or earlier, skip this step.

If you are upgrading your SAP Business One to version 10.0 SP 2511, you will enter the Server Tools License
Service Port window.

Specify a port number for the License Manager and choose Next. The default port number is 40002.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset.
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E SAP Business One — 0 7

Server Tools License Service Port

Specify a port number which will be used by the License service.

Port Number  |40002 | Reset ;

Starting with version 10.0 SP 2511, you must specify a unique port number due to service configuration updates,
Additionally, please adjust the firewall, network, and high availability settings accordingly.
For details, see SAP Note 3623045,

o] [

13. In the Authentication Service Ports window, keep the existing port numbers that were used for SAP
Business One Authentication Service during the previous installation. Choose Next.

[E3 s4P Business One - O X

Authentication Service Ports

Specify port numbers which will be used by the SAP Business One Authentication Service.

Socket Port Bindings

Port (HTTPS) 40020 | [ Reset

Management Port (HTTP)

provevs ] [t

14. In the Landscape Selection window, select Existing landscape.
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IE3 SAP Business One - A

Landscape Selection

Specify a landscape for this new System Landscape Directory installation.

) New landscape
® Existing landscape

- —

15. In the Site User Password window, enter the password created for the landscape administrator
B1SiteUser and confirm the password. Then choose Next.

IG3 SaP Business One - X

Site User Password

Enter and confirm the password for the site user.
Mote: For more information about the role of the site user, see the Administrator's Guide.

Site UserID B1SiteUser

Password | |

Confirm Password | |

Cancel Previous I | Next

16. In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority
You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* Certificate authority server
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You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

¢ (Not recommended) Generate a self-signed certificate
You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.

IZ3 SAP Business One Components - — %

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a cerificate for authentication:
® Use a self-signed certificate

) Specify a PKCS12 certificate store and certificate password

Cancel Previous | i Next

17. In the Landscape Server window, keep the existing values of the Landscape Server address and port
number. Choose Next.

SAP Busi
Upgrade

® Note

If you are upgrading to any version from SAP Business One 10.0 SP 2311 up to and including 10.0 SP
2411, enter the local IP address or hostname and port number (by default, 40000) of Server A instead.
Do not use the virtual IP address.
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I3 SAP Business One - X

Landscape Server

The following address will be used by all other components as SLD address for component registration.
If you do not intend to use High Availability mode or reverse proxy or virtual address for SLD, always keep the default values.

You can update SLD address. Ensure that your network routing will forward the address to the local machine on which SLD is
being installed.

Landscape Server I | Port

T —

18. In the License Server Node Type window, select High Availability Primary Node and enter the virtual URL
that contains the virtual IP address and port number.

B SAP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

) Standalone Node
® High Availability Primary Node
) High Availability Secondary Node

Virtual Address
URL [

[provous ] [_tex

19. In the Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server IP addresses of System Landscape Directory and License Manager, to an allowlist to grant access to
License Manager.
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Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corespending "X button.

| \ 4 | Please addthe following IP addresses:
""""" - The virtual IP address
| X I.f_. - All primary and secondary server I[P addresses of System Landscape Directory
- All primary and secondary server IP addresses of License Manager

| Cancel ] Previous ‘ [ Next

Alternatively, you can follow the steps below to add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

¢} Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to the directory Zusr/sap/SAPBusinessOne/ServerTools/License/conf on your
primary License Manager server.
3. Onyour primary server, restart License Manager.
* If your SAP Business One version is 10.0 FP 2508 or earlier, run the following command:
systemctl restart sapblservertools.service.
* If your SAP Business One version is 10.0 FP 2511 or later, run the following command: systemctl
restart sapblservertools-license.service.

20.In the Database Server Connection window, keep the previous settings and then choose Next.

Connection

* SAP HANA Server: The hostname or IP address of your SAP HANA server.
* Instance Number: The instance number of your SAP HANA database.
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* Tenant Database: The name of the tenant database that you use.

Credentials

* User Name: Your tenant database user name.
® Password: The password for your user name.

[E3 54P Business One Server Components - - a X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server f | nstance Number 00

Tenant Database

Credentials
User Name f

Password

The specified database user requires privileges according to the Administrator's Guids,

Cancel I |

Previous | L Mext i

21. In the Service Database window, choose to connect to the existing database schema that you created for
SAP Business One Authentication Service when you deployed the primary SLD. Choose Next.

(5 54P Business One — O *

Service Databases

Specify a new database or connection to the existing SAP Business One Authentication Service schema.

) Create a new schema

® Connect to the existing schema

[B1as [~]

e

22.In the System Landscape Directory Schema window, choose to connect to the existing SLD schema that
you created when you deployed the primary SLD.
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IZ3 SAP Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

() Create a new schema

@) Connectto the existing schema

I =]

o] [

23.1n the Windows Domain User Authentication (Single Sign-On) window, specify all required information and
choose Next.

IE3 5AP Business One Server Components - ] X

Windows Domain User Authentication (Single Sign-On)

The System Landscape Direclory supports Windows domain user authentication for the SAP Business One client.

If you need this feature, specify a valid domain user and password.
Then the domain administralor must use the SetSPN tool to register a Service Principal Name.
Note: For more information about Service Principal Name, see the Administrator's Guide.

(® Do not need domain user authentication

() Use domain user authentication

[ omos ] pmms | [ we

24.In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

Note that Network Address and Server Address are the same for all installations without a proxy SLD IP or
hostname.
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IE4 AP Business One - O X

Review Settings

Review your settings carefully before stanting the setup process:

Parameter | Value
Installation
installation Folder X : =
Service Pornt I
\Network Address ——

LLandscape Server
|Protocol

https

i -
e -

kS|te User

You can save current settings in a property file for future use. Save Settings

Caution: Passwerds will also be saved in the property file.

Cancel | Previous | Start

25.1In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
* If the upgrade succeeds, choose Next to finish the installation.

* |f the upgrade fails, choose Roll Back to restore the system. When the rollback progress is completed,
in the Rollback Progress window, choose Next to finish the installation.

26.1n the Setup Process Completed window, review the installation.

27. Choose Finish to exit the wizard.

Task overview: Upgrading to Version 10.0 FP 2208 or Later [page 115]

Next task: Upgrading Secondary SLD and License Manager on Server B [page 128]

3112 Upgrading Secondary SLD and License Manager on
Server B

Procedure

1. Revert the configuration change made for high availability in the sld.xml file during your previous setup:

* If you have used database persistence to store the SLD memory, proceed as follows:

1. Edit the configuration file shd.xml.
* If your existing SAP Business One version is 10.0 SP 2511 or later, go to the folder <SLD
Installation Folder>/SLD/conf (by default, /usr/sap/SAPBusinessOne/

ServerTools/SLD/conT), open the file sld.xml, and revert <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager
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" password=" " pathname=""" url=" " username=" "'/>to<Manager
pathname="""/>.

If your existing SAP Business One version is between 9.3 PLO9 and 10.0 FP 2508, go to the
folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conf), open the file sld.xml, and revert <Manager

className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager

"' password= url=

pathname="""/>.

pathname= username="" ""/>to <Manager

If your existing SAP Business One version is 9.3 PLO8 or lower, go to the folder <SLD

Instal lation Folder>/Common/SLD/conf (by default, ../usr/sap/SAPBusinessOne/

Common/SLD/conf), open the file sld.xml, and revert <Valve
className=""com.sap.bl.sld.catalina.session.SessionHandlerValve'/
><Manager

className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager

"'/>to <Manager pathname="""/>.

2. Restart the SAP Business One Server Tools Service.

If you have used Redis persistence, proceed as follows:

1. Edit the configuration file sld.xml.

If your existing SAP Business One version is 9.3 PLO9 or higher, go to the
folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conf), open the file sld.xml, and revert <Manager

className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"

host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxInactivelnterval="60" />to<Manager pathname="""/>.

If your existing SAP Business One version is 9.3 PLO8 or lower, go to the

folder <SLD Installation Folder>/Common/SLD/conf (by default, ../usr/sap/
SAPBusinessOne/Common/SLD/conf), open the file skd.xml, and revert <Valve
className=""com.sap.bl.sld.catalina.session.SessionHandlerValve'/>
<Manager

className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager""

host=""${Redis Server IP}" port="${Redis Server Port}" database="0"
maxlInactivelnterval="60" />to<Manager pathname="""/>.

2. Restart the SAP Business One Server Tools Service.

2. Copy the upgrade package to the secondary server.

3. Logontothe secondary server as root.

4. Navigate to the directory ../Packages . Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

5. Start the upgrader by entering the following command:

./linstall

The upgrade process begins.

6. Inthe Welcome window, choose Next.
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7.

8.

130

I3 S4P Business One - %

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade
Install new components and upgrade existing components on this machine.

Cance [ Nem ]

In the Specify Installation Folder window, specify where you want to install the upgraded server
components and choose Next.

[E3 s4P Business One Server Components-| l — 0 x

Specify Installation Folder

Specily a folder where you want to Install SAP Business One server Lools, version for SAP HANA.

|/ust/sap/SAPBusinessOne |

Restore Default Folder H Browse...

I -

In the Select Features window, select System Landscape Directory and License Manager. Choose Next.
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m SAP Business One Server Components . O W

Select Features
Component Name Installed Version New Version | Action |
—| ¥l Server Tools [ -
[¥] Landscape Management | L
v| System Landscape Directory. | I I | |

{"] Extension Manager |
License Manager |

] Job Service |
] Mobile Service |
[ App Framework |
|

|

|

L] App Framework
[_| SLD Agent (On Premise)
[_] Web Client

Description

System Landscape directory (SLD) is the central source of system landscape information. It is required for user authentication
and landscape management.

[_omen | Prevous | | M

9. Ifyou are installing SAP Business One version 10.0 SP 2408 or earlier, skip this step.

If you are installing version 10.0 SP 2411 or later, you will enter the Certificate Verification Settings window.

In the Certificate Verification Settings window, enable or disable certificate verification. The Enable
certificate verification checkbox is selected by default.

If you choose to enable certificate verification, make sure that you obtain a valid certificate and don't use a
self-signed certificate. For more information about the necessary prerequisites, see SAP Note 3520401 ¥ .

E SAP Business One Server Components - - =) X

Certificate Verification Settings

Certificate verification is a security feature that ensures the authenticity and integrity of certificates used by websites and
applications. Enabling this feature helps protect your data and privacy by preventing unauthorized access and ensuring secure
communication

[v] Enable certificate verification

Please note that the self-signed certificate generated by the installer is not supported by certificate venfication

E Previous i | Next

10. In the Network Address window, confirm the IP address or hostname of Server B. Choose Next.
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m SAP Business One

= X

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

O IP Address

@ Hostname

I

provors_| [

11. Keep the existing port number that was used for the secondary System Landscape Directory during the
previous installation and choose Next.

r
E! SAP Business One

132

If you are upgrading your SAP Business One to version 10.0 SP 2511, you will enter the Server Tools
Service Port window.

If you are upgrading your SAP Business One to any version from 10.0 FP 2208 through to and including
10.0 FP 2508, you will enter the Service Port window.

O X

Server Tools Service Port

Specify a port number which will be used by the Server Tools group of services:

» System Landscape Directory
« Extension Manager
» Backup Service

Port Number [40000 -_ | Reset

Cancel | Previous ] I Next

Server Tools Service Port Window
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IG3 SAP Business One - X

Service Port

Specify a port number which will be used by the senvices to be installed.

PortNumber  [40000 | | Restore Default Port

o] [

Service Port Window
12. If you are upgrading your SAP Business One to version 10.0 FP 2508 or earlier, skip this step.

If you are upgrading your SAP Business One to version 10.0 SP 2511, you will enter the Server Tools License
Service Port window.

Specify a port number for the License Manager and choose Next. The default port number is 40002.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Reset.

E SAP Business One —_ O X

Server Tools License Service Port

Specify a port number which will be used by the License service.

PortNumber  |40002 || Reset |

Starting with version 10.0 SP 2511, you must specify a unique port number due to service configuration updates,
Additionally, please adjust the firewall, network, and high availability settings accordingly.
For details, see SAP Note 3623945,

] [ofes
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13. In the Authentication Service Ports window, keep the existing port numbers that were used for SAP
Business One Authentication Service during the previous installation. Choose Next.

14. In the Landscape Selection window, select Existing landscape.

m SAP Business One

- a x

Authentication Service Ports

Socket Port Bindings

Port (HTTPS) 40020 | |  Reset

Management Port (HTTP)

Specify port numbers which will be used by the SAP Business One Authentication Service.

Pravious | | Next

I3 SAP Business One

- X

Landscape Selection

Specify a landscape for this new System Landscape Directory installation.

) New landscape
® Existing landscape

Previous | | Next

15. In the Specify Security Certificate window, specify a security certificate and choose Next.

134

You can obtain a certificate using one of the following methods:

* Third-party certificate authority
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You can purchase certificates from a third-party global Certificate Authority that Microsoft Windows
trusts by default. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* Certificate authority server
You can configure a Certificate Authority (CA) server in the SAP Business One landscape to issue
certificates. You must configure all servers in the landscape to trust the CA's root certificate. If you use
this method, select Specify a PKCS12 certificate store and certificate password and enter the required
information.

* (Notrecommended) Generate a self-signed certificate
You can let the installer generate a self-signed certificate; however, your browser will display a
certificate exception when you access various service Web pages, as the browser does not trust this
certificate. To use this method, select Use a self-signed certificate.

53 SAP Business One Components - o X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a certificate for authentication:
@ Use a self-signed certificate

) Specify a PKCS12 certificate store and certificate password

Cancel Previous | i Next

16. In the Landscape Server window, keep the previous settings and choose Next.

® Note

If you are upgrading to any version from SAP Business One 10.0 SP 2311 through to and including 10.0
SP 2411, enter the local IP address or hostname and port number (by default, 40000) of Server B
instead. Do not use the virtual IP address.
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B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server [ | Port

Site User ID | |

Password ["u |

previous _| |

Next

17. In the License Server Node Type window, select High Availability Secondary Node and enter the IP address
and port number of the primary License Manager node to connect to the remote license service. In the
Virtual Address section, enter the virtual URL that contains the virtual IP address and port number.

I SAP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

) Standalone Node
() High Availability Primary Node
@ High Availability Secondary Node

Primary Node
Address |

Port |

Virtual Address
URL [

[ prevous | [ wem

® Note

If you see the error message Address of primary node is not reachable, you can check
whether the SAP Business One Server Tools service on Server A is running or not.
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18. In the Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server |IP addresses of System Landscape Directory and License Manager, to an allowlist to grant access to
License Manager.

Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corespending "X button.

\ 4 | Please addthe following IP addresses:
——r— = Thewvirtual IP address
| X L‘_. - All primary and secondary server I[P addresses of System Landscape Directory
- All primary and secondary server IP addresses of License Manager

Cancel | Previous i l Next

Alternatively, you can follow the steps below to add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

¢} Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to the directory Zusr/sap/SAPBusinessOne/ServerTools/License/conf on your
primary License Manager server.
3. Onyour primary server, restart License Manager.

* If your SAP Business One version is 10.0 FP 2508 or earlier, run the following command:
systemctl restart sapblservertools.service.

* If your SAP Business One version is 10.0 FP 2511 or later, run the following command: systemctl
restart sapblservertools-license.service.

19. In the Database Server Connection window, keep the previous settings and then choose Next.

Connection
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* SAP HANA Server: The hostname or IP address of your SAP HANA server.

* Instance Number: The instance number of your SAP HANA database.

* Tenant Database: The name of the tenant database that you use.
Credentials

* User Name: Your tenant database user name.
® Password: The password for your user name.

[E3 4P Business One Server Components - - O X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server f | nstance Number 00

Tenant Database

Credentials
User Name f

Password

The specified database user requires privileges according to the Administrator's Guids,

Cancel I |

Previous | L Mext i

20.In the Service Database window, choose to connect to the existing database schema that you created for
SAP Business One Authentication Service when you deployed the primary SLD. Choose Next.

(54 54P Business One - O X

Service Databases

Specify a new database or connection to the existing SAP Business One Authentication Service schema.

) Create a new schema

® Connect to the existing schema

[B1as [~]

e
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21. Inthe System Landscape Directory Schema window, choose to connect to the existing SLD schema that
you created when you deployed the primary SLD.

IZ3 S4P Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

Create a new schema

@ Connectto the existing schema

I [~]

Cancel Previous | | Next

22.In the Windows Domain User Authentication (Single Sign-On) window, specify all required information and
choose Next.

53 5AP Business One Server Components - ] b4

Windows Domain User Authentication (Single Sign-On)

The Systermn Landscape Directory supports Windows domain user authentication for the SAP Business One client.

If you need this feature, specify a valid domain user and password.
Then the domain administrator must use the SetSPN tool to register a Service Principal Name.
Note: For more information about Service Principal Name, see the Administrator's Guide.

(® Do not need domain user authentication

) Use domain user authentication

e ——

23.In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

Note that Network Address and Server Address are the same for all installations without a proxy SLD IP or
hostname.
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54 sAP Business One - O *

Review Settings

Review your settings carefully before staning the setup process:

| Parameter | Value
Installation =
(Installation Folder } ; .=
|Service Port I I

LLandscape Server

|Protocol https
|Server Address

Server Port _j—
Site User et

4|

You can save current settings in a property file for future use. | Save Sottin
Caution: Passwords will also be saved in the property file. L O O

Cancel |  Provious | Stat |

24.1n the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If the upgrade succeeds, choose Next to finish the installation.

* |f the upgrade fails, choose Roll Back to restore the system. When the rollback progress is completed,
in the Rollback Progress window, choose Next to finish the installation.

25.1n the Setup Process Completed window, review the installation.
26.Choose Finish to exit the wizard.

Task overview: Upgrading to Version 10.0 FP 2208 or Later [page 115]
Previous task: Upgrading Primary SLD and License Manager on Server A [page 116]

Next task: Configuring nginx [page 140]

3113 Configuring nginx

Prerequisites

* You have obtained the nginx configuration file:

* Ifyou are upgrading to SAP Business One version 10.0 SP 2511 or later, download the HA configuration
file HA_Conf_for_OP_2511_or_Later.zip and unzip it to obtain the nginx configuration file "SLD HA
Nginx Conf for OP 2511 or Later.zip'"
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¢ If you are upgrading to SAP Business One from version 10.0 FP 2208 up to and including 10.0 FP 2508,
download the HA configuration file HA_Conf_for_OP_from_2208_until_2508.zip and unzip it to obtain

the nginx configuration file "SLD HA Nginx Conf for OP 2208 until 2508.zip".

Procedure

1. Goto nginx: Linux packages # and follow the instructions in the SLES section to install nginx on your Linux

server.
2. Copy the SLD files to the nginx server.

1. Onthe nginx server, navigate to Zusr/share/nginx/html, and create a folder named
ControlCenter.

2. On either one of the SLD servers, navigate to <SLDInstal lationFolder>/ServerTools/SLD/
webapps (by default, .../usr/sap/SAPBusinessOne/ServerTools/SLD/webapps) and get the
SLDControlCenter.war file.

3. Copy and unzip the SLDControlCenter .war file to the folder fusr/share/nginx/html/
ControlCenter on the nginx server. Overwrite the existing content, if any.

Jusr/share/nginghtml/ControlCenter/
Name - Size Changed Rights
Tl 5T/2025 3:37:30 PM [
55 5772025 5:38:08 PM PWT=XT=X
htmil 5/T/2025 5:38:08 PM W =XT =X
images 5/7/2025 5:38:09 PM T XX
is 5/7/2025 5:38:10 PM RT3 -
META-INF 5(7/2025 23810 PM PWHT-XE =X
OpenSource 5/T/2025 5:38:10 PM PWXT=XT=X
samil 5/7/2025 5:38:07 PM PWT =X =X
WEB-INF 5/7/2025 5:38:07 PM T =0 -X
I bind-userntml BKB  4/30/202510:0712AM  rwer-or-
e companySelection.html GKB  4/30/202511:07:12 AM TWer==[==
e index.html 10KB  4/30/2025 11:07:12 AM We=r==f==
e legin-fiari.html SKB 4/30/202511:07:12 AM Wer==f=-
e legin-fioriFerB1Client.html SKB 7972024 2:05:52 PM [ e o
e login-fioniForChoose.html KB 43072025 11:07:12 AM TWer==r==
e login-fioriForCreateCompany.html BKB  4/30/202511:07:12 AM Wer====
e sbo.html GKB  4/30/2025 11:07:12 AM W=r==f==
e test.html| 18KB  7/9/2024 2:05:52 PM w-r--r--

3. Prepare certificates:

1. Use the OpenSSL library to generate the server.cer and server .key files from your PKCS12
(-pFx) file, which is used to install the SLD.

2. Copy both files to the folder Zetc/nginx/cert.
If the cert folder does not exist, create it manually.

4. Goto/etc/nginx and delete the conf.d folder.
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fetc/nginy/

Size Changed

Name
= - 5/8/2025 10:08:34 AM
[ modules 2/5/2023 11:18:25 PM
conf.d 3/7/2025 5:41:58 PM
cert 4/14/2025 4:17:32 PM
[ ") uwsgi_params 1KB  2/5/2025 11:18:25 PM
» scgi_params 1KB 2/5/2025 11:18:25 PM
D nginx.conf.bak 1KB  2/5/2025 11:17:18 PM
| nginx.conf 2KB  4/16/2025 10:48:35 AM
[ 1) mime.types 6KB  2/5/2025 11:18:25 PM

| fastcgi_params 1KB  2/5/2025 11:18:25 PM

Figure 2: Contents at /etc/nginx
5. Copy the nginx configuration file, "SLD HA Nginx Conf for OP 2511 or Later.zip"or"SLD HA
Nginx Conf for OP 2208 until 2508.zip" (depending on your SAP Business One version ), to the
folder Zetc/nginx and extract the content. Override the existing content, if any.
6. Inthe etc/nginx/conf.d folder, open the HA configuration template file blc_sldCluster.conf and
edit the service addresses:

/ete/nginx/conf.d/f
MName f Size Changed
i .- 5/8/2025 10:08:34 AM

.-I nginx_check.sh 1KB 8/28/2018 4:.48:34 PM

o) keepalived.conf 1KB 8/28/2018 4:48:34 PM
|_L| default.conf.bak 2KB 2/5/202511:17:18 PM
| bic_sidCluster.conf 3KB 5/8/2025 9:32:07 AM

1KB  8/28/2018 4:48:34 PM
TKB 8/28/2018 4:48:34 PM

J] blc_proxy_common_ext.conf
-.-1 blc_proxy_commen.conf

* Inthe upstream sldService section, replace the sample values with the IP addresses and port numbers
of all your primary and secondary SLD.

* Inthe upstream licenseService section, replace the sample values with the IP addresses and port
numbers of all your primary and secondary License Manager.

* Inthe upstream licenseControlCenter section, replace the sample values with the IP address and port
number of your primary License Manager.

* Inthe upstream extManager section, replace the sample values with the IP address and port number of
your primary Extension Manager.

* Inthe upstream BIAS section, replace the sample values with the IP addresses and port numbers of
all your primary and secondary SAP Business One Authentication Service. The port numbers should
be the same as those in the Authentication Service Ports window when you install the primary and
secondary SLD.
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upstream sldservice{

ip_hash;
server 110000 ;
server 110000 ;
keepalive 300;
¥
upstream licenseService{
ip_hash;
server : H
server : H
¥
upstream licenseControlCenter{
server : H
¥
upstream extmanager{
server 110080 ;
¥

upstream B1AS{
ip_hash;
server 140020 ;
server 149020 ;

* Inthe server section, replace the sample port number with the listening port number for the SLD, for
example, 7777
For the server name, replace the sample name with the domain name which is bound to the IP address
of the nginx server.

Ferver
{

listen gz1:

SEIVEI name

% S5LD HA configuration(Internal address mapping) begins
location /3ld/saml? {
include blc_proxy common.gonf;
proxy_ set_header HOST Sserver_na_rr.e:Sserver_port:

Proxy pass https://sldService;

7. Restart the nginx server with the following command: systemctl restart nginx.service.

Task overview: Upgrading to Version 10.0 FP 2208 or Later [page 115]

Previous task: Upgrading Secondary SLD and License Manager on Server B [page 128]
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Next task: Configuring SAP Business One Authentication Service [page 144]

3.1.14 Configuring SAP Business One Authentication
Service

Procedure

1. Onthe primary server, proceed as follows:
1. Go to the directory /usr/sap/SAPBusinessOne/Common/keycloak/tools.

2. Use the following command with the IP address of the currently running server to run the script
authentication_ha start.sh:
./authentication_ha_start.sh install <IP Address of Server>

3. Runthe command systemctl restart sapblservertools-authentication.serviceto
restart SAP Business One Authentication Service.

2. Repeat the steps above on the secondary server.
3. Check if the configuration is successful.

1. Onthe server that you install SAP HANA, open SAP HANA Studio.

2. Find the database instance that you use for the SLD. Find and expand the schema that you created for
the Authentication Service.
The default schema name is B1AS.

3. Find the table JGROUPSPING in the Tables folder.

4. You can see that two new records are generated in this table, one for the primary node, the other for
the secondary node.
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Results

Now you can access the Authentication Service with the virtual web address: https://<Nginx
Server Domain Name>:<Listening Port Number of SLD>/auth. In this example, https://
nginxserverhostname.def.com:7777/auth.
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Task overview: Upgrading to Version 10.0 FP 2208 or Later [page 115]

Previous task: Configuring nginx [page 140]

Next task: Configuring SLD [page 145]

3.1.1.5 Configuring SLD

Procedure

1. Edit the configuration file sld.xml for your target SAP Business One version.

* For database persistence:
1. Stop the SAP Business One Server Tools Service on both Server A and Server B.
2. Find and edit the configuration file sld.xml from both Server A and Server B.
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* If your SAP Business One version is 10.0 SP 2511 or later, go to the folder
<SLD Installation Folder>/SLD/conf (by default, /usr/sap/SAPBusinessOne/
ServerTools/SLD/conf).
* If your SAP Business One version is 10.0 FP 2508 or earlier, go to the folder <SLD
Instal lation Folder>/Common/SLD/conf (by default, /usr/sap/SAPBusinessOne/
Common/SLD/conf).
Edit the configuration file sld . xml as follows:
Update <Manager pathname="""/>into <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager"
password="" " pathname=""" url=" " username=" "/>
You can find the values of password, url and username from the Resource node in sld.xml.
3. Start nginx and the SLD.
1. Goto<nginx Installation Folder>/sbin (bydefault, Zusr/local/nginx/sbin) and
start nginx.
2. Start the SLD service on both Server A and Server B.

* For Redis persistence:

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.

2. Obtainand unzip the file Redis related jar.zip fromthe HA configuration file
(HA_Conf_for_OP_2511_or_Later.zip or HA_Conf_for_OP_from_2208_until_2508.zip) that you
downloaded from the previous task Configuring nginx [page 140]. Copy the files, commons-
pool2-2.4_2_jar and jedis-2.8.0.jar, fromthe Redis related jar.zip folderto
..Jusr/sap/SAPBusinessOne/Common/tomcat/lib.

® Note

You can enter the following commands to give full permissions to the Redis files if your access
is denied:

Chnod 777 -R commons-pool 2-2.4.2.jar

Chnod 777 -R jedis-2.8.0.jar

3. Gotothefolder<SLD Installation Folder>/Common/tomcat/conf (by default,
../usr/sap/SAPBusinessOne/Common/tomcat/conf) and edit sld.xml as follows:
Update <Manager pathname=""">/ to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxlInactivelnterval="60" />

® Note

The default port number for the Redis server is 6379.

4. Start nginx and the primary and secondary SLD service.
1. Goto<nginx Installation Folder>/sbin (by default, Zusr/local/nginx/sbin), and
start nginx
2. Start the SLD service on both Server A and Server B.
2. Runaconnection test for the SLD by visiting the address https://<Nginx Server
Domain Name>:<Listening Port Number of SLD>/sld/s1d0100.svc, for example, https://
nginxserverhostname.def.com:7777/s1d/s1d0100.svc.
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3. Check if your configurations for the primary SLD and the secondary SLD are successful.

If they are properly configured, you can log in to the SLD control center through the following virtual web
addresses with your B1SiteUser account:
* https://<IP Address of Primary SLD>:<Port Number>/ControlCenter

* https://<IP Address of Secondary SLD>:<Port Number>/ControlCenter

The login procedures and required credentials may vary according to how the Identity and Authentication
Management (IAM) service is configured. For more information about the IAM, see the guide Identity and
Authentication Management in SAP Business One on SAP Help Portal.

4. Keep the primary SLD control center page open. Go to the Security tab.
5. Inthe SAP Business One Authentication Service section, choose Edit and make the following changes:
* Change the existing authentication server address and port number to https://<Nginx
Server Domain Name>:<Listening Port Number of SLD>,inthis example, https://
nginxserverhostname.def.com:7777.
* Change the existing SLD address and port number to https://<Nginx Server

Domain Name>:<Listening Port Number of SLD>,inthis example, https://
nginxserverhostname.def.com:7777.

6. Choose Update.

Choose Yes when you see this message:

Caution: Make sure that you define a correct address for the SLD and
authentication server.

The whole SAP Business One landscape does not work if the address is not
accessible.

DO you want to continue?

7. Choose Update again.
Choose OK when you see this message:

The authentication server address was updated successfully.
The SLD address was updated successfully.
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Results

Now you can access the SLD control center with your B1SiteUser account through the virtual web address
https://<Nginx Server Domain Name>:<Listening Port Number of SLD>/ControlCenter,in
this example, https://nginxserverhostname.def.com:7777/ControlCenter.

The login procedures and required credentials may vary according to how the Identity and Authentication
Management (IAM) service is configured. For more information about the IAM, see the guide Identity and
Authentication Management in SAP Business One on SAP Help Portal.

You should always use the virtual SLD address (<Nginx Server Domain Name>:<Listening Port
Number of SLD>) for installation of other SAP Business One components.

Task overview: Upgrading to Version 10.0 FP 2208 or Later [page 115]
Previous task: Configuring SAP Business One Authentication Service [page 144]

Next: Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 148]

3116 Upgrading SAP Business One Client and Other
Components, version for SAP HANA

The SAP Business One client and other components, version for SAP HANA can be upgraded with the setup
wizard.

For more information about how to upgrade the SAP Business One components, version for SAP HANA, see
the SAP Business One Administrator's Guide, version for SAP HANA on SAP Help Portal .

-> Recommendation

During the upgrade, we recommend that you use the virtual domain name and listening port number,
instead of the IP address, for the SLD server address. For example, in the System Landscape Directory
connection window, enter ngi nxser ver host nane. def. com 7777.
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I-:‘. SAP Business One Setup Wizard _

System Landscape Directory
Specify the location of the SAP Business One system landscape directory.

The system landscape directory is the central service that governs the SAP Business
One kndscape. It includes a licence server component that was used in previous
versions of SAP Business One.

A previous version of the licence server or system landscape directory is installed on
this machine. Upgrade the system kndscape directory to the ltest version or
connect to the system landscape directory on a remote machine.
() Connect to Local System Landscape Directory
(®) Connect to Remote System Landscape Directory

Server Mame ||

The remote system lndscape directory must be of the same version as the
version of SAP Business One that you are setting up. To upgrade the remote
system landscape directory, you must run an upgrade on that machine.

Cancel | | Back Mext

Parent topic: Upgrading to Version 10.0 FP 2208 or Later [page 115]

Previous task: Configuring SLD [page 145]

3.1.2 Upgrading to Version 10.0 FP 2202 or Earlier

To upgrade your existing SAP Business One, version for SAP HANA, with high availability capabilities, to 10.0 FP

2202 or earlier for high availability, proceed as follows:

Upgrading SLD and License Manager on Primary Server [page 150]

Upgrading SLD and License Manager on Secondary Server [page 152]

Configuring nginx [page 154]

Configuring License Control Center and License Manager [page 155]

Adding Allowlist to License Manager [page 156]

Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 157]

o0 s W e
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3121 Upgrading SLD and License Manager on Primary

Server

Procedure

If you are upgrading to SAP Business One 10.0 FP 2102 or higher, start from Step 3.
If you are upgrading to a lower version, start from Step 1.

1

o A~ w DN

10.

11.

150

Revert the configuration change made for high availability in the sld.xml file during your previous setup:

* If you have used database persistence to store the SLD memory, proceed as follows:

1. Gotothefolder <SLD Installation Folder>/Common/SLD/conf (by default, Zusr/sap/
SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Revert <Manager
className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManager""
password=" "' pathname= url= username=" ""/>to<Manager pathname="""/>.

2. Restart the SAP Business One Server Tools Service.
* If you have used Redis persistence, proceed as follows:

1. Gotothefolder <SLD Installation Folder>/Common/SLD/conf (by default, .../usr/sap/
SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Revert <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host="%${Redis Server IP}" port="${Redis Server Port}" database="0"
maxlnactivelnterval="60" />to<Manager pathname="""/>.

2. Restart the SAP Business One Server Tools Service.

Stop the SAP Business One Server Tools Service on the secondary server.
Copy the upgrade package to the primary server.
Log on to the primary server as root.

Navigate to the directory ../Packages.Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
On the Welcome page of the setup wizard, choose Next.

In the Select Features window, select System Landscape Directory, License Manager, and System Database,
then choose Next.

In the Site User Password window, enter the password for the site user B1SiteUser.

If the password has not changed since the last installation or upgrade, choose Next without re-entering the
password.

In the Landscape Server window, enter the virtual IP address and port number. Choose Next.

In the Shared Folders for System Landscape Directory window, select both Create a default CD repository
based on the installation media currently running and Create a central log directory under the installation
folder on the local machine. Choose Next.
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12.
13.
14.

15.

16.

17.

18.

In the Database Server Connection window, enter the password for the SAP HANA database user.
In the Samba Service Settings window, choose whether to start the Samba service automatically.

If you have not enabled SSO, in the Windows Domain User Authentication (Single Sign-On) window, choose
whether to do so or not.

In the Review Settings window, review your settings and then choose Start.
The upgrade process begins.

If your current installation has been running under a blserviceX user (where X represents any integer
larger than O) instead of a blservice0 user, the Delete Residual Service Users and Groups window will be
displayed. blserviceX users and user groups are usually remnants of previously failed uninstallations or
rollbacks.

Although not mandatory, we recommend that you delete these users and user groups to prevent potential
unnecessary future complications. To do so, select Delete residual service users and service user groups
and choose Next.

In the Setup Progress window, when the progress bar displays 100%, do one of the following:

* If all components are upgraded successfully, choose Next.

* If any component upgrade fails, choose Roll Back to restore the system. When the rollback is
completed, in the Rollback Progress window, choose Next.

In the Setup Process Completed window, review the upgrade result and choose Finish.

Skip this step if you are upgrading to SAP Business One 10.0 FP 2102 or higher. Otherwise, proceed to
modify sld.xml.

* If you have used database persistence to store the SLD memory, proceed as follows:

1. Gotothefolder <SLD Installation Folder>/Common/SLD/conf (by default, .../usr/sap/
SAPBusinessOne/Common/SLD/conf) from the primary server, and edit sld.xml as follows:
Update <Manager pathname="""/>to <Manager
className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManager""
password=" " pathname=""" url=" "' username=" "/>.

You can find the values of password, url and username from the Resource node in sld.xml.

2. Restart the SAP Business One Server Tools Service.

* If you have used Redis persistence, proceed as follows:

1. Gotothe folder <SLD Installation Folder>/Common/tomcat/conf (by default,
..Jusr/sap/SAPBusinessOne/Common/tomcat/conf) from the primary server, and edit
sld.xml as follows:
Update <Manager pathname=""">/to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxInactivelnterval="60" />.
The default port number for the Redis server is 6379.

2. Restart the SAP Business One Server Tools Service.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 149]

Next task: Upgrading SLD and License Manager on Secondary Server [page 152]
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3122 Upgrading SLD and License Manager on Secondary

Server

Procedure

If you are upgrading to SAP Business One 10.0 FP 2102 or higher, start from Step 4.
If you are upgrading to a lower version, start from Step 1.

1

S

10.

11.

152

Revert the configuration change made for high availability in the sld.xml file during your previous setup:

¢ If you have used database persistence to store the SLD memory, proceed as follows:
1. Gotothefolder <SLD Installation Folder>/Common/SLD/conT (by default, /usr/sap/
SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Revert <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager"
password=" "' pathname=""" url=" " username="" "/>to<Manager pathname="""/>.
2. Restart the SAP Business One Server Tools Service.
* If you have used Redis persistence, proceed as follows:

1. Gotothe folder <SLD Installation Folder>/Common/SLD/conf (by default, .../usr/sap/
SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Revert <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host="${Redis Server IP}" port="${Redis Server Port}" database="0"
maxInactivelnterval="60" />to<Manager pathname=""/>.

2. Restart the SAP Business One Server Tools Service.
Stop the SAP Business One Server Tools Service on the primary server.
Start the SAP Business One Server Tools Service on the secondary server.
Copy the upgrade package to the secondary server.
Log on to the secondary server as root.

Navigate to the directory ../Packages.Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
On the Welcome page of the setup wizard, choose Next.

In the Select Features window, select System Landscape Directory, License Manager, and System Database,
then choose Next.

In the Site User Password window, enter the password for the site user B1SiteUser.

If the password has not changed since the last installation or upgrade, choose Next without re-entering the
password.

In the Landscape Server window, enter the virtual IP address and port number. Choose Next.
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12. In the Shared Folders for System Landscape Directory window, select both Create a default CD repository
based on the installation media currently running and Create a central log directory under the installation
folder on the local machine. Choose Next.

13. If you see this message: Address of primary node is not reachable, choose OK, start the SAP
Business One Server Tools Service on the primary server to connect to the primary node, then stop the
Service on the primary server and continue with the upgrade process.
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14. In the Database Server Connection window, enter the password for the SAP HANA database user.

15. In the Samba Service Settings window, choose whether to start the Samba service automatically.

16. If you have not enabled SSO, in the Windows Domain User Authentication (Single Sign-On) window, choose
whether to do so or not.

17. In the Review Settings window, review your settings and then choose Start.

The upgrade process begins.

If your current installation has been running under a blserviceX user (where X represents any integer
larger than O) instead of a blservice0 user, the Delete Residual Service Users and Groups window will be
displayed. blserviceX users and user groups are usually remnants of previously failed uninstallations or
rollbacks.

Although not mandatory, we recommend that you delete these users and user groups to prevent potential
unnecessary future complications. To do so, select Delete residual service users and service user groups
and choose Next.

18. In the Setup Progress window, when the progress bar displays 100%, do one of the following:

If all components are upgraded successfully, choose Next.

If any component upgrade fails, choose Roll Back to restore the system. When the rollback is
completed, in the Rollback Progress window, choose Next.

19. In the Setup Process Completed window, review the upgrade result and choose Finish.

20.Skip this step if you are upgrading to SAP Business One 10.0 FP 2102 or higher. Otherwise, proceed to
modify sld.xml.

If you have used database persistence to store the SLD memory, proceed as follows:
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1. Gotothe folder <SLD Installation Folder>/Common/SLD/conf (by default, .../usr/sap/
SAPBusinessOne/Common/SLD/conf) from the primary server, and edit sld.xml as follows:
Update <Manager pathname=""'/>to <Manager
className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManager"
password="" " pathname=""" url=" "' username="" "'/>.

You can find the values of password, url and username from the Resource node in sld.xml.

2. Restart the SAP Business One Server Tools Service.

* If you have used Redis persistence, proceed as follows:

1. Gotothefolder <SLD Installation Folder>/Common/tomcat/conf (by default,
../usr/sap/SAPBusinessOne/Common/tomcat/conf) from the primary server, and edit
sld.xml as follows:
Update <Manager pathname='""'>/to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host=""${Redis Server IP}" port="${Redis Server Port}'" database="0"
maxlnactivelnterval="60" />.
The default port number for the Redis server is 6379.

2. Restart the SAP Business One Server Tools Service.

21. Start the SAP Business One Server Tools Service on the primary server.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 149]

Previous task: Upgrading SLD and License Manager on Primary Server [page 150]

Next task: Configuring nginx [page 154]

3.1.2.3 Configuring nginx

Procedure

1.

154

Copy the SLD files to the nginx server.

On either one of the SLD servers, navigate to <SLDInstal lationFolder>/ServerTools/SLD/
webapps (by default, Zusr/sap/SAPBusinessOne/ServerTools/SLD/webapps), and get the
SLDControlCenter .war file.

Unzip the SLDControlCenter .war file and then copy the unzipped files to
<nginxInstallationFolder>/html/ControlCenter (by default, Zusr/local/nginx/html/
ControlCenter). Overwrite any existing content.

If you are upgrading to SAP Business One 10.0 FP 2202, version for SAP HANA, go to the folder <nginx
Installation Folder>/conf (by default, /usr/local/nginx/conf).

In the conf folder, open the HA configuration template file blc_sldCluster.conf and add the tag
i p_hash to the upstream sldService section and the upstream licenseService section.

SAP Business One Components High Availability Guide, version for SAP HANA
PUBLIC Upgrade



upstream sldService{

|

server 3
server -
keepalive 3

upstream licenseService{

server I,'

server 3
upstream licenseControlCenter{

server -
upstream extManager{

server -
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Previous task: Upgrading SLD and License Manager on Secondary Server [page 152]

Next task: Configuring License Control Center and License Manager [page 155]

3.1.2.4 Configuring License Control Center and License
Manager

Procedure

1. Logintothe SLD Control Center with your user name (B1SiteUser) and password through your previous
virtual address: https://<VIP Address>:<Port Number>/ControlCenter.

2. Gotothe Service page, delete the License Manager service of the nginx server, select the primary
License Manager service and choose Edit to change its Service URL to https://<VIP Address>:<Port
Number>/LicenseControlCenter/, and delete the secondary License Manager service (if there exists).

- Recommendation

* Itis not recommended to use the License Control Center webpage of the secondary node because
the functions of getting a Hardware Key and importing a license file are done from the primary
license node.
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If you want to check if the secondary License Manager is working, you can visit https://
<Secondary Server IP>:<Secondary Server Port Number>/license/GetVersion.

* Ifyou can't access the SLD virtual address, you can visit https://<IP Address of
Primary SLD>:<Port Number>/ControlCenter or https://<IP Address of Secondary
SLD>:<Port Number>/ControlCenter to check if the problem is with the primary SLD or the
secondary SLD.

* You should always use the SLD VIP address for installation of other SAP Business One
components, version for SAP HANA.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 149]
Previous task: Configuring nginx [page 154]

Next task: Adding Allowlist to License Manager [page 156]

3125 Adding Allowlist to License Manager

Prerequisites

This task is required only if you are deploying SAP Business One 10.0 FP 2202, version for SAP HANA. If you are
deploying other versions, skip this task and go to the next one.

Context

Add a cluster of the virtual IP address and all primary and secondary server IP addresses of System Landscape
Directory and License Manager, to an allowlist to grant access to License Manager.

Procedure

1. Download and edit the allowlist configuration file bl-license-manager.xml| # . Add all the IP addresses in the
following format:

1. § ¢32Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>
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<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save thefile to /usr/sap/SAPBusinessOne/ServerTools/License/conT on all of your primary and

secondary License Manager servers.

3. Runthe command Zetc/init.d/sapblservertools restart to restart License Manager on all of
your primary and secondary servers.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 149]
Previous task: Configuring License Control Center and License Manager [page 155]

Next: Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 157]

3.1.2.6 Upgrading SAP Business One Client and Other
Components, version for SAP HANA

The SAP Business One client and other components, version for SAP HANA can be upgraded with the setup
wizard.

For more information about how to upgrade the SAP Business One components, version for SAP HANA, see
the SAP Business One Administrator's Guide, version for SAP HANA on SAP Help Portal .

® Note

During the upgrade, always use the virtual IP address and port number as the SLD server address
and port number. For example, in the System Landscape Directory connection window, enter <VI P
Addr ess>: <Port Nunber >.
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K%} SAP Business One Setup Wizard - X

System Landscape Directory
Specify the location of the SAP Business One system landscape directory.

The system landscape directory is the central service that governs the SAP Business
One kndscape. It includes a licence server component that was used in previous
versions of SAP Business One.

A previous version of the licence server or system landscape directory is installed on
this machine. Upgrade the system kndscape directory to the ltest version or
connect to the system landscape directory on a remote machine.
() Connect to Local System Landscape Directory
(®) Connect to Remote System Landscape Directory

Server Mame ||

The remote system lndscape directory must be of the same version as the
version of SAP Business One that you are setting up. To upgrade the remote
systerm landscape directory, you must run an upgrade on that machine.

Cancel | | Back Mext

Parent topic: Upgrading to Version 10.0 FP 2202 or Earlier [page 149]

Previous task: Adding Allowlist to License Manager [page 156]

3.2 Upgrading SAP Business One, version for SAP HANA,
for High Availability

We provide well-defined upgrade paths for the SAP Business One product line. Direct upgrades from an SAP
Business One release to another SAP Business One release are supported as described in the guide SAP
Business One Upgrade Strategy Overview and in SAP Notes that describe the target release.

However, depending on technical constraints for starting and target releases in upgrades, upgrades may have
to be performed in several steps. For example, the recommended upgrade path from SAP Business One 9.3 to
10.0 FP2305 includes an intermediate upgrade step to 10.0 PLO2.

For more details on supported platform versions and supported releases, refer to the following documents on
the SAP Help Portal:

* SAP Product Availability Matrix

* SAP Business One, version for SAP HANA Platform Support Matrix

* SAP Business One Administrator’'s Guide, version for SAP HANA
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To upgrade to 10.0 PLOO or higher for high availability, we recommend that you prepare at least two new Linux

servers.

In the case of two new servers, one of them is used for the secondary SLD and License Manager, and the other

for nginx. We assume the server where your lower version of SAP Business One, version for SAP HANA, is

installed as the primary server, Server A, and the new server for the secondary SLD and License Manager as

the secondary server, Server B.

® Note

Before the upgrade, make sure that all the prerequisites for upgrading the relevant SAP Business One

components have been met. For more information, see SAP Business One Administrator's Guide, version

for SAP HANA.

3.2.1 Upgrading to Version 10.0 FP 2202 or Earlier

To upgrade your existing SAP Business One, version for SAP HANA, without high availability capabilities, to
10.0 FP 2202 or earlier for high availability, proceed as follows:

Installing Secondary SLD on Server B [page 161]

Configuring a Virtual IP Address for SLD [page 169]
Reconfiguring Primary SLD on Server A [page 178]

Installing Secondary License Manager on Server B [page 180]
Editing License Manager Address [page 185]

Adding Allowlist to License Manager [page 186]

© N TN LN

Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 187]

3.21.1 Upgrading Primary SAP Business One Server
Components, version for SAP HANA, on Server A

Procedure

1. Copy the upgrade package to Server A.
2. Logonto Server A as root.

3. Navigate to the directory ../Packages . Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

4. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
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5. Inthe Welcome page of the setup wizard, choose Next.
6. Inthe Select Features window, choose Next to upgrade the installed components.

In the Site User Password window, enter the password for the site super user B1SiteUser.

If the password has not been changed since the last installation or upgrade, choose Next without re-
entering the password.

8. Inthe Landscape Server window, keep the default values of the Landscape Server address and port
number. Choose Next.

9. Inthe Shared Folders for System Landscape Directory window, deselect both checkboxes: Create a default
CD repository based on the installation media currently running and Create a central log directory under the
installation folder on the local machine. Choose Next.

10. In the Database Server Connection window, enter the password for the SAP HANA database user.

11. If you have installed the app framework on this machine, in the Restart Database Server window, choose
whether to restart the SAP HANA database server after the upgrade. Choose Next.

12. In the Shared Folders for SAP B1 Server window, select Turn on the accessibility check for the shared folder.
Choose Next.

13. The accessibility check result is displayed. Choose Next.

14. If you have not enabled SSO, in the Windows Domain User Authentication (Single Sign-On) window, choose
whether to do so.

15. In the Review Settings window, review your settings and then choose Start.
The upgrade process begins.

If your current installation has been running under a blserviceX user (where X represents any integer
larger than O) instead of a blservice0 user, the Delete Residual Service Users and Groups window will be
displayed. blserviceX users and user groups are usually remnants of previously failed uninstallations or
rollbacks.

Although not mandatory, we recommend that you delete these users and user groups to prevent potential
unnecessary future complications. To do so, select Delete residual service users and service user groups
and choose Next.

16. In the Setup Progress window, when the progress bar displays 100%, do one of the following:

¢ If allcomponents are upgraded successfully, choose Next.

* If any component upgrade fails, choose Roll Back to restore the system. When the rollback is
completed, in the Rollback Progress window, choose Next.

17. In the Setup Process Completed window, review the upgrade result and choose Finish. (If you chose to
configure SSL for the app framework, an additional window will appear, reminding you to restart the SAP
HANA database server).

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]

Next task: Installing Secondary SLD on Server B [page 161]
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3.2.1.2 Installing Secondary SLD on Server B

Procedure

1. Copy the product package to Server B.
2. Inacommand line terminal, log on to Server B as root.

3. Navigate to the directory ../Packages . Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

® Note

If you receive the error message: "Permission denied", you must set execution permission on the
installer utility to make it executable. To do so, run the following command: chnod +x i nstal |

4. Inthe Welcome page of the setup wizard, choose Next.

[E4 SAP Business One Server Components - — O *

Setup Wizard

Welcome to the setup wizard for S4AF Business One server components
Pleaze selact wour setup tpe:

i® Installation and Upgrade
Install newy components and upgrade existing components on this machine.

5. Inthe Specify Installation Folder window, specify where you want to install the server components and
choose Next.
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6.

7.
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[Ed SAP Business One Server Components - - O X

Specify Installation Folder

Specify a folder where wou want 1o install 5AP Business One server tools, wersion for S4F HARMA,

[jusr/sap/saPBusinessOne |

Restore Default Folder H Erowse... ‘

T -

In the Select Features window, select System Landscape Directory and choose Next.

[53 sAP Business One Server Components - — O d

Select Features

Component Mame Installed Yersion MNews Wersion Artion
—|  [¥] Server Tools -
—| ¥] Landscape Management

Systemn Landscape Directorny Install |=
Extension Manager —
|| License Manager

Job Service

Maobile Service

App Framewark
= [ ] Backup Service
|| Backup Service
I—| [ ] SAP Business One Server

| =ystem Components
1 tarn Matakaca

1=

4

Description
License Manager manages warious license requests.

esows | [

In the Network Address window, select the IP address of Server B or use the hostname.
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[E9 SAP Business One Server Components - - O it

Network Address

This computer is represented either by an IP address or a hosthame. Choose the aption which suits you best.

@ IP Address

| [~]

) Haostname

evows | [

8. Inthe Service Port window, specify a port number and choose Next.

The default port number is 40000.

m SAP Business One Server Components - — O X

Service Port

Specify a port number which will be used by the services to be installed.

Part Mumber  |40000

T

9. Inthe Landscape Selection window, select Existing landscape.
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IE3 SAP Business One

- X

Landscape Selection

) New landscape
® Existing landscape

Specify a landscape for this new System Landscape Directory installation.

Cancel

Previous | | Next

10. In the Specify Security Certificate window, specify a security certificate and choose Next.

164

You can obtain a certificate with one of the following methods:

Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

Certificate authority server - You can configure a Certificate Authority (CA) server in the SAP Business
One landscape to issue certificates. You must configure all servers in the landscape to trust the
CA's root certificate. If you use this method, select Specify a PKCS12 certificate store and certificate

password and enter the required information.

[Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed

certificate.
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E’l SAP Business One Server Components - — O X

Specify Security Certificate

S0me components enforce secure connection wia HTTPS encryption, including the System Landscape Directory and the
Service Layer.

Specify a certificate for authentication:
i) Use a self-signed certificate
i@ Specifya PKCS12 cenificate store and centificate password

PKC512 Certificate
Certificate Store File | | | Erowse...

Cerificate Password | |

T -

11. In the Landscape Server window, enter the following:

* Landscape Server: Enter the IP address or hostname of the Landscape Server of the primary SLD on
Server A.

® Port: Enter the port number of the Landscape Server of the primary SLD on Server A. The default port
number is 40000.

* Site User ID and Password: Enter the site user (B1SiteUser) and the password.
® Note

The user name (B1SiteUser) and the password are the same as those entered during the
installation of the primary SLD on Server A.
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E’ SAP Business One Server Components - - O x

Landscape Server

Enter the existing SLD address and site user credentials, 1o which local components will be connected or
registered.

Make sure that the System Landscape Directory is running before proceeding.

Landscape Server | Part 40000
Site User 1D [B1siteUser |
Passward [eene |

evens ] [

12. In the Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 0O to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

¢ Tenant Database: Enter the same tenant database name that you use for the primary SLD.
Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.
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I3 5P Business One Server Components - - O b4

Database Server Connection

Specily the dalabase information,

Connection
SAP HANA Server Instance Number 00

Tenant Database

Credentials
User Name

Password

The specified database user requires privileges according to the Administrator's Guide,

Cancel | | Provious '- Mext

13. In the Samba Service Settings window, choose whether to start the Samba service automatically.
14. In the Windows Domain User Authentication (Single Sign-On) window, do one of the following:

* |f you want to use the SSO function for SAP Business One, version for SAP HANA, select Use domain
user authentication, specify all required information, and choose Next.

® Note
A fully qualified domain name must be a full name in UPPER case.
The domain user name is case-sensitive.

Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you cannot proceed with the installation.

¢ If you have not registered a domain user account with the Service Principal Name (SPN), make sure
that the domain user account specified here is the one that you intend to use for SPN registration.

- Recommendation

As this domain user is a service user that functions purely for the purpose of setting up SSO, we
highly recommend that you create a new domain service user and not assign any privileges to the
user other than the logon privilege. In addition, keep the user’'s password unchanged after enabling
SSO; otherwise, SSO may stop working.

* If you do not want to use the SSO function, select Do not need domain user authentication and choose
Next.

A Caution

If you do not specify the domain user information during the installation of server tools, you will not
be able to activate the SSO function after the installation.
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E"l SAP Business One Server Components -

o

Windows Domain User Authentication (Single Sign-0n)

x

Comain Controller
Dormain User Mame

Paszzward

) Do not need domain user authentication
® Use domain user authentication

Fully-Cualified Domain Mame

If wou need this feature, specify a walid domain user and password.
Then the domain administrator must use the 5etSPMN tool to register a Service Principal Mame.
MNate: For more information about Service Principal MNarme, see the Administrator's Guide,

The System Landscape Directory supparts Windows damain user authentication for the SAP Business One client.

Cancel

Previous

Mext

15. In the Review Settings window, review your settings carefully before proceeding to execute the installation.
If you need to change your settings, choose Previous to return to the relevant windows; otherwise, choose

Start to start the installation.

Note that the value of Network Address is the address of the secondary SLD on Server B, while the value of
Server Address is the address of the primary SLD on Server A.

m SAP Business One Server Components -

Review Settings

O

X

Eeview wour settings carefully hefore starting the setup process:

Parameter

wWalue

Installation

Installation Folder

JusrfsapsAPBUsinessOne

Service Part

Metworlk, Address

Landscape Server

Server Address

Server Port

Site User

et

Fassword

et

Landscape Installation Tsaoe

create

-

You can save current settings in a property file for future use.
Caution: Passwords will also be sawed in the property file.

Cancel

Previous

Start

16. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
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PUBLIC

SAP Business One Components High Availability Guide, version for SAP HANA

Upgrade



¢ Ifthe SLD is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

17. In the Setup Process Completed window, review the installation results.

18. Choose Finish to exit the wizard.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]

Previous task: Upgrading Primary SAP Business One Server Components, version for SAP HANA, on Server A

[page 159]

Next: Configuring a Virtual IP Address for SLD [page 169]

3.21.3 Configuring a Virtual IP Address for SLD

Avirtual IP address (VIP) is an address that is shared among multiple servers. It is commonly used to enable
database high availability on various nodes. If one node fails, the VIP address is automatically reassigned to
another node.

To enable the VIP address, you need to configure an nginx server and the primary and secondary SLD.

1. Configuring an nginx Reverse Proxy [page 169]
2. Configuring SLD [page 173]

Parent topic: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]
Previous task: Installing Secondary SLD on Server B [page 161]

Next task: Reconfiguring Primary SLD on Server A [page 178]

3.21.31 Configuring an nginx Reverse Proxy
Prerequisites

* You have prepared a Linux server.

* You have predefined a domain name for the SLD and other SAP Business One components, for example,
nginxserverhostname.def.com, and the domain name is bound to this Linux server.

* You have prepared a domain name certificate.

* You have downloaded and unzipped the HA configuration file HA_Conf_for_OP.zip to get the nginx
configuration file SLD HA Nginx Conf for OP.zip.
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Procedure

1. From http:/nginx.org/ # , download the nginx binary file according to your target operating system and
extract the binary file to a local folder.

- Recommendation

The recommended nginx version is 1.8.0 or higher.

2. Install nginx on the Linux server that you prepared.

For instructions on installing nginx on Linux, see http:/nginx.org/en/docs/configure.html. # .
% Example

Below are examples of installing some of the nginx dependencies (PCRE 8.41, zlib 1.2.11 and OpenSSL
library 1.0.2k) and nginx 1.12.2 on Linux.

* Installing the PCRE library, which is required by the NGINX Core and Rewrite modules and which
provides support for regular expressions.

$ cd /home

$ wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/
pcre-8.41_tar.gz

$ tar -zxf pcre-8.41_tar.gz

$ cd pcre-8.41

$ ./configure

$ make

$ sudo make install

* Installing the zlib library, which is required by the NGINX Gzip module for header compression.

$ wget http://zlib.net/zlib-1.2.11.tar.gz
$ tar -zxf zlib-1.2_.11.tar.gz

$ cd zlib-1.2.11

$ ./configure

$ make

$

sudo make install

* Unpacking the OpenSSL library, which is required by the NGINX SSL modules to support the
HTTPS protocol.

$ wget http://www.openssl.org/source/openssl-1.0.2k.tar.gz
$ tar -zxf openssl-1.0.2k.tar.gz

* |Installing and configuring nginx.

1. Download the nginx source file.

2. Nginx provides source files for both stable and mainline versions. To download and unpack the
source file for the latest mainline version, type-in the following commands:

$ wget http://nginx.org/download/nginx-1.12.2.tar.gz
$ tar zxf nginx-1.12.2.tar.gz
$ cd nginx-1.12.2

3. Configure the Build Options.

$./configure --with-http_ssl_module --with-http_realip_module
—--with-http_addition_module --with-http_sub _module --with-
http_dav_module --with-http_flv_module --with-http_mp4_module
--with-http_gunzip_module --with-http_gzip_static_module --with-
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http_random_index_module --with-http_secure_link _module --with-
http_stub_status_module --with-http_auth_request_module --with-file-
aio —-with-ipv6 --with-pcre=/home/pcre-8.41 --with-openssl=/home/
openssl-1.0.2k

$ make

$ sudo make install

® Note

* If you encounter any error when running the commands configure, make or make install,
please see the error log and use a search engine to find the solution. Most errors are caused by
missing dependencies, such as gcc, gcc-c++, texinfo, autoconf or automake.

* Make sure that OpenSSL is enabled with nginx.

3. Copy the SLD files to the nginx server.

1. Onthe nginx server, navigate to <nginxInstal lationFolder>\html\ (by default, Zusr/local/
nginx/html), and create a folder named ControlCenter.

2. Oneither one of the SLD servers, navigate to <SLDInstal lationFolder>/ServerTools/SLD/
webapps,(by default, .../usr/sap/SAPBusinessOne/ServerTools/SLD/webapps) and get the
SLDControlCenter.war file.

3. Copy and unzip the SLDControlCenter .war file to
<nginxInstallationFolder>\htmI\ControlCenter on the nginx server. Overwrite the existing
content, if any.

4. Prepare certificates:
1. Use the OpenSSL library to generate the server.cer and server .key files from your PKCS12
(-pFx) file, which is used to install the SLD.

2. Copy both files to the folder <nginxInstal lationFolder>/cert/ (by default, Zusr/local/
nginx /cert).
If the cert folder does not exist, create it manually.
5. Copy thefile SLD HA Nginx Conf for OP.zip tothe folder /<nginxlInstallationFolder>/conf
(by default, Zusr/local/nginx/conf) and extract the content. Override the existing content, if any.
6. Inthe conffolder, open the HA configuration template file b1c_sldCluster.conf and edit the service
addresses:
* Inthe upstream sldService section, replace the sample values with the IP addresses and port numbers
of all your primary and secondary SLD.

* Inthe upstream licenseService section, replace the sample values with the IP addresses and port
numbers of all your primary and secondary License Manager.

* Inthe upstream licenseControlCenter section, replace the sample values with the IP address and port
number of your primary License Manager.

* Inthe upstream extManager section, replace the sample values with the IP address and port number of
your primary Extension Manager.
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upstream sldServiced{
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* Inthe server section, replace the sample port number with the listening port number and the server
name.
For the server name, replace the sample name with the domain name which is bound to the IP address
of the nginx server.

server
{

listen 531:

SEXVED name h

W

SLD HA configuration(Internal address mapping) begins
location /gld/saml2 {

include blc proxy common.gonf:

proxy set header HOST $server name:$server port;

proxy pass https://sldService;

¢ If you are deploying SAP Business One 10.0 FP 2202, version for SAP HANA, add the tagi p_hash
to both the upstream sldService section and the upstream licenseService section. Otherwise, skip this
step.
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upstream sldService{

|

server 3
server -
keepalive 3

¥

upstream licenseService{

server I,'

server 3
upstream licenseControlCenter{

server -
upstream extManager{

server -

Task overview: Configuring a Virtual IP Address for SLD [page 169]

Next task: Configuring SLD [page 173]

3.2.1.3.2 Configuring SLD

Context

Before you can enable high availability for the SLD, you need to store the SLD memory in one of the following
ways:

* Using database persistence.
Itis a built-in solution.

* Using Redis persistence.
Redis customers need to set up a working Redis instance.

By default, we suggest using database persistence. In case of huge performance pressure, we suggest using
Redis persistence.

Procedure
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* For database persistence:

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.

2. From both Server A and Server B, go to the folder <SLD Installation Folder>/Common/SLD/
conf (by default, .../usr/sap/SAPBusinessOne/Common/SLD/conf), and edit sld.xml as follows:
Update <Manager pathname="""/>into <Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager"
password=" "' pathname= url= username=" ""/>.

You can find the values of password, url and username from the Resource node in sld.xml.

3. Start nginx and the SLD.

1. Goto<nginx Installation Folder>/sbin (bydefault, Zusr/local/nginx/sbin)and
start nginx.
2. Start the SLD service on both Server A and Server B.

* For Redis persistence:

® Note

Please install Redis on a separate Linux server, and make sure Redis can be accessed remotely.
Here are the general steps for installing Redis:

1. Download redis-3.x.x.tar.gz, and unzip it to /home.
2. Execute the Make file.
3. Gotothe redis-3.x.x/src folder, and execute ../redis-server/redis.conf.

1. Stop the SAP Business One Server Tools Service on both Server A and Server B.

2. Download and unzip the file HA_Conf_for_OP.zip to obtain the file Redis related jar.zip.Copy
the files commons-pool2-2.4.2_jar and jedis-2.8.0.jar intheRedis related jar.zip
folder to ../usr/sap/SAPBusinessOne/Common/tomcat/lib.

® Note

You can enter the following commands to give permissions:
Chnmod 777 -R comons-pool 2-2.4.2.jar

Chnod 777 -R jedis-2.8.0.jar

3. Gotothe folder <SLD Installation Folder>/Common/tomcat/conf (by default, ../usr/sap/
SAPBusinessOne/Common/tomcat/conf) and edit sld.xml as follows:
Update <Manager pathname=""">/to <Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager' host="$
{Redis Server IP}" port="${Redis Server Port}" database="0"
maxlInactivelnterval="60" />

® Note

The default port number for the Redis server is 6379.

4. Start nginx and the SLD.
1. Goto<nginx Installation Folder>/sbin (by default, /Zusr/local/nginx/sbin), and
start nginx
2. Start the SLD service on both Server A and Server B.
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Results

Now you can access the SLD with your user name (B1SiteUser) and password through this virtual web
address: https://nginxserverhostname.def.com:<Port Number>/ControlCenter .

You should always use the SLD VIP address for installation of other SAP Business One components, version for
SAP HANA.
Troubleshooting

If you can't access the SLD virtual web address, you can visit https://<IP Address of Primary
SLD>:<Port Number>/ControlCenter or https://<IP Address of Secondary SLD>:<Port
Number>/ControlCenter to check if the problem is with the primary SLD or the secondary SLD.

Task overview: Configuring a Virtual IP Address for SLD [page 169]

Previous task: Configuring an nginx Reverse Proxy [page 169]

Optional: Configuring High Availability for nginx Server

Context

If you want to set up high availability for the nginx server, you should prepare a secondary nginx server and a
virtual hostname (for example, virtualhostname.mocca.com).

In such a case, do as follows:

Procedure

1. Install and configure a new nginx server on the secondary server.
2. Install Keepal ived on both the primary and the secondary servers.
1. Download the source file from http://www.keepalived.org/download.html.
2. Copy keepalived-*_tar.gzto /home.
3. Open the Linux terminal and enter, for example, the following commands to install Keepal ived.
# tar -zxvf keepalived-*._tar.gz
# cd /home/keepalived-1.2.18

# ./configure --prefix=/usr/local/keepalived --disable-lvs
# make && make install

® Note

* Make sure that the Keepalived servers are connected to the same subnet.
* During the configuration of Keepalived, disable LVS.
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If you encounter the following error when running . /configure, proceed as follows:

* Ifyou are running SLES 11 SP4, install openssl-devel.

If you are running SLES 12 SP1, install libopenssl-devel and libopenssl-devel-32bit.
Otherwise, use a search engine to find the solutions.

Make sure that Autoconf and Automake are up to date.
For more information about Autoconf and Automake, visit

http:/www.gnu.org/software/autoconf/autoconf.html # and http:/www.gnu.org/software/
automake/#downloading #* .

% Example
Below is an example of how to install Autoconf and Automake:

1. Installautoconf-2.69

-/configure
make&&make install

2. Installautomake-1.15

./bootstrap.sh
./configure
make&&make install

3. Copy nginx_check.sh (under SLD HA Nginx Conf for OP.zip)to../usr/local/keepalived.

® Note

Make sure the execution permission has been assigned to this utility.

4. Copy the Keepal ived configuration template keepal ived.conf (under SLD HA Nginx Conf for
OP.zip) to etc/keepalived, and update keepalived.conf.

5. Open nginx_check.sh and update the path, priority and virtual IP address.

You can see the screenshot below for reference.

® Note

Set the priority for the primary node to 100, and for the secondary node to 90.

The virtual IP address is bound to the virtual hostname.
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L ! Configuration File for kesespaliwved
i global defs {

3 IDuter_id L?S_DE?EL

vrrp script chk nginx service {

| #=cript "/Lop/127.0.0.1/8888"
L #script "killall -0 ngina"

t interval 3

3 weight -20

i fail 2

2 rise 1

R

I  #vrrp_sync_group VGL {
I group {

1 # VI 1

TO# }

L #

i wrrp instance VI 1 {
: state BACEUP
a interface ethl
3 virtual router id 51
priority 100
; Gdvert int L
3 E&R&&&i&&
1 authentication {
L auth type PASS
L auth pass 1111
3 ¥
i virtual ipaddress {
3 }
f track script {
chk nginx service

6. Editthe blc_sldCluster .conf file on both the primary and secondary nginx servers.
In the server section, add the listening port number and server name.

For the server name, enter the virtual domain name which is bound to the virtual IP address.
7. Start nginx and Keepalived on the primary node and the secondary node, respectively.

* The default file path for starting nginx: .../usr/local/nginx/sbin/nginx
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* The default file path for starting Keepalived: ../usr/local/keepalived/sbin/keepalived

® Note

You must start nginx before you start Keepalived due to the latter's reliance on nginx.

Results

Now you can access the SLD with this virtual address:https://virtualhostname.mocca.com:<Port
Number>/ControlCenter.

You should always use the SLD virtual IP address for installation of other SAP Business One components,
version for SAP HANA.

3.21.4 Reconfiguring Primary SLD on Server A

Procedure

1. Logonto Server A as root.
2. Navigate to the installation folder of the SAP Business One server components (default path: Zusr/sap/
SAPBusinessOne)

Start the setup wizard by entering . / set up, and then follow the steps in the wizard to launch the
reconfiguration.

® Note

During the reconfiguration, in the Landscape Server window, update the SLD address and port number
to the virtual IP address and its port number.
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[ 5AP Business One Server Components - - O Ed

Landscape Server

The following address will be used by all other components as 5LD address for component registration.
I ou are not going to use High Awailabilivy mode or reverse proxy or wirtual address for SLD wou can keep the default

walles.

You can update 5LD address but, make sure your network, routing will forward it to local machine, where 5L0 is being
installed.

Landscape Server Fort [ B

T -

3. Inthe License Server Node Type window, select High Availability Primary Node.

E‘l SAP Business One Server Components - — O x

License Server MNode Type

Select a node type for this new License Server installation.
Install the License Server as either a standalone or high awailahility node if wou require multiple hasts for high awailability.

() Standalone Mode
® High Awvailahility Primary Mode
) High Awailahility Secondary Mode

rvons ] [

4. After the reconfiguration, find SAP Business One-local-machine.xml under../usr/sap/
SAPBusinessOne/Common/Conf and make sure the SLD address in the file is updated to the VIP address.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]

Previous: Configuring a Virtual IP Address for SLD [page 169]
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Next task: Installing Secondary License Manager on Server B [page 180]

3.2.15 Installing Secondary License Manager on Server B

Procedure

1. Logonto Server Bas root.

2. Navigate to the directory ../Packages.Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

® Note

If you receive the error message: "Permission denied", you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnod +x install

3. Inthe Welcome page of the setup wizard, choose Next.

usiness One Server Components - -
[E3 SAP Business One Server Compi O ®

Setup Wizard

Welcome 1o the setup wizard for SAP Business One server components
Please select wour setup twpe:

i® |nstallation and Upgrade
Install news components and updracde existing components on this machine.
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4. Inthe Select Features window, select License Manager and choose Next.

m SAP Business One Server Components - — O X

Select Features

Companent Mame Installed Wersion Mew Warsion Artion
Server Tools -
V] Landscape Management
Systerm Landscape Directory
Extension Manager
License Manager Install
Job Service
Maobile Serdce
App Framework,
= [ ] Backup Service
[ ] Backup Service
I—=|  [¥] SAP Business One Server
|| Systemn Compaonents

LU
=]

[v]
[v]

1]

[l tarn Databkaco
Description
The app framework, enakles building server applications that run on SAF HARA without the need for additional
application servers.
Previous ‘ | Mext
5. Inthe Landscape Server window, enter the following:
* Landscape Server: Enter the SLD virtual IP address.
* Port: Enter the nginx proxy port number.
* Site User ID and Password: Enter the site user B1SiteUser and the password.
m SAP Business One Server Components - — O s

Landscape Server

Enter the landscape server address and the site user password.

Make sure that the Systerm Landscape Directory is running before proceeding.

Landscape Server | | Part
Site User ID [B1SiteUser |
Passward [enee |

enss ] [
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6. For SAP Business One 10.0 FP 2011 or higher, in the License Server Node Type window, select High
Availability Secondary Node, enter the IP address and port number of the primary SLD to connect to the
remote SLD, and then enter the virtual URL that contains the virtual IP address and port number.

SAP Business One Server Components x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

2 Standzlone Node
(23 High Availability Primary Node
® High Availability Secondary Node

Primary Node

Address Port

Virtual Address
URL |

[_rwwon | [ tes

For a version lower than 10.0 FP 2011, in the License Server Node Type window, select High Availability
Secondary Node, and enter the IP address and port number of the primary SLD to connect to the remote
SLD.

E‘I SAP Business One Server Components - — O X

License Server Node Type

Select a node type for this new License Server installation.
Inztall the License Server as either a standalone ar high availabilivy node it wou reguire multiple hosts for high awvailabilivg

) Standalone Mode

) High Awailability Primary Mode

@ High Awailability Secondary Made
Primary Node

Address Faort

T -

7. If the network address of the license server has already been registered into the SLD, the License Server
Registration window appears with the following options:
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* Qverwrite existing registration
* Keep existing registration

If both the IP address and port number are registered, you can choose to overwrite the existing registration
data or reuse them.

If the IP address is registered but the port number isn't, you can only overwrite the existing registration
data.

IE3 saP Business One Server Components - o O x

License Server Registration

The license server with address and port number 40000 is already registered in the System
Landscape Directory.

® Overwrite existing registration

O Keep existing registration

Cancel

Previous l ‘ Mext

8. Inthe Database Server Connection window, specify the following information and then choose Next:

Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

® Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.

* Password: Enter the password for the user name.
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9.

184

B SAP Business One Server Components -

O

X

Database Server Connection

Specify the database information.

Connection

SAP HANA Server

Tenant Database

Credentials

User Name

Password

Instance Number 00

The specified database user requires privileges according to the Administrator's Guide.

-l Previous

| |

Mext

In the Review Settings window, review your settings carefully. If you need to change your settings, choose

Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the secondary SLD on Server B, while the
value of the Server Address is the SLD virtual address.

m SAP Business One Server Components -

Review Settings

O

*

Feview wour settings carefully hefore starting the setup process:

Parametar walue
Installation -
Installation Falder fusrfzap/5APBUsinessOne
Sarvice Port L
Metwork, Address

Landscape Server

Server Address

Server Port

Site User

et

Paszword

i

Landscape Installation Typoe

create

-

You can save current settings in a property file for future use.
Caution; Passwords will also be sawed in the property file,

Cancel

10. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

Previous

Start

If License Manager is installed successfully, choose Next to finish the installation.
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* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

11. In the Setup Process Completed window, review the installation results.

12. Choose Finish to exit the wizard.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]
Previous task: Reconfiguring Primary SLD on Server A [page 178]

Next task: Editing License Manager Address [page 185]

3.216 Editing License Manager Address

Prerequisites

This task is required only if you are deploying a version that is lower than SAP Business One 10.0 2011, version
for SAP HANA. For 10.0 FP 2011 or higher, skip this task and go to the next one.

Context

After you have configured nginx and installed License Manager, update the License Manager address in System
Landscape Directory into its virtual address.

Procedure

1. Connectto https://<VIP Address>:<Port Number>/ControlCenter/ using the user name
(B1SiteUser) and password.

2. Onthe Services tab, proceed as follows:
¢ If you have chosen to register the license server into the SLD automatically, choose to edit License
Manager.
* |f you have chosen to register the license server into the SLD manually, choose | Add ¥ License
Manager 3.

3. Inthe Service URL field, enter the virtual address (https://<VIP Address>:<Port Number>/
LicenseControlCenter), and choose OK.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]

Previous task: Installing Secondary License Manager on Server B [page 180]
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Next task: Adding Allowlist to License Manager [page 186]

3.217 Adding Allowlist to License Manager

Prerequisites

This task is required only if you are deploying SAP Business One 10.0 FP 2202, version for SAP HANA. If you are
deploying other versions, skip this task and go to the next one.

Context

Add a cluster of the virtual IP address and all primary and secondary server I[P addresses of System Landscape
Directory and License Manager, to an allowlist to grant access to License Manager.

Procedure

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses in the
following format:

1. § ¢¥Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to Zusr/sap/SAPBusinessOne/ServerTools/License/conf on all of your primary and
secondary License Manager servers.

3. Runthe command Zetc/init.d/sapblservertools restart to restart License Manager on all of
your primary and secondary servers.

Task overview: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]
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Previous task: Editing License Manager Address [page 185]

Next: Upgrading SAP Business One Client and Other Components, version for SAP HANA [page 187]

3.2.1.8 Upgrading SAP Business One Client and Other
Components, version for SAP HANA

The SAP Business One client and other components, version for SAP HANA can be upgraded with the setup
wizard.

For more information about how to upgrade the SAP Business One components, version for SAP HANA, see
the SAP Business One Administrator's Guide, version for SAP HANA on SAP Help Portal .

® Note

During the upgrade, always use the virtual IP address and port number as the SLD server address
and port number. For example, in the System Landscape Directory connection window, enter <VI P
Addr ess>: <Port Nunber >.

K%} SAP Business One Setup Wizard - X

System Landscape Directory
Specify the location of the SAP Business One system landscape directory.

The system landscape directory is the central service that governs the SAP Business
One lndscape. It includes 3 licence server component that was used in previous
versions of SAP Business One.

A previous version of the licence server or system landscape directory is installed on
this machine. Upgrade the system kndscape directory to the ltest version or
connect to the system landscape directory on a remote machine.
() Connect to Local System Landscape Directory
(®) Connect to Remote System Landscape Directory

Server Name ||

The remote system lndscape directory must be of the same version as the
version of SAP Business One that you are setting up. To upgrade the remote
systerm landscape directory, you must run an upgrade on that machine.

Cancel | | Back Mext

Parent topic: Upgrading to Version 10.0 FP 2202 or Earlier [page 159]
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Previous task: Adding Allowlist to License Manager [page 186]
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4 Uninstallation

Context

To uninstall SAP Business One, version for SAP HANA, follow the steps as described in SAP Business One
Administrator's Guide, version for SAP HANA, except for the part regarding uninstalling the server components.

To uninstall the server components, ensure that the primary and the secondary nodes are both alive. You
should first uninstall the server components on the secondary node and then on the primary node.

Procedure

1. Navigate to the installation folder of the SAP Business One server components (default path: Zusr/sap/
SAPBusinessOne).

2. Start the uninstaller by entering. / set up.

The uninstallation process begins

3. Inthe Setup Wizard window, select Uninstallation, and choose Next.

[59 SAP Business One Server Compaonents = O b4

H Welcome to the setup wizard for 4P Business One server companents

Please selact wour setup tpe:

Setup Wizard

) Reconfiguration
Change the canfiguration of existing components an this machine.

2 Walidation
Tests installed Linux-hased SAP Business One services if they are running without
defects and perfarms some basic checks on the local environment.

® Uninstallation
Uninstall existing compaonents from this maching.

4. Inthe Select Features window, select the server components which you want to uninstall.
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5.

6.

190

E’! SAP Business One Server Components

— O X

Select Features

Companent Mame Installed Yersion Artion
—|  |v] Server Tools
—| ] Landscape Management
v| System Landscape Directory Uninstall
| License Manager Lninstall
] App Framework Uninstall
= [v] SAP Business One Server
v] Systern Components Uninstall
v] System Database Uninstall
= ] Demao Database
v] United States Uninstall
= [] Help
| English Lininstall
Description

Select the features that wou want 1o install. Maote that wou must install all the landscape management companents.

Cancel

In the Database Server Specification window, enter the password for the SAP HANA database user and
choose Next.

[E4 SAP Business One Server Components

Previous ‘ | Mext

- O x

Database Server Specification

Passward

Specifty the database information.

SAP HAMA Server

5LD Achema Mame

Database User MName

Fart

The specified database user requires privileges according to the Administrator's Guide,

Cancel

Previous | ‘ Mext

In the Remove Schemas window, do one of the following and choose Next to start the uninstallation.

If you are uninstalling components on the secondary nodes, deselect SLD Schema and System
Database.

PUBLIC
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A Caution

If you delete the database on the node which is not the last one to be uninstalled, all the remaining
nodes will stop working, and all the data in the database will be deleted.

* If you are uninstalling components on the primary (last) node, select SLD Schema and System
Database.
7. Inthe Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the uninstallation.
8. Inthe Uninstallation Progress window, when the progress bar displays 100%, choose Next.

9. Choose Finish to exit the wizard.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.
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