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1. INTRODUCTION

The SAP Business One mobile app is available for SAP Business One and SAP Business One, version for SAP
HANA. The certificate is deployed in the integration framework for SAP Business One, which is acting as the
middleware between the mobile app and SAP Business One. The configuration is the same for SAP Business
One and SAP Business One, version for SAP HANA.

2. COMPATIBILITY CONCEPT

SAP regularly ships minor releases or patches for the app containing new functions as well as improvements
and bug fixes. To benefit from this, the latest version of the app and the backend software must be run. As
updates on mobile devices are not typically managed by a central IT department, it is the responsibility of end
users to update the app to the latest version. Because the mobile app is both backward and forward compatible,
it is always safe to upgrade the app on the mobile device; the backend server can remain on the current release
of SAP Business One. However, if the backend is installed on an older version of SAP Business One that does
not support the latest functions of the most recent mobile app, some new functions will not work. When the user
accesses such a function a popup window appears, informing the user that the backend must be upgraded to
enable the selected function. All mobile app functions that were supported by the older version of SAP Business
One still work. In the reverse case, if the backend is installed on a later version of SAP Business One than the
mobile app, the functionality of the mobile app is fully maintained and works as designed.

To view the iOS compatibility information with mobile application, go to Apple Store downloading page —
Compatibility.

To view the Android compatibility information with mobile application, go to Google Play downloading page —
Additional Information — Required Android.

3. VERSION INFORMATION

3.1 Version Check for SAP Business One Mobile App for iOS

To check the changes made in each version of the SAP Business One mobile app, please refer to SAP
Note 1602674 (login required). In this note you will see, how the SAP Business One mobile app is aligned
with the SAP Business One releases and patches as well.

3.2 Version Check for SAP Business One Mobile App for Android

To check the changes made in each version of the SAP Business One mobile app, please refer to SAP
Note 1924930 (login required). In this note you will see, how the SAP Business One mobile app is aligned
with the SAP Business One releases and patches as well.



https://itunes.apple.com/app/sap-business-one-mobile-application/id392606876
https://play.google.com/store/apps/details?id=b1.mobile.android
https://launchpad.support.sap.com/#/notes/1602674
https://launchpad.support.sap.com/#/notes/1924930

4. DOWNLOAD AND INSTALL THE SAP BUSINESS ONE MOBILE APP

4.1 Download SAP Business One Mobile App for iOS to your iOS device
You can search for mobile app on Apple App store. Alternatively, follow this link
http://itunes.apple.com/app/sap-business-one-mobileapplication/id392606876 or use the QR code:

4.2 Download SAP Business One Mobile App for Android to Your Android Device

You can search for mobile app on Google Play. Alternatively, follow this link
https://play.google.com/store/apps/details?id=bl.mobile.android or use the QR code:



http://itunes.apple.com/app/sap-business-one-mobileapplication/id392606876
https://play.google.com/store/apps/details?id=b1.mobile.android

5. RETRIEVING THE MOBILE DEVICE ID

The Mobile Device ID is a unique ID generated based on the device’s hardware configuration by the SAP
Business One mobile app. This ID will be part of the multi-channel authentication.

5.1 Get the Mobile Device ID on iOS

e Tap the Settings icon on your iOS device @

e Tap the SAP Business One entry & Business One

e Turn on the E-Mail Device ID option

{ Settings Business One
SsL

LOGON SETTINGS

Company DB SBODemoGB
User Code manager

Phone Num 1234

E-Mail Device ID [ @

e Tap the SAP Business One icon on your iOS device §

e Tap Email. An email message containing the device ID in the email body appears. Enter your email
address in the To field, and tap Send

Device ID

Apple MAC address is no longer
supported for device ID authorization
checking since i0S 7. To enable
access, update the device ID with
0YGH2BZB7Y9QHTOOCNQY6K2X8D5.

ok | Ewai |




5.2 Get the Mobile Device ID on Android
e Tap the SAP Business One icon on your Android device

e Tap the Settings button

Before using this application, configure logon information in
the device settings; alternatively, access the demo system by
clicking the "Demo" button.

Cancel Settings Demo

e The Mobile Device ID is available under the LOGON SETTINGS section

'@ SAP Business One 1.2.10

WEB SERVICE

Server

Port

SSL Ll
LOGON SETTINGS

Company DB

User Code

Phone Num

OTHERS

Demo System [ on |

Demo Server
Germany - Powared by SAP HANA

Show EULA




6. LICENSE ASSIGNMENT FOR SAP BUSINESS ONE USER B1l

Each SAP Business One Company Database has a specific B1i user, which is created automatically. This user
supports to ensure the communication between the company database and the integration framework for SAP

Business One.

Open the License Administration form in SAP Business One — Administration — License and assign the
following license types for the B1i user:

e BIlINDIRECT MSS

e BIi

Im m‘ i i — Xl
License Server btsn341584%43 Port 40000
Allocation ‘Components Assignment
Company OEC Computers UK License SAP-INTERN-SAP-INTERN(Global) .nange
Users a Bl User Type Licenses Used Available
AlertSve a ||[BIINDIRECT MSS il 0 | ~
alex SAP Business One Professional Use .| 59
[T |-/ sap addons 93958
bl Workflow 99958
bob BL 55557 |~
brad
External Licenses Used Available
carlos
christin
dana -
oK | | Cancel & | Import License File || Refresh




7. CONFIGURE SAP BUSINESS ONE MOBILE USER

The SAP Business One user that wants to use the SAP Business One mobile app, must have some additional
settings, which will ensure the communication.

The following properties must be filled in SAP Business One — Administration — Setup — General — Users
section:

e Select the Mobile User checkbox
e Enter the user’'s mobile phone number in the Mobile Phone field

e Enter the device ID of your iOS device into the Mobile Device ID field. To get the Mobile Device ID, please
refer to the chapter 6 in this document.

Users - Setup - “ CIjf x l
Iv| Superuser Mobile User

User Code _manager

User Name Jayson Butler

Defaults

General Services Display l

Bind with Microsoft Windows Account
Employes hd
E-Mail
Maobile Phone |-+421123456789

Mobile Device ID 'U\'GF-FI'BZ'B?Y‘)QI-WWCNQ’YS
Fanc l
Branch Main o
Department Genera v
Groups E]
Password i E]

[w] Password Never Expires
[[] Change Password at Next Logon
[] Locked

I: Enable Setting Integration Packages

Personal Data Protection

Status None

I oK H Cancel | | Copy Form Settings |

To enable a user to use the app on two different mobile devices, enter the device ID of both devices. Use "/" as
the separator. For example: AE45FG67816ET982V6523BNH8I /1QAZXSW23EDCVFR45TGB678YHN.




8. LICENSE ASSIGNMENT FOR SAP BUSINESS ONE MOBILE USER

Open the License Administration form in SAP Business One — Administration — License and assign the B1li

license type in addition to the normal license types for the user who is going to use the SAP Business One
mobile app.

License Server btsn341984%43 Paort 40000
Allocation Components Assignment

Company OEC Computers UK License SAP-INTERN-SAP-INTERN{Global)

Users - Bl User Type Licenses Used Available

john 4 | BIINDIRECT MSS ] 0 a
juan SAP Business One Professional Use v 53

julie SAP AddOns L] 9999

keiko Workflow [] Erree]

keith e v 55857 |~
leo ; .

External Licenses Used Avalable
linda
||'wmagar |

'mm‘a -

[ ox |[ cancel G7|| ImeorticenseFie || Refresh




9. CHECK THE COMMUNICATION FROM INTEGRATION FRAMEWORK TO SAP BUSINESS ONE

Verify the communication between the integration framework and SAP Business One or SAP Business One,
version for SAP HANA.

9.1 Login to the Integration Framework for SAP Business One

Default http address is http://<FODN>:8080 (e.g. http://127.0.0.1:8080)
Default https address is https://<FODN>:8443 (e.g. https://127.0.0.1:8443)

Default administrator user for login is Bliadmin. The password for this user was defined during the
installation process of the integration framework for SAP Business One.

9.2 Verify the Communication to SAP Business One Using the JDBC Connection

The integration framework uses the JDBC connection to retrieve the information from the Company
Database.

e (1) In the integration framework, choose SLD — B1i Server

e (2) Select the company database.

¢ (3) In Connectivity List (Active), find the JDBC section and press the Test Connection button

—
BT integration solution for SAP Business One - Integrati

cockPIT [SLD | MAINTENANCE SCENARIOS MONITORING TOOLS HELP

SLD aidly sldServer

- B1i Server company
SBODemoHU abType

+ - S80DemoGB 2l abisser

HTTP-B1System

dbPd
3
XMLFileSystem -
usert o
+ = WsforMabile © 127.001
passi
HAnyforXcelsius ] Connect to SEODemoGB(JDBC) successfully
fang
SBO-COMMON
o
HAnyforCampaig
HAnyforRFQ jeoPs
HAnyforXcelsius P
B1A Server diPrg
B1ADB proxy
- = WSforCustomerC prosyron
CustomarChecko
B1SL T 1
CustomerChecko
Jose T -

eDocWs

10


http://127.0.0.1:8080/
https://127.0.0.1:8443/

9.3 Verify the Communication to SAP Business One Using the DI

The integration framework uses the SAP Business One DI API connection to add information to the
Company Database.

e (1) In the integration framework, choose SLD — B1i Server
e (2) Select the company database.

e (3) In the Connectivity List (Active), find the B1DI section and press the Test Connection button

ZTY Integration solution for SAP Business One - Integration Framework

User Bladmin  Hos: 12700 18080 | Du ]
COCKPIT [ SLD | MAINTENANCE  SCENARIOS MONTORING TOOLS  HELP
SLD adly (5 | Properties
~ & Bi Server SBODemoGB

SB0DemoHU N

General -

T

HTTP-B1System Type

XMLFileSystem Description

WsforMobile Name

HAnyforXcelsius D

SBO-COMMON

Common Fields -
HAnyforCampaig

HAnyforRFQ biServer
HAnyforXcelsius company
B1A Server o )
Connectivity List (Active) -

B1ADB
WStor B1DI ps Connection | ™ 3
WslarCustomer st Connectios &
CustomerChecko biServer
CustomerChecko censeSenve o 17001
eDocWs e D 127.00.

sldServer )

7] Connect to SBODemoGB(B1DI) successfully

company o

abType

dbliser

dbPassword

userName

password

You might encounter the following issues:

9.3.1 Company Database Is Missing

The SAP Business One Company database entry is not listed in the integration framework SLD
section.

To solve this issue, please refer to SAP Note 2032666 (login required).

9.3.2 The Communication Fails with Some Specific Error

To solve this issue, please refer to SAP Note 2029714 (login required).

11


https://launchpad.support.sap.com/#/notes/2032666
https://launchpad.support.sap.com/#/notes/2029714

10. OBTAIN A VALID CERTIFICATE

SAP cannot give recommendations for when to use a self-signed certificate or a signed certificate from a trusted
third party. The selection depends on the specific use and the selected environment, for example, VPN, dev/test

systems, intranet/internet solutions, value/type of transferred information, an incentive for someone to attack the
connection, security needs, etc.

10.1 Implement a Signed Certificate from a Trusted Third-Party Certification Authority (CA)

Please refer to SAP Note 2019275 (login required) that documents how you can implement a certificate
from a Trusted Certification Authority. The note provides some general guidelines. Each authority has

an individual certificate format and structure and the deployment might be different based on the
authority’s deliveries.

10.2 Create a Self-Signed Certificate Using the Certificate Tool

Open the Certificate Tool in the integration framework and generate the certificate based on the domain
name of the customer. The integration framework creates the certificate in the ...\BliXcellerator\BliCert
folder. The path depends on where you have installed the integration framework.

»;_.:", Integration solution for SAP Business One - Integration Framework

User Bliadmin = Host 127.0.0.1:8080 = Dupiicate = About ()
COCKPIT SLD MAINTENANCE SCENARIOS MONITORING | TOOLS | HELP
Tools Certificate Tool 1
* Control Center
+ Troubleshooting Domain Name 3
* DI Proxy Log Analysis Actions f Reset Certificate
+ Benchmarks 4

* B1 Event Generator
Explanations

Domain Name: Enter Domain Name the Certificate s Issued to

+ B1 Event Filter Generator
* XML Editor

2
* Log Mass Deletion T
* Event Sender Success X

tificate]: Create and Deploy Certificate
Certificate]: Reset Cerfificate to Default

o Certificate created in C:\Program Files (xB6)\SAP\SAP Business One IntegrationintegrationServeriTomcatwebapps\B1iXcelleratorBiCert
Restart SAP Business One Integration Service:

After certificate creation, restart the SAP Business One Integration Service.

10.3 Create a Self-Signed Certificate Manually

10.3.1 OpenSSL Check

Since SAP Business One 9.1 PL08, the OpenSSL binaries are included in the integration framework
for SAP Business One installation. You can verify it in the folder ..\SAP Business One
Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssi\bin\.

If the OpenSSL is not shipped with your integration framework installation, you can manually
download and install from: https://www.openssl.org/community/binaries.html

12


https://launchpad.support.sap.com/#/notes/2019275
https://www.openssl.org/community/binaries.html

10.3.2 Open the Command Prompt as Administrator.
Best match

Command Prompt

| C3 Run as administrator

[l Open file location
<2 Pin to Start
<2 Pin to taskbar

10.3.3 Set the Path for OpenSSL Configuration File
Execute the command: set OPENSSL_CONF=<OpenSSL install directory>\bin\openssl.cfg

c:\>set OPENSSL_CONF=C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcelle
ator\openssl\bin\openssl.cfg

c:\>
Example command: set OPENSSL_CONF=C:\Program Files (x86)\SAP\SAP Business One

Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\openssl\bin\openssl.cf
9

10.3.4 Create Working Directory for Output Files
Execute the command: mkdir <your working directory>

C:\>mkdir c:\temp\MyCertificates

JGER
Example command: mkdir c:\temp\MyCertificates
10.3.5 Change Directory to OpenSSL Executable File

Execute the command: cd <OpenSSL installation directory>\bin

c:\>cd C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\b
in

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>

Example command: cd C:\Program Files (x86)\SAP\SAP Business One
Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\openssl\bin

10.3.6 Create Server Private Key File for CA Server

Execute the command: openssl genrsa -out <your working directory>\ServerKey.key 1024

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open
ssl genrsa -out c:\temp\MyCertificates\ServerKey.key 124
Generating RSA private key, 1824 bit long modulus
B
+HH+HHE

e is 65537 (©x10001)

C:\Program Files (x \SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>

Example command: openss1 genrsa -out c:\temp\MyCertificates\ServerKey.key 1024

13



10.3.7

10.3.8

10.3.9

Create the Certificate from the CA Server’s Private Key

Execute the command: openssl req -new -x509 -key <your working directory>\ServerKey.key -
out <your working directory>\myCA.cer -days 3650 -subj /CN="<issuer name>"

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open|
ssl req -new -x589 -key c:\temp\MyCertificates\ServerKey.key -out c:\temp\MyCertificates\myCA.cer -days 3650 -subj /CN="

custom_CA_name"

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>

Example command: openss1 req -new -x509 -key c:\temp\MyCertificates\ServerKey.key
-out c:\temp\MyCertificates\myCA.cer -days 3650 -subj /CN="custom_CA_name"

Create Client Private Key File

Execute the command: openssl genrsa -out <your working directory>\ClientKey.key 1024

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open|
ssl genrsa -out c:\temp\MyCertificates\ClientKey.key 1024
Generating RSA private key, 1824 bit long modulus
bt
bt
e is 65537 (ex10ee1)

Example command: openss1 genrsa -out c:\temp\MyCertificates\ClientKey.key 1024
Create the Client Signing Request (CSR)

Execute the command: openssl req -new -key <your working directory>\ClientKey.key -out
<your working directory>\CertReq.csr -subj /CN="<server_domain_name or ip_address>"

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open|
ssl req -new -key c:\temp\MyCertificates\ClientKey.key -out c:\temp\MyCertificates\CertReq.csr -subj /CN="18.16.18.68"

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>

Example command: openss1 req -new -key c:\temp\MyCertificates\ClientKey.key -out
c:\temp\MyCertificates\CertReq.csr -subj /CN="192.168.1.100"

10.3.10 Create the Client Certificate based on the CSR, Server Certificate and CA Server’s Private Key

Execute the command: openssl x509 -req -days 3650 -in <your working directory>\CertReq.csr
-CA <your working directory>\myCA.cer -CAkey <your working directory>\ServerKey.key -
CAcreateserial -out <your working directory>\ClientCert.crt

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open
ssl x509 -req -days 3650 -in c:\temp\MyCertificates\CertReq.csr -CA c:\temp\MyCertificates\myCA.cer -CAkey c:\temp\MyCer
tificates\ServerKey.key -CAcreateserial -out c:\temp\MyCertificates\ClientCert.crt

Signature ok
subject=/CN=10.16.18.68
Getting CA Private Key

Example command: openss1 x509 -req -days 3650 -in
c:\temp\MyCertificates\CertReq.csr -CA c:\temp\MyCertificates\myCA.cer -CAkey
c:\temp\MyCertificates\ServerKey.key -CAcreateserial -out
c:\temp\MyCertificates\ClientCert.crt

14



10.3.11 Create a Temporary PKCS12 Keystore for Client Private Key and Client Certificate

The default password for the integration framework keystore is sapB1iP. The temporary PKCS12
keystore must have the same keystore password, as it is defined for the integration framework
keystore.

Execute the command: openssl pkcs12 -export -inkey <your working directory>\ClientKey.key
-in <your working directory>\ClientCert.crt -out <your working directory>\keystore.pkcs12 -
passout pass:<temporary keystore password>

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>open|
ssl pkcsl2 -export -inkey c:\temp\MyCertificates\ClientKey.key -in c:\temp\MyCertificates\ClientCert.crt -out c:\temp\M

Certificates\keystore.pkcsl2 -passout pass:sapB1liP

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>
Example command: openss1 pkcs12 -export -inkey

c:\temp\MyCertificates\ClientKey.key -in c:\temp\MyCertificates\ClientCert.crt -
out c:\temp\MyCertificates\keystore.pkcs12 -passout pass:sapB1iP

10.3.12 Change Directory to Integration Framework Java Runtime Path

Execute the command: cd <Integration Framework installation directory>\<sapjre folder>\bin\

C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>cd d
:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin\

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>

Example command: cd c:\Program Files (x86)\SAP\SAP Business One
Integration\sapjre_32\bin\

10.3.13 Delete the Original Self-Signed Certificate from the Integration Framework Keystore
Execute the command: keytool -delete -alias tomcat -keystore <Integration Framework

installation directory>\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore" -
storepass <keystorepassword>

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>keytool -delete -alias tomcat -keystore "C:\Progrg
m Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore" -storepass sap

B1iP

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>

Example command: keytool -delete -alias tomcat -keystore "C:\Program Files

(x86) \SAP\SAP Business One
Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\.keystore" -storepass
sapB1iP

10.3.14 Import Certificates from Temporary Keystore into the Integration Framework Keystore

Execute the command: keytool -importkeystore -srckeystore <your working
directory>\keystore.pkcs12 -srcstoretype PKCS12 -destkeystore <Integration Framework
installation directory>\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore" -
deststoretype JKS -deststorepass <Integration Framework’s keystore password> -
srcstorepass <temporary keystore password>

15



C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\openssl\bin>keyt]
ool -importkeystore -srckeystore c:\temp\MyCertificates\keystore.pkcsl2 -srcstoretype PKCS12 -destkeystore "C:\Program H
iles (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore" -deststoretype JK
S -deststorepass sapBliP -srcstorepass sapBliP

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, © entries failed or cancelled

Example command: keytool -importkeystore -srckeystore
c:\temp\MyCertificates\keystore.pkcs12 -srcstoretype PKCS12 -destkeystore
"C:\Program Files (x86)\SAP\SAP Business One
Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\.keystore"
deststoretype JKS -deststorepass sapB1iP -srcstorepass sapB1iP

10.3.15 Change Default Alias Name for the Integration Framework Keystore Certificate Entry

Execute the command: keytool -changealias -alias 1 -destalias tomcat -keystore keytool -
changealias -alias 1 -destalias tomcat -keystore <Integration Framework installation
directory>\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore -storepass
<Integration Framework’s keystore password> -keypass <password defined for temporary
keystore password>

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>keytool -changealias -alias 1 -destalias tomcat -
eystore "C:\Program Files (x86)\SAP\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystd
re" -storepass sapBliP -keypass 1234

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>

Example command: keytool -changealias -alias 1 -destalias tomcat -keystore
"C:\Program Files (x86)\SAP\SAP Business One
Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\.keystore" -storepass
sapB1iP -keypass 1234

10.3.16 Verify the Integration Framework Keystore Content

Execute the command: keytool -list -keystore <Integration Framework installation
directory>\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore -storepass
<Integration Framework’s keystore password>

c:\Program Files (x86)\SAP\SAP Business One Integration\sapjre_32\bin>keytool -list -keystore "C:\Program Files (x86)\SA
P\SAP Business One Integration\IntegrationServer\Tomcat\webapps\BliXcellerator\.keystore" -storepass sapBliP

Keystore type: JKS
Keystore provider: SUN

our keystore contains 1 entry

tomcat, 31.7.2018, PrivateKeyEntry,
Certificate fingerprint (SHA1): 11:BB:99:29:63:4F:3F:E7:56:7F:EA:BC:@9:F6:54:AA:C5:CA:00:AB

Example command: keytool -1ist -keystore "C:\Program Files (x86)\SAP\SAP Business
One Integration\IntegrationServer\Tomcat\webapps\B1iXcellerator\.keystore" -
storepass sapB1iP

The keystore should contain a key entry with alias name tomcat and the date should be the creation
date of the certificate.
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10.3.17 Restart the SAP Business One Integration Service

Services
File Action View Help
e M EBC= HE » =

Services (Local) " Services (Local)
SAP Business One Integration Name Description Status Startup Type Log On As
Service 5 SAP Business One DI Server Manual Local System
_ . 3 AP Biisinass Ona Fuant Sandar Sandica AP Bissinas Bunning  Autamati Lacal Systam
Stop the service
Restart the service
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11. DEPLOY THE CERTIFICATE TO MOBILE DEVICE

111

Deploy a Certificate from a Trusted Third-Party Certification Authority (CA)

This type of certificate is not needed to be deployed to the mobile device, because the root certificate from the
provider is already preinstalled into the mobile device’s operating system.

11.2

Deploy Manually Created or Through Certificate Tool Certificate for iOS

e Send the myCA.cer certificate generated by following the sections 11.2 and 11.3.7 via e-mail to

the mobile device.

To.. ﬂ |
;El “ Home
‘ Ceo.
Send

Subject | € v

Deskto|

, myCACER = ;
Attached M

& 752 bytes & Downloads
@ Documents
& Pictures
keys

@ Level T Dew

Share

View

« SAP > SAP Business One Integration > IntegrationServer » Tomcat > webapps > BliXcellerator > BliCert

@ SAP Business Byl

Temp

e Open the e-mail, click to the attached file and press the install button

wil Orange & 10:31

{0

Krisztian Papai
To:

my self-signed certificate

P B W

" O Name Date modified Type Size
| CertReq.csr 30.7. CSR File 1KB
# ClientCert.crt 30 Security Certificate 1KB
| ClientKey.key 30.7.2018 13:31 KEY File TKB
1 kayctars nkcs12 30 7 20181221 DYre1D (g
elope & myCA.cer 30.7.2018 13:31 Security Certificate 1KB
T myCAsrl SRLFile TKB
| ServerKeykey KEY File 1K8B
0N 84 % ) il Orange = 10:31 4 (6 84 % mm)
e Cancel Install Profile Install

Details

XN

custom_CA_name

custom_CA_name
Not Verified

Certificate

More Details
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e After entering your security

wil Orange = 10:31 < (W 83 % =)

Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate “custom_CA_name"
will add it to the list of trusted certificates on
your iPhone. This certificate will not be trusted
for websites until you enable it in Certificate
Trust Settings.

UNVERIFIED PROFILE

The authenticity of “custom_CA_name"
cannot be verified.

e Enable the certificate in the

code of your device, you can continue with the installation.

Profile Installed Done

@ custom_CA_name

Signed by custom_CA_name
Verified

Contains Certificate

More Details

Install

Cancel

mobile device by navigating to Setting — General — About —

Certificate Trust Settings and selecting the exact certificate.

il Orange = 1:23 7 (W 69 % .

{ About Certificate Trust Settings

Trust Store Version 2018040200

Some certificate settings are enforced by
“Config Payload”

ENABLE FULL TRUST FOR ROOT CERTIFICATES

custom_CA_name O

SAP Global Root CA

SSO_CA

SAP-ENS

Learn more about trusted certificates

il Orange = 10:32 < (W 83 % mm)
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11.3

Deploy Certificate Manually Created of Through Certificate Tool for Android

Copy the myCA.cer certificate generated according chapters 11.2 and 11.3.7 to the mobile device
internal or external storage (microSD)

- M + | Internal storage - = *
Home share View ]
« v 4 - > BISN34198494A > Lenovo TAB38 > Internal storage v O Search Internal storage r
g
3 LenovoReaper LesyncDownload Movies
< Notifications Pictures Podcasts
o
pubmetricinstalledList pubmetricmoreApps Ringtones SHAREit
L}
) appodeal .appodeal2 myCA.cer
P APPODEAL File APPODEAL?2 File Security Certificate
@ 5 bytes 5 bytes a 753 bytes o
32items 1 item selected 753 bytes ==
e Tap the Settings icon on your Android device Q
e Security option in the Personal section
Personal
9 Location a Security
B Accounts @  Language & input
&  Backup &rreset
e Navigate to the Credential Storage — Install from SD card and install the myCA.cer certificate by

defining the certificate name as well.

t B
= Security
Make passwords visible

Device administration

Device administrators
Vi deactivate device administrators

Unknown sources

Allow installation of apps from unknown sources

Credential storage

Storage type
Hardware-backed

Trusted credentials

Display trusted CA

OV 4% w1358

l

Install from SD card

nstall centificates from SD card

Clear credentials
Remove all certificates

Advanced
Trust agents.

View or deactivate trust agent:

Sereen pinning
off

Apps with usage access

< Q

1 3

¥

Internal storage
[ IIWUPVEEE

Music

1 Jan 2016

Notification:
. e

Pictures
24 Ma

Podcasts
1.Jan 2016

m  PubmeticinstalledList

3 Jan

pubmetricmoreApps
L 3 Jan
m  Fingtones

SHAREIit
30 Jul 201

tmp
- 4 Mar

| myCA cer |
B

Name the certificate

Certificate name:

my certificate

Credential use.
VPN and apps

G certificate certificates

OV 46% 1359

certificated 4
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12. SCENARIO PACKAGE SETUP FOR MOBILE

The sap.B1Mobile scenario package for the SAP Business One mobile app communicates with the company
database and the mobile app.

12.1 Deactivate the Scenario Package
e (1) (2) In the integration framework, choose SCENARIOS — Setup.

(3) In the Scenario Package Identifier field, select the sap.B1Mobile value clicking the [...] button
e (4) Press the [Deactivate] button.

ISAPZ

g’ Integration solution for SAP Business One - Integration Framework

COCKPIT SLD MAINTENANCE |SCENARIOS| MONITORING TOOLS HELP

Scenarios Scenario Package Setup 1

* Business Processes

l—. = Package Design |5cenar|o Package Identifier . | 3
= Step Design Version Number
Diatus
+ Control Scenario Steps
» Reports
Sender System Types
= Import .
Receiver System Types
= Export
. Activate Job List
* Authentication

@ Q @ » Steps | Sender | Receiver SDataMgt. Setup Tools

Actions

12.2 Set the Secured Transport for the Scenario Package
e (1) (2) In the integration framework, choose SCENARIOS — Authentication.
¢ (3) In the User-Defined Authentication Identifier field, select the sap.B1Mobile value clicking the
[...] button.
[ ]

(4) In the Enforce Secure Transport field, choose the value true clicking the [...] button.
e (5) Press the button to save the settings

:’- ;’ Integration solution for SAP Business One - Integration Framework

COCKPIT SLD MAINTENANCE | SCENARIOS | MONITORING TOOLS HELP

Scenarios Scenario User-Defined Autheﬂ.‘ica‘tion

= Business Processes

l—. = Package Design User-Defined Authentication Identifier | sap.B1Mobile ™ I
= Step Design Handover of User Name and Password 3
* Setup User List
* Control Session Timeout 10
* Reports | Enforce Secure Transport I
= Import
P On_Session xsl 4
= Export St
- On_Authenticate bfd
I = Authentication I'

== On_Authenticate Event bfd

Authentication bfd

Actions Eﬂ E
Success b4

Explanations Q Configuration saved
User-Defined Authentication Identifier: Enter or Select Identifier of User-Defined A

Handover of User Name and Password: Select How Incoming Call Hands Over Usg
Over User Name and Passwaord in Payload of Incoming Message
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12.3 Activate the Scenario Package

(1) (2) In the integration framework, choose SCENARIOS — Setup.

In the Scenario Package ldentifier field, select the sap.B1Mobile value clicking the [...] button
Press the [Activate] button

Press again the [Activate] button on the Scenario Setup Result form
At the end the [OK] button will force the final phase of the scenario package activation

ISAPA

£a” Integration solution for SAP Business One - Integration Framework

COCKPIT SLD MAINTENANCE |SCENARIOS| MONITORING TOOLS HELP

Scenarios Scenario Package Setup 1
* Business Processes
+ Package Design |Scenano Package Identifier . |3
+ Step Design Version Number
Dstatus
+ Control Scenario Steps
» Reports
Sender System Types
* Import .
Receiver System Types
= Export 4
Authenticat Activate Job List ot
* Authentication =
Actions @ Q (\_f) » Steps | Sender | Receiver 9 Data Mgt. | Setup Tools
Integration solution for SAP Business One - x e
Intanratinn Eramauinrk _ @ranaria Gatun Dacnlt Notification X
G1]C | & | o | repor 5 0 Preparation completed.
et Activate scenario package?
Identifier sap.B1Mobile
Setup ok @
Status ok

Defined

SN




13. CONFIGURE CONNECTION IN SAP BUSINESS ONE MOBILE APP

13.1 SAP Business One Mobile App Setup for iOS
e Tap the Settings icon on your iOS device
e Tapthe SAP Business One entry  g§ Business One

e Define Web Service settings

o Enter the Server address and port (either IP or server name) in the format <server>:<port>

into the Server field. The default https port of the integration framework is 8443
o Turnon the SLL switch

WEB SERVICE
Server 10.16.91.1568:8443
SSL [ )
e Define the Logon Settings
o Enter the company database name or schema name into the Company DB field
Enter in the User Code field the exact SAP Business One user code

o Define the Phone Number of the user. The phone number must match the number
defined in the User Master Data form. Please refer to the chapter 8 in this document.

(©]

LOGON SETTINGS

Company DB SBODemoGB
User Code manager

Phone Num +421123456789

13.2 SAP Business One Mobile App Setup for Android

e Tap the SAP Business One icon on your Android device. ‘

e Tap the Setting button

Before using this application, configure logon information in
the device settings; alternatively, access the demo system by
clicking the "Demo" button.

Cancel Settings Demo
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e Define Web Service settings

o
O
O

Enter the Server address (either IP or server name)
Enter the Port number. The default https port of the integration framework is 8443
Check the SLL checkbox

WEB SERVICE

Server
192.168.2.107

Port
8443

SSL v

e Define the Logon Settings

@)

Enter the company database name or schema name into the Company DB field
Enter in the User Code field the exact SAP Business One user code
Define the Phone Number of the user. The phone number must match the number

defined in the User Master Data form. Please refer to the chapter 8 in this document.

LOGON SETTINGS

Company DB
SBODemoGB

User Code

manager

Phone Num
+421123456789
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14. REFERENCES

SAP Online Help — Working with SAP Business One Mobile App for iOS
SAP Online Help — Working with SAP Business One Mobile App for Android

SAP Note 1602674 — SAP Business One mobile app for iOS - Troubleshooting and Compatibility Information
(login required)

SAP Note 1924930 — SAP Business One mobile app for Android - Troubleshooting and compatibility
(login required)

SAP Note 2019275 — SAP Business One mobile app for iOS or Android require a valid SSL certificate
(login required)

Apple Support HT204132 — Lists of available trusted root certificates in iOS
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