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Engagement Risk Assessment External
Response Import API

This guide provides details about working with an API to import responses to engagement risk assessments from
an external system.

Use the Engagement Risk Assessment External Response Import API to:

* Find assessments that are ready to have responses imported
* Import the responses to those assessments from your external system

This guide applies to:

¢ SAP Ariba Supplier Risk
¢ SAP Ariba Supplier Risk, base edition

Endpoints Included in the Engagement Risk Assessment External Response Import API

The Engagement Risk Assessment External Response Import APl includes the following endpoints:

Table 1: Endpoints in the Engagement Risk Assessment External Response Import API

Endpoint Description

GET /assessnent s/ { assessnent Nane} For a given assessment name, retrieves the set of suppliers for
which the assessment is ready for responses to be imported.

POST / questi onnai r eResponses Posts a JSON request that imports responses to the questions
in the assessment. The Control type is Vendor.

Prerequisites

* To create an application and request access to use this API, you must have access to the SAP Ariba Developer
Portal. For details refer to Steps to Start Using the SAP Ariba APIs in Help for the SAP Ariba Developer Portal.

* All queries made to this APl must be authenticated using OAuth authentication. For details refer to SAP Ariba
Developer Portal Authentication in Help for the SAP Ariba Developer Portal.

Related Guides:
¢ Setting Up SAP Ariba Supplier Risk
¢ Help for the SAP Ariba Developer Portal
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Workflow for Engagement Risk Assessment External
Response Import API

Use this APl as part of your engagement request workflow, to import responses to assessments from a system
external to SAP Ariba Supplier Risk.

Use this APl to

* Find assessments that are ready to have responses imported
* Import the responses to those assessments from your external system

The following steps summarize the process of setting up and using this API within the context of your engagement
request workflow.

1. Administrator users perform the following setup tasks:
* Set parameter values
* Import data to create a questionnaire type
* Modify the templates for the modular questionnaires for which you want to import responses
¢ Configure a notification schedule for situations where an imported assessment response is expected but
none is received
See Setting Up a Modular Questionnaire to Import Supplier Responses from an External System.
2. An application developer creates a client application to find the supplier assessments for which new responses
need to be imported. This application uses the GET / assessnent s/ { assessnent Nane} endpoint of the
Engagement Risk Assessment External Response Import API.

->Tip

Best practice: set this up as a scheduler application, checking at regular intervals for assessments that are
ready for response import.

See Using the assessments Endpoint to Find the Supplier Assessments Ready to Import Responses [page
5].

3. An application developer configures your client application to use the response from the GET / assessnent s/
{assessnent Nane} endpoint to import response data for the appropriate assessments using the POST /
guesti onnai r eResponses endpoint of the Engagement Risk Assessment External Response Import API.
See Importing Responses to an Assessment Using the questionnaireResponses Endpoint [page 6].

4. An APl administrator registers your client application on the SAP Ariba Developer Portal, which assigns it an
OAuth client ID, client secret, and APl key. Use the APl key in every API call.

For more information, see Help for the SAP Ariba Developer Portal.

5. Anengagement requestor creates an engagement request. Based on the requestor's answers to the business
details and inherent risk screening questionnaires, required risk controls are assigned to the engagement
request. Each control specifies at least one assessment, a questionnaire whose answers will help the risk
control reviewer determine the effectiveness of the supplier's risk control in the area addressed by the
assessment.

6. Your client application uses the GET endpoint/ assessnent s/ { assessnent Nane} to retrieve the list of
supplier assessments for which imported responses are needed.

7. Your client application uses the POST endpoint / quest i onnai r eResponses to import responses for these
assessments from your external system.

Engagement Risk Assessment External Response Import API
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8. If no questionaire response is available for import upon the first attempt, the same supplier assessment is
picked up by the / assessnent s/ { assessnment Nane} endpoint next time it is run, because the assessment is
still ready to receive an imported response.

9. If, after the defined waiting period, no response has been imported for a given supplier assessment, an email
notification alerts members of the Project Owner project groups for engagements that require it.

Using the ussessrenis Endpoint to Find the Supplier
Assessments Ready to Import Responses

The GET/ assessnent s/ { assessnent Nane} endpoint of the Engagement Risk Assessment External Response
Import API retrieves information about which supplier assessments are ready for responses to be imported.

Context

A response to an assessment can be imported from an external system when:

* The modular questionnaire template for the assessment is defined to expect responses imported from an
external system. See Setting Up a Modular Questionnaire to Import Supplier Responses from an External
System.

* Foragiven supplier, that assessment currently has the status Waiting for Response. It might be that the
supplier has never responded to this assessment, or that a buyer has requested an updated response.

The GET/ assessnent s/ { assessnment Nane} endpoint retrieves the list of suppliers for which a specified
assessment is currently Waiting for Response.

® Note

In the sample URLs in this topic, replace {{runti me_ur| }} with the desired runtime URL from the
Environment Details table on the SAP Ariba Developer Portal discovery page for this API.

Procedure

1. Anengagement requestor creates an engagement request, specifying the applicable commodities, regions,
and departments.

2. Based onthese values and on the requestor's answers to the inherent risk screening questionnaire, required
risk controls are assigned to the engagement request. Each control specifies at least one assessment, a
questionnaire whose answers will help the control reviewer determine the effectiveness of the supplier's risk
control in the area addressed by the assessment.

3. The GET/ assessnent s/ { assessnment Nane} endpoint retrieves the list of suppliers for which a specified
assessment is currently Waiting for Response.
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Example:

GET {{runtime_URL}}/assessnent s/ soneAssessnent & eal nenySite

Table 2: Request Body Parameters

Name Required? Description

real m Yes The unique name of the site.

assessnent Nane Yes The unique name of the modular ques-
tionnaire being used as a risk assess-
ment.

The request returns an array with identifying information for the suppliers in your site for which the specified
assessment is currently in status Waiting for Response. Each supplier may have any or all of an SM vendor ID,
ANID, or ERP vendor ID. The response array includes all of these values that exist for the supplier. For example:

{
"supplierlD': "S100000", " ANOOOOOOOOO1", "ER123456"
"status": "readyTol nport",

}

Importing Responses to an Assessment Using the
guesti onnai r eResponses E“deint

The/ questi onnai r eResponses endpoint of the Engagement Risk Assessment External Response Import API
imports responses to engagement risk assessments.

Context

Based on the result from the / assessnent endpoint [page 5], the/ quest i onnai r eResponses endpoint imports
responses for the relevant supplier assessments.

® Note

In the sample URLs in this topic, replace { {runti ne_ur| } } with the desired runtime URL from the
Environment Details table on the SAP Ariba Developer Portal discovery page for this API.

Procedure

1. Anengagement requestor creates an engagement request. Based on the requestor's answers to the business
details and inherent risk screening questionnaires, required risk controls are assigned to the engagement
request. Each control specifies at least one assessment, a questionnaire whose answers will help the risk
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control reviewer determine the effectiveness of the supplier's risk control in the area addressed by the
assessment.

The assessnent s/ {assessnent Nane} endpoint retrieves the list of suppliers for which a specified
assessment is currently Waiting for Response.

For each supplier from the response to the assessnent s/ { assessnent Nane} endpoint, the /
quest i onnai r eResponses endpoint imports the supplier's response to the assessment from the external
system.

* As part of the setup, you defined an External Field Mapping (the f i el dMappi ng) for each question within
a questionnaire for which responses will be imported.

* Inthe PGST body, you specify identifying information about the survey.

* Within the answer s block, include the f i el dMappi ng for each question and details of the answer.
Example:

PGST {{runtinme_URL}}/questi onnai reResponsesé&real m={{real mNane}}
{

"assessnment Nane": "Information Security",
"supplierld": "S1234567",
"sourceSysteni: "ABC123",
"userld": "??",
"answers": [

"fiel dMappi ng": "MA42. QL2",

"answer Type": "integer",

"mul tiVal ueAnswer": [

" 3000"
I

}

* To submit the questionnaire with default answers, use the mar kSubmi t t ed field instead.
Example:

POST {{runtinme_URL}}/questi onnai reResponsesé&real m={{r eal mNane}}
{

"assessment Nane": "Nanme PoC',
"assessnent Proj ectld": "Ws123456789",
"supplierld": "S12345",
"sourceSysteni: "External Systent,
"userld": "id12345",

"answers":[ ]

}

The request returns an error code indicating success or failure of the update operation.
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Version History for the Engagement Risk
Assessment External Response Import API

Please use the active version of the Engagement Risk Assessment External Response Import API.

API version Status As of release

1 Active 2305

Related Information

Help for the SAP Ariba Developer Portal
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Important Disclaimers and Legal Information

Coding Samples

Any software coding and/or code lines / strings ("Code") included in this documentation are only examples and
are not intended to be used in a productive system environment. The Code is only intended to better explain

and visualize the syntax and phrasing rules of certain coding. Neither SAP nor CDC warrants the correctness and
completeness of the Code given herein, and SAP and CDC shall not be liable for errors or damage caused by the
usage of the Code.

Accessibility

The information contained in the Documentation represents both CDC’s and SAP's current view of accessibility
criteria as of the date of publication; it is in no way intended to be a binding guideline on how to ensure accessibility
of software products. SAP and CDC disclaim any liability in relation to this Guide .. Furthermore, this Guide does not
result in any direct or indirect contractual obligations of SAP and /or CDC

Gender-Neutral Language

As far as possible, SAP documentation is gender neutral. Depending on the context, the reader is addressed
directly with "you", or a gender-neutral noun (such as "sales person" or "working days") is used. If when referring
to members of both sexes, however, the third-person singular cannot be avoided or a gender-neutral noun does
not exist, SAP reserves the right to use the masculine form of the noun and pronoun. This is to ensure that the
documentation remains comprehensible.

Internet Hyperlinks

The Documentation may contain hyperlinks to the Internet. These hyperlinks are intended to serve as a hint

about where to find related information. Neither CDC nor SAP warrants the availability and correctness of this
related information or the ability of this information to serve a particular purpose. SAP and CDC shall not be

liable for any damage caused by the use of related information. Links are categorized for transparency (see: http://
help.sap.com/disclaimer).

Copyright © 2016-2024 SAP SE and its Affiliates. All rights reserved.

This Documentation, as well as the solutions, software and/or services described in it, contain proprietary
information. They are provided under a license or other agreement containing restrictions on use and disclosure
and are also protected by copyright, patent and/or other intellectual property laws. Except as permitted by such
agreement, no part of the document may be reproduced or transmitted in any form by any means, electronic,
mechanical or otherwise, without the prior written permission of SAP. Neither SAP nor CDC assumes any
responsibility or liability for any errors or inaccuracies that may appear in this Guide. The information contained in
this Guide is subject to change without notice.

‘SAP” and “Ariba “, and the solutions, as well as their respective logos, are trademarks or registered trademarks
of Ariba, Inc. in the United States and other countries. Please see http:/www.ariba.com/legal/trademarks for
additional trademark information and notices.

SAP Ariba Sourcing Solutions are protected by one or more of the following patents, including without limitation:
U.S. Patent Nos. 6,199,050; 6,216,114, 6,223,167; 6,230,146;

6,230,147, 6,285,989; 6,408,283; 6,499,018; 6,564,192; 6,871,191,
6,952,682; 7,010,511; 7072,061; 7130,815; 7,146,331,
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7152,043;7,225,152; 7,277,878; 7,249,085; 7,283,979; 7,283,980;
7,296,001; 7,346,574, 7,383,206; 7,395,238, 7401,035; 7407,035;
7444,299; 7483,852; 7499,876; 7,536,362; 7,558,746, 7,558,752;
7,571,137, 7599,878; 7,634,439, 7657461, 7,693,747, 8,364,577,
and 8,392,317. Patents pending.

Other SAP Ariba Solutions are protected by one or more of the following patents:

U.S. Patent Nos. 6,199,050, 6,216,114, 6,223,167, 6,230,146,
6,230,147, 6,285,989, 6,408,283, 6,499,018, 6,564,192, 6,684,451,
6,606,603, 6,714,939, 6,871,191, 6,952,682, 7,010,511, 7,047,318,
7,072,061, 7,084,998; 7,117,165; 7,225,145; 7,324,936; 7,536,362;
8,364,577; and 8,392,317. Patents pending.

Certain SAP Ariba Solutions may include third party software or other intellectual property licensed from a third
party. For information regarding software or other intellectual property licensed from a third party, go to http://

www.ariba.com/copyrights.cfm.
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API-Specific Disclaimers and Legal Information

The SAP Ariba Developer Portal included in the SAP Ariba APIs product and the APIs made available on this site
are provided solely at the discretion of SAP without warranty of any kind, and SAP may change, suspend, or cancel
any or all features or functions of the SAP Ariba APIs product or revise the website at any time. Any production use
of or commercialization of applications containing any APIs provided on this website is prohibited without a written
agreement between your company and SAP governing such activities.

Access to this APl is available to you as a subscriber to this solution as part of the SAP Cloud Service Level
Agreement. However, it is not considered part of the solution. Use of this APl is purely optional and is subject to
restrictions stated in the documentation, including the Terms of Use and the documentation found at the SAP
Ariba Developer Portal (see https://developer.ariba.com/apif). If you wish to connect a third-party service using
this API, first confirm that the company is participating in the SAP partner program and is authorized to provide a
connection to this solution using this API. You will be required to submit written consent to SAP to authorize the
exchange of data with the third-party service.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon [ : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using such links,
you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities, genders,
and abilities.
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Copyright © 2026 Ariba, Inc. All rights reserved.

This documentation, as well as the Ariba solutions, software and/or
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provided under a license or other agreement containing restrictions on
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