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1 About This Document

This document describes the features that are available in SAP Data Privacy Integration. The availability of
some of the features may depend on your license agreement with SAP.

To illustrate integration with other SAP offerings, the product documentation on SAP Help Portal might
include references to features that are not included with Data Privacy & Protection services. Features that are
not included in this feature scope description might require a separate license.

 Note
This document does not include any information about:

• Beta features available for Data Privacy Integration. Beta features are described in the service Data
Privacy Integration documentation on SAP Help Portal.

• Packages and pricing available for service Data Privacy Integration. For more information, see SAP
Discovery Center .
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2 Introduction

SAP’s Data Privacy Integration is a data privacy solution hosted on SAP Business Technology Platform which
brings together various data privacy capabilities for business applications. The main value proposition being to
help support applications realize their data privacy functions such as Information retrieval, Data Retention and
Data Anonymization so that the applications can run their business in a compliant way.
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3 Features

The following features are available in Data Privacy Integration:

• Information Reporting
• Correction and deletion of personal data.
• Configure business rules.
• Orchestration of deletion, archiving and blocking of data
• Anonymization and Pseudonymization APIs.

3.1 Information Reporting

Information Reporting provides the capability to identify data subjects and access information about them,
enabling them to exercise their right to information. Data controllers have the ability to assign a Customer
Support Representative (CSR) who can access the information of the data subject and provide it upon request,
or the data subject can access the portal themselves, based on how the data controller wants to use the
service.

The following table lists the key features of the Information capability.

Key Feature Use

Data Subject Search • Search for a specific data subject
record using a refined search.

• Adjust the settings to search with
more fields.
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Key Feature Use

Information • Get detailed information about the
data subject’s personal and trans-
actional data being stored by the
applications.

• Get information about the applica-
tions processing the data subject’s
personal data.

• Display Business purposes associ-
ated with a data subject ID if the
application has subscribed to Data
Retention Manager.

• Information about correction, ex-
port or deletion requests raised in
the past

Export Personal Data • Capability to export personal data
in the form of a report in human
readable PDF format and machine-
readable JSON/XML formats.

• Capability to download the report
directly or send it to your email id.

• The export reports can be ex-
tracted using the UI as well as the
API

3.2 Correction and deletion of personal data

Data subjects have the ability to request the correction or deletion of personal data either by themselves or
through a Customer Service Representative assigned by the data controller, in order to exercise their right to
rectification and right to be forgotten.

Feature Description

Data Subject Correction • Data Subjects have the capability of requesting correc-
tion of their personal data.

Data Subject Deletion • Data Subjects have the capability of requesting deletion
of their personal data.

• Capability to request for deletion of data for one appli-
cation or all applications who are using your personal
data.
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Feature Description

Automatic and manual

processing of requests

• The processing of requests can either be done manually
or automatically.

• For automatic processing of deletion request, the appli-
cation needs to provide an API to trigger the process for
automatic correction of personal data.

3.3 Orchestration of deletion, archiving and blocking of
data.

Data Privacy Integration service offers APIs and user interfaces for orchestrating blocking/deletion of data
subjects and archiving & destruction of data subject’s business data. It allows your Data Protection Officer and
your Data Privacy and Protection Specialists to identify:

• Data subjects who have completed residence time and can be blocked.
• Data subjects who have completed retention period and must be deleted.

supporting the “Right to be Forgotten” requirement of the General Data Protection Regulation and other local
legal regulations.

Feature Description

Deleting Data Subject

Information

• Capability to schedule immediate or future deletion of
data subjects based on specific application groups and
roles.

• Send the deletion request to the corresponding applica-
tion.

• Displays the status and count of the number of data
subjects deleted.

• Capability to pause and resume planned deletion
schedules.

Managing Data Archiving • Capability to schedule data archiving for an application
either immediately or at a future date, with customiza-
ble filters based on specific business entities within the
application.

• Displays the status and count of the number of records
archived.

• Capability to pause and resume planned archival sched-
ules.
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Feature Description

Managing Data Destruction • Capability to schedule data destruction of archived re-
cords of an application either immediately or at a future
date, with customizable filters based on specific busi-
ness entities within the application.

• Displays the status and count of the number of records
destroyed.

• Capability to pause and resume planned destruction
schedules.

3.4 Anonymization and Pseudonymization APIs

The features include anonymization and pseudonymization of unstructured data for free text, text files, and
images. All service capabilities are provided using synchronous API responses.

This feature offers anonymization for the following file types:

• Text: free text, text in JSON format
• File: free text, text in JSON format
• Image: JPEG/JPG, PNG, BMP, TIFF, GIF
• PPD

In the SAP BTP environment, anonymization is done using API endpoints. There are four methods that can be
utilized to anonymize your unstructured data based on which action should be taken for any detected entity
instances:

• Default

When Default is selected, the detected entity instances are replaced by the default tag based on the entity
profile (for example, , , <phone_number>).

• Constant

When Constant is selected, the detected entity instances are replaced by the constants defined for the entity
profiles (for example "profile-phone":"constant:PHONE NUMBER").

• Fabricated Function

When Fabricated Function is selected, the detected entity instances are replaced by the fabricated data for the
specified entity profiles (for example, "profile-person":"function:fabricated_data.name()").

• Removal Function

When Remove Function is selected, the detected entity instances are removed for the specified entity profiles.
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4 Service Availability

This section describes the service availability aspects.

Availability Aspect Description

Infrastructure Service Data Privacy Integration runs on several underlying Infrastructure-as-a-Service technolo-
gies and regions owned by our partner infrastructure providers, including Amazon Web Services,
Microsoft Azure, Google Cloud Platform and Alibaba Cloud.
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Availability Aspect Description

Languages The user interface of the service is available in the following languages::

• Arabic
• Bulgarian
• Croatian
• Chinese - Simplified
• Chinese - Traditional
• Czech
• Danish
• Dutch
• English
• Finnish
• French
• German
• Greek
• Hebrew
• Hungarian
• Italian
• Japanese
• Kazakh
• Korean
• Malay
• Norwegian
• Polish
• Portuguese
• Brazilian
• Romanian
• Russian
• Slovak
• Slovenian
• Spanish
• Serbian
• Swedish
• Thai
• Turkish
• Ukrainian

 Note
The languages above are with respect to Data Privacy Integration UI capabilities. The Ano-
nymization feature has a multi-lingual capability that is different to the above supported
languages.
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Availability Aspect Description

The Service Data Privacy Integration documentation on SAP Help Portal is available in the follow-
ing languages:

• English

• German

Free trial use Service Data Privacy Integration is included in the free trial for the platform.
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5 Compliance and Security

Data Privacy Integration, ensures cloud security at multiple levels:

 Note
These compliance and security standards apply to regions operated by SAP. For more information about
the security compliance for regions operated by an SAP partner, contact your operator.

Certificates and Reports

Service Data Privacy Integration regularly undergoes audits and reviews of its policies and controls.

 Note
Note that these assets were created before our branding changes related to SAP technology were
announced on January 2021.

• For the complete list of compliance and security standards that the <service-short-name> is compliant
with, see SAP Business Technology Platform ISO Certificates .

• For the complete list of Service Organizational Control (SOC) audit reports available for the Service Data
Privacy Integration is, see SAP Cloud Platform SOC Reports .

Regions

To learn how SAP data centers are built, operated, and secured, see Data Center .

Data Protection

Service Data Privacy Integration follows SAP's global data protection and privacy guidelines. For more
information on the guidelines, see Data Privacy .

To access the Personal Data Processing policy for your region, see Personal Data Processing for SAP Cloud
Services .
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Important Disclaimers and Legal Information

Hyperlinks
Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

• Links with the icon : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:

• The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

• SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

• Links with the icon : You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms
Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features
Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.
The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code
Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language
SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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© 2025 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.
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