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Integration Event Monitoring Query API for
Procurement

This guide is for a developer seeking to use the Integration Event Monitoring Query API for Procurement with SAP
CALM to monitor integration event status information.

Developers can create a client application on the SAP Ariba Developer Portal and configure SAP CALM to connect
to this application and retrieve integration monitoring information.

This guide applies to:

• SAP Ariba APIs
• SAP Ariba Developer Portal
• SAP Ariba Buying and Invoicing
• SAP Ariba Buying
• SAP Ariba Invoice Management
• SAP Ariba Contracts
• SAP Ariba Sourcing
• SAP Ariba Supplier Lifecycle and Performance
• SAP Ariba Supplier Information and Performance Management (new architecture)
• SAP Ariba Strategic Sourcing Suite
• SAP Business Network

Related guides

Help for the SAP Ariba Developer Portal
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About the Integration Event Monitoring Query
API for Procurement

The Integration Event Monitoring Query API for Procurement is used with SAP CALM to monitor integration event
status information for integration message flows between SAP Ariba solutions and SAP S/4HANA Cloud Public
Edition. Customers can create a client application on the SAP Ariba Developer Portal to filter and retrieve the
integration events.

The Integration Event Monitoring Query API for Procurement allows SAP CALM to control how the stored
integration event status information is retrieved and presented, using appropriate OData filters and pagination
parameters. It returns data as a JSON string. It can handle large volumes of data as well as high-frequency data
collection, of up to 5-minute intervals, providing near real-time monitoring and alerting. It uses SAP Passport as
the correlation mechanism to ensure that the integration events can be monitored end-to-end. To support this, all
transported data must include SAP Passport information. SAP CALM has dashboards for each of the integrated
process flows of SAP Ariba solutions and SAP Business Network with SAP S/4HANA Cloud Public Edition to
monitor the processing status of the related business messages.

 Note
Integration monitoring data is stored for a period of seven days from the time the integration event is added to
the integration monitoring database. This API can be used to retrieve monitoring data only for this seven-day
period.

This API includes the following endpoints:

GET /products/

{productid}/events

This endpoint retrieves a list of all available integration events for a particular product
type. The tenantID and time period for which events need to be retrieved are passed
as filter parameters.

Prerequisites

Integration monitoring using the Integration Event Monitoring Query API for Procurement must be configured in
your SAP Ariba solution. Your administrator must turn on the Enable version 2 of the Integration monitoring APIs
(Application.Base.EnableIntegrationEventMonitoringAPI) parameter to enable Integration monitoring
API v2. For more information, see Enable version 2 of the Integration monitoring APIs.

Workflow for Integration Event Monitoring Query API [page 5]

Retrieving Integration Events Using the Integration Event Monitoring Query API [page 5]

Using the Integration Event Monitoring Query API [page 6]

Error Messages Returned by the Integration Event Monitoring Query API [page 9]
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Workflow for Integration Event Monitoring Query API

The workflow for the Integration Event Monitoring Query API includes the following high-level steps.

1. The SAP Ariba central log store stores the integration events generated when different connected solutions
communicate with each other.

2. The client application posts a request for retrieving all available integration events, passing the tenantID and
the time period for which the events need to be retrieved in the filter parameters.

3. Optional. The client application can request for specific events by specifying the appropriate filters.

Retrieving Integration Events Using the Integration
Event Monitoring Query API

Use this procedure to retrieve integration events using the Integration Event Monitoring Query API.

Context

The following steps describe the process to retrieve integration events using the Integration Event Monitoring
Query API for SAP Ariba solutions and SAP Business Network.

 Note
In the sample URLs in this topic, replace {{runtime_url}} with the desired runtime URL from the
Environment Details table on the SAP Ariba Developer Portal discovery page for this API.

 Restriction
The Integration Event Monitoring Query API for Procurement only allows retrieval of data from the SAP
Integration Suite, managed gateway for spend management and SAP Business Network US data center for the
SAP Integration Suite, managed gateway for spend management and SAP Business Network EU data center
users.

Request header parameters

The following header is required for request validation:

Header name Mandatory Description

apikey Yes The API key is validated against the token
provided in the request header.

Integration Event Monitoring Query API for Procurement
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Procedure

1. The client application submits the request for a list of all integration events, using the GET / products/
{productid}/events endpoint. Specifying the tenantID and the time period for which the events need to be
retrieved in the filter parameters is mandatory.

GET {{runtime_url}}/products/{productid}/events?$count={count}&$filter=(tenantId 
eq {tenantID}) and (eventTimeStamp gt {timestamp}) and (eventTimeStamp lt 
{timestamp})

productid The unique identifier of the SAP Ariba solutions to retrieve events specific to the solution. The
supported product ID values are as follows:
• Buyer

• Sourcing

• AN

• CIG

• MDNI

• SLP

The response contains a list of integration events.
2. Optional. The client application requests for specific events by specifying the appropriate filters using the

GET / products/{productid}/events endpoint.

GET {{runtime_url}}/products/{productid}/events?$count={count}&$filter=(tenantId 
eq {tenanatID}) and (eventTimeStamp gt {timestamp}) and (eventTimeStamp lt 
{timestamp})

$filter The OData filter criteria to restrict the dataset. It must have three filters which specify the
tenantid and the time interval, with the format intervalStartTime ge datetime and
intervalEndTime lt datetime. The time must be in UTC. Other filters are optional.

$top The number of records to be returned in the response.

$skip The number of records to be skipped from the beginning of the search results.

$count The total number of entries available for collection when the filters are applied, and the number of
entries contained in a particular response. Includes count in the output along with data, if set to
true.

The response contains a list of integration events.

Using the Integration Event Monitoring Query API
This topic describes some common use case and scenarios in which the Integration Event Monitoring Query API is
used.
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Using the Different Filters

Search with data only

Sample query filter:

  
GET /products/AN/events?$filter=(tenantId eq AN12345678911) and (eventTimeStamp gt 
'2021-08-09T00:00:00.000Z') and (eventTimeStamp lt '2021-08-10T00:00:00.000Z')

Search with count and data

Sample query filter:

  
GET /products/AN/events?$count=true&$filter=(tenantId eq AN12345678911) and 
(eventTimeStamp gt '2021-08-09T00:00:00.000Z') and (eventTimeStamp lt 
'2021-08-10T00:00:00.000Z')

Using pagination

Sample query filter:

  
GET /products/AN/events?$count=true&$top=10&$skip=5&$filter=(tenantId eq 
AN12345678911) and (eventTimeStamp gt '2021-08-09T00:00:00.000Z') and 
(eventTimeStamp lt '2021-08-10T00:00:00.000Z')

Using optional filters on remaining fields

Sample query filter:

  
GET /products/AN/events?$count=true&$top=10&$skip=5&$filter=(tenantId eq 
AN12345678911) and (eventTimeStamp gt '2021-08-09T00:00:00.000Z') and 
(eventTimeStamp lt '2021-08-10T00:00:00.000Z') and status eq ‘Successful’

Sample response:

{
 
 {
    "totalEventCount": 1,
    "eventCount": 1,
    "normalizedEvents": [
        {
            "category": "AribaBuyerIntegrationMessages",
            "sourceEventId": "a0a2990c-2eb8-4458-8a95-46b7bdbc6678",
            "eventTimeStamp": "2021-08-10T06:35:04.055Z",
            "direction": "INBOUND",
            "status": "Succeeded",
            "statusGroup": "SUCCESSFUL",
            "statusText": "Status Text",
            "correlationData": {
                "passport": {
                    "transactionId": "22554d96-1d2d-4e65-8aba-b306a0be",
                    "connectionId": "79640fa7-448a-465f-8c4c-e2d8421b7a30",
                    "connectionCounter": 1,
                    "componentName": "SOAP Client",
                    "componentType": 1,
                    "previousComponent": "",
                    "service": 1,
                    "action": "CWCreate",
                    "actionType": 4,
                    "rootContextId": "abfe461b-4cd6-4454-90c3-3ac049ee96b1"
                }
            },
            "applicationData": [
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                {
                    "paramId": "AppName",
                    "paramValue": "Ariba:Buyer",
                    "displayText": "Application Name",
                    "valueType": "SIMPLE",
                    "classification": "CONTEXT",
                    "isPersonalData": false,
                    "isSensitiveData": false,
                    "packageNo": 0,
                    "sequenceNo": 0
                },
                {
                    "paramId": "ComponentName",
                    "paramValue": "Ariba:Sourcing:Contracts",
                    "displayText": "Component Name",
                    "valueType": "SIMPLE",
                    "classification": "CONTEXT",
                    "isPersonalData": false,
                    "isSensitiveData": false,
                    "packageNo": 0,
                    "sequenceNo": 0
                },
                {
                    "paramId": "IntegrationChannel",
                    "paramValue": "WEBSERVICE",
                    "displayText": "Integration Channel",
                    "valueType": "SIMPLE",
                    "classification": "CONTEXT",
                    "isPersonalData": false,
                    "isSensitiveData": false,
                    "packageNo": 0,
                    "sequenceNo": 0
                },
                {
                    "paramId": "PurchaseContractStatusUpdateRequestImport_Header",
                    "paramValue": "{\"ContractId\":\"CW2201\"}",
                    "displayText": 
"PurchaseContractStatusUpdateRequestImport_Header",
                    "valueType": "JSON",
                    "classification": "PAYLOAD",
                    "isPersonalData": false,
                    "isSensitiveData": false,
                    "packageNo": 0,
                    "sequenceNo": 0
                }
            ],
            "productType": "Buyer",
            "tenantId": "sss"
        }
 
}

Related Information

Retrieving Integration Events Using the Integration Event Monitoring Query API [page 5]
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Error Messages Returned by the Integration Event
Monitoring Query API
Use this information to troubleshoot your queries to the Integration Event Monitoring Query API.

Error Messages Returned by the GET /products/{productid}/events Query

Error Code Message Description

500

INTERNAL_SERVER

_ERROR

{
 
"code": "INTERNAL_SERVER_ERROR",
"message": "Failed to authenticate, 
OAUTH server down !!!"
}
 

Oauth server is unreachable.

500

INTERNAL_SERVER

_ERROR

{
 
"code": "INTERNAL_SERVER_ERROR",
"message": "Failed to authenticate, 
OAUTH server down !!!"
}
 

Invalid operator in $filter expression.

Example: tenantId eq 'sss'
and eventTimeStamp eq

2020-03-20T12:53:21.977Zc

xor Status eq 'Success'

500

INTERNAL_SERVER

_ERROR

{
 
"code": "INTERNAL_SERVER_ERROR",
"message": "Invalid OData 
filter expression, unknown operator/
expression not complete"
}
 

Expression in $filter parameter is in-
complete.

Example: tenantId eq 'sss'
and eventTimeStamp eq

2020-03-20T12:53:21.977Zc

and

500

INTERNAL_SERVER

_ERROR

{
 
"code": "INTERNAL_SERVER_ERROR",
"message": "Invalid OData filter 
expression, unknown filter attribute"
}
 

Unknown attribute in $filter expres-
sion.

Example: tenantId eq 'sss'
and eventTimeStamp eq

2020-03-20T12:53:21.977Zc

and xxxx eq 'success'

500

INTERNAL_SERVER

_ERROR

{
 
"code": "INTERNAL_SERVER_ERROR",
"message": "DB is down / Unable to 
access"
}
 

Database server is unreachable.

Integration Event Monitoring Query API for Procurement
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Error Code Message Description

400 Bad Request
{
 
"timestamp": 
"2020-03-27T08:48:45.433+0000",
"status": 400,
"error": "Bad Request",
"message": "Missing request header 
'Authorization' for method parameter 
of type String",
"path": "/
IntegrationMonitoringPullAPI/products/
BUYER/events"
}
 

Authorization header is not present.

400 Bad Request
{
 
"timestamp": 
"2020-03-27T08:47:59.535+0000",
"status": 400,
"error": "Bad Request",
"message": "Required String parameter 
'$filter' is not present",
"path": "/
IntegrationMonitoringPullAPI/products/
BUYER/events"
}
 

Query parameter $filter is not
present.

401

UNAUTHORIZED
{
 
"code": "UNAUTHORIZED",
"message": "Invalid Access Token"
}
 

OAuth token is invalid or has expired.

401

UNAUTHORIZED
{
 
"code": "UNAUTHORIZED",
"message": "Invalid Access Token"
}
 

Invalid tenantId in the $filter query
parameter.

Example: tenantId eq
'invalidTenantId'
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Version History for the Integration Event
Monitoring Query API for Procurement

Please use the active version of the Integration Event Monitoring Query API for Procurement.

API version Status As of release

1 Active N/A

Related Information

Help for the SAP Ariba Developer Portal

Integration Event Monitoring Query API for Procurement
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API-Specific Disclaimers and Legal Information

The SAP Ariba Developer Portal included in the SAP Ariba APIs product and the APIs made available on this site
are provided solely at the discretion of SAP without warranty of any kind, and SAP may change, suspend, or cancel
any or all features or functions of the SAP Ariba APIs product or revise the website at any time. Any production use
of or commercialization of applications containing any APIs provided on this website is prohibited without a written
agreement between your company and SAP governing such activities.

Access to this API is available to you as a subscriber to this solution as part of the SAP Cloud Service Level
Agreement. However, it is not considered part of the solution. Use of this API is purely optional and is subject to
restrictions stated in the documentation, including the Terms of Use and the documentation found at the SAP
Ariba Developer Portal (see https://developer.ariba.com/api ). If you wish to connect a third-party service using
this API, first confirm that the company is participating in the SAP partner program and is authorized to provide a
connection to this solution using this API. You will be required to submit written consent to SAP to authorize the
exchange of data with the third-party service.
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Important Disclaimers and Legal Information

Hyperlinks
Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

• Links with the icon : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:

• The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.

• SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

• Links with the icon : You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using such links,
you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms
Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features
Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.
The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code
Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language
SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities, genders,
and abilities.

Integration Event Monitoring Query API for Procurement
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This documentation, as well as the Ariba solutions, software and/or
services described in it, contain proprietary information. They are
provided under a license or other agreement containing restrictions on
use and disclosure and are also protected by copyright, patent and/or
other intellectual property laws. Except as permitted by such agreement,
no part of the document may be reproduced or transmitted in any form
by any means, electronic, mechanical or otherwise, without the prior
written permission of Ariba, Inc.

Ariba, Inc. assumes no responsibility or liability for any errors or
inaccuracies that may appear in the documentation. The information
contained in the documentation is subject to change without notice.

Ariba and Ariba products and services mentioned herein as well as their
respective logos are trademarks or registered trademarks of Ariba, Inc. in
the United States and other countries. Please see http://www.ariba.com/
legal/trademarks for additional trademark information and notices.

Ariba Sourcing solutions (On Demand and software) are protected
by one or more of the following patents, including without limitation:
U.S. Patent Nos. 6,199,050; 6,216,114; 6,223,167; 6,230,146; 6,230,147;
6,285,989; 6,408,283; 6,499,018; 6,564,192; 6,871,191; 6,952,682;
7,010,511; 7,072,061; 7,130,815; 7,146,331; 7,152,043;7,225,152; 7,277,878;
7,249,085; 7,283,979; 7,283,980; 7,296,001; 7,346,574; 7,383,206;
7,395,238; 7,401,035; 7,407,035; 7,444,299; 7,483,852; 7,499,876;
7,536,362; 7,558,746; 7,558,752; 7,571,137; 7,599,878; 7,634,439;
7,657,461; 7,693,747; 8,364,577; and 8,392,317. Patents pending.

Other Ariba product solutions are protected by one or more of the
following patents:

U.S. Patent Nos. 6,199,050, 6,216,114, 6,223,167, 6,230,146, 6,230,147,
6,285,989, 6,408,283, 6,499,018, 6,564,192, 6,584,451, 6,606,603,
6,714,939, 6,871,191, 6,952,682, 7,010,511, 7,047,318, 7,072,061,
7,084,998; 7,117,165; 7,225,145; 7,324,936; 7,536,362; 8,364,577; and
8,392,317. Patents pending.

Certain Ariba products may include third party software or other
intellectual property licensed from a third party. For information
regarding software or other intellectual property licensed from a third
party, go to http://www.ariba.com/copyrights.cfm.
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