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Getting Started with SAP HANA Appliance Software (SAP
HANA)

1.1 About this Document

This Technical Operations Manual provides an end-to-end picture of the administration tools available
with SAP HANA and the key tasks that a system administrator needs to perform. Links to the relevant
administration documentation of each of the components included in the SAP HANA solution are
provided for details and step procedures.

1.2 SAP HANA Guides

For more information about SAP HANA landscape, security, installation, and administration, see the
resources listed below:

Quick LinkLocationTopic

https://service.sap.com/hana:

• SAP HANA Master Guide
• SAP HANA Installation Guide
• SAP HANA Information Composer – Installa-

tion and Configuration Guide

SAPHANAKnowledge
Center on SAP Service
Marketplace

SAPHANA landscape,
deployment, and instal-
lation

http://help.sap.com/hana_appliance:
• SAP HANA Technical Operations Manual
• SAP HANA Security Guide
• SAP HANA Automated Update Guide

SAPHANAKnowledge
Center on SAP Help
Portal

SAPHANA administra-
tion and security
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http://help.sap.com/hana/hana1_tom_en.pdf
http://help.sap.com/hana/hana1_sec_en.pdf
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1.3 Related Information

For more information about planning your deployment, see the following:

LocationContent

https://service.sap.com/hana*

http://help.sap.com/hana_appliance
Latest documentation for SAP HANA

http://sybooks.sybase.com/nav/base.doSybase product documentation

https://service.sap.com/instguidesLatest versions of SAP installation and upgrade guides

https://service.sap.com/sizingSizing, calculation of hardware requirements, such as
CPU, disk, and memory resources

https://service.sap.com/bosap-instguidesSAP BusinessObjects installation and deployment
guides

https://service.sap.com/bosap-supportSAP BusinessObjects support

https://service.sap.com/quicksizer
Sizing, calculation of hardware requirements - such as
CPU, disk andmemory resources - with the QuickSizer
tool

https://service.sap.com/pam
Released platforms and technology-related topics such
as maintenance strategies and language support –
Platform Availability Matrix (PAM)

https://service.sap.com/securityguideNetwork security

https://service.sap.com/haHigh availability

https://service.sap.com/performancePerformance

https://service.sap.com/securitySecurity
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LocationContent

https://service.sap.com/unicodeUnicode SAP systems and their availability

https://service.sap.com/sp-stacksInformation about Support Package Stacks, latest
software versions and patch level requirements

(*) You need an authorized user ID to access this information. Do you need to register for an SAP
Service Marketplace login? Did you forget your password?

The following table lists further useful links on SAP Service Marketplace:

Location on SAP Service MarketplaceContent

https://service.sap.com/messageSAP message wizard

https://service.sap.com/notesSAP Notes search

https://service.sap.com/swdcSAP Software Distribution Center – software download
and ordering of software

https://service.sap.com/rktSAPOnline Knowledge Products (OKPs) – role-specific
learning maps

1.4 Important SAP Notes

You must read the following SAP Notes before you start the installation. These SAP Notes contain the
latest information about the installation, as well as corrections to the installation documentation.

Make sure that you have the most up-to-date version of each SAP Note, which you can find on SAP
Service Marketplace at https://service.sap.com/notes.
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• SAP HANA database

• The SAP HANA database is a hybrid in-memory database that combines row-based,
column-based, and object-based database technology. It is optimized to exploit the parallel
processing capabilities of modern multi-core/CPU architectures. With this architecture, SAP
applications can benefit from current hardware technologies.

• The SAPHANA database is the heart of SAP’s in-memory technology offering, helping customers
to improve their operational efficiency, agility, and flexibility.

1.9 Technical System Landscape

The figure below shows an overview of the technical system landscape for the SAP HANA appliance
software and its related components, such as the SAP HANA studio and other applications, one of
which is the SAP HANA Information Composer. Note that the figure below shows a sample configuration
with three SAP HANA database servers. The figure also shows some optional components that may
be purchased separately.
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SAP HANA Operational Concept

The SAP HANA operational concept describes the tasks, concepts, responsibilities, and procedures
necessary for the ongoing operation of the SAP HANA appliance software.

2.1 SAP HANA Landscape

The following two figures show the SAP HANA landscape from an internal and an external view.

The first figure shows the components that make up SAP HANA, including the SAP HANA database
and SAP HANA studio.
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The SAP HANA appliance and its position in the system landscape is shown in this figure.

2.2 Service and Support

If errors occur in any software compnent of SAP HANA, SAP is the main point of contact. SAP distributes
all issues within the support organization by default, as is the case for other SAP applications.

If the customer has defined special support agreements with the hardware partner (such as a special
Service Level Agreement (ESA)), the customer should contact the hardware partner directly in the case
of obvious hardware or operating system issues.

To investigate SAP HANA-related problems, SAP support requires a support connection to all servers
in the SAP HANA landscape. For more information about establishing a service connection for SAP
HANA, see SAP Service Marketplace. See SAP Note 1635304.

Note:
You need a valid SAP Service Marketplace user to access SMP and related SAP Notes.

2.3 Installation, Implementation, and Hardware

The SAP hardware partners deliver the SAP HANA appliance software together with corresponding,
validated hardware as a pre-packaged solution to the customer site. The exact bill of material for
hardware components, the operating system, additional software components such as a file system,
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SAP does not support hardware-related performance issues. In the case of hardware-related
performance problems, contact your hardware partner.

2.3.2 Operating System Implementation

Operating system
SAP HANA runs on a 64-bit SuSE Linux Enterprise Server (SLES) 11 SP1 operating system. No other
operating systems are supported.

SUSE offers enhanced support for SUSE Linux in collaboration with SAP Linux Labs ('SUSE Linux
Enterprise Server for SAP Applications Priority Support'). This support offer facilitates communication
and ensures high quality, particularly for SAP HANA customers.

For more information, see SAP Note 1056161 – SUSE Priority Support for SAP applications and SAP
Note 171356 – SAP software on Linus: Essential information (SAP Service Marketplace user required).

If the customer enters into a separate service contract with the hardware partner, the customer is
responsible for aligning any changes to the SAP HANA setup with its respective support provider. The
customer should make sure that the operating system is in sync with the service contract.

Subsequent configuration of the operating system
The initially delivered configuration of the operating system should persist. If configuration settings are
subsequently changed, significant performance problems may occur. The customer can request a
validation of configuration changes for the operating system and for the installation of additional operating
system components by the hardware partner depending on the service contract between the hardware
partner and the customer. The hardware partner then supports these changes and additional components
in accordance with the existing service contract with the customer. No modified Linux version can be
used.

Installation of additional software
The configuration of the shipped and preconfigured SAPHANA systemmust persist. If those configuration
settings are subsequently changed, significant performance problemsmay occur. Any request to validate
additional monitoring tools must be addressed to the responsible SAP hardware partner to ensure
further supportability.

Monitoring tools exist that are recommended by both SAP and the hardware partners (such as CCMS).
These tools have been tested and do not interfere with any performance statements SAP has given.
For more information, contact your hardware partner.

If the customer wants to integrate the SAP HANA server into their IT landscape, additional monitoring
or support software may be installed. However, the installation of such additional software/applications
on SAP HANA (such as software for monitoring) by means of the SAP HANA customer lies beyond the
SAP HANA shipment scope, which has been certified by SAP, and may potentially hamper the proper
operation of the SAP HANA system. Hence, the following two requirements must be met:

• Performance
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SAP HANA hardware partners and customers must make sure that additional software such as
monitoring tools does not affect the performance of the SAP HANA appliance software (for example,
as a result of the allocation of significant amounts of memory). For this reason, monitoring agents
must not be installed on SAP HANA servers if those agents affect the performance negatively.

• Supportability

The customer must have a support contract with the SAP hardware partner for the monitoring tools
to guarantee the further supportability of the SAP HANA server. See SAP Note 784391 – SAP
support terms and 3rd party Linux kernel drivers (SAP Service Marketplace user required).

For more information about specific monitoring software, contact your software provider.

User handling for monitoring and management tools
Apart from the admin or root user, no user should be allowed access to the SAP HANA system and
landscape. If an additional user is needed to use the monitoring tools, this user can be created using
standard Linux commands. Existing users should not be affected in any case by the creation of such
users. In particular the users '<sid>adm' and 'sapadm' have to be signified by a definite and unique UID
(unique identifier for a user).

2.3.3 Installation of the SAP HANA Appliance Software

The installation of the SAP HANA appliance software is performed by the SAP hardware partner.
Therefore, the SAP hardware partners deliver the SAP HANA appliance software together with
corresponding, validated hardware as a prepackaged solution with the most recent support package
stack (at the time of shipment of the SAP HANA appliance) to the customer site. The SAP hardware
partner may add specific best-practices and SAP HANA software configuration. The installation is
finalized by an onsite setup of the SAP HANA components. This includes deploying the SAP HANA
system in the customer data center, connectivity to the network, SAP system rename, and Solution
Manager connectivity.

Once the network connection to the SAP HANA system has been established successfully and the
SAP HANA system with the most recent support packages is reachable under its desired host name,
IP address and SAP system ID from within the customer network, then the establishment of data
replication/connectivity to data source systems (including the deployment of additional replication
components) and the installation of potential BI clients (such as SAP BusinessObjects Explorer on top
of BOE) is again the responsibility of the customer or the consulting organization carrying out the SAP
HANA project onsite for the customer.

Note:
The installation of the SAP HANA software is to be carried out by the hardware partner only. Any other
system or content developed with a system not installed by certified hardware partners on validated
hardware is not supported by SAP. This includes deployment of SAP HANA system in the customer
data center, connectivity to the network, adaption of system parameters like SID or passwords to
customer needs and Solution Manager connectivity if necessary.
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2.4 Change Management

The sections below provide information about which configuration changes to the SAP HANA software,
operating system, and so on are permitted. You will also find information about the changes that are
not supported by SAP or SAP hardware partners.

2.4.1 Updating and Patching the Operating System

The customer is generally responsible for implementing operating system patches. If the customer has
a special agreement with the hardware partner, support for operating system patching may be the
responsibility of the hardware partner.

OS security patches may be imported immediately after they are available; however, the original
packages of the distributors must be used to which a customer is entitled within the framework of a
valid support contract with the distributor or an authorized OEM.

SAP accepts applying OS security patches as soon as operationally feasible. However, new OS Service
Packs (SPs) should only be applied in accordance with the respective hardware partner and after they
have been validated and approved by SAP. This also applies to patches to the kernel and runtime
libraries (glibc), which also should only be applied in accordance with the respective hardware partner.
While updating the OS system, the original packages of the distributors must be used to which a
customer is entitled within the framework of a valid support contract with the distributor or an authorized
OEM.

On rare occasions, SAP HANA might require a certain operating system patch. In this case, you must
ensure that the configuration settings of the operating system persist. Do not change configuration
settings when you patch the operating system unless explicitly stated in the corresponding SAP release
note. SAP will state any dependencies in the relevant SAP Note published when a revision is released
which requires such modifications.

Note:
In some cases, customers may have outsourced the administration of their landscapes. In such a case,
the outsourced service provider should only change any settings after consultation with the hardware
support provider. The customer is responsible for any complete upgrade of the operating system and
the use of tools for distributing operating system patches in a distributed system landscape.

SUSE offers enhanced support for SUSE Linux in collaboration with SAP Linux Labs ('SUSE Linux
Enterprise Server for SAP Applications Priority Support'). This support offer facilitates communication
and ensures high quality. OS security patches may be imported immediately after they are available;
however, the original packages of the distributors must be used to which a customer is entitled within
the framework of a valid support contract with the distributor or an authorized OEM.

For more information, see SAP Note 1056161 - SUSE Priority Support for SAP applications and SAP
Note 171356 – SAP software on Linux: Essential information (SAP Service Marketplace user required).

2012-02-1722

SAP HANA Operational Concept

https://service.sap.com/sap/support/notes/1056161
https://service.sap.com/sap/support/notes/171356
https://service.sap.com/sap/support/notes/171356


2.4.2 Updating and Patching SAP HANA Appliance Software

The SAP hardware partners ship SAP HANA pre-configured and with the most recent support package
stack at the time when the SAP HANA appliance is shipped. The customer is responsible for the
subsequent implementation of SAPHANA patches, revisions, or support packages and support package
stacks.

In general the following points apply:

• Any system connected to the SAP HANA system, as a source or as a client, may require a
minimumSAP HANA support package stack to be implemented. Unless explicitly stated, we
recommend applying the latest SAP HANA support package stack after applying an update to the
connected system.

• The SAP HANA support package stacks are cumulative. You can update directly from any older
SAP HANA support package stack to any newer SAP HANA support package stack.

• New SAP HANA support package mainly cover software improvements. SAP recommends that you
download and install these new SAP HANA support packages if SAP support has to resolve issues
with SAP HANA versions previously installed in the customer landscape. However, customers do
not necessarily need to update their SAP HANA landscape with the newest SAP HANA support
packages if their SAP HANA landscape works correctly.

• NewSAPHANA support packages and patches will be produced and shipped at SAP’s sole discretion.
There is no periodic cycle for releasing and patching the SAP HANA software. The new SAP HANA
support package stacks will be communicated to customers and hardware partners by means of
SAP Notes.

For the most current information on SAPHANA support packages and patches, see SAPNote 1514967
– SAPHANA 1.0: Central Note (SAP Service Marketplace user required). Up to now there are no known
dependencies between SAPHANA support package stacks and the SAPHANA hardware and installed
firmware. The process for implementing SAP HANA support packages is described on SAP Service
Marketplace at https://service.sap.com/hana (SAP Service Marketplace user required).

Note:
Special support agreements may exist with the hardware partner which include services such as
patching.

2.4.3 Updating and Patching File System Components

The customer is responsible for implementing operating patches for the shared file system. If the
customer has a special agreement with the hardware partner, the hardware partner is responsible for
providing support for file system patching.
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2.4.4 Updating and Patching Storage Components

If the customer has a special agreement with the hardware partner, the hardware partner is responsible
for patching storage components (such as software for the filer).

Note:
Special support agreements may exist with the hardware partner, which include services such as
patching.

2.5 Administration and Monitoring

Several tools can be used to administrate and monitor SAP HANA.

For an overview of these tools, see “System Administration and Maintenance Information” on the SAP
Help Portal.

As is the case for other SAP applications, the customer administrates and monitors the SAP HANA
system.

The software monitoring capabilities and administrative tasks are described in the following sections.

Note:
The hardware vendor may provide additional monitoring tools.

Related Topics
• The SAP Help Portal

2.5.1 Initial Administrative Tasks

It is strongly recommended after the initial setup and after the initial load, that you perform a full data
and filesystem backup (including a configuration backup). For more information, see the Backup and
Recovery Guide.
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DescriptionRecovery Type

This recovery option uses the following data:
• The last data backup available before the specified point in time
• The entries from the log backups (and if needed the log entries from the

log area) between the data backup and the specified point in time

To a specified point in
time

Note:
This recovery type is an advanced option that is needed in case a previous
recovery failed.

This recovery option uses the following data:

• The most recent data backup available before the specified log position
• The entries from the log backups between that data backup and the

specified log position

To a specified log posi-
tion

This recovery option uses the following data:

• The specified data backup

Note:
All log entries that still exist in the log are deleted. No log will be replayed.

Using a specific data
backup

Note:
The recovery process of the SAP HANA database causes the database to be shut down. During
recovery, the system is therefore not accessible for end-users or applications.

2.6.4 Backup and Recovery of SAP HANA Replication Technologies

SAP HANA Enterprise, Log-Based replication: Backup/Recovery for Sybase Replication Server

• Supported: Recovery to the last committed state

SAP HANA enterprise, Trigger-Based Replication: Backup/Recovery for SLT-Based Replication

• SLT creates a schema in the SAP HANA database called SYS_REPL where the replication control
tables are stored (RS_* tables, to store replication status for example).

• These tables are part of the normal database backup/recovery.
• Recovery scenarios:

• If the database is recovered to the latest consistent state, no further action is necessary, the
replication automatically resumes (as the jobs are not running on the HANA hardware).

• If the database is recovered to an earlier point in time (recovery of data backup with a clear log
option), initial load and replication have to be started again.

SAP HANA Enterprise, ETL-Based Replication: Backup/Recovery for Data Services
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• Data Services stores its own metadata in a relational database (currently not the SAP HANA
database). This metadata is the definition of the source and target connections, the mappings and
transformations, the workflows with load order and so on. Back up this database regularly.

• If the SAP HANA database needs to be recovered, can replication resume without any further user
interaction? Data Services provides batch loading for SAP HANA database, so no further user
interaction would be needed. The next time a batch load is started, it will be loaded into the database
again.

2.7 Security: Authentication, Authorization and Compliance

2.7.1 Authentication

All access to the SAP HANA database from client networks is secured by authentication and
authorization.

Options for authentication:

• Direct logon to the database with user name and password
• Kerberos (single sign-on)

A password policy exists that enforces password quality, regular password changes, and so on.

2.7.2 Authorization

The SAPHANA database has its own user and role management which enables customers to implement
their user and role concept. Roles are assigned to users, and roles can also be assigned to roles (role
hierarchy).

The role concept provides the building blocks for granular access control, based on the users' tasks:

• Business end users (consume reports using client tools, e.g. Microsoft Excel)
• Modelers (create models and reports using SAP HANA studio)
• Database administrators (operate and maintain the database and users, using studio), SYSTEM

administrator created during installation.

Tool support:

• SAP HANA studio, command line access using SQL commands.

Privileges:
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• Logged-on users can only access data and execute commands that they have been explicitly
authorized for using privileges (no privilege, no access). Users can have privileges directly assigned
to them, and/or inherit privileges from the role.

Privilege types:

• SQL privileges (access to database objects such as tables, SQL ownership concept)
• System privileges (for administrative tasks such as user management)
• Analytical privileges (filters on models for reporting purposes, for read operations only)
• Repository privileges

Note:
Activation of objects from the repository is executed using a technical user. This ensures that the people
who are doing the modeling (design time) will not have access right to activated objects (runtime).

2.7.3 Auditing and Regulatory Compliance

• Starting with SAP HANA 1.0 SPS02, auditing functions will be provided.
• There is an extensible auditing infrastructure.
• Audit trails are stored using syslog:

• syslog is a standard mechanism for logging program messages on Unix/Linux.
• This makes it possible to separate the system on which the audit trails are stored from the system

that generates the audit trail (this is important for preventing database power user access to the
audit trails).

• Audit trails can be written to a variety of targets, including remote systems (important to achieve
secure storage of the audit trails such as on dedicated servers).

• Both successful and unsuccessful events are logged in the audit trails.
• Audit login is available for the following authorization changes:

• Create/drop user
• Create/drop role
• Grant/revoke role
• Grant/revoke SQL privilege
• Grant/revoke system privilege
• Grant/revoke analytical privilege

2.8 High Availability

The SAP HANA appliance software in general supports high availability scenarios. This includes using
cold standby (scale-out) techniques. However, as usual, such high availability configurations accompany
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a negative impact on change performance, in particular speed of log-writing. For this reason, SAP
generally recommends following scale-up rather than scale-out sizing for SAP HANA.

Contact your hardware partner of choice for a SAP-certified high availability solution for SAP HANA.
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SAP HANA Replication Technologies

3.1 Introduction

In-memory reporting and analyzing of business data requires the replication of the data from a source
system to the SAP HANA database. This section provides an overview of the possible replication
methods that are available for the SAP HANA appliance. It also describes the application fields and
lists the main components required for each method.

The figure above focuses on the task of loading business data from an SAP ERP system to the SAP
HANA database.

The methods for performing data replication are shown in the figure below. The main components
involved in all replication scenarios are:

• SAP HANA appliance, consisting of the SAP HANA database and SAP HANA studio, which is used
to administer the appliance. User interfaces, such as SAP BusinessObjects Dashboards or Web
Intelligence, are not part of the appliance software.
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Log-Based Replica-
tion

(Sybase Replication)

ETL-Based Replica-
tion

(Data Services 4.0 �
SP2)

Trigger-Based Repli-
cation

(SLT Replication)
Capability

SAP ERP 6.0 (only if
unicode)

ERP 4.6c - SAP ERP
6.0

SAP R/3 4.6C - SAP
ERP 6.0 (EHP06)

All other ABAP-based
SAP Applications (Ba-
sis 4.6C-NW7.02)

Release coverage

Unicode OnlyYesYesUnicode/Non-Unicode

NoPartial (1)

Partial (If table contains
only ASCII characters
or language key is in-
cluded)

MDMP

YesYesYesTransparent Tables

NoYesYesCluster & Pool Tables

Yes, but not in scopeYes

Yes (for SAP supported
DBs only: Informix out
of maintenance, there-
fore not supported,
DB4 and Sybase ASE
not yet covered,
planned with SPS04)

Non-SAP Sources

DB2 (9.1, 9.5, 9.7)YesYesCompressed Values
DB Table

DB2 9.7 only (no sup-
port for 9.1 or 9.5)YesYesRow Compression DB

Table
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Log-Based Replica-
tion

(Sybase Replication)

ETL-Based Replica-
tion

(Data Services 4.0 �
SP2)

Trigger-Based Repli-
cation

(SLT Replication)
Capability

DB2 LUW/UDB Only

All SAP supported
DBs, incl. ASE, and
others: see PAM for full
list

(no MaxDB support)

All SAP supported
DBs, incl. ASE

DB Support (Source
side)

AIX, HP-UNIX, SUSE
LINUX 10 & SUSE Lin-
ux 11, SPARC/Solaris,
(see PAM for version
details)

All OS supported under
ERP (NO impact of
source OS on Data
Services)

All SAP supported OSOS Support (Source
side)

YesNoNot covered yet
(planned with SPS04)Transactional Integrity

Single Source System
to single SAP HANA
instance

Multiple source sys-
tems

Multiple source sys-
tems to multiple SAP
HANA instances (one
source system can be
connected to one SAP
HANA schema only)

Multi-System Support

NoYesYes
Workload balancing
(parallelization of repli-
cation)

Real-time (by logical
work units)ScheduledReal-time and sched-

uled (on table level )
Real-time and/or
scheduled replication

Initial load + delta repli-
cation (always incl.
repository info for all
tables!)

Initial load + delta repli-
cation (for table based
needs delta information
through timestamp col-
umn or through delta
enabled extractors)

Initial load, initial load
+ delta replication for
relevant tables

Initial Load & Delta
replication
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Log-Based Replica-
tion

(Sybase Replication)

ETL-Based Replica-
tion

(Data Services 4.0 �
SP2)

Trigger-Based Repli-
cation

(SLT Replication)
Capability

1:1

Complete ETL engine
from simple functions
to very complex trans-
formations

Default 1:1; capabilities
for conditional filtering
& transformations
available on project ba-
sis

Transformation capabil-
ities

Performance dash-
board (load progress
and throughput status)

Via Data Services own
Management Console
or through the integra-
tion with SAP Solution
Manager

Support dashboardAccess to performance
statistics

Via Data Services own
Management Console
or through the integra-
tion with SAP Solution
Manager

YesAccess to trouble
shooting feature

(1) SAP BusinessObjects Data Services will need a fixed code page for each run. In order to process
MDMP, the same job will need to get executed multiple times, each time with a different code page and
with a WHERE clause on the language key. This would only be manageable for a limited number of
codepages.

2012-02-1744

SAP HANA Replication Technologies



http://help.sap.com/hana/hana1_imdb_studio_admin_en.pdf
http://help.sap.com/hana/hana1_imdb_backup_en.pdf
http://help.sap.com/hana/hana1_imdb_backup_en.pdf


http://help.sap.com/hana/hana1_imdb_backup_en.pdf
http://help.sap.com/hana/hana1_imdb_backup_en.pdf
http://help.sap.com/hana/hana1_imdb_backup_en.pdf
http://help.sap.com/saphelp_nw73/helpdata/en/48/0dd91ad6013d1be10000000a42189d/frameset.htm
http://help.sap.com/businessobject/product_guides/boexir4/en/sbo401_ds_mgmt_cons_en.pdf


Information about how to use SAP BusinessObjects Data Services Administrator and SAP
BusinessObjects Data Services Metadata Reports

• SAP BusinessObjects Data Services Administrator's Guide

Information about administrative tasks such as monitoring, lifecycle management, security, and so
on

• SAP BusinessObjects Data Services Performance Optimization Guide

Information about how to improve the performance of SAP BusinessObjects Data Services

4.4 Monitoring Components for Log-Based Replication (Sybase Replication)

For information about monitoring Sybase Replication components, see

• Verifying and Monitoring Replication Server

Describes checking error logs, verifying that the components of a replication system are running,
and monitoring the status of system components and processes

• Using Counters to Monitor Performance

Describes how to use Replication Server counters to monitor performance

• Handling Errors and Exceptions

Describes various error handing methods for Replication Server

• Replication Server System Functions

Contains reference pages for the Replication Server system functions
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SAP HANA System Management

5.1 SAP HANA Administration Overview

You administrate the SAP HANA system landscape by monitoring the SAP HANA components:

• Administrating the SAP HANA database

• Administrating components for Trigger-Based Replication: SAP LT (Landscape Transformation)
Replication Server

• Administrating components for ETL-Based Replication: SAP BusinessObjects Data Services

• Administrating components for Log-Based Replication: Sybase Replication

5.1.1 Administrating the SAP HANA Database

You administrate the SAP HANA database using the administration console perspective of the SAP
HANA studio. The administration console perspective of the SAP HANA studio allows technical users
to manage the SAP HANA database as well as to create and manage user authorizations. For more
details, see the SAP HANA database – Administration Guide.

5.1.2 Administrating Components for Trigger-Based Replication (SAP LT Replication
Server)

For information about administrating the SAP LT (Landscape Transformation) Replication Server, see
the Technical Operation Manual for SAP NetWeaver.
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5.1.3 Administrating Components for ETL-Based Replication (SAP BusinessObjects
Data Services)

For information about administrating SAP Business Objects Data Services components, see the following
guides:

• Management Console Guide SAP BusinessObjects Data Services XI 4.0 (14.0.0)

• Data Services Administration Guide

• Information platform services Administration Guide

• Data Services Upgrade Guide

5.1.4 Administrating Components for Log-Based Replication (Sybase Replication)

For more information about administrating Sybase Replication components, see the following guides:

• Sybase Administration Guide: Volume 1
• Managing Replication Server with Sybase Central

• Managing a Replication System

• Managing RepAgent and Supporting Adaptive Server

• Managing Routes

• Managing Database Connections

• Managing Replication Server Security

• Managing Replicated Tables

• Managing Replicated Functions

• Managing Subscriptions

• Managing Replicated Objects Using Multisite Availability

• Scheduling Replication Tasks

• Administering Replication Agent

• Replication Agent Reference Manual
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5.2.2.2 Starting and Stopping Sybase ECDA

For information about starting and stopping Sybase ECDA, see Sybase Enterprise Connect Data Access
and Mainframe Connect Server Administration Guide -> Starting and Stopping the Server and Access
Services.

5.2.2.3 Starting and Stopping the Sybase Replication Agent

For information starting and stopping the Sybase Replication Agent, see SYBASE Replication Agent
Administration Guide -> Administering Replication Agent -> Determining current Replication Agent
status.

5.3 Starting the Software Update Manager (SUM) for SAP HANA

For information about starting the Software Update Manager (SUM) for SAP HANA see the SAP HANA
Automated Update Guide -> Automated Update -> Performing an Automated Update

5.4 SAP HANA Backup and Recovery

You backup and recover the SAP HANA system landscape by applying backup and recovery to the
SAP HANA components:

• Backup and Recovery for SAP HANA database

• Backup and Recovery for the Trigger-Based Replication components: SAP LT (Landscape
Transformation) Replicator

• Backup and Recovery for ETL-Based Replication components: Data Services

• Backup and Recovery for Log-Based Replication components: Sybase Replication
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5.4.1 Backup and Recovery for the SAP HANA Database

SAP HANA, with its core component the SAP HANA database holds the bulk of its data in memory for
maximum performance, but still uses persistent storage to provide a fallback in case of failure. The log
is capturing all changes by database transactions. Data and log are automatically saved to disk at
regular save points, the log is also saved to disk after each COMMIT of a database transaction.

The backup and recovery functionality in SAP HANA is quite simple. The relevant content of all data
volumes of all services (name server, index server, statistics server) that belong to a single host/node
instance are marked by an instance-wide save point. This content is written into service-specific backup
files located in the file system. The system/tools will take care of the details of backup/recovery; the
user just has to call up the functions.

For more information, see the SAPHANADatabase – Backup and Recovery Guide. This Guide describes
the administration of the SAP HANA database in relation to backup and recovery. It deals with the
implementation of the backup and recovery features of the SAP HANA database.

5.4.2 Backup and Recovery for the Trigger-Based Replication components (SAP LT
Replication Server)

For information about backup and recovery for the SAP LT (Landscape Transformation) Replication
Server, observe the following:

• The SAP LT (Landscape Transformation) Replication Server creates a schema in the SAP HANA
database called SYS_REPL where the replication control tables are stored (RS_* tables, to store
replication status for example).

• These tables are part of the normal database backup/recovery.
• Recovery scenarios:

• If the database is recovered to the latest consistent state, no further action is necessary, the
replication automatically resumes (as the jobs are not running on the SAP HANA hardware).

• If the database is recovered to an earlier point in time (recovery of data backup with clear log
option), initial load and replication have to be started again.

5.4.3 Backup and Recovery for the ETL-Based Replication components (SAP
BusinessObjects Data Services)
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For information about backup and recovery for SAP BusinessObjects Data Services, observe the
following:

• Data Services stores its own metadata in a relational database (currently not the SAP HANA
database). This metadata is the definition of the source and target connections, the mappings and
transformations, the workflows with load order etc. backup this database regularly.

• If the SAP HANA database needs to be recovered, can replication resume without any further user
interaction? Data Services provides batch loading for SAP HANA database, so no further user
interaction would be needed. The next time a batch load is started, it will be loaded into the database
again.

5.4.4 Backup and Recovery for the Log-Based Replication components (Sybase
Replication)

For information about backup and recovery for the Sybase Replication, observe the following:

• Supported: Recovery to the last committed state

• Not supported: point-in-time recovery of either the ERP system or SAP HANA

• Sybase Administration Guide: Volume 2

• Replication System Recovery
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SAP HANA Data Management

You use the SAP HANA modeler, which is accessible as a perspective of the SAP HANA studio, for
modeling and managing SAP HANA data. It allows technical users to create new or modify existing
models of data. In addition, the initial configuration of the data replication is done in the SAP HANA
modeler.

6.1 Configuring Data Replication

Configure data replication to provide the necessary metadata and data to the SAP HANA box. You
need to perform the following steps:

• Load table metadata from the data provider systems (source systems) into the SAP HANA database
(target system) for all tables of the source system or for a subset of tables

• Load data (initial load) from the data provider systems (source systems) into the SAPHANA database
(target system) for a selection of tables

• Start continuous replication of data changes from the data provider systems (source systems) into
the SAP HANA database (target system) for a selected subset of tables

Once the metadata and data are loaded to the SAP HANA box, you can create views and reports based
on these metadata and data, as described in Modeling Data.

For more information, see the SAP HANA Modeling Guide, chapters:

• Importing Metadata

• Mass Import of Metadata

• Selective Import of Metadata

• Provisioning Data

6.2 Modeling Data

You use the SAP HANA modeler for modeling and managing SAP HANA data.
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For more information, see the SAP HANA Modeling Guide.

6.3 Modeling and Data Provisioning for ETL-Based Replication (SAP BusinessObjects
Data Services)

When using the ETL-Based Replication technology by SAP BusinessObjects Data Services, you can
also model ERP data by means of Data Services modeling tools. The following documents describe
the modeling and data provisioning steps you have to do in SAP BusinessObjects Data services:

• SAP BusinessObjects Data Services Administrator’s Guide -> Server Management -> To configure
SAP HANA ODBC

• SAP BusinessObjects Data Services Reference Guide -> SAP HANA target table options

• SAP BusinessObjects Data Services Reference Guide -> Database datastores -> SAP HANA

• Designer Guide SAP BusinessObjects Data Services XI 4.0 (14.0.0)

Describes how to set up a job in the Designer to connect to any database

• Reference Guide SAP BusinessObjects Data Services XI 4.0 (14.0.0)

Describes the options for setting up connections to the SAP HANA database

• Supplement for SAP BusinessObjects Data Services XI 4.0 (14.0.0)

Describes all interactions with other SAP applications
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High Availability

The SAP HANA appliance software in general supports high availability scenarios. This inclues scale
out with standby host for the SAP HANA database. Currently only in a distributed system, some of the
SAP HANA database servers are designated as worker hosts, and other servers are designated as
standby hosts. Multiple servers can be grouped together to allow a dedicated standby host to be assigned
to each group. You can assign multiple standby hosts to each group. SAP HANA database supports
cold standby hosts, where a standby host is kept ready for the event that a failover situation occurs
during production operation. A standby host is not used for database processing. All the database
processes run on the standby host, but they are idle and do not allow SQL connections. It is not possible
to configure individual services on a standby host; all the services are configured together.

High availability configurations can have a negative impact on change performance, in particular speed
of log-writing. For this reason, SAP generally recommends following scale-up rather than scale-out
sizing for SAP HANA. Contact your hardware partner of choice for a SAP-certified high availability
solution for SAP HANA.

For more information, see the SAP HANA Database - Scaleout with Standby Host.
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Security

The SAP HANA Security Guide provides an overview of the security-relevant information that applies
to the SAP HANA appliance software. For more information, see the SAP HANA Security Guide.

You ensure security for your SAP HANA system landscape by ensuring security of the SAP HANA
components:

• SAP HANA Database - Security Guide

• SAP HANA Security Guide - Trigger-Based Replication (SLT)

• SAP HANA Security Guides - ETL-Based Replication (Data Services)

• SAP BusinessObjects Data Services Administrator’s Guide

-> Security
• SAP BusinessObjects Data Services Administrator’s Guide

-> User Rights and management

• SAP HANA Security Guide - Log-Based Replication (Sybase)
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Updates and Support Packages

Use the following SAP HANA update guides to update SAP HANA and its components:

• How to update SAP HANA and its components with the Software Update Manager (SUM)

SAP HANA Automated Update Guide

• How to individually patch SAP HANA software components

SAP HANA Manual Update Guide
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